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OVERSIGHT OF THE OFFICE OF FINANCIAL
RESEARCH AND THE FINANCIAL STABILITY
OVERSIGHT COUNCIL

Thursday, July 14, 2011

U.S. HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON OVERSIGHT
AND INVESTIGATIONS,
COMMITTEE ON FINANCIAL SERVICES,
Washington, D.C.

The subcommittee met, pursuant to notice, at 3:25 p.m., in room
2128, Rayburn House Office Building, Hon. Randy Neugebauer
[chairman of the subcommittee] presiding.

Members present: Representatives Neugebauer, Fitzpatrick,
Posey, Hayworth, Renacci, Canseco, Fincher; Capuano, Baca, and
Carney.

Ex officio present: Representative Bachus.

Also present: Representatives Grimm, Hensarling; and Maloney.

Chairman NEUGEBAUER. Today, we are going to have a hearing
on the oversight of the Office of Financial Research (OFR), which
is a newly created entity from the Dodd-Frank Act. It is affiliated
with the Financial Stability Oversight Council (FSOC). And I am
sure that our witnesses will articulate a little bit more of that rela-
tionship.

One of the things that I think we have tried to do in this com-
mittee is we are trying to figure out what the puzzle is going to
look like when it is completed. One of the things I have said about
Dodd-Frank, with nearly 300 different rulemaking opportunities, is
that we are trying to—as we are issuing all of these rules, and we
are standing up all of these entities, we are really putting together
one of those large puzzles, those 250- to 300-piece puzzles.

I think the bad news is that we don’t know what the puzzle is
actually going to look like when it is completed. And so one of the
things that we have tried to do in our committee is to bring some
sunlight on some of these parts of Dodd-Frank as we are approach-
ing the first anniversary of that entity next week, but also to make
sure that we begin to try to understand what the puzzle is going
to look like.

One of the things that is kind of interesting about OFR is that
it really kind of looks like the twin of the Consumer Financial Pro-
tection Bureau (CFPB). They have a lot of similarities. One is that
they are overseen by one Director.

They are tucked into the Federal Reserve (Fed) and have limited
oversight capacity from Congress. And they have some very broad
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powers. Some of those powers will be discussed as we get into the
hearing.

I think one of the things that I find a little bit troubling is, first,
we have all of these entities that really give one individual a lot
of power. And second, that there is no real opportunity, in many
cases, for oversight. And in many cases, also, there is no real ap-
peals process for the actions and the rulings of this individual.

Obviously, this other issue that is going to be discussed today is
then what is the cost and the benefit of standing up such an entity.
So I look forward to the hearing today, and hopefully we will shine
a little bit of light and learn a little bit more about the OFR.

With that, I yield to the ranking member of the subcommittee,
Mr. Capuano.

Mr. CAPUANO. Thank you, Mr. Chairman.

Mr. Berner, I would like to welcome you to the committee. 1
think that there are some serious questions here. I fully expect you
will have appropriate answers for them. I know that some of these
things you may not have any answers for, because we are in the
new world.

I am looking forward to hearing from you. I think that there are
a lot of questions that we will all have. I have no doubt that you
will have some of the same questions yourself.

That is the way we are going to go.

So I am looking forward to your testimony, and thank you for
coming.

Chairman NEUGEBAUER. And now, the vice-chairman of the sub-
committee, Mr. Fitzpatrick.

Mr. FitzPATRICK. Thank you, Mr. Chairman.

If there is one thing consistent about the Dodd-Frank legislation,
it is that what looks good on paper often makes for bad policy and
practice in reality.

The mission of the Office of Financial Research makes it sound
like a rather benign entity. Its mission, to act as the research arm
for the Financial Stability Oversight Council, is sensible enough.

However, as this subcommittee has examined the OFR, a couple
of troubling issues have emerged.

Any time an agency is given such free reign to collect and store
information on the private sector, it deserves extra scrutiny. The
government has a role to play in protecting investors and con-
sumers, but good intentions cannot be the catch-all excuse for gov-
ernment overreach.

If we expect the private sector to pull us out of this recession,
then we cannot, at the same time, grind them under the boot of
the government. We can and must strike a balance between proper
oversight and excessive regulation.

Today’s hearing is an important part of striking that balance.
Protecting the taxpayers means not only examining financial insti-
tutions, but examining the examiners. After all, money is coming
out of the economy to pay the salaries and expenses of these new
agencies. And the public deserves to know that this is money well
spent.

I look forward to the testimony, and I yield back.

Chairman NEUGEBAUER. Now, the gentlewoman from New York,
Mrs. Maloney.
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Mrs. MALONEY. Thank you, Chairman Neugebauer and Ranking
Member Capuano. I am very pleased that you are having this over-
sight hearing. I believe this is an important part of Dodd-Frank.

During the hearings that we had during the financial crisis, I
asked a number of the heads of these organizations, some of whom
failed, some of whom took TARP money in order to continue to
exist, what one reform did they think was the most important.

And they said, collecting data. This was the private sector that
let us know, in real-time, at the end of the day what the exposures
were internationally and nationally on financial products.

They felt that that was the most important reform that we could
make. So I think it is important. I look forward to the testimony,
and I thank you for having the hearing.

Chairman NEUGEBAUER. Thank you.

And now the vice-chairman of the full committee, the gentleman
from Texas, Mr. Hensarling.

Mr. HENSARLING. Thank you, Mr. Chairman. I certainly appre-
ciate you calling this hearing.

I had the opportunity to serve on the conference committee for
Dodd-Frank. And of all the provisions in the 2,300-page behemoth
bill, perhaps none was more overlooked and underappreciated than
the creation of the so-called Office of Financial Research.

I offered an amendment during the conference to strike its exist-
ence. I am very concerned about its existence. We will now have
an entire new agency based on the premise that if we have suffi-
cient numbers of unelected, unaccountable bureaucrats, who have
unlimited information about our personal buying habits, coupled
with an unlimited budget, that somehow they can prevent any type
of economic downturn within our society.

I think the premise is false. Frankly, I think it is dangerous. I
think that this office represents a hacker’s dream and a civil lib-
ertarian’s nightmare. And I do not see a compelling reason for its
existence.

Essentially, the Federal Government will be able to track what
Americans buy, who they buy it from, and when they buy it, with
their subpoena power.

Staffing—there are no limits to the number of employees that the
Director may hire, since the Director has the authority to set sala-
ries without regard to the general schedule, and no limit to how
much the Director can pay these employees.

The new agency will not be subjected to the Congressional budg-
et or to the appropriations process, or the Executive Branch over-
sight or its budget. And the agency can levy whatever assessments
it deems necessary to fund itself.

So, Mr. Chairman, if ever there was an agency that was crying
out for a hearing, it is this one. And I congratulate you for calling
this hearing. I yield back the balance of my time.

Chairman NEUGEBAUER. I thank the gentleman. And now the
other gentleman from Texas, Mr. Canseco.

Mr. CANSECO. Thank you, Mr. Chairman.

The 2008 financial crisis was caused in large part by accommoda-
tion of misguided government policies and the failure of the finan-
cial regulators to step in and use their authority, which was more
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than sufficient. It was more than sufficient to halt the incredible
risk that was building up within the financial industry.

And despite this government failure, which led to an economic
meltdown that we are still trying to climb out of, the authors of
Dodd-Frank gave government a dramatically increased role in our
financial markets, an example of which is the Office of Financial
Research.

The OFR is, at its core, a testament to the belief that govern-
ment can make anything right or accomplish any goal if only it is
given more authority. Throughout history, mankind has proven
itself incapable time and again of being able to consistently and ac-
curately predict crises, especially when they relate to financial
markets. And there is no aspect of this agency that would change
that.

Aside from OFR’s misguided mission, I have great concern over
the structure of the agency, which operates with very little over-
sight and accountability. And I thank the chairman for holding this
important hearing.

I yield back.

Chairman NEUGEBAUER. Thank you.

Mr. Fincher?

Mr. FINCHER. Thank you, Mr. Chairman.

And I thank the witnesses for coming today.

In today’s technologically advanced world, more and more Ameri-
cans are making financial transactions over the Internet, entrust-
ing that their personal information is safe and secure.

As we have heard over recent months though, that is not always
the case. With the recent cyber attacks on Citigroup, the IMF, and
even the Senate and the CIA, I am concerned about some of the
information-collecting duties of the Office of Financial Research
under the Dodd-Frank Act.

It seems as though the government is trying to reach even fur-
ther into our personal lives than ever before in the name of finan-
cial security.

While we are all in favor of taking precautions to prevent an-
other financial meltdown in this country, I am not completely con-
vinced that more government is the answer to this problem, and
that our personal information will be secure as a result.

The last thing people need in this country, when unemployment
is at 9.2 percent, is for their financial information to be at risk.

So I look forward today to hearing your testimony and expla-
nation of some of these things. Thank you.

I yield back.

Chairman NEUGEBAUER. I thank the gentleman.

Mr. Grimm?

Mr. GRiMM. Thank you, Mr. Chairman.

First of all, thank you for holding this hearing.

And also thank you, Mr. Berner, for agreeing to testify today.

As a former Special Agent of the FBI, I am keenly aware of the
danger that computer hacking and cyber crimes poses to the U.S.
financial institutions on a daily basis. As recently as May, a mas-
sive cyber attack hit a large U.S. bank where over 360,000 credit
card numbers were stolen.
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Even with advanced IT departments and very, very qualified
staff, banks are unable to prevent every attempted breach of their
computer systems.

The Office of Financial Research is going to have a digital reposi-
tory of large amounts of data for a majority of U.S. financial insti-
tutions. I am extremely concerned that a repository of this nature
would be a treasure trove for everyone from an ordinary hacker
who is seeking to steal and quickly—whatever—to a sophisticated
terrorist organization.

So I am very interested in hearing your testimony today.

And with that, I yield back. Thank you.

Chairman NEUGEBAUER. I thank the Members.

Our first panelist is the Honorable Richard Berner, the Coun-
selor to the Secretary of the Treasury.

Mr. Berner, thank you for being here. I enjoyed your visit the
other day in our office and I look forward to your testimony.

You are recognized for 5 minutes.

STATEMENT OF THE HONORABLE RICHARD BERNER, COUN-
SELOR TO THE SECRETARY OF THE TREASURY, U.S. DE-
PARTMENT OF THE TREASURY

Mr. BERNER. Thank you, Mr. Chairman, Ranking Member Capu-
ano, and members of the subcommittee. Thank you for inviting me
here today.

I recently joined the Treasury Department as Counselor to the
Secretary, as you noted. The Secretary has asked me to help him
set up the Office of Financial Research. And in that capacity, I am
pleased to come here today to testify on the mission of the OFR,
on the progress we have made in launching it, and on the initia-
tives we have under way to achieve our objectives.

First, some background. As some of you noted, the financial crisis
made it clear that the regulation and oversight of the financial sys-
tem was deficient in many respects. We underestimated the way
shock spread across the financial system with severe consequences
to the economy.

Likewise, the crisis also revealed the deficiencies in data and
analysis. We lack timely and accurate information needed to mon-
itor threats to financial stability and to develop the tools needed to
mitigate them.

The Dodd-Frank Act addresses many of these shortcomings. It
created the Financial Stability Oversight Council to identify and
respond to threats to financial stability in the economy and to pro-
mote market discipline. It also created the OFR to function as a
shared provider of data and analysis for the FSOC and its member
agencies.

The OFR is working to satisfy its statutory mandates and mis-
sion: first, to collect data on behalf of the Council and to provide
them to the Council and member agencies; second, to standardize
the types and format of data collected and reported; third, to per-
form applied and essential long-term research; and finally, to de-
velop tools for risk measurement and monitoring.

As Dodd-Frank requires, the OFR will leverage existing re-
sources to avoid duplication.
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I am pleased to report that we are making significant progress
towards these goals. Today, I will first discuss OFR’s work on im-
proving financial data. Next, I will discuss the Office’s research
strategy. And I will conclude with an update on staffing and on in-
formation security.

The OFR’s promise is to collect and make available more and
better financial data, while reducing the regulatory reporting bur-
den. That is a tall order, but we believe that three aspects of the
OFR’s approach will make that promise a reality.

First, the OFR will fill in information gaps, not duplicate.

Second, by collaborating with Federal financial regulators, the
OFR can create economies of scale, lower operating costs, and
eliminate redundant reporting requirements.

Finally, and most important, the OFR will promote standards for
financial data. Standardization will improve the quality and trans-
parency of financial data. For example, standards will provide a
more transparent picture of firms’ activities, improving market dis-
cipline. They will improve the ability of regulators and firms to
manage counterparty risk, assure the integrity of business prac-
tices, and lower processing costs.

The Legal Entity Identification initiative, or LEI, will stand-
ardize data and uniquely identify parties to financial transactions.
It is moving forward, and quickly, with support from both the in-
dustry and from global regulators. The OFR is working with finan-
cial regulators around the world to define consistent requirements
for the LEL

The private sector and standards organizations have also contrib-
uted. A global coalition of them has developed a recommendation
for potential solution providers. That work is driving the initiative
forward.

The Dodd-Frank Act lays out principles and gives appropriate
authority to the OFR for data collection. We will be thoughtful in
interpreting those principles. And we will exercise that authority
responsively.

Let me be clear: The OFR will not collect data for collection’s
sake. The OFR will collaborate with FSOC member agencies to col-
lect data they need for analysis and policy decisions. That collabo-
ration will decide how to fill data gaps sufficiently.

That work is already under way and staff are cataloging data
used and collected by financial regulators.

The OFR will pursue its research agenda, as statute and the
FSOC require. It will produce and sponsor financial research aimed
%tl developing the tools we need to assess threats to financial sta-

ility.

The search for an OFR Director is ongoing. Meanwhile, a high
level of talent is coming into the OFR. We are hiring professionals
with deep industry experience in data management, technology
risk, and risk management to establish the data center. We are
also making progress in building the OFR’s research team.

Finally, preserving the security and integrity of OFR’s data is a
critical objective. The OFR will adopt best-practice information and
security measures. We are pursuing them in three ways. First, the
OFR is developing policies on post-employment restrictions to pre-
vent misuse of valuable data.
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Second, the OFR is developing robust governance policies and
systems of controls, restricting use of data and information sys-
tems.

And third, the OFR is establishing information systems that pro-
tect data from unauthorized outside access and limit OFR’s employ-
ees’ access to sensitive information content consistent with their re-
sponsibilities.

Mr. Chairman and members of the subcommittee, the Dodd-
Frank Act created the OFR to help the FSOC promote financial
stability and limit the effects on the Nation’s economy of financial
crises. Better data and analysis can’t prevent financial shocks, but
we believe our efforts will help reduce their frequency and mag-
nitude.

Those efforts will also help us improve the quality and scope of
financial data, and promote and produce research that helps policy-
makers identify and address threats to financial stability.

Thank you for your attention. And I will be happy to answer
your questions.

[The prepared statement of Mr. Berner can be found on page 48
of the appendix.]

Chairman NEUGEBAUER. Thank you very much. And I appreciate
again your being here.

Are there statutory limits on OFR’s ability to—how much you
can levy these financial institutions once you get to that point? I
know the first 2 years is funded by the Fed. But after that point,
the statute calls for the OFR to assess, as you guess, some sums
if necessary. But as you read the legislation, is there a limit to
what those assessments could be?

Mr. BERNER. Mr. Chairman, thanks for your question. That is
something that I think is of concern to us to make sure that those
assessments are not a burden on the financial services industry.

Chairman NEUGEBAUER. But there is not a limit. Is that correct?

Mr. BERNER. Mr. Chairman, I am not aware that there is a limit
under the statute. But we plan to exercise our responsibility to
make sure that principle I just laid out is really stuck to.

Chairman NEUGEBAUER. So as I understand it by reading the
legislation, there is no statutory limit on your budget either. In
other words, you could make that agency as large as someone
wanted to make it and make whatever assessments are required to
support that organization. Is that true?

Mr. BERNER. Mr. Chairman, let me try to answer your question
this way. The—

Chairman NEUGEBAUER. No, it is kind of a yes-or-no question.
Are there statutory limits?

Mr. BERNER. Mr. Chairman, let me put it to you this way. The
statute requires that the OFR’s budget, what the OFR will spend
appear in the budget itself, and that the OFR is subject to over-
sight, both by you and the Congress, and we plan to report to you
and the Congress, to make sure you know what we are spending
and what we are spending it on.

And in addition, the OFR is subject to oversight by the Govern-
ment Accountability Office, and by the Treasury’s Inspector Gen-
eral Office.
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Chairman NEUGEBAUER. But I just want to be clear, to get back
to the original question, I appreciate that additional information,
but there are no statutory limits on your budget?

Mr. BERNER. Mr. Chairman, I think the answer is—

Chairman NEUGEBAUER. Yes or no. Which one do you think it is?
How do you interpret it?

Mr. BERNER. I am not aware that there is a statutory limit in
the statute itself.

Chairman NEUGEBAUER. And also, I think under the OFR, you
are allowed to actually start setting out RFPs for ongoing risk fi-
nancial research. And so basically, are there any limits to the
amount of research that you could be funding or the amount of out-
sourcing to the universities that could happen there? Is there any
limit to the funding of those either?

Mr. BERNER. Mr. Chairman, let me tell you that we are in the
process of developing our budget for Fiscal Year 2012 and for Fiscal
Year 2013, and that budget will restrict the amount that we spend
in the OFR on outsourcing for research or in providing research
that is produced internally.

Chairman NEUGEBAUER. Yes. I appreciate that. And you know
what, I think the point I am trying to make here is that this OFR
and agency has very broad powers, very broad authority, with real-
ly very few checks and balances.

Basically, you are going to determine your own budget. It is not
a budget that has to be approved by Congress.

You can levy assessments to whatever level is deemed necessary,
and you can do this ongoing research.

And the final question too is there is, as I understand, really no
limit to what information that you could require from a company.
In other words, basically the laws says that you can ask for the in-
formation, and if the company refuses to give it to you, you can ac-
tually subpoena that company. Is that your interpretation?

Mr. BERNER. Mr. Chairman, I think what the OFR is designed
to do is to, as I mentioned in my testimony, fill in the gaps between
the data that we already have among the FSOC and its member
agencies. So our goal is to collect data only where we think it is
missing, and as we need it to fulfill our mandate of looking for
threats to financial stability across the financial system.

We are not interested in duplicating information. We are not in-
terested in collecting data for the sake of collection. And we are not
interested in creating a big database just to have a big database.

Chairman NEUGEBAUER. Certainly, that might be your perspec-
tive. But obviously, we don’t have an acting Director. It is just an-
other position that the President has not filled. So you are actually
in the same capacity, I guess, as Ms. Warren, in that you are
standing up for an entity that actually doesn’t have an acting Di-
rector. Is that correct?

Mr. BERNER. I am acting on behalf of the Secretary to set up the
OFR.

Chairman NEUGEBAUER. But you have not been nominated by
the President for this position?

Mr. BERNER. I have not been nominated. No. And the President
must nominate somebody to fill that position.
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Chairman NEUGEBAUER. I see my time is up, so I will yield to
the ranking member.

Mr. CapUuANO. Thank you, Mr. Chairman.

Thank you, Mr. Berner.

Mr. Berner, would you have any objection to working with this
committee or the rest of the Congress in trying to tighten up any
of the statutory issues that might come up today?

Mr. BERNER. Thank you for your question. I think that is a really
important one, because we want to make sure that the Congress
and this committee, in particular, understands that we want to be
accountable to the Congress. We want to be completely transparent
in what we do.

We want to provide all the information that you require in order
to look at our activities. And we want to meet with your staff and
make sure that they fully understand all the issues that we are
dealing with, so that we have a full and accurate—

Mr. CApuaNoO. If Congress gets concerned at some future time
that your assessments are too high, and we decide we want to put
some kind of statutory limit on it, you would work with us to try
to accomplish that, if necessary?

Mr. BERNER. Congressman, we want to make sure that the
things that we do, including the assessments we levy on the firms
to fund the OFR after the funding from the Federal Reserve ex-
pires are reasonable and are sensible, and only what we need to
do our job.

Mr. CAPUANO. Are you the only Federal Government agency that
has subpoena power?

Mr. BERNER. I am not aware of the subpoena power of other
agencies, Congressman, but I know that the OFR does have sub-
poena powers in certain circumstances.

Mr. CAPUANO. But you are not the only Federal agency with sub-
poena power, are you?

Mr. BERNER. No, that is absolutely correct.

Mr. CApUANO. That is what I thought.

I think that some of the—a couple of my questions have already
been answered. Some of them were in the introductory comments.
Data security, I think, is a reasonable commentary to make.

And again, I will withhold my judgment until we see what you
get and see what information you have. But, I would hope and pre-
sume that has to be on the top of your list, as far as concerns as
you move forward. Is that a fair statement?

Mr. BERNER. It is a fair statement, Congressman. It is at the top
of our list. We want to make sure that any data that we have or,
for that matter, that the FSOC has is absolutely secure. And we
are well aware of the threats and risks out there, as some of you
have discussed, we want to make sure—

Mr. CAPUANO. Are you working with any private companies that
have had their data breached to learn from their lessons?

Mr. BERNER. Absolutely. We are trying to learn from their les-
sons and from breaches that have occurred, to some extent, in gov-
ernment as well. And somebody mentioned the IMF breach. We
want to make sure that we can learn from all those experiences,
and make sure that it doesn’t happen again.
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I want to assure you that at the Treasury Department, we han-
dle a large volume of confidential and sensitive data. We have not
had any breaches. That is no guarantee, of course—

Mr. CAPUANO. Right.

Mr. BERNER. —that couldn’t happen in the future. But we put
that at the top of our priority list.

Mr. CAPUANO. And the other issue that was raised to me anyway
was the fact that some sort of—I guess, I would like to ask the
question, can you guarantee without question, absolutely, that the
OFR will be absolutely positively able to see the next economic
threat?

Mr. BERNER. No, Congressman, I can’t guarantee that.

Mr. CAPUANO. Gee, I am shocked. Is there anything in the law
or anything that you are aware of that will prohibit, prevent or
hinder any of the other regulatory agencies from doing their job?

Mr. BERNER. There is nothing in the law—the Dodd-Frank Act,
as you know, Congressman, was set up to enable us to do our job
better. And that is the point.

And I would say that now what we need to do is to fully imple-
ment the Act in ways consistent with your goals and objectives, the
goals and objectives we all share of having a safer and more resil-
ient financial system.

Mr. CAPUANO. So nothing has happened in the Dodd-Frank Act
or anything that you are aware of, or anything in your agency, that
would hinder the Fed or the SEC or the CFTB or any of the other
agencies that have any oversight or any responsibility for the econ-
omy? Nothing would hinder them from possibly being able to see
the n;:xt threat even without your assistance. Is that a fair state-
ment?

Mr. BERNER. I think it is fair to say, Congressman, that we are
all trying to work together to make sure that, as best we can, we
can anticipate those threats. We are not going to be perfect, but an-
ticipate those threats.

And for the FSOC members, among them the Fed and the other
agencies you mentioned, to try to put in place regulations that will
strengthen our financial system and that will limit the impact on
the economy of any financial shock when it occurs.

Mr. CAPUANO. The reason I ask is because I think it is a fair
statement. No one wants to take away anybody else’s ability or
hinder anyone from seeing the next threat. I would argue that the
Fed might be able to do it. The OCC might be able to do it.

Who knows? And the truth is, who cares, as long as somebody
sees the next economic threat coming along or at least we increase
the likelihood.

And T would suggest the OFR doesn’t guarantee anything, but it
simply increases the likelihood that we might be able to see the
next economic threat coming.

And with that, I see my time is running out. I yield back.

Chairman NEUGEBAUER. I thank the gentleman. And I would
just point out that was a very good question about security. I no-
ticed today that 24,000 Pentagon files were stolen in a cyber
breach.

I ask unanimous consent to enter into the record the testimony
of the U.S. Chamber of Commerce—they were not able to attend.
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Without objection, it is so ordered.

Now, I will recognize the chairman of the full committee, Mr.
Bachus.

Chairman BACHUS. Thank you, Counselor Berner, for your pres-
ence here today. I just want to go through a thought process with
you.

Obviously, the OCC, the FDIC, the Federal Reserve, the MCUA,
they all collect data. The State banking regulators collect data. The
CFTC, the SEC, the State security regulators, if you determine
that you need data, certain information, will you first go to those
agencies and see if they have that information?

Mr. BERNER. Thank you, Mr. Chairman. That is a great question
because I think it speaks to the philosophy that we have about
data collection.

First, we want to take stock of the information we have across
all of the members of the FSOC, which include the agencies that
you just mentioned.

We are not in the business of duplicating data collection. We
want to make sure that we make the best use of the data that we
have and to make that we can share in a way that is responsible
among the member agencies. Only then, will we go and look to fill
the gaps in the data that we think are missing.

Chairman BacHUS. Okay.

Mr. BERNER. One of the things in the financial crisis that was
really important is the way we missed interconnectedness or the
way that various parts of the financial system reacted and the
interplay among those parts in the financial system. That is where
we are going to try to look for the missing gaps and fill in those
gaps first.

Chairman BACHUS. All right. So a sort of a precondition will be
that information didn’t already exist—

Mr. BERNER. That is correct.

Chairman BACHUS. —or it is not collected by another agency.

Mr. BERNER. Yes, sir.

Chairman BAcCHUS. The relationship you have with FSOC, are
they going to gather information independently or are you the
agency which gathers information if they request, or how do you
see that relationship?

Mr. BERNER. Mr. Chairman, that is a very good question. I think
the answer is, we don’t quite know yet. It is going to be dependent
on the information and questions.

So, for example, in exercising their supervisory responsibilities,
I have no doubt that the supervisory agencies will continue to col-
lect information from the relevant institutions. And for markets,
there are new data being collected for markets in a variety of ways
that we all want to take advantage of.

And who actually collects the data will be a decision that we will
make jointly, to make sure that we do it in the best way and the
most efficient way, and in the most secure way possible, while
minimizing the cost to the taxpayer.

Chairman BAcHUS. That Council is actually made up of different
agencies?

Mr. BERNER. Right.
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Chairman BAcCHUS. But does that agency itself independently
have the power to collect data?

Mr. BERNER. You mean the FSOC—

Chairman BacHuUs. FSOC.

Mr. BERNER. —Council itself? Or the Council itself, I think de-
rives its power from the statute. The council itself has decision-
making powers and potentially can collect data.

But the OFR was set up specifically to assist the FSOC in col-
lecting data and performing research, so that they could turn their
attention to the important decisions that they have to make across
the financial system.

Chairman BAcCHUS. I see. Let us just suppose, which will come
one day, you look across the agencies, you look elsewhere and you
think that data is not available. And let us say FSOC says to you,
we would like to have this data. Will there be any rulemaking proc-
ess where you will actually say, we propose to collect this data in
this form?

And then those companies which are sources of that information
will be able to come in and have a 30-day or 60-day or 90-day pe-
riod to say, we think it ought to be limited to that. Would there
be any of that?

Mr. BERNER. Great question, Mr. Chairman. There will be a lot
of that, in fact. And one good example of that is the way that we
put out a proposed rulemaking on the Legal Entity Identification
system.

We want to make sure that what we do is consistent and actually
helps industry in doing their job. The interesting thing that we
found is that there is very strong support for data standardization
in the industry, precisely because it is going to help them collect
their own data for their own management purposes.

They can use those same data to report to the financial regu-
lators. So it actually improves the transparency and quality of the
data and reduces its cost.

Chairman BACHUS. You will receive an appropriation, is that cor-
rect? Or do you raise all your own funds? I know you have a $74
million—

Mr. BERNER. Mr. Chairman, as the chairman of the sub-
committee pointed out, for the first 2 years, we are funded by the
Federal Reserve. Subsequent to that, we will devise a process
whereby our funding will come from the most important institu-
tions in the financial system.

Chairman BAcCHUS. Yes, that was really what I was driving at.
I don’t know whether a community bank is going to be saddled
with it. You would probably want the largest, most systematically
important institutions to bear the burden.

Mr. BERNER. That is correct.

Chairman BACHUS. Thank you very much.

Mr. BERNER. Thank you.

Chairman NEUGEBAUER. I thank the chairman.

And now, the gentleman from Delaware, Mr. Carney.

Mr. CARNEY. Thank you, Mr. Chairman. Thank you for holding
this hearing today.
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Because I am a freshman, I wasn’t around when this legislation,
Dodd-Frank, was passed. So I don’t have a full understanding of
how it was anticipated this agency would work.

Could you explain that a little bit for me? You are a research en-
tity that is part of the FSOC? The FSOC is comprised of other
agencies that were mentioned. I assume they have research depart-
ments themselves.

How do you see yourselves working with those other research de-
partments in the other agencies that are part of the FSOC?

Mr. BERNER. That is an excellent question, Congressman. The
answer is that we are collaborating very closely with other FSOC
member agencies and with the research staffs. And that—

Mr. CARNEY. Do they all have research—

Mr. BERNER. Many of them do. Not all of them do. And their re-
search staffs and the focus of their research is obviously dependent
on the responsibilities that they have as agencies. So the Federal
Reserve is focused on things related to monetary policy, but has re-
cently set up their own Office of Financial Stability. And it sounds
like there is some overlap.

Mr. CARNEY. Yes, right.

Mr. BERNER. They have a small staff. And they will tell you that
they have a small staff. They are working closely with us to make
sure that in the work we do, we communicate with each other. And
there is certainly some overlap because there are always many
opinions about—

Mr. CARNEY. So what is your focus is going to be opposite the
rest? Systemic kinds of risks or—

Mr. BERNER. Our focus, Congressman, is to look at risks across
the financial—

Mr. CARNEY. Across—

Mr. BERNER. Right.

Mr. CARNEY. So they are looking in one particular stove pipe and
you are going to try—

Mr. BERNER. They may be. So the SEC or the CFTC, for exam-
ple, might be looking at specific risks related to their responsibil-
ities. We would be working with them to look at how those risks
or 1developments really affect what is going on across the finan-
cial—

Mr. CARNEY. And you mentioned in answers to other members’
questions that the information that you would be seeking would be
to fill in gaps where information did not exist. Could you give me
an idea what those gaps might look like or what that information
might look like?

Mr. BERNER. Sure.

Mr. CARNEY. Because all these other agencies have a lot of infor-
mation themselves, I assume, with the same kind of concerns that
have been raised by Members today?

Mr. BERNER. They absolutely do. And it is an excellent question.
So it is worth repeating, because I think the answer is, we don’t
know where all the gaps exist. If we did, then we would have a
much better idea of the kinds of data that we need to collect.

In an effort to find out where the gaps are, we are working with
the other FSOC member agencies to take stock of the data that are
out there among all those members. That—
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Mr. CARNEY. So is this data that you would pull down from
banks or financial institutions? There is the concern, and I have
the same concern, about shielding personal information from a
hacker. We heard—

Mr. BERNER. Right.

Mr. CARNEY. —in some of the opening statements the concern
about a hacker’s paradise.

Mr. BERNER. The OFR is not going to be—

Mr. CARNEY. Those are concerns that these existing agencies
have right now.

Mr. BERNER. Sure.

Mr. CARNEY. Right.

Mr. BERNER. The OFR is not going to be collecting personal infor-
mation. That is not our focus. Our focus is to look at data that we
collect from financial institutions about their transactions, their po-
sitions, their exposures, in order to try to assess risk across the fi-
nancial system. We are collecting data from markets, from the new
swap data repositories, for example.

Mr. CARNEY. So it is not consumer personal information; it is
more business information.

Mr. BERNER. Financial transactions.

Mr. CARNEY. Right.

Mr. BERNER. Exactly.

Mr. CARNEY. So when you talk about the protection of that infor-
mation, we are really talking about institutional concerns more so
than individual consumer concerns?

Mr. BERNER. Primarily, that is the concern. You asked for an ex-
ample of the kinds of data we might collect. The exposure of one
financial institution to another is something that supervisors cur-
rently do collect, but it is incomplete.

We and the other agencies responsible for looking at those issues
are looking at ways we want to make that information more com-
plete. That is an example of the gaps that exist in information
today.

Mr. CARNEY. We have had representatives from some of the regu-
lators and those agencies come here before the full committee to
talk about some of the tensions among those agencies. Do you an-
ticipate some turf problems with the offices of research in those
agencies as well? Or do you see less of a problem there?

Mr. BERNER. I must say, Congressman, it is a very good ques-
tion. But what I have learned in the short time that I have been
at the Treasury is that people are very willing to cooperate. And
what is really important is that we build a level of trust among all
the people involved, so that they don’t perceive people as intruding
on their jobs or their responsibilities. Rather, that we all have a
lot of work to do and we are just collaborating to solve problems.

And that extends both to data collection and to research.

Mr. CARNEY. Thank you. I see my time has expired. Thanks very
much.

Chairman NEUGEBAUER. I thank the gentleman.

Mr. Grimm?

Mr. GRIMM. Thank you, Mr. Chairman. I will make my questions
brief.
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First of all, as someone who investigated a myriad of crimes, spe-
cifically financial crimes for years, I can tell you that when you are
going after something that is unknown, like gaps that are uncer-
tain, it is like finding a needle in the haystack. So I think you have
more than your work cut out there. And I am not so sure that is
the best structure that I would recommend.

But I am more concerned about financial data, the positions of
major institutions, whether they are long, short, what they are
holding, I think that is extremely valuable information, not only
from the basic wrongdoer domestically, but throughout the world.
That would be information that could, if in the wrong hands, crip-
ple our markets and certainly hurt our country.

A few years back, the FBI, while I was an agent, spent over $170
million on an IT project, which was called Virtual Case File (VCF).
And it was to upgrade our system, basically track criminal cases,
and so on. It wasn’t very sophisticated. But after all that money
spent and years of time, it was never implemented. They were
never able to get it to work.

Before I left the Bureau, they started the second project. It was
called Sentinel. And Sentinel was over $400 million spent and
years of time. And as far as I know, that still hasn’t been imple-
mented. You are talking well over 10 years, $570 million-plus spent
and the FBI hasn’t been able to get it right to date, to get a system,
an IT system that is fully protected to the level that they feel com-
fortable.

So, I guess, now, the GAO has estimated that by this time next
year, $108 million will have been spent implementing the database
at the OFR. And it looks to me like these IT projects, whether it
is VCF or Sentinel, and now OFR, they don’t have a good track
record.

I just would like you to explain why you think OFR is going to
be different? Why do you think they can be successful where the
FBI hasn’t been?

Mr. BERNER. Congressman, it is a great question, because, like
you, I am most concerned that we safeguard not just our data but
also taxpayers’ funds. And so that is really important.

I think what is different about this, if there is something that is
different, is that we have the collaboration and cooperation of the
industry. Because the industry perceives what we are trying to do
as something that will actually be a benefit for them, both in terms
of the way they report data to the regulators, which is required
under statute and under a regulation, and which is something that
they want to continue to do.

And they want to collect the same data.

Mr. GRIMM. If I could though, I think you are making a different
point. I am speaking more of the IT itself. How do you protect it?
Assuming everyone is cooperating and they give you the data, and
you have this database with some very important information. How
do you—they are going to be spending over $100 million to create
a system that keeps it safe, so that people can’t hack in, that there
are safeguards so that those working there can’t take information
out.

All of that is part of it. But my experience in the government,
which is limited to the FBI, but I think it is a good example, is that
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after $500 million spent and over 10 years, they have yet to imple-
ment a system that works.

What makes the OFR different, regardless of how cooperative ev-
eryone in the world is being? Everyone has been cooperating with
the FBI, too.

Mr. BERNER. Congressman, it is certainly a valid concern. And
what I was trying to say before was the industry has a big stake
in making sure that the data they provide to us remain secure as
well. And they have a lot at stake in making that happen.

And so we are working together with the industry to make sure
that in the transmission process, in the collection process, and the
storage process itself, the data will be secure and their confiden-
tiality is protected.

Mr. GRiMM. Okay. At this time, I will yield back.

Chairman NEUGEBAUER. I thank the gentleman.

And now, the gentlewoman from New York, Mrs. Maloney.

Mrs. MALONEY. Thank you, Mr. Chairman and Mr. Ranking
Member.

During Dodd-Frank, the goal was outlined in this legislation to
determine what data gets collected, how it is analyzed and stored,
and how it is ultimately presented to regulators. And you men-
tioned you were working on the data element. Could you get to us
in writing, because it is highly technical and would take a long
time, what data elements you believe you are going to need for this
project? I know it is a work in progress, but where you stand and
where are these elements. Are they already at the Federal Reserve
or the FDIC or whatever?

And then another item you mentioned is who collects the data.
I recall that during Dodd-Frank, we specifically placed restrictions
on the industry from collecting and storing the data on itself and
then analyzing its own data and the market trends.

Is that still the position of Treasury in the Oversight Council,
that there be an arms’ length relationship with firms or entities
that should be preserved, in other words, maintaining strict re-
quirements to prevent either real or perceived conflicts of interest?

Mr. BERNER. Congresswoman, you have two involved questions.
And you, I think, appropriately ask me to provide you in writing
with the details on the data elements that we are going to be col-
lecting. And I would love to do that.

We will get you all the information you need on the implementa-
tion, what I called the LEI before, and how that will help us collect
better data at lower cost.

As far as the conflict-of-interest question, we want to make sure
that the OFR and the data that it collects fulfills its mandate. And
part of that mandate is to collaborate fully with other FSOC mem-
ber agencies. So I think that kind of collaboration is going to be es-
sential to our success.

Mrs. MALONEY. Where do you plan on storing this data? Do you
plan to put it in existing Federal data centers, like in the IRS or
at the Federal Reserve? Are you planning to have a new, separate
data storage facility?

Mr. BERNER. Congresswoman, it is a great question. And the an-
swer is, we don’t fully know yet. We are in the process of setting
up our data centers using existing facilities.
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As you I am sure know, some facilities have been decommis-
sioned. We are taking advantage of those facilities even before we
collect any data. And we are using that experience to make sure
that we test and put through their paces the policies and the proto-
cols that we need to safeguard data even before we collect any sen-
sitive data.

We will use existing facilities and collaborate with other agen-
cies, to the extent that is possible, to make sure that we are not
duplicating efforts elsewhere among the members of the FSOC.

Mrs. MALONEY. And I noticed we have two leaders in academia
on the next panel. What role has the academic community played
up to this point in determining how the OFR would be created and
how data would be collected and interpreted?

Do you have any contracts with institutions? If so, which institu-
tions of higher learning? What role is academia playing in the de-
termination of how this is done?

Mr. BERNER. That is a very important question, Congresswoman.
I am glad you asked it.

Experts from academia and from the industry and from else-
where in the government are all playing important roles in helping
providing guidance for us in the way that we go about fulfilling our
mission.

Specifically, we have contracts now with two academics, one from
MIT, and one from the University of Florida. Those contracts are
in the public domain. They are out there to help us develop the sys-
temic risk monitoring tools, to monitor threats to financial sta-
bility.

That is one project we are working on. And we can get full infor-
mation on those contracts to you and what we are working on, to
make sure that we fulfill our mandate.

Mrs. MALONEY. Are you contracting with the private sector in
any way to help implement this or is this done in-house by Treas-
ury?

Mr. BERNER. Congresswoman, we are taking a look at all the
avenues available to us in fulfilling our mandate. So if we can find
private solutions, we are looking for them.

When we talk about the LEI, for example, that is a public/private
initiative to make sure that the industry provides input, that they
provide comment, that they can have a role in guiding the way that
we collect data and the way that we standardize data, to make
sure that they were doing it in a way that they find most useful.

Mrs. MALONEY. And since we are now in a global market, do you
see this just for American institutions or do you see it as gathering
information, so at the close of day, you will know the exposure
globally and the threat globally to financial stability?

Mr. BERNER. I am glad you asked that question too, Congress-
woman, because we do live in global markets and we are dealing
with global institutions. And those threats, as I think recent events
illustrate, can arise anywhere in the world.

So we are collaborating with global regulators. And we are look-
ing to collaborate with them both in terms of research and in col-
lecting data, again so we don’t duplicate efforts in which they are
already engaged, but so that we learn what they are doing and so
that we can share data.
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The LEI is, again, a good example of that global collaboration.
And it is one that is extremely important for its success.

Mrs. MALONEY. During our many hearings, I spoke to the heads
of firms that have failed, and some that almost failed. And uni-
formly, when asked, what do you think would be the single most
important thing to prevent this from happening in the future, they
said a centralized database that could see exposure, risk, leverage,
in a place where you could follow it.

It is a huge challenge, but it could have great benefits. I wish
you well. Thank you.

Mr. BERNER. Thank you.

Chairman NEUGEBAUER. I thank the gentlewoman and now the
gentleman, Mr. Fitzpatrick.

Mr. FrrzpATRICK. Thank you, Mr. Chairman.

Counselor Berner, thank you for your time today.

The Office of Financial Research will be requesting sensitive and
confidential data from financial companies. And the security of the
data, of course, will have to be considered even before OFR makes
its first request. So can you tell the committee what processes are
currently in place, or in place as of today, to govern who will have
access to that information?

Mr. BERNER. Congressman, it is a terrific question, because it is
central to the way that we want to go about collecting data.

If you think about the fact that the OFR is going to be an agency
that helps the FSOC member agencies in fulfilling their mandate,
each of them, to the extent they have supervisory responsibilities,
already collect data from their respective institutions.

And so we are not going to take away what they are doing. We
are going to complement what they do. And the way we are going
to complement that is to make sure that we have protocols and pro-
cedures in place so that people will have access to data appropriate
with their responsibilities and with what they need to know.

Those protocols and policies are in the process of development.
We want to make sure we do that in a way that is consistent with
safeguarding the data and yet, making sure that we can all look
across the financial system to assess where risks might be arising
to financial stability.

Mr. FITZPATRICK. So the procedures and processes are not cur-
rently in place. They are being written at present?

Mr. BERNER. The procedures and processes are being developed
in collaboration with other FSOC member agencies.

Mr. FitzrATRICK. Will there be penalties for unauthorized disclo-
sure of any of that confidential information? The OFR is going to
have powers, including subpoena powers and other requesting pow-
ers, to compel the production of these documents. Will there be
penalties in place for the unauthorized disclosure of those docu-
ments?

Mr. BERNER. Congressman, it is my understanding that there al-
ready are penalties in place for disclosing, in an unauthorized way,
any sensitive information. And so, that will become—if events like
that do occur, and we certainly are going to make sure and try our
best to prevent that, but if they do occur, then that will be a matter
for the authorities to deal with.
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Mr. FITZPATRICK. Can you guarantee the confidentiality of the in-
formation?

Mr. BERNER. I am here to tell you today, Congressman, that we
are going to make data security and guaranteeing or assuring con-
fidentiality our top priority. And I want to make sure that we do
everything we can to communicate to you and to your staff all of
the policies and procedures we are putting in place, so that you can
understand what we are doing, and make sure that we are doing
it in the right way.

Mr. FITZPATRICK. So the procedures, they are currently being
written within the OFR. Are there plans by the office to publish for
publi% comment, for instance, the criterion for the information re-
quest?

Mr. BERNER. If there are data requests in the way we are col-
lecting data, just as we have done with the LEI, then we will put
those things out for comment by the public.

Mr. FITZPATRICK. Sir, you acknowledged in the testimony here
today that there is no limit on data collection except in your words,
you said, “excluding the collection of data for data’s sake.” There
1s no limit on assessments, no limit on funding for research.

The only limit you articulated so far today was the generic
pledge to be reasonable. It would be more comforting to hear a spe-
cific strategy plan with specific goals and metrics. So when might
we see that plan?

Mr. BERNER. It is a good question, Congressman. We are in the
process of developing that. And we want to make sure that you
have every opportunity to review it with us.

We are in the process of reviewing that for Fiscal Year 2012. And
we want to make sure that we go over that with you or your staff
so you have an opportunity to discuss it with us.

Mr. FrrzpATRICK. So for Fiscal Year 2012, perhaps by the fall of
this year, we will see the specific plan of the Office?

1 Mr. BERNER. Perhaps by then. That seems like a reasonable
ate.

Mr. FrrzpATRICK. Okay. Nothing further.

Chairman NEUGEBAUER. I thank the gentleman.

The gentleman from Florida, Mr. Posey.

Oops. Not here, all right.

Mr. Renacci?

Mr. RENAccI. Thank you, Mr. Chairman, and thank you, Coun-
selor Berner, for being here.

I also, as my friend, Mr. Carney said, was not here last year
when this new Office of Financial Research was put together. But
let us make some assumptions.

First, let us assume that gathering all this data is good. But my
next assumption would be, let us put you on this side of the table
instead of that side of the table. If you needed to gather all this
information, and you knew that there were a number of other
agencies out there that had all this information, wouldn’t it be easi-
er to pick one of the other agencies?

Because you are telling us—one of the things you have said is
you are going to have to go out and talk to other agencies.

Wouldn’t it be easier to have one of the other agencies just have
this as one of their missions and have one of those other agencies
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do it, than set up a whole other agency with unlimited oversight,
unlimited budget, and unlimited reach?
OMI‘. BERNER. Congressman, the statute set it up to set up the

FR—

Mr. RENAccCI. No, no, I understand what the statute did. I am
asking you a question, I am putting you on my side of the table
now.

In a time when we are spending too much money, we have over-
riding debt, let us say we need to gather this information. Wouldn’t
it have been better to put this in the hands of one of the other
agencies that are already there?

Mr. BERNER. Congressman, I am not sure I can speak to that hy-
pothetical. All I can say is that didn’t happen when those agencies
were presumably all working together. And I think that is one of
the reasons that the framers set up the OFR to be an agency that
would collaborate with the other FSOC member agencies to make
sure that the data were collected and shared in an appropriate
way, not to duplicate efforts, but to coordinate and collaborate in
a way that hadn’t been done before.

Mr. RENACCI. Again, I understand why you answered the way
you did. But I think the simple answer is, in a time where we don’t
have the money and we want to get this information, it is easier
to take the overhead from another organization and just make that
their mission, instead of putting burdensome assessments.

One of the things you testified to earlier is you want to see as-
sessments that are not burdensome. My concern with that is any
assessment to any financial institution becomes a burden, because
it takes jobs away from those financial institutions.

So, again, if we are already assessing it with other agencies, and
now you are going to add another assessment through this agency,
it becomes burdensome, no matter what it is. So what we have to
do here in the Federal Government, even if we need data like we
are talking about—that is what I said.

I am not even saying we don’t need the data. I am saying, let
us make the assumption we need it. We need to make sure we can
do it in a more efficient way than setting up another entity.

You also said you want to collect data only where you think other
agencies are missing that information. So, again, you are going to
have to go through all these other agencies. Wouldn’t it be simpler
for the other agencies just to get the information that they need,
that they are missing again, without setting up?

I don’t expect you to answer that, because I think we are going
to go back to the statutory requirements that you are under.

The ranking member said that if their assessments are too high,
you would be willing to work with Congress.

I am almost to the point where I would like for your organization
to start working with Congress now to realize that maybe we don’t
need some of these extra burdensome entities and assessments, be-
cause this is the time to do it, not once the horse is out of the gate.

One of the problems with the government that I have learned is
once there, it is very hard to pull it back.

But you said something else to the ranking member. You said
that there is nothing that this agency will do to hinder the other
agencies or guarantee that you will find anything.
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That tells me—and I don’t want to put words in your mouth, and
I don’t want to restate what you were thinking when you said that.
But it says that this agency is just another piece of government
that doesn’t hinder the other agencies, but really doesn’t guarantee
it is going to get anything done either.

Is that what your—where were you at when you said that?

Mr. BERNER. Congressman, I was simply trying to make the
point, when the ranking member asked his question, that nothing
that we are going to do is going to hinder what the other agencies
do. On the contrary, what we are going to do is complement their
efforts, so that working with them, we will come out with a better
outcome.

Mr. RENAcCI. I know I am running out out of time. So I will yield
back the remainder of my time.

Thank you.

Chairman NEUGEBAUER. I thank the gentleman.

And now the gentleman from Texas, Mr. Canseco.

Mr. CANSECO. Thank you, Mr. Chairman.

Mr. Berner, please give me a brief answer, because we are sort
of limited in time on these things. Do you view the OFR as an es-
sential tool in helping the FSOC carry out its duties to identify and
reduce systemic risk?

Mr. BERNER. Yes, Congressman, I do.

Mr. CANSECO. Thank you. So you believe that for the FSOC to
function properly, it needs the OFR data to support it?

Mr. BERNER. Yes, it needs it. From whatever source, it needs
more data than it currently has.

Mr. CanseEco. FSOC has already been engaged in proposed rule-
making regulations regarding systemically important financial in-
stitutions. Is that correct?

Mr. BERNER. That is correct.

Mr. Canseco. Okay. So are you of the opinion then that the pro-
posed rules coming out of the FSOC could be flawed because they
lack the proper input from the OFR?

Mr. BERNER. Congressman, the OFR is working closely with the
FSOC member agencies to try to provide them with the informa-
tion, so that they can make decisions intelligently. And—

Mr. CANSECO. Is the OFR up and running at this time? Is it
functioning the way it is supposed to be? Is there an officer already
in charge?

Mr. BERNER. As you point out, Congressman, there is no Direc-
tor. But the OFR is up and running. The OFR is providing informa-
tion to the FSOC and collaborating with FSOC member agencies
to make sure that we make the best use of the data that we al-
ready have.

We have come a long way in assessing what I said earlier, name-
ly trying to understand which data we have available. And those
data are being used by FSOC member agencies already.

Mr. CANSECO. What criteria is the OFR going to use in deciding
the information it truly needs from what companies and from what
companies it intends to get it?

Mr. BERNER. Congressman, it is a great question, because the
answer is that we are going to try to look across the financial sys-
tem to find out where the threats to it exist. And so, the presump-
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tion is that it is largely going to arise from the most important in-
stitutions in the financial system, from those institutions that are
most connected, and from those institutions which satisfy the cri-
teria in the statute for being systemically important.

And so, those are the institutions where we will look first.

But I want to emphasize that this crisis was not just about insti-
tutions. The financial crisis that we have just been through also re-
flected what was going on in markets. So we can’t just collect data
from institutions. We have to collect data from markets and market
transactions. And that is a very important part of the OFR’s func-
tioning.

And it will be also a very important part of what the FSOC does
in trying to assess systemic risk or trying to assess threats to fi-
nancial stability.

Mr. CANSECO. Are you planning on publishing these criteria for
public comment, lifting at least some of the opaqueness that cur-
rently surrounds the OFR?

Mr. BERNER. Congressman, it is an excellent question, because
we are committed to being as open and transparent as we possibly
can be. We don’t want to put those things out prematurely, before
we thoroughly discuss and vet them.

But when we have a pretty good idea that we are doing things
in a way that we are satisfied with, we are going to put them out
and make sure that people understand them.

Mr. CANSECO. Do you know if the OFR is planning on conducting
robust cost-benefit analysis on its proposed methods for collecting
this data?

Mr. BERNER. Congressman, we want to make sure, as I indicated
earlier, that the way we collect the data is cost-efficient, that it ac-
tually reduces the reporting burden for industry, and that it pro-
vides benefits to both industry and regulators, and to make sure
that cost-benefit calculation is very favorable.

Mr. CANSECO. Mr. Berner, I understand that in the statute there
is a provision that prohibits the Director of the OFR or an em-
ployee who had access to the data center from working in the fi-
nancial industry for 1 year after they leave the agency. Is that cor-
rect?

Mr. BERNER. Yes, that is correct.

Mr. CANSECO. And to your knowledge, does this prohibition apply
to academics involved in projects funded by the OFR or part-time
workers or contractors who may not be considered employees as de-
fined by the statute?

Mr. BERNER. My understanding, Congressman, is that anyone
who has access to sensitive data will be prohibited from being em-
ployed to use those data for commercial advantage. And so what
is very important here is what we were talking about earlier,
namely data security. Anybody who is a contractor to the OFR
doesn’t get access to all the data that the OFR or the FSOC mem-
ber agencies will have.

Mr. CANSECO. So, therefore, anyone who is exposed to that data
or who has any kind of access to that data?

Mr. BERNER. The principle should be that anyone who is exposed
to sensitive data, and we are going to make sure that the exposure
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is consistent with their responsibilities, will have suitable restric-
tions on them, yes.

Mr. CANSECO. Do you think that 1 year is a suitable timeframe
or should it be longer or shorter?

Mr. BERNER. One year seems to be a reasonable timeframe, given
that most data, after a years’ time, become less and less relevant
for any commercial benefit. Obviously, we are going to have to take
a look at that over time. But to us and given our experience, my
experience in the financial services industry over 3 decades, that
seems like a reasonable timeframe.

Mr. CANSECO. Thank you, Mr. Berner.

Chairman NEUGEBAUER. I thank the gentleman.

I wrote to GAO, and I asked them to provide testimony for the
record on the cost of Dodd-Frank implementation. I would like to
ask that, without objection, it be entered into the record.

Mr. CapuaNO. Mr. Chairman?

Chairman NEUGEBAUER. Yes?

Mr. CApuaNO. Mr. Chairman, if I may, I have no objection with
that report, but that report, as you know I have expressed, is a lit-
tle limited. It is one one-sided.

I would like to also enter into the record a letter that I have sent
to the GAO and some other documents, showing that there is a lit-
tle bit broader aspect that we would like to push through.

Chairman NEUGEBAUER. Without objection, it is so ordered.

Mr. CaApUANO. Thank you, Mr. Chairman.

Chairman NEUGEBAUER. And now the gentleman from Frog
Jump, Tennessee, Mr. Fincher.

Mr. FINCHER. Thank you, Mr. Chairman.

I kind of want to echo the comments made by Mr. Renacci and
read something from the summary.

“Beginning in July of 2012, the OFR is funded by assessments
on large bank holding companies. The OFR’s budget is not subject
to Congressional appropriations and the OFR can levy assessments
it deems necessary to fund itself.”

A couple of questions, is there a cap on salaries within the OFR
on how much people can make?

Mr. BERNER. It is a good question, Congressman. There is a set
of salary guidelines. And those are consistent with the pay scale of
otlller Federal financial regulators. So, if you will, there is a cap on
salary.

Mr. FINCHER. What is that cap?

Mr. BERNER. My understanding is that cap—I don’t have the
gumbers at my fingertips, but we will be happy to get you those

ata.

Mr. FINCHER. Thank you.

And what is the definition of “large bank?” The chairman of the
full committee, a few minutes ago, said something to the effect of
the community banks not having to shoulder funding the OFR’s
b}llld%et. What is the definition of “large bank?” Can you explain
that?

Mr. BERNER. Sure. The statute requires that any bank holding
company with assets more than $50 billion will be subject to super-
vision by the Federal Reserve. But I want to point out, Congress-
man, and this is very important, I am glad you raised the question.
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The assessments and the determination of who is supposed to be
eligible for supervision by the Fed will not be limited to bank hold-
ing companies. There are a certain number of non-bank financial
services companies who will also be subject to that determination.
and that determination has yet to be made.

Mr. FINCHER. Okay. The Dodd-Frank statute says that the OFR
shall announce regulations in the section, including the type and
scope of the data to be collected. When will you make known these
rules?

Mr. BERNER. Congressman, it is an excellent question. We are in
the process of developing those protocols and procedures. And we
will make them known as expeditiously and in as timely a fashion
as we possibly can.

Mr. FINCHER. It really just seems to me, coming from the private
sector being a freshman, a business person, that we keep looking
to Washington and more government for the answers. And we have
multiple agencies to, again, deal with data collection.

And in a place and time in this country’s history that financially
we are in such a bad position, to keep spending the amount of
money that it seems that we are going to spend in the OFR—I
know the intent is for the right reason, that we make sure that we
are protected in the case of problems down the road.

But I hope we are doing the right thing, spending the American
taxpayers’ money. It seems like in an open-ended project. So I am
very frustrated.

I understand, again, the intent, but Washington, too many times,
is not the answer. It is the problem. And the private sector, they
don’t want to have much faith in us. And I just hope we are doing
the right thing.

So with that, I appreciate your being here and I yield back.

Chairman NEUGEBAUER. I thank the gentleman. And Mr. Berner,
we thank you for your testimony. We appreciate your time.

With that, we will dismiss this panel and receive the second
panel. Thank you for coming.

Mr. BERNER. Thank you, Mr. Chairman. Thanks for having me.

And I look forward to further hearings and to further commu-
nication with you and your staff.

Chairman NEUGEBAUER. Thank you.

I will just remind the second panel that your full written testi-
mony will be made a part of the record. We will recognize each one
of you for 5 minutes.

The first person we will recognize is Mr. Dilip Krishna. And you
are recognized for 5 minutes.

STATEMENT OF DILIP KRISHNA, VICE PRESIDENT OF
FINANCIAL SERVICES, TERADATA CORPORATION

Mr. KRriSHNA. Thank you, Mr. Chairman.

Chairman Neugebauer and members of the subcommittee, my
name is Dilip Krishna, and I am here today representing Teradata
Corporation. Thank you for the invitation to offer testimony today.

Teradata is among the world’s largest companies focused solely
on analytics and data warehousing. Our technology provides busi-
nesses and governments with the ability to leverage detail-level
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data, enabling them to quickly recognize emerging trends and take
appropriate corrective action.

The recent economic crisis has taught us that our financial insti-
tutions are truly a national asset. Responsibly managed financial
institutions, of which there are many, are the bulwark of our eco-
nomic system. At the same time, the irresponsible behavior of some
in the industry has cost the American taxpayer dearly.

Effective oversight of the financial system is critical to our Na-
tion’s success. At the same time, we want smaller, more efficient
government that continues to allow the same high level of innova-
tion and leadership that has propelled the prosperity of our mar-
ket-based system for over 2 centuries. Teradata’s experience over
30 years has shown us that technology is the catalyst that can cre-
ate smaller but smarter governments generating immensely valu-
able results while lowering costs at the same time.

Financial oversight critically depends on a deep understanding of
the situation at all times. Known risks must be monitored and un-
known risks is covered.

An efficient, integrated store of information is critical to both
functions. These competing needs lead to conflicting demands on
the information store, industrial spent robustness versus lab envi-
ronment flexibility. What is exciting about today’s information
technology capabilities is that both of these needs can be satisfied
by the same analytic system.

The role of financial oversight is critical to making our systems
safer and robust data and analytic capability is an important first
step.

The Office of Financial Research mandate is broad and vague.
Our experiences have shown, however, that a data warehouse for
financial risk analytics is critical to proper oversight. I offer the fol-
lowing comments in regard to successfully developing a data ware-
house based on the practices that Teradata has learned from work-
ing with the world’s largest corporations.

Most large corporations have developed such repositories for
their own business purposes. The common principle employed by
our successful efforts is to think big but start small. Starting with
a small, well-scoped initial phase, you can lay the foundation for
an ambitious long-term program. The data warehouse can start by
creating a standardized reference data environment, which would
be 1lllseful not only to regulators but to the financial community as
well.

Risk analysis in the financial sector requires the use of details,
position, and transaction data on a periodic basis, and the data
warehouse can also serve this need by integrating the information
into the repository.

The key principle here is to avoid making the perfect the enemy
of the good. While there are many barriers to perfectly standard-
izing data, none of these barriers are formidable enough to prevent
the data warehouse from using what is already available for gross
systemic risk computations. In fact, the very act of periodically re-
freshing and integrating this data will break in the system and im-
prove its quality over time.

A data repository such as this would contain much sensitive data
with the implications not only to financial institutions but poten-
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tially to private citizens as well. Therefore, data security tech-
nology must be taken very seriously in the effort. The good news
is that the technology required is available today, and the innova-
tions and technology are rapidly changing the landscape of Amer-
ican business.

Chairman Neugebauer and members of the subcommittee, the
time has never been better for leveraging information technology to
create a strong system of financial oversight that is also cost-effec-
tive. Smarter government leads to smaller government and a sav-
ings for the Nation’s taxpayers.

The choice is ours. We can embrace proven technology to
strengthen the financial system, or we can ignore it, raise taxpayer
money, and possibly face future catastrophe.

Again, thank you for the opportunity to testify this afternoon. I
look forward to answering your questions.

[The prepared statement of Mr. Krishna can be found on page 58
of the appendix.]

Chairman NEUGEBAUER. Thank you.

Our next witness is Mr. Alan Paller. He is the director of Re-
search at The SANS Institute.

Mr. Paller?

STATEMENT OF ALAN PALLER, DIRECTOR OF RESEARCH, THE
SANS INSTITUTE

Mr. PALLER. Thank you for allowing me to testify today.

As we sit here today, Federal computers are being broken into.
They are being taken over—data has been taken from them and
they lz:re being turned into zombies so they can be used for further
attacks.

You, a few minutes ago, talked about Bill Lynn’s speech earlier
today when we learned that 24,000 very critical documents that in-
clude satellite data and avionics—the data we didn’t want to lose—
were lost in March. So that is happening as we speak.

In a minute, I will tell you about a few more of them but first,
the reason I know about these things is we run the main cyberse-
curity school where we train the NSA, the FBI, DOD, the banks,
and the insurance companies in 70 countries. We have 120,000
alumni.

We also run the early warning system for the Internet. I hear a
lot about those attacks, but I use data that is publicly available.
So what I am going to tell you is an accurate but incomplete pic-
ture of what is going on.

I want to answer four quick questions: one, who is doing the at-
tack; two, what are they looking for and how effective are they;
three, how do they work, because it is useful to know how they
work in evaluating whether something that you are doing is at
risk; and four, are the financial practices, the practices of the
banks a lot better than what is going on in the government? So let
us do those quickly.

Who is doing it? Primarily, the attacks against the Federal Gov-
ernment are by spies, most of them paid for by nation states. There
is a little bit of organized crime against government, but most of
the organized crime is going against Exxon and Google and the
other companies.
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And what are the spies after? Primarily, it is military informa-
tion like what you heard about earlier today. But there is also what
General Alexander, who heads the Cyber Command, likes to call
remote sabotage tools. Once they get in, they actually burrow deep
and leave a tool there that pops up to ask for instructions ran-
domly over a period of years, so it is an in-place tool that can be
used to change the data on computers whenever that is needed.

And then their third goal is financial information and trade in-
formation that is used in negotiations between countries. Other
countries that have the interest of their companies at heart like to
steal information from our companies so that when negotiations
happen, they know more about our playbooks than than we do. So
that is what they are after.

How bad is it? You heard the one today, another comment like
that came from General Lord who ran cyber at the Air Force who
said, “China has downloaded 10 to 20 terabytes of data from the
NIPRNet. They are looking for your identity so they can get into
the network. There is a nation state threat going on.” So it is a big
loss, not a small loss.

And the kinds of things they have taken, I mentioned a few but
they got the—the F-35 strike fighters are our most expensive sys-
tems, $300 billion. They got a lot of avionics information from that,
that other countries are already using.

So it is a massive amount of data. And what is interesting about
that is they didn’t get it from the DOD, they got it from the con-
tractors. This attack today was also from the contractors. And that
is important because a lot of what we do in government has been
outsourced for IT, and it is the contractors who are losing the data.

And I have one more example. A lot of people think it is just
DOD, but the Commerce Department got hit very badly. There is
a division of Commerce that decides which technologies are too sen-
sitive to export, called the BIS Division, and that was what they
got into.

So there are a lot of attacks, but notice it is usually a spying
thing. The reason you see attacks against the NASDAQ and again
the IMF, say, is that financial data is also a target of attackers,
but we don’t have really good data on what they were after and
what they were going to do with that data.

I want to add two more things. One is, how do they work? And
let us say they decide you have critical data that they want from
you and they get to know your staff director, and they spend a lot
of money finding out what he is working on. And then they fake
an email that looks like it came from him to the people who do the
system administration work for you.

And because it appears to come from the boss and it has critical
data in it, it fools them into opening the email. The email has an
attachment that takes advantage of an error that they didn’t fix on
their computer, bad hygiene. They just didn’t fix it on their com-
puter. That forces the victim’s computer to call out to the attacker’s
computer to get instructions.

Those instructions are what to gather and how to gather it. They
gather it up and then they burrow deep and stay there so they can
come back later. That has happened to Presidential campaigns,
Congressional offices, and lots of Federal agencies.
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When you hear a witness say, “We haven’t had any breaches,”
you should translate that into, “I have not been told of the
breaches that we have had,” because saying, “We have not had any
breaches” in a major Federal agency isn’t credible.

I want to close with a couple of ideas. One is that banks do a
better job because of two things: there is a lot of money at stake;
and there are consequences. I go into detail on that in my written
testimony.

And finally, don’t decide to act just because there are cybersecu-
rity problems. If you choose not to do something that is important
because there are cybersecurity problems, you have to stop doing
everything. It might be a better idea to take advantage of the fact
that this is important, and if you agree it is, then do a better job
of doing cybersecurity, and I try to lay out what that means in my
written testimony.

Thank you for your attention. I am happy to answer questions.

[The prepared statement of Mr. Paller can be found on page 74
of the appendix.]

Chairman NEUGEBAUER. Thank you.

Our next witness is Dr. Nassim Taleb, distinguished professor of

risk engineering at the New York University Polytechnic Institute.
Dr. Taleb?

STATEMENT OF NASSIM N. TALEB, PH.D., DISTINGUISHED
PROFESSOR OF RISK ENGINEERING, NEW YORK UNIVERSITY
POLYTECHNIC INSTITUTE

Mr. TALEB. Mr. Chairman, Ranking Member Capuano, members
of theifsubcommittee, thank you for giving me the chance to express
myself.

I have been sitting here listening, and what I heard was data,
data, data, and just data was a great thing.

In “The Black Swan,” my book that sort of matched the testi-
mony, I write that if you give bookmakers 30 pieces of data, they
will bet with more confidence. And they will predict much, much—
the predictability will drop over 10 pieces of data. Okay?

There is something called too much data.

In the 1970s, my coauthor—also did that. If you have very so-
phisticated economic technique, they tend to work on your com-
puter very well, much better than simple techniques. But guess
what, they degrade when it comes to the real world.

And I am very interested in the real world, not in what happens
on computers or in research papers.

I am here primarily as a practitioner of risk, a risk-taker, a trad-
er, who became later on a scholar because, of course, I lost a lot
of hair worrying about my trading position, 20 years of trading. So
I retired and became a scholar.

So I am here partly as a trader, say 75 percent as a trader and
25 percent as a scholar. And I have seen all these people with great
ideas, econometric methods, and so on who work on a computer.
And, of course, they tend to take a lot more risk, which is the rea-
son I faxed Fannie Mae in 2003, and they answered, we have 15
Ph.D.s on our staff. And I told them, “You can have 15 million—
on your staff. It is not going to help you manage your risk much
better.”
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If you take a lot of risk, you can’t predict.

So what is the problem with what is going in this proposal? It
looks like a new version of the central planner, what I call the om-
niscient Soviet-style central risk manager. Of course, the central
planner did not work, as we know, and this has not worked.

Financial risks are not like the risks of cyberspace and things
like that. They are not that tractable. Financial risks belong to a
completely different category that you cannot map quantitatively,
like history, people study techniques. They think that the great
techniques, that work of statistical physics, can apply to finance. So
far, these things don’t work outside their computers.

So what I am saying is, first, these risks became completely un-
predictable, so we can have seven or eight more of these offices,
and they are not going to predict any better. The details are, of
course, in the appendix I gave you.

Second, this measure has side effects. Get someone a risk meas-
ure and he will take more risk. This has been shown in a lot of
experiments. If I give a German judge a die and make him throw
the die before sentencing, high number of this to high and longer
sentencing on short numbers. You give people numbers, they take
more risk for sense of security and beyond.

Also, maybe the main point is that what we need is to move
away from measuring and trying to predict events and measuring
risk and doing these kind of fancy things that have never worked.
You have how many people who did analysis of the sort the gen-
tleman before this panel was discussing, how many?

All right, 10,000, 20,000? Did they see the crisis coming? No,
they all just got caught.

Did they see the crash of 1987 coming? No, they all got caught.
So almost all, all right. Definitely a smaller number than random
escaped. So what we need is less is more.

A very simple rule of thumb: Less is vastly more. And it is very
hard to tell people who love data that less is more, that less is ef-
fectively more in so many domains. What we need are just very
simple methods of robust defying portfolios.

The simplest one for me is to remove the agency problem. When
you fly, when you get on a plane, you prefer the pilot to be on
board, right? It is a very simple rule of thumb that increases your
safety. What—Ilike the same was max, a very simple small rule of
thumb rather than grandiose plans, particularly that these have
never worked in the past.

If people look at our track records and then predicting these
quantitative methods, a horrible record, that was my book, “The
Black Swan.” And now 4 years later, people are starting to repeat
my argument a little bit too late.

Thank you.

[The prepared statement of Dr. Taleb can be found on page 82
of the appendix.]

Chairman NEUGEBAUER. Thank you.

And our final witness, Dr. John Liechty, the director of the Cen-
ter for the Study of Global Financial Stability at Penn State Uni-
versity.

Dr. Liechty?
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STATEMENT OF JOHN LIECHTY, PH.D., PROFESSOR OF MAR-
KETING AND STATISTICS, AND DIRECTOR OF THE CENTER
FOR THE STUDY OF GLOBAL FINANCIAL STABILITY, SMEAL
COLLEGE OF BUSINESS, THE PENNSYLVANIA STATE UNI-
VERSITY

Mr. LiecHTY. Thank you, Mr. Chairman, Ranking Member Capu-
ano, and those members of the subcommittee who have chosen to
brave it out, tough it out until the end. I appreciate you being here.

I have a couple of things I would like to—

Chairman NEUGEBAUER. Would you pull your microphone just a
little closer to you?

Mr. LIECHTY. Sorry, is that better? I appreciate you coming, if
you didn’t hear it already.

There are a couple of things I would like to just highlight. I was
actually involved in the legislation, in thinking of the idea, of advo-
cating to folks on the Hill and actually helping negotiate the final
version of what came out of this legislative process.

I am a private citizen. I got involved in this because I went to
an OCC workshop that happened in February of 2009, and we had
just had the financial crisis and people at the workshop were talk-
ing about statistics and financial risks. I am a statistician. That is
my training.

During the workshop, people were talking about individual insti-
tutions and trying to keep individual institutions safe. It is kind of
like we have just gone through a major car wreck, a big pile-up on
the freeway and people are saying, “Well, let us look at each indi-
vidual car. Let us make sure the oil pressure is fine. Let us make
sure the brake systems work, but let us not worry about how fast
they were going or how close together they were with the road con-
ditions that might be changing.” All we are going to do is worry
about these individual institutions.

So I looked at that group, and I didn’t know a lot about the data
and what is available. I figured the Fed have the data, to be hon-
est. I raised my hand and said, “I am a statistician. Let us start
with the data.” We can take that data and begin to try to under-
stand this system. If you think about science, science starts off first
trying to describe a phenomenon, and then trying to explain how
the pieces work, then trying to predict it. And eventually, if we are
really good, we start doing engineering to try to control it.

In my view and assessment, I would fall in with Professor Taleb,
in that we are at the beginning stages of describing. We really
don’t understand a lot of the dynamics. We have a system where
we look at what the markets produce in terms of prices. That is
the equity markets, some of the bond markets, the derivative mar-
ketﬁ.?But we don’t see very much of what is going on underneath,
right?

And so a group of us said this is a compelling national need, and
I don’t want to take my time to read it, but I have a letter that
was signed by six Nobel Laureates sent to the Senate Banking
Committee advocating that we need to have better data and better
analytics for the regulatory community. If it is possible, I would
like to submit that for the record.

Chairman NEUGEBAUER. Without objection, it is so ordered.

Mr. LiecHTY. Thank you.
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What kind of data can we gather? I agree that we want robust
methodology, but I disagree that we cannot move forward scientif-
ically to the degree that we cannot begin to quantify.

I think the analogy is better put in terms of thinking about the
National Weather Service and where we were with hurricane mod-
eling 50 or 70 years ago when we didn’t have good weather data,
when we didn’t have a sustained scientific effort trying to under-
stand how the different particles interact and the models that
would be taking the data from satellites in order to understand and
begin to build the science needed to see when hurricanes might be
forming and when they might be making landfall.

I know there are weaknesses in that analogy, but I think it is
an interesting place to start in terms of thinking about how we are
going to attack the problem with financial stability.

I will describe a couple of effects. Take the hamburger effect.
This is kind of an example to illustrate the value of this type of
financial data. When we think about the FDA and how we process
and keep track of food safety, if somebody gets a piece of ham-
burger that makes him sick, what can we do? We can track that
all the way back to the farm where that cow was produced and
grown.

We can understand what the risks are because we can see the
disease, the contamination and how far it went, and how it flowed
through the system, right?

When we go and look at mortgage-backed securities and their de-
rivatives and other asset-backed securities which were being used
as money equivalent in the repo market in 2008, we do not have
the ability to trace through the market to go all the way back and
say where these loans came from.

What happens in the hamburger marketplace is if somebody gets
sick and you can’t trace back where the core cows are at that might
be causing the sickness, everybody walks away from the ham-
burger market. And that is what happened to one of the major
funding sources providing liquidity, short-term funding. In the
broader marketplace, that is substantial.

Another example of where we could create benefit from better
data would be what I will call the long-term capital effect. When
long-term capital management was on the verge of going down, the
Fed pulled major financial players into a crisis management meet-
ing.
I heard this story from a friend who was at one of the major in-
vestment banks involved. Their guy got pulled in, and they cal-
culated that they had a $100 million exposure to long-term capital
at that time, which is a body blow but it wasn’t a death blow.

Their guy came back from a negotiation and said, “We are in for
$180 million to cover the $100 million exposure.” And my friend
said, “Why is that?” And it is because of the network effects. If they
say no and we let them go down—we let long-term capital go down,
we don’t know which of our trading partners might go down, part-
ners where we have much bigger exposures, that could take us
down.

Both of these effects not only helped bring about the financial
crisis, they helped exacerbate it and make people want to run to
what they felt was safe—U.S. Treasuries, right? They could not
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trade these products, they didn’t know how to price them so they
didn’t really know where the contamination was coming from, and
they didn’t know how to value the trading books of their partners
because they didn’t know how much of these mortgage-backed secu-
rities that they held. They didn’t know if somebody else teeters on
the edge, how that is going to propagate through the system. There
is data that is not being collected but is essential if we want to
have a safe and secure financial system.

I gave up, I assure you, plenty of consulting money to try to get
this legislation through. I did it for five reasons—dJoseph, Jacob,
Sam, Matt, and Tom. Those are my five boys. I would like them
to have a safe, secure financial system going forward.

With regard to where they could have put the OFR, they could
have put this in the Fed or the OCC. There are a lot of places that
could have been given the OFR. In the end, there was horse trad-
ing in the Senate and it ended up in Treasury. Could there have
been a little better overhead? Yes, there could have been a little
better overhead.

But the thing you have to realize—I am sorry, I have gone over
here. The thing you have to realize is there are substantial indus-
try savings that will far outweigh the cost of the OFR. I would be
hapgy to answer any questions. I apologize for getting a little ex-
cited.

[The prepared statement of Dr. Liechty can be found on page 66
of the appendix.]

Chairman NEUGEBAUER. I thank the gentleman. I recognize my-
self for 5 minutes for questions.

Mr. Taleb, before the financial crisis occurred, you wrote in your
book “Black Swan,” and I think I quoted here, “The Government-
Sponsored institution of Fannie Mae, when I looked at its risk,
seemed to be sitting on a barrel of dynamite, vulnerable to the
slightest hiccup. But not to worry, the large staff of scientists
deemed that these events were unlikely,” I believe you say.

First of all, can you tell us why you wrote this? And secondly if
you claim that no one can predict the process, how are you able to
predict it?

Mr. TALEB. I have a very—first of all, the risk of Fannie Mae,
you can see on an abacus. You don’t even need to have centralized,
you can look at it. You can look at their books. You can see it on
an abacus. You don’t need data. I think it takes no time to figure
out.

But I have a very simple rule on which I built my entire career.
If a pilot is overconfident, he will crash a plane. So if someone
thinks that he has the answer, if he thinks he can predict, particu-
larly in a domain like finance that is hardly predictable or rather
unpredictable, then he will take vastly more risks than a regular
person and he will crash that plane.

So all T did was use that simple rule by saying those who claim
to see the future will blow up, and the word blow up means have
lose vastly in excess of what you think you can have. Fannie Mae
was one of my targets and, of course, many targets and seems to
play out in 2008, and that is the same principle.

And I think that what will happen with this committee, not with
the committee, with the effects of the OFR is they will give people
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a false sense of confidence. They will tell people to take more risk,
to make the system more vulnerable and will have more blow-ups.
And after the blow-up, they are going to say, while the government
was supervising and they didn’t tell us that the incident will take
place because I know they are not going to be able to predict the
crisis.

Believe me, I am certain because these things, like the big event
that convinced me was the crash of 1987, when I was a trader, and
I saw people crying.

There is absolutely no reason for a 23 percent drop, 23 standard
deviation at the time. Something huge should have happened every
10 trillion, trillion, trillion years and happen for no reason. Then
I realized that there are two kinds of people, those who focus on
robustness and those who try to outsmart the system, like most
academics like LTC and Variety; they think they can predict and
calibrate the risk based on that.

There are two kinds of people. Second category, they usually
blow up.

Chairman NEUGEBAUER. There was a lot of data already out
there pre-crisis. And actually, a lot of people were beginning to rec-
ognize how this thing was getting pretty big. And some of these
were some of the prudential regulators who were supposed to be
regulating these entities.

So there are two points I would like to make here and get your
comments on; one is, that sometimes people have the data, but two
things have to happen. One, somebody has to interpret the data
that you can put all of these information into a computer and you
can give it, and then someone gives it the parameters. But then
someone has to put those parameters in there and to determine
what the thesis of what will be a bad event.

The second piece of that is, is that, the one that computers spits
out these analogs or algorithms, or whatever they are called, that
somebody then has to interpret. But the third piece of that is that
somebody then has to take an affirmative action.

Mr. Liechty, I hear what you are saying but the question is, if
people don’t act on the data that they have, what is the value of
the data?

Mr. LiIEcHTY. That is an excellent question.

The point is, I don’t think anybody has ever had this data before.
People began to see that there were pressures in the financial mar-
ket, in the housing market. They began to see that there were bal-
ance sheet imbalances. There were people who were making
subprime loans and that could lead us towards—there were a num-
ber of signals that were leading us towards understanding that
there was the build-up of an asset bubble.

But I don’t believe even if we had this magic data in order to see
the entire marketplace and understand how we could go forward,
that would have been enough. I think this is a new science problem
that we have to address and that we want to address by simply
saying, “Well, nobody can do it. Nobody has done it in the past.”
We haven’t really put the effort in, yet.

Chairman NEUGEBAUER. Mr. Taleb?

Mr. TALEB. I would like to disagree. I don’t know the protocol,
but I would like to say the following: I have on my laptop 20 mil-
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lion pieces of data, 20 million. I could perform all the analytics you
want on my laptop here.

Twenty years ago, we had nothing. We had no laptops even. It
was Moore’s Law working everywhere. The same has applied to fi-
nancial data. We have so much data, it is not even funny.

Predictability is decreasing and we got more data. So it is not
like we didn’t have this. We have more data than ever in history
today. And tomorrow, we will have more than today, and it is grow-
ing exponentially. So I do not agree with this argument that we
need more data or the problem was lack of data.

Chairman NEUGEBAUER. My time has expired, unfortunately, so
I recognize the ranking member, Mr. Capuano.

Mr. CapuANO. Thank you, Mr. Chairman.

Dr. Liechty, can you guarantee me—guarantee me that if OFR
is up and running, we will not have another economic crisis?

Mr. LIECHTY. I cannot guarantee that.

Mr. CapuanNo. I didn’t think so.

Mr. Paller, can you guarantee me that if I put you in charge of
the data on my little BlackBerry here, that no one will ever be able
to break into it?

Mr. PALLER. Nope.

Mr. CAPUANO. Mr. Krishna, could you guarantee me that no one
could ever break into my BlackBerry, if I gave it to you?

Mr. KrRISHNA. Absolutely not.

Mr. CAPUANO. Mr. Taleb, could you guarantee me if I made you
the Chairman of the Fed or OFR, or any of the other agencies,
could you guarantee me that you could foresee the next economic
crisis?

Mr. TALEB. To the contrary, I guarantee that I would not see the
next economic crisis, because it is—

Mr. CAPUANO. I think that is a fair guarantee for all of us.

The reason I asked this is because, I guess, the next question I
have is, there are no guarantees in life. All of this is simply an at-
tempt based on the last problems we have been through to de-
crease the likelihood, at least, that we will repeat the same mis-
takes. I don’t think anybody would have any doubt that there will
be other issues, and someone will come up with something new to-
morrow that we can’t foresee.

That is not what this is about. This is simply about trying to de-
crease the likelihood that there will be another crisis which, of
course, there will be. But, at least, that the next one may not be
as deep, or at least won’t be the same issues.

Is there anything wrong with trying to gather more data? Even
if you don’t use it, even if others might use that same data to come
up with different conclusions, because I totally agree with what the
chairman says, all the data in the world doesn’t mean anything un-
less you can now analyze it. And all the data in the world or even
3 pieces of data—if I put 5 economists in the room, I am going to
have 15 different opinions on what it does.

But I would like to know the problem. What is wrong with try-
ing, within human capabilities, to gather as much data as possible
and to try to keep our security on the economic system?

Mr Liechty, is there anything wrong with trying this?
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Mr. LiecHTY. I don’t think there is anything wrong with it. I will
take the point Mr. Taleb raised about people getting risk measure-
ments that they could then say, “I can take more risk.”

And I would say that we have actually have had people take tre-
mendous amounts of risk because we have had, for example, rating
agencies, which have been giving AAA ratings to financial compa-
nies which are offering and issuing bonds, these special purpose ve-
hicles where the agencies themselves have no real sense of what
the underlying risks were. They don’t understand the tail. They
don’t understand how the behaviors might cascade through the sys-
tem. And I agree that can be very dangerous.

You have new agencies and they collect all of this data, but there
are very strict rules about what data this agency can give out. It
is not as if this agency can collect data and then turn around and
give risk metrics and risk inputs to the market participants. It is
going to be used in making good decisions about macroprudential
regulations, about when you have concentrations in the market-
place, when you might have marketplaces that can’t handle certain
amounts of flow under different stress scenarios. These things lead
to liquidity failures and freezings of the markets. That, I think, is
useful.

I think it also will help encourage the market participants to do
what they really need to do, which is to start building their own
systemwide view of the marketplace and begin to build their own
ways in measuring systemwide risk and pricing and trading, and
making sure that we don’t have instruments that have a lot of
what you could call tail risk—

Mr. CAPUANO. Mr. Taleb, I can see you are anxious. Go right
ahead.

Mr. TALEB. I have had to face this question for about half of my
adult life, and let me give you the typical answer I give people.

If your pilot happens to have lost his maps, and you are flying
toward the Himalayas and someone says, “Look, I have a map of
Saudi Arabia,” should he use it? No.

The data can increase not only risk-taking, but can get you in
trouble. This is what—so just—

Mr. CapuaNO. But I need to follow through the illogical conclu-
sion. You are not suggesting that we never collect an ounce of data
on anything because any data raises risk?

Mr. TALEB. I am not. No, I am not saying that. I am saying that
data beyond a certain threshold—

Mr. CApuaNO. What is the level?

Mr. TALEB. Sorry?

Mr. CapuaNo. How much?

Mr. TALEB. Beyond a certain minimum—

Mr. CAPUANO. Twenty million data?

Mr. TALEB. We passed that threshold a long time ago, which is
data—

Mr. CAPUANO. So we should give data back?

Mr. TALEB. No, we have data that if you could supply people with
the data and analytic—

Mr. CapuaNoO. How is then?

Mr. TALEB. —that are going to take a lot more risk.
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Mr. CapuaNO. How is it then that over the last 3 years that I
have asked many different panels to tell me how much money was
in hedge funds, nobody could do it, if there is so much data out
there? How come nobody today can tell me how much money is in
sovereign wealth funds? How come nobody can tell me today what
the leverage points are on those sovereign wealth funds? And if
there is so much data out there, how come I can’t get the answers
to relatively straightforward questions?

Mr. TALEB. I am sure that these people don’t want to commit but
you can get a lot of data on sovereign wealth funds and a lot of
analysis on it.

Mr. CapuaNoO. I think—

Mr. TALEB. But my point—

Mr. CApPUANO. Yes.

Mr. TALEB. No, no. My—

Mr. CAPUANO. I get data.

Mr. TALEB. Yes, of course, I am getting more data was noise—
because of noise, it is going to degrade it. So you are going to get
several more guesstimates of guesstimates of guesstimates.

The point is that giving sterile information like knowing how
much there is—and these funds and sovereign funds, may lead you
to start taking more risk, and that is my point.

Mr. CApUANO. I understand that. And guess what?

Mr. TALEB. Yes.

Mr. CAPUANO. When I look both ways as I cross the street, it en-
courages me to cross the street because I have taken on that risk.

Mr. TALEB. Exactly, because that does not—

Mr. CAPUANO. So I shouldn’t look both ways before I cross?

Mr. TALEB. No, because that is not general information.

Mr. CapuaNoO. I should never cross the street.

Mr. TALEB. No, that is an analogy. Again, you should not cross
the street blindfolded. And actually I answered this, and I an-
swered from my book, “The Black Swan.”

Mr. CAPUANO. But the data comes in and when I take that blind-
fold off, all of a sudden I see traffic. Oh, my God—

Mr. TALEB. There is too—

Mr. CAPUANO. —there is too much data, I cannot cross the street.

Mr. TALEB. Because that is not sterile.

Mr. CApuANO. There is a line.

Mr. TALEB. Because that is not sterile information.

The point is that, in a natural habitat, we are very good at se-
lecting information and at making our own filtering in the natural
habitat. In finance, we haven’t been doing finance for 200 million
years. We have been looking—we have had eyes for hundreds of
millions of years.

So finance is not a national domain for us. The data is different.
The statistical property is different.

Mr. CApuANO. I don’t suggest that it is easy.

Mr. TALEB. Yes, I know. But I am saying, that inferring, that
more data equals, okay?

Mr. CaPUANO. No, no, no. Let me—

Mr. TALEB. It is a big fallacy.

Mr. CAPUANO. That is not my suggestion. More data equals more
security. My comment is that maybe there was a time, but I
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haven’t seen a time on any factor that data, i.e., knowledge, is a
bad thing. It can be used badly. It can be interpreted poorly. We
can make mistakes with it, but I have never seen a time in human
history when more information was considered bad except in the
Dark Ages.

And I am going to be honest, I understand fully well. Where the
comment can be made, the data is inappropriately translated. That
happens all the time, and it will continue to happen forever and
ever.

But I have to be honest. You are the first person I have ever
heard tell me that I should get less information in my life—

Mr. TALEB. I am—

Mr. CAPUANO. —and therefore, simplify it because I will take no
risk. I appreciate the comment and I appreciate your position. You
have had a lot of success with your own view, but I guess—

Mr. TALEB. Okay.

Mr. CAPUANO. —information is good.

Mr. TALEB. I am not the first person to say there is a whole lit-
erature called anchoring. If you make people flip a wheel of for-
tune, and they know that this data is random, it will automatically
impact—

Mr. CaPUANO. But I also know that if you keep people without
any information at all—I get that. Information brings risks. I get
that.

Mr. TALEB. No, no. Information—

Mr. CApUANO. And I understand that.

Mr. TALEB. No, no, that data—if I ask someone his Social Secu-
rity number, their last four digits, and then how many dentists are
there in the Washington phonebook, the numbers will be cor-
related.

If T put the question in reverse, the numbers will not be cor-
related. So data has an impact on decision-making and my point
to that, given particularly when it’s stale data, as we have in fi-
nance.

Chairman NEUGEBAUER. I thank the gentleman for his questions.

Mr. Fitzpatrick?

Mr. FitzPATRICK. Thank you, Mr. Chairman.

Mr. Krishna, you were in the hearing room earlier today when
Congressman Grimm was talking about two projects of information
technology in the Department of Justice, both of which came in
wildly over budget, blew the budget, a higher cost than expected.
One was never implemented, I think he said, and the second
project has not yet gone live.

In your experience, what is the principal reason that IT projects
never get implemented, and many of them, if not most of them, end
up costing much more than originally anticipated?

Mr. KrRISHNA. Thank you, Congressman, for that question. I
think there is one word that I would use and that is “scope.”

IT projects are notorious for going over budget. There are statis-
tics that show that as little as 30 percent of all IT projects that are
begun are actually completed, and we are not talking about com-
pleted within the budget, absolutely completed.

So the question is, what makes these projects successful? And
the one-word answer, as I mentioned, is scope. Keeping the scope
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tight, narrow, specific, and then addressing a project that goes off
and builds to that scope.

We worked with a lot of financial institutions, building these
sorts of data repositories, and the ones that are successful start off
small. They certainly have large visions, large mandates out there,
but they start off very small and try to address a simple need first
and then build based on that foundation.

Mr. FITZPATRICK. So as an IT professional, from the IT perspec-
tive, would you be concerned about an agency of the Federal Gov-
ernment that has no limits, either in the statute, no limits declared
yet, no plan yet prepared from the scoping point of view?

Mr. KRISHNA. We are certainly concerned about any mandate
that is too broad and too wide. In fact, when the Dodd-Frank con-
ference discussions were occurring, Congressman King and Con-
gresswoman Maloney had worked on amendments that would
tighten the focus of the Office of Financial Research. Teradata defi-
nitely supported those notions. Unfortunately, they have not been
adopted.

We certainly believe that a narrow tight scope for such an effort
is important, at least, in the first stage.

Mr. FITZPATRICK. Professor Taleb, you have mentioned in your
written testimony that the rationale behind the OFR is a Soviet-
style of thinking, not a direct quote but basically that is what you
had indicated. Can you expand on that?

Mr. TALEB. Yes, this idea that top-down, you can see the risk
top-down is—and the problems with it is the debate is very old.
The debate was central planner but it is called omniscient central
planner who can see everything and, of course, has the ability to
set prices. That is an old debate and, of course, that went away and
now we are repeating the same experiment by thinking we should
have a centralized omniscient risk manager who can see risks.

I have discussed what I call “etrogenie,” which is a side effect.
Like any drug has a side effect, I have discussed the side effects
and it has appeared in conversations before. And I think the side
effects are so very severe. Of course, we have direct costs. Cost
overruns are almost certain in technology, particularly with gov-
ernment projects.

But we have side effects that are vastly worse than the cost over-
runs.

Mr. FrrzPATRICK. I am also concerned about the big central plan-
ning, and as Mr. Paller and Mr. Krishna’s comments, the very
broad scope of what the OFR is tasked to do here.

Professor Liechty, do you have any concern about the broad pow-
ers that have been granted to OFR in terms of the ability to collect
all kinds of information? Do you have any concern about that
scope?

Mr. LiECHTY. It is a very good question. I would take the excep-
tion to a Soviet-style approach. I don’t think you can understand
a system unless you collect data about the system. Before you can
monitor, you have to measure. That is the fundamental rule. Some-
body has to collect that data.

In the street, they could do that if they wanted to. If they are
not moving in that direction, that is fine.
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The OFR actually has very limited authorities. We specifically
said when we were negotiating about the OFR, that we did not
want the OFR to have any regulatory authorities. When I say lim-
ited, I mean that it cannot set any capital requirements. They can-
not make any prescriptions in terms of the health of financial com-
panies and how the marketplaces work.

The only thing the OFR has the authority to do is to set stand-
ards and to request data from a set of companies as defined in sec-
tion two of the Dodd-Frank Act.

Mr. FITZPATRICK. But, Professor, I think you have indicated that
tools are not yet in place to do that. I want to just quote your writ-
ten testimony. We discussed the science behind predicting a finan-
cial crisis. And you said, and this is a direct quote—“Is it true that
the science and the tools have not yet been developed? But that is
a call to action not a cause for despair.”

So what assurance can you give us, Professor, that the science
and the technology will ever catch up to the mission of the OFR,
and more importantly, what happens if it doesn’t?

Mr. LIECHTY. Maybe I can reflect back on the National Academy
workshop, which was organized in November of 2009, and I put
this in my written testimony also. The basic thrust to that was
that we have good starting points for the science, we have good
starting points for the models, but we are not there.

It is going to be an additive ongoing process, potentially multi-
dec?ide effort in order to gain the kind of understanding that we
need.

If you look back at the impact that—go back to the weather anal-
ogy and the impact that hurricanes had across America, histori-
cally, and there is a long history. And you look at the response that
we have had from the government’s perspective to try to under-
stand hurricanes, to collect the data, and to do the science, it start-
ed with Thomas Jefferson and culminated in legislation in 1970
when Richard Nixon actually created NOAA.

The legislative reaction began to get the science in place to be
able to understand the dynamics of the weather system and to be
able to forecast, to predict, and to safeguard the people. I think the
science will get there.

To be very candid with you, I am not sure how fast it will go,
but I believe we can do it.

Chairman NEUGEBAUER. I thank the gentleman. And now, Mr.
Renacci?

Mr. RENAcCCI. Thank you, Mr. Chairman.

Mr. Krishna, you actually started off the testimony with probably
the line that summarizes this whole thing: Technology can lead to
smaller and smarter government. We need to get smaller and
smarter.

With that, Mr. Liechty, I can tell you that it is interesting to
have all the information in the world and, in some ways, I agree
with Mr. Taleb that in my past life, I would go into a company and
I would have to analyze the risk of either acquiring or operating
that company.

You reminded me of a new testimony, as I walked into a room
one time, like this, filled with information, filled with information
for the last 10 years and the next year all of everything that com-
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pany has done. And I can tell you, the more information that was
sitting in the room, the more scared I was.

And guess what I learned from that? I learned that on the re-
verse side, when somebody would come in to one of my clients and
want to see what the risk was, I would tell them to fill the room
up with information. Because the problem is, it is not about the in-
formation you have, it is about access to the right information, and
that is the problem.

So you could have rooms full of information, you could have all
that information but you have to have access. And the problem I
have even with your hamburger analogy is, you might find out that
you have bad meat at a farm and you might go down there and
figure out the process that occurred. But while you are trying to
fix that, there is another problem going on. So you are fixing that
problem but there is another problem.

So it is not only access that has been able to move through infor-
mation and been able to move in the direction to fix things. I am
not too sure just having this information is the answer.

But what I am sure of, and I am going to ask you the question—
what I am sure of is that there is a cost to getting this information.

And it is interesting because all of you who have talked about
information, whether it is a room full or just the right access infor-
mation, the question is—and I am going to lead back to what the
ranking member said, he made a comment, if you have all the in-
formation stored—and I may change this a little bit, because if you
had all the information stored at a central location, can you guar-
antee me that you will reduce the likelihood—and I am changing
what it was said, the likelihood of an economic failure?

Because if you can’t do that, should we give an organization un-
limited oversight, unlimited budget, and unlimited reach?

Keep in mind, I am all for information. I just want to know if
we should be setting up a whole other organization with unlimited
oversight, unlimited budget, and unlimited reach, knowing that we
possibly cannot even predict the likelihood of another economic fail-
ure. And I would first start with you, Mr. Liechty.

Mr. LiecHTY. Okay. Thanks. May I address the cost issue just
briefly?

I was unaware of how the financial systems’ back offices worked
when I started this effort. But I very quickly became educated
about this. They are in disarray. They have very poor standards.
They spent billions of dollars in backroom operations just clearing
and settling trades because they have a lot of mismatch between
identifiers and standards as reported from the industry.

So when we proposed the idea of an Office of Financial Research
and pulling together standards for reporting transaction data, the
basic trust is there. Banks, clean up your back offices, get every-
thing reported. There is only one bank I know in the world that
puts every transaction they do in an electronic format the data that
happens, and that is Goldman Sachs.

Everybody else has things on spreadsheets and different systems.
They cannot get a comprehensive risk position. So they are like the
room mentioned where you walk in and you see all these boxes,
you have no idea, and you say, I am scared.
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You walk into Goldman, they have it all together and they can
pull it right together for you. We would like to see that throughout
the industry. We think that would be useful and valuable, right?
But more importantly, it would reduce their operating cost.

One of the major banks who work with us said it would reduce
their operating cost by 20 to 30 percent. We are talking about
multi-billion—

Mr. RENAccI. I am not sure if I will agree with that, but I am
running out of time. And I want to switch over to Mr. Krishna, I
have a question for you.

I heard, I think one of you testified and it might have been you,
if the information is out there, banks have it. A lot of this informa-
tion is already out there. Wouldn’t it be easier—again, and you
would only hear me in any one of my arguments arguing about in-
formation on getting it.

But wouldn’t it be easier to challenge one of the organizations we
already have set up to come up with—and I might be simplifying
this, a computerized program that can access some of this informa-
tion and get it very easily then set up a whole other organization
and a whole other big brother government organization that goes
forward and cost the taxpayers more money?

Mr. KrISHNA. Congressman, you are right. It would certainly be
possible for any one of these agencies to collect the data and to im-
plement it. There is no particular reason for one or the other agen-
cy to be chosen, in my opinion.

The only criteria, and I would think this goes back to your ear-
lier comments is if the data is out there but it cannot be processed,
that is the real problem. So any one of these agencies, if they had
the processing capability and the technology exists, the will to do
it is all that is needed. If they had that, they could absolutely ac-
complish the same tasks.

Mr. RENAccI. You would agree, though, there are computer pro-
grams out there that can take this information, bring it together,
and access it in a formable way that you can understand.

Mr. KRISHNA. I would certainly agree with that. In fact, I would
even direct you to a new piece of legislation that is being proposed
by Chairman Issa, which deals with the same problem in other do-
mains in the Federal space. The same approaches can absolutely
work regardless of where the action is set within the government.

Mr. RENACCI. Again, I like your idea. Technology can lead to a
smaller and smarter government—let us work toward that. Let us
eliminate extra government agencies that aren’t needed. Let us get
tllle information we need. It sounds like we can do it somewhere
else.

Thank you.

Chairman NEUGEBAUER. The gentleman from Texas, Mr.
Canseco, is recognized for 5 minutes.

Mr. CansEcoO. Thank you, Mr. Chairman. And I would like to,
first of all, associate myself with Chairman Neugebauer’s state-
ments that he made, as well as those of my colleague, Mr. Renacci.

I served on a bank board for quite a number of years in Texas.
And well before the 2008 crisis, we knew what was coming down
the road. I think that it was also known here in Washington and
in this very room, but politics got in the way. They had all of that
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infogmation but they weren’t able to really look at it until panic en-
sued.

But with that said, I really believe that what we have is a lot
of information out there in the public sector and a lot of it is also
within the realm of the government; it is just out there.

And there are many other people who predict it, and it is best
within the private sector rather than in the public sector because
the public sector may be provoking panics or provoking other
things that are not necessary and are better placed within the pri-
vate sector where individual investors or individual people within
the economy can make the appropriate decisions.

Let me ask a question, Mr. Taleb, in your opinion, does the gov-
ernment have a good track record of predicting financial crisis?

Mr. TALEB. No. Let us look at facts. I don’t know what details
you want me to show you but the government agencies, say the
New York Fed, they have data about New York banks. They know
the exposures, you can extrapolate. Did they predict the crisis? Of
course not. They predicted the opposite.

The Fed, same thing, and then the theory, the great moderation.
They concocted a theory that we had a huge build-up of hidden risk
of an events that was obvious. And you don’t need a lot of data or
you can figure it out just from what is out there.

There was a lot of risk and not only that, the government didn’t
see the crisis coming but they have made opposite statements; with
the New York Federal Reserve, they saw the opposite.

So, can governments predict crisis? No.

Mr. CANSECO. Yes.

Mr. TALEB. Okay.

Mr. CANSECO. And then you would agree with me that really it
is nothing more than an opinion until it becomes true and then it
is a prediction.

Mr. TALEB. Okay. Has it happened in history to see regular—
how many regulators have their eyes on the last few crisis that
they predict no. So I don’t know why, suddenly, by fiat now we are
going to have an agency capable of doing that.

Mr. CANSECO. Thank you.

Is there any aspect of the OFR that makes you think that the
government will now be able to predict financial crises with preci-
sion as supporters of the OFR claim?

Mr. TALEB. That is the—

Mr. CANSECO. So obviously, the answer is no.

Mr. TALEB. Suddenly, yes. And so, suddenly, yes, just like by fiat
tomorrow, starting, say, January 1, 2012, suddenly, governments
will be able to predict. This is what I am reading here is it is a
denial of there is something in forecasting. Because a lot of people
think—about 90 percent of people think that they drive better than
a median driver. And forecasters already think they are better fore-
casters. The best way to do it is to show them their track records.

If you showed the government the track record of government
and their own track record in forecasting, I think that would miti-
gate these ambitious plans and bring us back to reality and, prob-
ably more modest tricks to reduce risk.

Mr. CANSECO. Mr. Taleb, you were asked in an interview with
Business Week last July, what are the sources of potential danger
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or fragility that you are keeping an eye on, and your answer was,
the massive one 1s government debt.

So to your knowledge, will the potential danger caused by the
debt we are facing in this country be a focus of the OFR or will
the agency only focus on risk within the financial institutions?

Mr. TALEB. I think you cannot dissociate, because what happened
is the private debt has been transferring. We have a form of cap-
italism called the socialization of losses but not, of course, privat-
ization of gains.

So we have this debt bank, debt moving into government debt.
So, of course, the financial crisis now would be in a form of govern-
ments having borrowed too much worldwide and we have seen that
in Europe. And I think that is the big problem, and instead of
doing all these projections, we should probably try to get that
under control.

Someone asked me, how does someone lower his personal risk?
And I say, 95 percent of your risk is gone. The financial risk is
gone, if you don’t have debt. The rest is peanuts. It is the same
statement.

If you lower government deficits, you reduced massive amount of
risk in the economy. Then the rest will be just peanuts.

Mr. CANSECO. Thank you, sir.

Mr. Liechty, can you give us an example of a regulator that was
able to predict and therefore prevent a financial crisis before it oc-
curred?

Mr. LiecHTY. I don’t think we are advocating predicting financial
crises. We are advocating trying to understand the system so we
can minimize the chance of crisis happening; to mitigate the impact
of those crises. But to your question, I can’t.

But I don’t think that is the right answer. I could give you a dif-
ferent analogy, if you would like.

Imagine—okay. I will try my third analogy and see if it works.

Now, imagine that you had people in a shopping mall and you
were trying to predict the behavior and the flow of people within
the shopping mall. Why do they go to a shopping mall? All kinds
of reasons, just kind of like trying to predict the price in the mar-
ketplace, right? It is very hard. They come in, the best you can do,
typically, is some kind of statistical analysis.

But if you know the structure of the shopping mall and suddenly
there is an explosion and a fire in one part and you know the posi-
tion of everybody who is in that shopping mall, you would have a
very good idea of what they are going to try to do in these extreme
situations, and you can understand and predict when that is going
to actually cause problems—exactly which person is going to fall,
which person is going to get hurt, or how they are going to get
hurt, and how the systems can be brought down, that may be not
very hard to predict in this scenario.

But certainly understanding the system like that would help in
understanding how to manage that kind of a crisis, for example,
when Lehman Brothers failed, they really had no idea of the inter-
connection to that institution and how its failure would propagate
over into commercial paper market.

Mr. CANSECO. Let me interrupt you there and ask you this, be-
cause I think, it is very important what you are saying. Right now,
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would you consider the debt crisis that we have in this country as
a predictable crisis?

Mr. LiecHTY. It is a predictable crisis, I think it is a political ne-
gotiation that makes me very nervous.

Mr. CANSECO. No. Is it a crisis that this country is in debt?

Mr. LIECHTY. Is it is a crisis this country is in debt?

Mr. CANSECO. And as deep as—

Mr. LIECHTY. —a crisis. Let me—

Mr. CANSECO. No, but is it a crisis?

Mr. LIECHTY. A working definition of crisis is when the financial
markets are disrupted to the point that the government has to in-
tervene to keep them going. There can be a small crisis. There can
be firms who have fought and failed, but when we have a systemic
event, it is because we don’t have commercial paper markets be-
cause we don’t have access to mortgages. If the government de-
faults on their debt—

Mr. CANSECO. Or you don’t believe that the government, right
now, is in a debt crisis?

Mr. LiecHTY. I think—

Mr. CANSECO. We are at $14.3 trillion in debt.

Mr. LIECHTY. I am not a macroeconomist, I am not—

Mr. CANSECO. Okay.

Mr. LiecHTY. I don’t feel comfortable or qualified to give you—
I certainly say if we default on the debt on August 2nd, that makes
me very nervous.

Mr. CANSECO. But is the fact that this government owes $14.3
trillion, is that a crisis for this country?

Mr. LIECHTY. It is a very dangerous situation.

Mr. CANSEcCoO. It is. It is a crisis, so it is predictable, right?

Mr. LiecHTY. I think the crisis that we would like to predict is
how a default could propagate.

Mr. Canseco. Right. And therefore, we need to do something
about it. Is that right?

Thank you. Mr. Chairman, my time has expired.

Chairman NEUGEBAUER. The members of the subcommittee
would like to thank the witnesses from both of the panels for your
time today. We understand and recognize that your time is very
valuable. The information, your testimony, has been helpful to us
as we do our jobs here at the committee and in the Congress, so
we appreciate that.

The Chair notes that some members may have additional ques-
tions for this panel, which they may wish to submit in writing.
Without objection, the hearing record will remain open for 30 days
for members to submit written questions to these witnesses and to
place their responses in the record. The meeting is adjourned.

Thank you.

[Whereupon, at 5:38 p.m., the hearing was adjourned.



APPENDIX

July 14, 2011

(45)



46

Opening Statement
Chairman Randy Neugebauer
Oversight & Investigations Subcommittee

“Oversight of the Office of Financial Research and the Financial Stability Oversight
Council”

July 14, 2011

As you all know, when you construct a puzzle it is best to lay all the pieces out on a
table and use the picture printed on the box as a guide. When discussing
implementation of Dodd-Frank I like to use the construction of a puzzle as an
analogy. You can think of all of the rulemakings and new regulatory mandates as
pieces in a 250 piece puzzle. Unfortunately, implementation of Dodd-Frank is
occurring without knowledge of what the end goal is - or following the puzzle
analogy, without the picture printed on the box. This hearing today will focus on one
piece of the Dodd-Frank puzzle, the Office of Financial Research (OFR} - a piece that

is projected to cost the American taxpayers $108 million by this time next year.

OFR is less talked about than the Consumer Financial Protection Bureau (CFPB}, but
for all intents and purposes they are identical twins. OFR is just as powerful and
intrusive as the CFPB, the other independent agency created by Dodd-Frank. And
similar to CFPB, OFR is not accountable to Congress, can raise its own money, and is

led by a powerful Director appointed by the President and confirmed by the Senate.

The extremely broad mandate of OFR is deeply troubling and Orwellian in nature. It
has sweeping authority to collect information and compel financial companies to
provide “all data necessary to carry-out [its] duties.” This broad mandate is fully
backed by subpoena power and limitless assessment authority to fund its
operations. As a result, OFR will have unprecedented, real-time access to a wealth
of personal and proprietary corporate data - all in the name of an unattainable and

fundamentally flawed goal of “preventing” the next financial crisis.
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OFR’s mandate also duplicates existing data collection efforts by prudential
regulators. Without strong leadership from the Department of the Treasury - as
Chairman of FSOC - to limit overlap and duplication, businesses will be faced with
another layer of compliance costs that will undoubtedly harm the growth of the U.S.
economy. To date, FSOC’s deficiencies in Dodd-Frank rulemaking coordination leave
little hope that OFR is capable of leading an efficient and coordinated data collection

effort that they will promise before our Committee today.

And finally, OFR - through exercising its broad mandate- will control a central
database with a treasure trove of proprietary corporate data and personal
information of U.S. consumers. Recent hacks into the CIA, Senate, and IMF show that
government cyber defense systems are far from impenetrable. The information
collected by OFR will be the most sensitive financial data available and I am very
concerned about the vulnerability of that data. Armed with this sort of information,
an individual or group could manipulate financial markets for profit. More
ominously, if an individual, group, or hostile nation were able to obtain the financial
data collected by OFR, the potential for systemic harm to the U.S. economy could be

catastrophic.

In closing, the creation of OFR is indicative of the mentality by some of my friends
on the other side of the aisle: that 1) unfettered access to information will allow the
government to prevent the next financial crisis; and 2) that government can take the
risk out of risk taking. I cannot disagree more. I look forward to hearing from our
witnesses today and I hope that through this hearing we send an important message
regarding the need for strong leadership by the Chairman of the Financial Stability

Oversight Council.

###
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Testimony of Richard Berner, U.S. Department of the Treasury
House Financial Services Subcommittee on Oversight and Investigations
Hearing on “Oversight of the Office of Financial Research and the Financial Stability
Oversight Council”
July 14, 2011, 2:00pm

Introduction
Chairman Neugebauer, Ranking Member Capuano and Members of the Subcommittee, my name
is Richard Berer. 1 recently joined the U.S. Department of the Treasury as Counselor to the
Secretary, advising him on financial matters. The Secretary has asked me to help him set up the
Office of Financial Research (“OFR” or “Office™). In that capacity, | am pleased to testify on

the mission of the OFR, on the progress we have made in launching it, and on the initiatives that

we have underway to achieve our objectives.

History

First, some background. The financial crisis made clear that the regulation and oversight of the
financial services industry was deficient in many respects. Regulators underestimated the extent
of leverage and maturity mismatch. We overlooked threats to financial stability that spread
horizontally across interconnected institutions and markets. Nonbank financial institutions and
activities were inadequately regulated. Consequently, we underestimated the size of risk and the
way shocks could spread across the financial system and impair its functioning, with severe

consequences for the economy.

Likewise, the crisis also revealed the deficiencies in the data available to monitor the financial
system. Financial data we collected were either too aggregated, too limited in scope, too out of

date, or otherwise incomplete. Regulators and policymakers thus lacked the timely and accurate
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information needed to monitor emerging threats to financial stability, to develop tools needed to
mitigate them, and to respond to events during the crisis. The crisis demonstrated the need to
reform the data collection and validation process, and that standardizing the way we describe

financial data would be critical to improving their utility to regulators and market participants.

Mandate and Mission

The Dodd-Frank Act addresses many of these shortcomings. It created the Financial Stability
Oversight Council (“FSOC” or “Council”) to identify and respond to threats to the stability of
the U.S. financial system and economyand to promote market discipline. It also created the OFR

to function as a shared providerof data and analysis for the FSOC and its member agencies.

The OFR is working diligently to satisfy its statutory mandates and mission:

e To collect data on behalf of the Council, and to provide them to the Council and
member agencies;

s To standardize the types and format of data collected and reported;

e To perform applied and essential long-term research; and

s To develop tools for risk measurement and monitoring.

As Dodd-Frank requires, the OFR will not duplicate efforts that already exist in the Federal
financial regulatory community. Rather, the OFR will leverage existing resources in information,
research, human capital, and technology whenever possible in order to enhance existing
capabilities and to reduce existing overlap among FSOC members. Put simply, we aim to create

the “connective tissue” needed to fill gaps in both information and analytics.
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I am pleased to report that we are making significant progress towards these objectives. Inmy
testimony today, I will discuss how the OFR’s plans and projects already underway will further
that progress. First, I will discuss OFR’s work on improving financial data. Next, I will discuss
the Office’s research strategy. [ will conclude my testimony with an update on important

tangible aspects of building the Office: staffing, and information security.

Improving Financial Data

On data, the OFR’s promise is to collect and make available, to regulators and to the public,
morte and better financial data while reducing the regulatory reporting burden. That’s a tall
order, but three aspects of the OFR’s approach will in our view make that promise a reality.
First, as | have already discussed, the OFR will not duplicate data collection efforts; rather it will
fill in the information gaps in the regulators” data toolbox I described earlier. Second, the OFR
will collaborate with and provide data services to Federal ﬁnan.cial regulators, creating
economies of scale, lowering operating costs, and eliminating redundant reporting requirements
across the regulatory system. Finally, and most important, the OFR will promote standards for
financial data that will make it easier for firms to link and aggregate information at a variety of
levels for a variety of needs. As a result, they will be able to use the same basic data both for

reporting to regulators and for managing their business.

Benefits of Data Standardization
Standardization is important for improving the quality and transparency of financial data. It will
make for more consistent and complete reporting, so data available to regulators will be more

accurate, more comparable across firms and industries, and easier to use. Data standards will
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also facilitate firm risk management, because risk managers will be able to aggregate individual
transactions and positions into a complete and accurate picture of the enterprise. They will
improve market discipline by giving market participants a more transparent pictureof firms’
activities. Finally, standardization will improve the ability of regulators to respond quickly as

needed to new developments that could affect financial stability.

A linchpin for data standardization is the legal entity identification (LEI) initiative, which is
moving forward quickly withsupport from both the industry and global regulators. In November
of 2010 the OFR team launched and sought public comment on a public-private initiative to
create a global standard for uniquely identifying parties to financial transactions. This will
improve the abilities of regulators and firms to manage counterparty risk, assure the integrity of
business practices, and lower processing costs for financial transactions. For example, an
international group of securities regulators and supervisors of payment and settlement systems
recently recognized the value of an LEI inidentifying risks in derivatives transactions, a key

contributor to the recent crisis.

In the United States, the OFR is working with the SEC and CFTC to ensure that a new LEI
standard will help satisfy their requirements for swap transaction reporting, and FDIC needs for
its resolutions work. We are also working with U.S. and foreign financial regulators to define
consistent requirements for the LEIL including an acceptable operating model and governance
structure. This is a good example of the way the OFR is facilitating collaboration and consistency

across the members of the FSOC and international regulators.
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The private sector and International Organization for Standardization (ISO)have made significant
progress in advancing the LEI initiative. Key financial trade associations and their members
formed a global coalition to solicit input from various market participants, debate andproduce a
common set of requirements for an LELand develop a recommendation to provideto regulators
for potential solution providers. This coalition published their recommendation this week. That
work and their continued dedication will propel the initiative forward. ISO—which has deep
expertise in developing standards for the financial sector and has broad international
representation from industry and regulators—is part of the solution that financial trade
associations recommended. ISO has put forward a new standard called ISO 17442 and is

moving forward in implementation so as to be consistent with public and private requirements.

We believe that a multilateral forum, such the Financial Stability Board, could bring these work
streams together and establish a dialogue among regulators and industry to establish a global LEI

embraced by all. We are working to make that a reality.

We see the LEI initiativeas a template for future standardization efforts. Given the positive
response from domestic and international industry and officials, we have begun looking at other
ways in which the OFR could encouragedata standardization — such as across financial

instruments -- which will allow for less costly and more accurate data collection.

Data Collection
The Dodd-Frank Act lays out broad principles and gives appropriate authority to the OFR for

data collection. We will be thoughtful in interpreting those principles and we will exercise that
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authority responsibly. Collaboration with FSOC member agencies to determine the scope and

format for data collectionand to eliminate redundancies is critical.

Let me be clear: The OFR will not collect data for the sake of collecting data; rather the scope of
the data we collect will be drivenby the analytical frameworks developed to address policy
needs. Where there are gaps preventing us from conducting that analysis, the OFR and FSOC

member agencies will determine how to fill them efficiently.

Work to identify such data gaps is already underway. Staff at the OFR and FSOC member
agencies are cataloguing data used and collected by financial regulators. The results of this
project will help the OFR, the FSOC, and its member agencies identify data gaps and potentially
redundant data calls. With this information, we will be better able to coordinate, simplify, and
harmonize future data collection in a manner consistent with the President’s Regulatory Review
Executive Order. Going forward, the FSOC Data Committee will be the venue for discussions of
data-related issues in the FSOC, where member agencies will lay the groundwork for future

projects to improve access to and the quality of financial data.

Research

The OFR will prosecute our research agenda in support of its statutory requirements. The OFR
will produce, promote and sponsor financial research aimed at developing the analytical tools we
need to assess threats to financial stability. The OFR is supporting the work of the FSOC in
assessing potential risks and by providing data and analysis in support of the FSOC’s work to

develop further guidance regarding determinations of whether nonbank financial companies
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should be subject to supervision by the Federal Reserve and heightened prudential standards.
The OFR is working to establish forums and networks to allow experts within and outside the
regulatory system to contribute to its mission. Later this year, the OFR and the FSOC will host a
conference that brings together top academics in finance, economics, and computer science along
with members of industry and the regulatory community to discuss systemic risk monitoring and
potential responses. The OFR is working to establish fellowship and visiting scholar programs.
In addition to its research on topics related to financial stability, the OFR will work with
academia and the private sector to promote best practices in risk management through

publications and forums.

Building the Office

Staffing

First, the search for an OFR Director is ongoing. In the absence of a Director, the Secretary of
the Treasury has authority to direct the planning and implementation of the Office. The
Secretary is actively engaged in that effort and, as his advisor, I meet with him and other senior

leadership regularly to report progress and receive direction.

In the meantime, the high level of talent among the first employees of the OFR is an important
measure of our progress. We are hiring professionals with deep industry experience in data
management, technology, and risk management to establish the OFR Data Center, the
organization’s operations arm. As I noted earlier, thatarm will be responsible for standardizing
reporting, developing data, analytical tools and IT solutions to support the work ofthe OFR’s

research arm, the Council, and its member agencies. Their extensive industry experience will
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help ensure that the organization will collect data in a systematic, structured, and non-duplicative

way, with clear benefits to and inputs from industry and regulators.

Two examples are John Bottega and Dessa Glasser. Mr. Bottega is Chief Data Officer for the
Markets Division of the Federal Reserve Bank of New York, and he recently joined the OFR on
assignment as Senior Advisor to assist in establishing the OFR Data Center. Mr. Bottega has
over 30 years of experience managing and transforming reference data functionsand is a
recognized thought leader in the data management field. Ms. Glasser is the OFR’s Chief
Business Officer and is responsible for information standards, business analysis, project
management, relationship management, and data administration. Ms. Glasser has over 20 years
of experience in the financial services industry, including risk management, business
development, analytics and systems. Ms. Glasser holds a Ph.D. in Economics and is widely
published in fixed income and equity analytics and portfolio management. Both Mr. Bottega and
Ms. Glasser have extensive experience building organizations with significant data and analytical

needs.

We also are making progress in establishing the OFR’s research team, which will include
academics and analysts from a variety of disciplines. The interdisciplinary research team will
add significant capacity to the Council’s ability to measure and analyze both factors contributing

to and threats to financial stability.

Mark Flannery, who recently joined as Senior Advisor, is an example of the research talent

helping to build the Research and Analysis Center. Professor Flannery is the Bank of America
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Eminent Scholar in Finance at the University of Florida. Healso has extensive experience
building research teams in the public sector and in evaluating risks in the financial system and

developing policy responses at the FDIC and the Federal Reserve Bank of New York.

Information Security

The OFR will adopt information security measures that are consistent with current best practices
in both government and private industry. We are well aware of the threats to data security from
the “black hat” hacker community. Preserving the security and integrity of OFR’s dataisa

mission-critical objective that we are prosecuting in three basic ways.

First, the OFR is developing policies on post-employment restrictions. By limiting where an
OFR employee may work after separation, dependent on their access to sensitive information

while employed by the OFR, these policies will prevent misuse of valuable and confidential data.

Second, the OFR is developing robust governance policies and protocols that include rules
restricting use of data and information systems as well as systems of controls for issuing and

monitoring user-level permissions for data accessible to the OFR.

Third, the OFR is establishing information systems that protect data from unauthorized outside
access and limit OFR employees’ access to sensitive information consistent with their
responsibilities. Systems to ensure the integrity of data will be in place and tested well before

the OFR collects any sensitive information. We are looking at alternative approaches to
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organizational design that could include the complete physical separation of systems and
processes designated for handling confidential information from those for handling non-

proprietary information.

We will not compromise our data security goals, and are prioritizing our efforts to achieve them

in a cost-effective way.

Conclusion

Mr. Chairman and members of the Subcommittee, the Dodd-Frank Act created the OFR to help
the FSOC promote financial stability and limit the effects on the nation’s economy of financial
crises. Better data and analysis cannot prevent financial shocks, but we believe our efforts will
help policymakers and market participants understand their origins, and thus help reduce their
frequency and magnitude. Those efforts will continue to deliver on our mandate toimprove the
quality, integrity, and availability of financial data and to promote and produce research that

helps us identify and address threats to financial stability.

Thank youfor your attention and I will be happy to answer any questions.
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Chairman Neugebauer, Ranking Member Capuano, and members of the Subcommittee,
my name is Dilip Krishna representing Teradata Corporation. Thank you for the
invitation to offer testimony today before your Subcommittee.

Teradata, the company ! represent, is among the world’s largest companies focused
solely on data analytics and data warehousing. Our technology allows business and
government to leverage detail-level data for both tactical decision making and strategic
insight, to recognize emerging trends and respond quickly and appropriately. As an
example, many of Teradata’s customers apply analytic techniques to detect and respond
in seconds to fraudulent activity, allowing them to save hundreds of millions of dollars
per year. In many cases, Teradata’s customers have used analytic technology to
completely transform the way they do business.
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Our government customers within the US include the Centers for Medicare and
Medicaid Services, the U.S. Air Force, the US Transportation Command, the US
Department of Justice, the US Postal Service, the USDA Risk Management Agency and
the States of Texas, California, New Jersey, lowa, Oklahoma, Maryland and Missouri to
name a few. Over 50% of the world’s largest financial companies use Teradata for
strategic purposes including risk management and customer management, with an
extension to tactical areas such as customer service enhancement. A Teradata database
has been implemented in more than 900 major corporations in every business sector so
that on any given business day in almost every industry throughout the world, well over
a million users access a Teradata warehouse as they make decisions.

Teradata’s Position — Using Technology for Financial Oversight

The recent economic crisis has taught us that our financial institutions are truly a
national asset, the abuse of which is to the detriment of every American. Responsibly
managed financial institutions, of which there are many, are the bulwark of our
economic system. At the same time, the irresponsible behavior of some in the industry
has cost the American taxpayer dearly and eroded our nation’s position globally.

Thorough and effective oversight of the financial system is therefore critical to our
nation’s success. At the same time, we all want efficient government that will contribute
to our competitiveness globally and ensure a leadership position internationally. And
critically, we need to ensure that the emerging system of financial oversight continues
to allow the financial sector to provide the high level of innovation and leadership that
has propelled the prosperity of our market-based system for over two centuries.
Teradata’s experience over the past 30 years has shown us that information technology
is the catalyst that can create smaller, but smarter governments. All around us, we see
evidence that the proper use of technology can generate immensely valuable results
while at the same time cost-effectively improving efficiency, productivity and customer
service. Now is the time to apply technology to address this most important issue of
systemic oversight.

The good news is that a vast amount of work has already been done with technology in
finance. Technology has advanced to the point where the technical challenges of
oversight of large, complex financial enterprises to manage risks is now feasible. In fact,
large banks and other financial institutions around the globe routinely use data
management and analytics technology for financial risk management.

Use of Data and Analytics in Financial Institutions

Financial institutions have been using analytical information technology to improve the
efficiency of their businesses for quite some time. information technology makes it
possible for companies to collect, merge and analyze very large amounts of customer
data in real time to better and more efficiently serve their customers, leading to
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competitive advantage. Technology has also made it possible for financial firms to
manage their risks effectively while managing substantial growth and consolidation in
their business lines. For example, banks are able to serve a growing number of
customers even as they keep a tight control on fraud through the use of advanced, real-
time information technology that combines data on current activity and provides insight
into and comparisons with historic trends and behaviors. Systems have also been
developed that give them a view to their firm-wide risk exposure on a frequent basis.

it may well be asked why, with all these advanced systems, these financial firms
experienced such unprecedented losses during the economic crisis. The answer is simply
that like any other tool, technology can only be useful if it is employed properly. 1 will
explain in more detail later in my testimony, but this is especially important in the
implementation of the Office of Financial Research.

Transparency and Financial Oversight
Transparency is the cornerstone of financial oversight and relies on two principles:

1. The goals of information disclosure are well understood: Clearly determined
goals of disclosure enable financial institutions to easily disclose the right sort of
information required for oversight. At the same time, regulators and by
extension, the public at large can get an unambiguous understanding of the
strength of the regulated institutions. It is critically important that the
information be timely and accurate so that appropriate action may be taken if
warranted.

2. The information assembly line is robust: Data needs to be complete and detailed
while it is transformed into useful information as it moves from the transaction
systems to the point of disclosure. Confidence in the reported information can
only be gained when there is confidence in the robustness of the assembly line
{for example, via knowledge that all changes during the process of creating the
information are fully audited and controlled).

The Information Assembly Line

Information is knowledge derived from raw data. Data collected from across the
financial sector for the purposes of oversight must be interpreted before it is useful. A
series of steps is required to cleanse data before it can be used and interpreted. Once
data is conformed in this manner, it can be analyzed in ways consistent with the goals of
financial oversight.

The process is similar to that within a factory assembly line. The raw material is data
that is collected from across the financial landscape, including data already being .
submitted by financial institutions to regulators as well as relevant market and statistical



61

data from a number of sources. Data then needs to be cleansed and otherwise modified
so that data from all sources are brought into parity. This can be likened to a
manufacturing process where raw material is processed to deliver finished goods — in
this case the output is information. Another similarity is that in the manufacturing
process, the product quality depends heavily on the quality of the raw materials. Data
quality and a solid data foundation is a critical but often overlooked component of this
information assembly line. A fortunate departure from this analogy is that the “raw
material” of input data is still available after processing, so it can be re-used repeatedly
for any other analysis that is conceived in the future.

The finished goods must be stored in a warehouse before being distributed — the
Enterprise Data Warehouse. The data warehouse then serves to distribute information
both for monitoring and predictive analysis. For example, statistical analysis software
can be used to reduce large amounts of data to easily interpretable figures. Financial
models can be developed to run periodically against data in the warehouse with the
results of these models being used in a monitoring process. Finally, information must be
distributed to regulatory authorities and other information consumers. This discipline,
called Data Visualization, specializes in aggregating and presenting information in
tangible ways that can bring trends and patterns to life.

This data assembly line is becoming accepted as a common way of creating processed
information for improved decision making from multiple sources of data. Technology

firms from across the industry espouse the same vision, and their customers in every

industry are responding by implementing this vision in their enterprises.

Information Needs of Financial Oversight

Financial oversight critically depends on a deep understanding of the situation at hand
at all times. There are two broad aspects to be addressed — monitoring and predictive
analysis.

An efficient system for monitoring known risks is essential if we are not to repeat the
painful and costly lessons of history. We have learned a lot from past financial crises,
and financial technology provides us with tools to automatically detect, and in some
cases compensate for, situations similar to the ones we have seen before. A monitoring
system expects to see the same data within pre-defined periods of time such as every
day, every month or every quarter. The mathematical models that are run against this
data must be consistent to enable periodic comparisons. Unexpected deviations in the
output of these models act as warning indicators. Once warnings are seen the system
must allow the ability for rapid, flexible research into the root cause of the problem so
proactive steps may be taken while still impactful. Data used for monitoring must be
prepared to “industrial-strength” standards of quality and timeliness. -
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But just monitoring known risks is not enough. Regulators will only fulfill their mandate
if they are able to look for and head-off new risks that have not been encountered
before. This is especially critical in the dynamic and ever-changing environment that is
the norm in the modern financial landscape. Therefore, it is very important for an
oversight mechanism to also constantly be on the lookout via Predictive Analysis for
risks that are not known. Predictive risk analysis can be likened to scientific research.
Economists and regulators locking for new problems use a “test-and-learn” process.
That is to say, they first have a hunch of what can go wrong. Then they use information
to either confirm or invalidate their hypothesis. The information system must therefore
have immense flexibility and agility to answer their questions “at the speed of thought”.
Furthermore, the system must serve up this information without having a pre-conceived
notion of what they will want to know about. The system must also be able to
incorporate information from new sources on demand.

A robust and efficient information assembily line is critical to both functions. However,
these two requirements of oversight have conflicting needs — industrial-strength
robustness vs. lab-environment flexibility. What is exciting about today’s information
technology capabilities is that both of these needs can be satisfied by the same analytic
system to at once support a complete, robust oversight environment that is also cost-
effective. Leading financial companies are using such systems to stop fraud in real-time
{via monitoring) as well as enabling users (via predictive analysis) to develop newer,
more effective models to stop the next-generation of fraudsters, both tasks being
performed on the same system with the same information which reduces conflicting
viewpoints and connects the dots between transactions, trénds and risk.

The Office of Financial Research

The Office of Financial Research has been tasked with a pivotal role in financial oversight
by creating a robust data and analytic capability to the regulatory community and the
Financial Stability Oversight Council. Systemic risk, as we have seen all too clearly, can
threaten not the financial system but indeed, the underpinnings of the global economy
as well. Yet individual financial institutions cannot realistically possess the knowledge of
the overall economy to predict and prevent systemic risk. Not only would this be
prohibitively expensive to these institutions, but it would also require them to know
potentially sensitive information about one another.

Therefore, it only makes sense that a governmental entity, with a clearly determined
mandate and public accountability, be responsible for the task. The Office of Financial
Research is eminently suited to the job of collecting data and conducting research under
the financial reform act. The Office has been given a sufficient mandate to enable it to
achieve the data and analytic capability required for financial oversight and the
authorities — under Section 154 of the Act —to achieve this goal. | believe that the Office
of Financial Research, in short, is a critical component to the task of making our financial
system safer.
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During the Dodd/Frank debate, Teradata along with a group of other IT companies and
interest groups worked with Congressman King and Congresswoman Maloney on
several amendments to clarify the OFR’s structure and direction. Unfortunately those
amendments were not accepted and regardless of the ocutcome, Congressman King and
Congresswoman Maloney, both members of the Full Committee, have worked tirelessly
to promote the use of technology in financial oversight. Additionally, Chairman Issa has
been a leader in this area as well and is currently proposing a DATA bill which addresses
many of the same concerns for the need to employ information technology more
strategically, beginning with streamlining Federal IT systems and harmonizing
procurement processes. '

Now that the OFR has been established in the Dodd/Frank legislation, it is important to
understand that a journey of one thousand miles begins with a single step. That first
step must be where we are today. And where we are today is this: The Research and
Analysis Center, the entity responsible for developing a viable systemic risk analysis
framework for the Financial Stability Oversight Council, depends upon the Data Center
for establishing a strong data foundation upon which to build its analytic capabilities. |
offer the following comments in support of the establishment and development of the
Data Center based on practices that Teradata has learned from working with many of
the world’s largest data warehouses.

Several financial institutions have, for their own risk management and financial
reporting purposes, developed data repositories similar to that envisioned for the OFR.
The common principle employed by the most successful of such efforts is to “Think big
but start small”. They combine an ambitious long-term agenda with a small, well-scoped
initial phase of the program that is targeted to deliver to a specific need. The mandate
of the Office is nothing if not ambitious — what is needed now is for it to rapidly deploy a
tightly scoped initial version of the Data Center. The initial version must be designed to
deliver real value to its stakeholders, but also build a solid foundation — with the
flexibility to evolve toward the longer term vision and future, undetermined needs -
upon which the full potential of the Data Center can be realized.

The first task of a data resource like the Data Center is to quickly become useful. Data
problems abound so the area is rich in opportunities for usefulness. Robust financial
reference data is necessary for accurate risk analysis and reporting, but this has been
consistently difficult to create and maintain across the industry. The failure to do so is
one of standardization, not technology. The Office has been given the authority, as well
as the responsibility, to mandate these standards. In our opinion, this is a critical first
step to the process of making the Office a critical and useful tool of public policy. The
benefits of proper, standardized reference data go well beyond allowing the Research
Center capabilities in systemic risk analysis and monitoring, however. The Office can
supply this data — most of which is of a non-competitive nature anyway — to financial
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institutions themselves to improve their risk management efforts and make the system
doubly secure.

A key principle is to avoid in setting these standards is making the perfect the enemy of
the good. The vast majority of issues surrounding reference data are not controversial.

In fact, much of the financial instrument and financial company reference data is already
available via data vendors. | would urge the Office to leverage existing databases to the
extent possible, with the main focus of initial effort being to quickly create a single
declared set of reference data available for the use by the Research Center as well as
financial institutions themselves providing the appropriate security safeguards are putin
place. This single authoritative source of reference data can then be perfected over time.

But reference data is not enough. Risk analysis in the financial sector requires the use of
detailed positional, and in some cases transaction, data on a periodic basis. The same
principle must be applied to this data as well. There are many barriers to perfectly
standardizing position and transaction data across all the major systemically important
financial institutions. None of these barriers, in our opinion, are formidable enough to
prevent the Office from using what is available for gross systemic risk computations. In
fact, using position and transaction data for risk analysis will act as a catalyst for
improving the quality of such data over time.

If the Data Center is to fulfill its mandate in the long term, it must be collect all the data
it requires on aregular basis. In our experience, data analysis efforts can only be
successful if disciplines are in place to integrate and aggregate data on a periodic basis.
In fact, this practice is the essential lubricant for a well-oiled data machine. Therefore |
would strongly argue against any suggestion that the Office should restrict itself to
standard-setting to the exclusion of physically collecting data on a periodic basis
wherever such data is available — whether from member agencies or from financial
companies themselves.

A data repository such as this would contain much sensitive data. Specifically, positions
and transactions submitted by financial institutions could have far-reaching competitive
consequences if placed in the wrong hands. The malicious potential use of data
collected on private citizens can also be significant. Therefore, data security must be
taken very seriously by the Office. The so-called “CIA Triad” is a useful framework for a
security program, and encompasses Confidentiality {preventing access to unauthorized
data), Integrity (preventing modification of unauthorized data) and Availability
{preventing disruption of access of data to authorized users). The importance of data
security cannot be over-stated — | would strongly suggest that effort to secure data
collected by the Office should be at least on par with the effort to collect the data itself.

Leveraging Information Technology for Financial Oversight
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The good news is that the technology and best-practices required to achieve all these
goals is available. The age of Big Data has arrived with the result that all aspects of
technology and techniques necessary to create an efficient information assembly line
are being perfected at this time. For example, there are a number of high-performance
offerings that deal with the quality of raw data. Technology for data warehousing has
developed to the extent that it is not uncommon to see systems processing truly
massive amounts of data, yet are able to react in seconds to customer activity. Finally,
analytics and visualization technologies have also advanced significantly so that complex
calculations can be completed and presented extremely rapidly, in time-scales
considered impossible just a few years ago. Not only are the capabilities improving at a
tremendous rate, but costs are also dropping precipitously. Indeed, these changes are
rapidly changing the landscape of American business. Many of today’s most successful
companies — in a range of industries including Manufacturing, Finance and Social-
networking - base their very businesses on such data technology.

Chairman Neugebauer and members of the Subcommittee, the time has never been
better for leveraging information technology to create a strong system of financial
oversight that is also cost effective. Smarter government leads to smaller government —
a savings for the nation’s taxpayers.

| believe that the Office of Financial Research will play a critical role in preventing the
kind of catastrophic systemic failure as we experienced in 2008. However, the Office will
need to start playing a relevant role quickly. The best way for it to do so is to leverage
tried-and-true data management methods and analytic technologies to rapidly form the
nucleus of a database of reference, position and transaction data to support the practice
of systemic risk analysis.

Again, thank you for the opportunity to testify this afternoon. I fook forward to
answering your questions.
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Mr. Chairman and Members of the Subcommittee:

1 wouid like to thank you for the opportunity to appear before you to discuss the importance of
ensuring that our financial regulators and more importantly our financial market participants are
given the ability to understand, monitor and ultimately reduce system-wide risks to our financial
system.

There are three main points that I would like to make in my testimony:

Financial stabifity requires transparency — the ability for regulators to both see through the counterparty
network and the ability to see through asset backed, financial products to the underlying assets is an
important fundamental component that is needed in order to be able to monitor the stability of the
financial system. Transparency will require universally accepted identifiers and reporting standards —
in essence it will requite banks to get their back-offices in order. The investments required to
improve transparency will not only result in improved macro-prudential regulation; they will result in
improved risk management and substantial operational savings for the industry.

W face a significant scientific task - not only do we not have the data in place, we have not done the
science needed to understand system-wide risks to the financial system. In many ways, financial
regulatots are like the weather services, before the National Oceanic and Atmospheric
Administration (NOAA) was established. NOAA was given the mandate to 1) collect new data, i)
develop new models for identifying extreme events and improving weather forecasts and 1i1) conduct
the science necessaty to understand the weather systems and build these next generation models.
The Financial Services Oversight Council (FSOC) and the Office of Financial Research (OFR) face
similar challenges and have been given a similar mandate.

We cannot afford to fail — we live in a leveraged economy where the resilience and growth potential of
the economy depends on having both an innovative and stable financial system. Innovation often
leads to instability, unless the appropdate infrastructure is in place to provide stability. The FSOC
and OFR offer a way forward to build this infrastructure. The risk that we live with, if we fail to
have the proper oversight to provide a stable system, is not just the devastating economic impact
that would come from another financial crisis of the magnitude of the 2008 crisis, but more
importantly the political reality that will follow. 1f we can’t get this right and there is another crisis,
then there is a very real risk that the political response may result in a response that adversly affects
the finanical market's ability to innovate.

Origins of the Office of Financial Research

Befote providing details on these three points, I would like to give a brief narrative about the origins
of the Office of Financial Research. The idea for an OFR was bomn at a February 2009 workshop,
which was sponsored jointly by the Office of the Comptroller of the Currency and the National
Institute of Statistical Sciences. As a participant at this workshop, T was part of a small group of
academics and regulators who came up with the idea of creating a National Iostitute of Finance.

The workshop was focused on financial risk and statistics and while the title sounded promising and
the wotkshop was held shortly after the crisis of 2008, the discussions were all about understanding
risks to individual institutions and ignored the broader system-wide risks. As a participant, 1 asked

2
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about the availability of data on the entire financial system, in order to begin to model and
understand the potential threats to financial stability. I was told that no one had data on the entire
system and that it was unlikely that this type of data could be collected, without new legislative
authority and additional resources. I joined a small group of workshop participants on the second
day of the workshop and we sketched an outline for a National Institute of Finance, which would
have the authority to collect system wide data, the capability to analyze this data and responsibility
and resources to engage in the science needed to be able to credibly model the financial system
during times of stress.

This group evolved into the Committed to Establish the National Institute of Finance (see www.ce-
nif.org), which eventually included over 130 academics, practitioners and financial regulators from
the US. This was a volunteer group of concerned citizens who saw a compelling national need and
helped organize a legislative response. The group never formally organized and never raised any
money. It actively engaged the main regulators, policy makers and legislators and eventually
succeeded in having the Office of Financial Research (which is very similar to the proposed National
Institute of Finance - see $.3005: The National Institute of Finance Act of 2010), included in the
Dodd Frank Act of 2010; for mote details, a short description of this effort was detailed in the Sep.
15, 2010 Wall Street Journal atticle, "How a Street Watchdog Got its Bite".)

We have been flying blind

In his opening, verbal temarks to the Senate Banking committee on June 18, 2009, while introducing
the legislative framework, which eventually became the Dodd-Frank Act of 2010, Secretary Geithner
made the following admission.

" If this crisis has taught us anything, it has taught us that risk to our system can come from almost
any quarter. We must be able to look in every corner and across the horizon for dangers and our

Susters was not able fo do that" (emphasis added)

This tematk is especially relevant as Secretary Geithner had previously served as the President of the
Fedetal Reserve Bank of New Yotk and was intimately involved in the efforts to advert and then
minimize the impact of the 2008 financial crisis. Our regulators and senior policy makers did not
have any real idea of the impact of letting Lehman Brother fail and, potentially even more troubling,
they did not even have an awareness of the large concentration of credit default swap position that
AIG Financial Products held until the very weekend that Lehmann Brother's was failing. They were
in essence flying blind.

The first step that tegulators need to take to ensure that they are able to monitor financial system is
to make sure that they can measure the system. The back offices of most financial institutions are in
disarray. While many financial institutions are highly sophisticated and employee exceptionally
talented individuals, their efforts have largely been on making money and not on improving their
operations. To illustrate, there are very few financial institutions that can routinely capture all of
their transactions in an electronic format. As a result comprehensive risk reports (tepotts which
reflect all of a firms positions) are time-consuming to produce and intermittently available to senior
managers.
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‘There are obvious concerns about the level of reporting that will be required from industry by the
members of the FSOC and the OFR and there is a clear desire by everyone to ensure that these
reporting burdens are kept at a minimum. There are essentially three different types of data that can
be requested by regulators. The first level is accounting data ~ essentially balance sheet information
that summarizes cash flows. It is important to note that when financial products (e.g. derivative
products) are represented in accounting summaries, there reported value reflect the firms valuations
(based on matket data and internal models). While this is often reasonable, particularly with respect
to assets that ate traded in liquid markets, there are clear limitations to this type of data. For
example, accounting summaties do not reflect how cash flows might change in the future, under
different market conditions (they simply take a weighted average over possible events). For
example, bank liquidity backstops or contracts to provide short-term Lquidity to Structure
Investment Vehicles (SIVs) were routinely valued at near zero. This was cleatly a gross
understatement of their value once Lehman brothers collapsed. Accounting summaries, on their
own, are not likely to be sufficient for understanding systemic risk.

The other types of data that could be required by regulators and the OFR would include internal risk
reports and transaction and position data. The only risk system outputs that are currently being
repotted are the stress-test reports that are required from the Systemic Important Financial
Institutions (SIFIs). Currently, there are no regulators that routinely require detailed transaction and
position data. The OFR is required to collect transaction and position data, in addition to other data
that either the FSOC or the Director of the OFR deems necessary to be able to assess the stability
of the financial system. To the extent that the OFR needs accounting data to fulfill its mandate, it
will need to work closely with each financial institution’s primary regulator to avoid dual reporting.
With regards to detailed transaction and position data, the OFR will be collecting data that has never
been collected in a systematic manner by regulators; hence these data collection efforts will not
represent a dual reporting burden. In fact, if the OFR effectively uses its authorities, it will not only
be able to provide the FSOC with this detailed data, which is essential to monitoring the financial
system, it will facilitate changes throughout the financial system that will result in dramatic
improvements in risk management and deliver substantial operational savings to market participants.

Creating a single, consistent source of identifiers (unique ids) for legal entities and financial products
is 2 and important step to improving data management in the financial markets. A second important
step would be the creation of a universal set of data models or reporting standards for legal entites
and transactions and positions. Once these identifiers and reporting standards are established, the
OFR has the authority to require a wide range of financial firms to adopt them. This adoption
would have the effect of requiring firms to in essence, clean up their back offices and would result in
a number of important benefits. First, firms would have an electronic copy of all of their
transactions reflected in their central I'T systems, at the time that they are settled and they would be
able to routinely produce risk reports that reflected all of their firm’s exposures. Second, it would be
relatively straightforward for firms to provide an electronic cc to the OFR when transactions settle -
allowing the OFR to build a comprehensive view of the financial system and then share this data
with the members of the FSOC. Third, it would result in dramatic operational savings for the
industry. The universal identifiers are needed in order to allow OFR to build a consistent counter-
party network; they are also essential for helping market participants reduce order matching errors.
One major market participant, who was involved with the effort to create the OFR legislation,
indicated that the adoption of universals identifiers and reporting standards would result in
somewhere between a 20 to 30% savings in their annual operating expenses. Multiplied across the
entire industry this would result in billions of dollars of operational savings.
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The Science of the Financial System is Not Complete

On November 3, 2009 the National Academy held a workshop titled Technical Capacities Necessary
for Systemic Risk Regulation — participants included two Nobel Laureates and a range of academic,
practiioners and regulators. (The complete list of participants can be found in the workshop
ptoceedings — see www.nap.edu/catalog.php?record_id=12841). Following are extracts from the
workshop proceedings:

"It was widely acknowledged at the workshop that the United States currently lacks the
technical tools to monitor and manage systemic financial risk with sufficient
comptehensiveness and precision.”

"Matket efficiency will be enhanced by improved intelligence about what is going on in the
system as a whole."

"Existing capabilities to value individual instruments and manage firm-specific risks and
capture system-wide exposures are not a sufficient foundation for systemic risk
management.”

As a participant at the workshop, I was struck by the recurring theme that while we have some good
starting points for how to model the broader finical system and identify systemic risk, we do not
have a mature scientific framework and an accompanying set of tools that will allow us to
understand the financial system, especially when it is under stress. The prevalent view at this
workshop, was that we need to engage in a concerted scientific effort that involves collecting data,
developing theory and models which will result in new insights and then lead to a refined data
collection effort and a subsequent refinement of theory and models.

Understanding our financial system is one of the great scientific challenges of our generation. This
is a challenge that is extremely important and that will take an ongoing concerted effort — an effort
that the OFR 1s mandated to help lead.

Existing modeling approaches include network models, statistical models of asset returns (which
drive Value at Risk type calculations), derivative pricing models, and dynamic equilibrium models.
While all of these models have varying degrees of utility, they all have serious deficiencies -
especially when the system experiences times of stress.

The next generation of models needs to account for a richer conceptual framework such as the
following shock propagation framework. Fundamentally, any systemic risk model needs to not only
include a model of how the financial system becomes stressed, it needs to provide an understand of
how these stresses could result in a substantial distuption to the intermediation markets that are
essential to the functioning of the broader economy and that would potentially require an
intervention by the government. For example the freezing of the commercial paper matket, the
breakdown in the market for mortgage backed securities or the sudden and sustained collapse of
equity prices on electronic exchanges.
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There are at least three important elements of a systemic crisis that must be incorporated into next
generation models of the financial system and ultimately into an effective systemic-risk monitoring

system:

1.

The origin of a shock. Thete must be a clear idea of the potential buildup and origin of stress or
shocks that could potentally trigget a systemic event. These primary shocks could come from
endogenous events arising from herd behaviors by market participants, such as Aggregation
Risks where matket patticipants have similar exposutes (e.g. petvasive holdings of mortgage
backed assets, heavy reliance on short-term funding) or Crowded Trading Risks where market
participants use similar trading strategies (e.g. high frequency stat-arb trading or portfolio
insurance), both of which can lead to asset bubbles — especially in the presence of leverage;
These primary shocks could also come from exogenous events such as Environmental or
Gegpolitical Risks (e.g. BP's oil spill, changes in government policy, terrorist attacks, wars) and
mote traditional Economic Risks (c.g. interest rate risks, disruption due to new technologies,
resource constraints or sudden shifts in demand).

These risks ate predominantly market risks, whete the sudden loss in the value of assets can
cause market participants to become distressed. They could also contain credit risks, where
a group of market participants suddenly reveal that they are insolvent or when the credit
rating of market participants are downgraded by a rating agency (which could trigger margin
calls), but these events could be viewed as a delayed revelation of market risk.

Currently we have very little understanding of how firms group together based on their
exposute to exogenous events or traditional risks. In addition we have a poor understanding
of how herd behavior can lead to a sudden collapse in the value of assets (e.g. the build up
and especially the bursting of an asset bubble). Mapping the market with respect to
traditional risks and understanding and measuring how and when endogenous shocks might
atise should be two key priorities for the OFR.

The propagation of shocks. There must be a clear idea of how shocks propagate through the
system. This understanding is based on knowing the interconnections between market
participants and how a set of distressed firms can subsequently cause other firms to become
distressed. For example firms can be connected through Interbank Lending in terms of a
break down in short-term funding (especially for Broker Dealers), through the Dervatives
Connterparty Network both in terms of margin or collateral calls and in terms of hedges
disappearing because of insolvent counterparties and through Book Correlations, in terms of
firms holding assets similar to the asscts that distressed firms are selling.

Understanding shock propagation includes understanding Domino Risks, how the insolvency
or illiquidity of one institution could cause the insolvency or illiquidity of counterparties and
counterparties of counterparties and so on. It can include Ro/-Orer Risks, where distressed
firms won’t provide or can’t find short-term funding, potentially causing new firms to
become distressed or causing fire-sales respectively. It also includes Cascading Fire Sale Risks,
where the supply of assets exceeds the demand, resulting in liquidity failures for a particular
market. These liquidity failures can cause a cycle of continued fire sales, where existing and
newly distressed firms continue to sell in order to meet margin calls, redemptons or
regulatoty requirements. Ultimately, the propagation of shocks through the network is a
complicated interaction between market risks, liquidity risks and credit risks.
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The problem that is most likely the hardest scientific problem that will be faced by the
Office is the problem of modeling the reaction function or the sequence of actions that firms
will take in response to a primary shock and then subsequent actions taken by all of the
firms in the network in tesponse to the shock propagating through the system. Mapping the
Domino Risk - or how the insolvency and/or illiquidity of a group of firms can cause a
cascade of insolvencies and/or liquidities through the system is interesting, but it is a static
problem that ignotes the fact that firms will react to the failure of counterparties and market
stress. Once a primaty shock occurs, the problem of understanding how the shock will
ptopagate essentially tums into a game-theoretic problem. If the shock is substantial
enough, it is likely that vast numbers of the market participants will be forced into similar
behaviors, which could substantially reduce the complexity of the game being modeled.
Gaining a better understanding of the network, which will require the collection of new data
and gaining a deep understanding of the reaction function should be key parts of the OFR’s
effort, if the OFR is going to be able to develop a realistic understanding of how shocks
propagate through the financial system.

3. The breakdown of intermediation markets. There must be a clear idea of the structure of the
financial system, especially of key intermediation markets that are essential to the broader
economy, and a clear idea of when the propagation of a shock can cause a breakdown in one
or more of these markets, whete one ctitical mechanism that needs to be understood is the
Flight to Quality where market wide panic results in runs on key markets as investors hoard
cash and market participants stop trading, which stops firms from changing positions and
adjusting hedges. The markets that need to be understood can include the formal,
standardized capital matkets such as exchanges and clearinghouses; they can also include
informal or loosely organized matkets such as interbank, repo, over the counter (OTC) and
securitization matkets.

In order to understand when a markets can fail and how dependent the economy is on different
intermediation markets, it is essential that the OFR develops a clear understanding of the market
structure — the size and capacity of different markets or connections between critical activities in the
economy and financial system and then the dependence of the economy on these markets — and an
understanding of the capacities of these markets. These efforts should focus on gaining an ability to
understand liquidity risks that are inherent in the market structure. In what would need to be an
ongoing effort, the OFR should routinely document the ‘plumbing of the market’ and understand
how much stress it can take. These efforts will allow the OFR to help identify not only liquidity risk,
but also potential operational risks and security threats to the financial system.

In addition, in order to understand how market wide panics can arise, the OFR needs to make
efforts to help develop a deep understanding of investor behavior and successfully integrate realistic
behavioral elements into the OFR models.
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The Risks of Leaning on the Past

In a recent Financial Times atticle, Alan Greenspan said he feels financial markets are
“unredeemably opaque™, see Understand the Financial System First and then Regulate I1, FT April 1, 2011,
I have been in a public meeting where Chairman Greenspan essentially threw up his hands and said
that even with all of the intellectual and research capacity at the disposal of the Federal Reserve
System, he does not feel that markets can be understood sufficiently to identify and preemptively
respond to asset bubbles (and presumably other types of systemic risk). Instead he argues that we
should be ready to apply monetaty policy to help markets recover after an asset bubble has burst and
rely on market discipline to ensure that participants will not engage in activities that might threaten
the entire system.

With regards to market discipline, it is clear from the past crisis that we cannot rely on market
discipline alone to provide stability. Waiting until after the crisis to respond is unacceptable and
responding in a disorganized fashion during a crisis, which is what happens when regulators and
policy makers are unprepared, is both foolish and dangerous. It is true that science and the tools
have not been developed yet. But that is 2 call to action, not a cause for despair. In some ways, those
who take Chairman Greenspan’s views ate rooted firmly in the past; it is like hearing an explanation
of why prediction was from a director of the National Weather Service 50 years ago, after yet
another devastating hurticane had made landfall without any warning. We can do better and we
must .

In order to develop the science and models that the FSOC and other macro-prudential regulators
need, we need to break from the research efforts of the past and take new approaches. We need to
move from small science efforts, which are dominated by a single discipline, and hence a particular
conceptual framework, to large science efforts that incorporate teams of scientists from a variety of
different disciplines and that bring a rich set of perspectives and frameworks for understanding our
financial system. The OFR offers a vehicle to catalyze this needed change in the way that the
science of financial markets is approached.

In closing, the last financial crisis cost the U.S. taxpayers trillions of dollars and lead to unacceptably
high levels of unemployment. Citizens from all ranges of life were incensed that financial
companies, which had engaged in reckless and self-serving activities were rescued, while the rest of
the economy suffered and paid the price for their excesses — a price that is still being paid today.
The crisis demonstrated that our system needed reform and it provided the political focus to make
legislative changes possible. In some sense we are in a race against time. We need to do all that we
can to ensute that the next crisis is as far in the future as possible, because if we have another ctisis
in the near future it will be hard to argue to an enraged population that we have the essential
structure in place, we simply didn’t have enough time to understand the system propetly and build
effective safeguards based on that understanding. I would conclude by respectfully calling on the
Administration to nominate a Director for the OFR forthwith. Until that happens, the OFR will be
limited in its ability to become established and help provide the insights that we need.
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Chairman Neugebauer, Ranking Member Capuano, Vice Chairman Fitzpatrick, and members of
the Subcommittee, as we sit before you today, the computers of federal government agencies
and their contractors are under constant attack. Government computers are being infiltrated
and taken over by malevolent organized crime groups and by nation-state actors; they are
being infected by malicious code; and they are being retasked to gather and redirect sensitive
information so that it can be mined and repurposed. The losses from such data theft is
massive. Unfortunately, this is generally unknown by the public or by members of Congress
because agency and contractor personnel keep these damaging attacks a secret in order to
avoid the embarrassment associated with public disclosure.

I have the honor of running SANS, the largest cybersecurity school in the world, with 120,000
alumni working at institutions ranging from the NSA, the FBI and DoD, to banks, insurance
companies, colleges, hospitals, and high-tech organizations in 70 countries. [ also oversee the
Internet Storm Center, an early warning system for the Internet, and guide the annual
compilation of the most dangerous new attack vectors. These responsibilities give me direct
and indirect access to information about nonpublic cybersecurity attacks as well as to the
promising practices and tools available to help mitigate the threats. In my testimony today, I
will frequently use data from secondary sources. I can assure you that these data provide an
incomplete but very accurate picture of what is happening in cybersecurity.

In the next few minutes I'll very briefly answer several questions:
* Who is attacking the computers of U.S. government agencies and contractors?
e What are they after, and how much information have they already taken?

« How do the attacks work, and why don’t current defenses stop them?
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* How do cybersecurity practices differ in federal government agencies and contractors
from common practices in the private financial industry?

Who is carrying out these attacks?

Teams of spies, paid by national governments, are behind most of the damaging attacks on
U.S. government computers. Some are employed by the sponsoring foreign governments as
civilian or military personnel; others are
private contractors who also may be
conducting cybercrime and economic
espionage against nongovernmental
organizations, either independently or on
behalf of their government sponsors.

Organized crime groups also target
government agencies but do far less damage to
governments than they do to other commercial
organizations. For example, they generally
steal credit card data and other personal
information and sell the data and/or extort
money in return for not revealing the theft to-
the company’s clients.

What are these attackers after, and how
much information have they taken?

The nation-state-sponsored attacks have three | ‘;M' %&3&

primary objectives: - '&@i%%
* Theft of military technology and other :

military secrets.

® Placement of malicious computer code
on sensitive computers to gain access to
additional data and to change data — to
change what people believe is real.
General Keith Alexander, Commander of
the US Cyber Command, calls these
malicious programs “remote sabotage
tools.” These malicious programs are
also being placed on computers inside
power plants and communications
networks.

* Theft of critical financial and technical
data that can be used to gain unfair
advantage in international negotiations involving other companies and governments.
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Most cyberattackers seek financial and business planning data from such powerhouse
corporations as Exxon or Google, but the recent attack on the International Monetary
Fund and the 2010 attack on NASDAQ show that financial data held by governments
and quasi-governmental organizations are also high-value and vulnerable targets.

How much information have they taken? These cyberattackers appear to be highly effective.
General Wliliam Lord, Director of Information, Services and Integration in the Air Force’s
Office of Warfighting Integration, hinted at the extent of the losses when he inadvertently
provided some classified information to a journalist. While giving a talk in a classified meeting
in August 2006, General Lord left the room to take a lengthy call. While he was out, the
meeting turned to some unclassified items, and a newspaper reporter joined the meeting.
Upon his return, General Lord, who did not know that journalist had joined the audience,
reported that “China has downloaded 10 to 20 terabytes of data from the NIPRNet. They're
looking for your identity so they can get into the network as you. There is a nation-state threat
by the Chinese.”

Here are just a few key examples of the types and scope of information lost in such attacks:

s Nation-state-sponsored attackers gained access to technical plans for key components of
the $300 billion F-35 joint Strike Fighter — America’s most expensive weapons system.
Importantly, this breach was not in the DoD itself, but against a defense contractor.

s According to Time magazine, another attack involved “a huge collection of files that had
been stolen from Redstone Arsenal, home to the Army Aviation and Missile Command. The
attackers had grabbed specs for the aviation-mission-planning system for Army
helicopters, as well as Falconview 3.2, the flight-planning software used by the Army and
Air Force..”

e The IMF attack this spring demonstrates that sophisticated attackers are after
governmental financial data. As the New York Times reported on June 11, “The global
agency [IMF] has highly confidential information about the fiscal condition of many
nations. As such, the IMF's files contain ‘political dynamite’ that could affect global
markets,”

¢ A senior official of the Commerce Department, testifying before a House Subcommittee in
April, 2007, reported that the computers of the Commerce Department’s Bureau of
Industry and Security (BIS) were taken over by attackers believed to be stationed in China.
The BIS division at Commerce decides which American technologies are too sensitive to
export. BIS has data on what each technology is, why it is too sensitive, who makes it, and
the other details that another nation would need to replicate the technology. When asked
whether he knew how widely the infection had spread inside the Commerce Department
or whether he was confident they had gotten rid of it, the witness said, “no.”

Sadly, similar losses are occurring in nearly every major federal agency and in many smaller
ones

How do the attacks work, and why don’t current defenses stop them?

The vast majority of the data theft attacks are made in six steps:
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Step 1: The attackers fool a person - usually a person with more access than the
average user - to cause that person {the “victim”) to open an attachment to an email.
I'll show you how and why that works in a moment using your own office as an
example.

Step 2: The attachment runs a hidden program that exploits a weakness on the victim's
computer.

Step 3: The victim's computer is forced to contact the attacker’s computer, and as a
result is given detailed instructions for what to search and where to look.

Step 4. The victim’s computer, now completely under the control of the attacker,
gathers sensitive information, compresses it, and sends it to a site controlled by the
attacker.

Step 5. The victim's computer gets additional instructions to spread its infection to
other computers that then are also forced to contact the attacker’s computer for
instructions.

Step 6. The malicious software programs on these systems bury themselves very deep
and erase any evidence of their existence. They sit, nearly idle, checking only
infrequently with the attacker’s system for additional instructions.

This sequence of steps works in attacks against government agencies and against large
government contractors, all of
which process an enormous
amount of information collected
by and on behalf of the federal
government. They also work
against many corporations.

Security awareness training is
ineffective in stopping these
nation-state, because the
attacker can send hundreds of
emails and only has to fool one
person. And, when the attackers
are working for a nation-state
with a large budget, they can
spend as much as $200,000 or
more to gather intelligence
about a single intended victim and can thus craft an email that can be utterly convincing as
having come from a trusted colleague. For example, a cyberattack against a congressional
office may target the one person with administrative rights to all the servers in the office. The
attackers would likely spend weeks or months (and a lot of money) to get close to this staff
person, to learn something that is happening in the office that would not be known outside,
and then to send a counterfeit email that appears to be from that person’s superior. The




78

employer-employee relationship, combined with the inside information used in the email,
provides an overwhelming incentive to open the email attachment.

In addition to gathering information directly from the government computers, cyberattackers
also seek to infect government and other websites so that visitors have their computers
infected and lose a lot of sensitive data or become zombies. Government computers have been
caught two ways in this type of attack. As one example, a Department of Homeland Security
website was infected and subsequently tried to infect every visitor to the site—a site visitors
should have been able to trust. The second way that government computers are affected is
that government users may be pointed toward infected websites and their computers made
into zombies that can be used to gather data inside an agency network. A particularly virulent
example occurred several years ago when the American Enterprise Institute website, a policy-
oriented site often visited by White House personnel and other national leaders, was infecting
so many visitors that the US Computer Emergency Response Team put out a warning to all
federal users. Sadly, many nonfederal users were never alerted; some of them only came to
know their systems were infected if they were overwhelmed and stopped functioning.

Finally, cyberattackers take advantage of the high volume in federal systems. One such case
involved the IRS. Many websites offer to submit electronic tax returns for individual
taxpayers, and some of these advertise through Google to draw in customers. Several of those
sites were run by organized crime groups that took the data from individuals, filled out the tax
returns, and submitted them—but with one important change: the criminals substituted
foreign bank routing data for the taxpayers’ banking information. The attack was like illegally
tapping an oil pipeline, only in this case, the pipeline had electronic cash running through it.

Users cannot be expected to foil such attacks. The only powerful way to make these attacks
less effective is to follow the lead of intelligence agencies and some careful financial
institutions by configuring the technology to protect the users. Although many federal
cybersecurity professionals know what needs to be done, it doesn’t seem to get done. The
great shame is that doing security right can cost less than what we spend now to do it wrong.
The waste was documented by a Senate oversight subcommittee chairman, who pointed out
that billions are being paid to contractors, at the rate of more than $1,000 per page, for
millions of pages of useless reports documenting out-of-date and generally less important
security problems.

A much better approach is continuous automated monitoring, which means daily monitoring
and correction of vulnerabilities in software and other security flaws. This has already been
documented by the Office of Management and Budget as massively more effective than the
out-of-date reports, but agencies just keep paying their contractors to keep producing paper
reports.

Almost every federal agency outsources the bulk of its information processing to
contractors—many of which have already lost sensitive data to cyberattacks. Two such
attacks were disclosed this past Monday. Defense contractors have lost so much unclassified
data that Secretary of Defense Robert Gates created a new DoD program to force contractors
to disclose attacks, to learn from them, and to use the knowledge to try to improve defenses.
The program, which is entirely voluntary, has done some good, but the contractors are
reluctant to make more important changes needed to protect their systems. A new regulation

5
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has just been proposed to force all DoD contractors to do a better job protecting their
unclassified networks, but press reports say the contractors are complaining loudly and, as a
result, the contractors expect to be relieved of much of the responsibility for protecting the
data they keep for the government.

As I mentioned earlier, the people who know about these attacks won't tell unless compelled
to do so. This secrecy allows agencies and contractors to avoid embarrassment, but it also
means that critical security problems are not being fixed because the public and Congress do
not know about the attacks and do not demand action. A related challenge partially caused by
the secrecy, is the national shortage of people with deep technical security skills needed to
make the technology more secure. This shortage plagues government and industry and is so
severe that contractors at one intelligence agency will steal the skilled people from another
contractor at the same or another agency, in a practice Bloomberg News labeled “fratricide”
this past March. Another important aspect of this shortage is that the majority of people now
working in the federal government as security professionals, and many who work for
government contractors, lack the critical skills to identify or fix the type of software security
flaws that routinely lead to the loss of critical data and lack the forensics and reverse
engineering skills to find malicious code that has managed to penetrate their systems. Many of
these “soft-skilled” people are very good at writing reports; they just are not good enough at
securing computers.

How do cybersecurity practices differ in federal government agencies and contractors
from common practices in the private financial industry?

One useful rule of thumb in cybersecurity is that the quality of security is proportional to the
amount of money at risk. Financial institutions, because they can lose a lot of money very
quickly, have better security practices than most other organizations. They implement
rigorous configuration control and automated continuous monitoring and mitigation. Most
federal agencies don't have those controls in place, despite a common awareness of the value
of such measures.

The primary cause of this difference is the lack of consequences for federal workers and
contractors who oversee and audit systems that lose critical data. It's almost unheard of for a
federal worker or a government contractor to be disciplined in the aftermath of a damaging
cyberattack. Banks have a long tradition of conducting after-incident analysis and meting out
appropriate penalties. The tradition began with the first huge cyber heist from a bank. In
1994, a Russian named Viadimir Levin used stolen access codes and passwords to steal more
than $10 million from Citibank. In the aftermath, the top internal auditor with security
responsibilities left Citibank, directly as a consequence of his missing the key risk, according
to his colleagues. In federal agencies, there are no consequences for auditors who fail to see
or act on the risks. Inspectors general in federal agencies rely on out-of-date checklists, often
keeping their agencies from making critically needed changes. Yet, I do not recall any
oversight hearing at which the IG was asked why his or her office missed the risk that led to
huge losses of critical information.

The Bottom Line
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In sum, cyber attacks against government sites are very hard to stop, but federal agencies
could do a far better job than they are doing. As long as security remains so lax inside
government, there is great risk that any data gathered by government would be easy prey for
financial criminals and nation-states bent on cyber mischief. This concern applies particularly
to small agencies that may lack the scale to implement first-class cybersecurity protections.
For example, if the Office of Financial Research moves data from well-protected financial sites
to less well-protected government or contractor sites, they will put that data atrisk.

If you choose to empower OFR to gather sensitive information from financial institutions then
you would sleep a lot better at night if they implement world-class cyber defenses that would
include the following:

¢ Continuous {daily) monitoring of the twenty key controls in the Consensus Audit
Guidelines (the “CAG") and the exclusive use of tools that strictly adhere to the
automation and interoperability requirements of the security configuration
automation protocols developed by NIST and NSA.

o Implacable adherence to operating system and software configurations defined in the
Universal Gold Master configurations approved by the DoD’s Joint Consensus Working
Group.

¢ Rigorous multi-factor identity validation of every user without exceptions.

e Ateam of at least eight “hunters and tool builders” who use constantly updated scripts
to monitor OFR system logs and network information continuously to find evidence of
penetrations and then reverse engineer, and eliminate malicious programs that make it
through the perimeter.

o Software code analysis and penetration testing for all software that accesses sensitive
information and any that allows access to the systems, such as web sites.

* Auditors who verify these defenses are in place and substantial consequences for
auditors if they miss well-known problems.

o [fthe risk to the nation’s financial system is great enough, determine whether the
collected data should be treated as, and protected as classified data.

Biographical Information

Alan Paller is founder and research director of the SANS Institute, a graduate degree granting
college and security training and research institution with more than 120,000 alumni in
seventy countries. At SANS, he oversees the Internet Storm Center (an early warning system
for the Internet), NewsBites, (the semi-weekly security news summary that goes to 210,000
people), @RISK {the authoritative summary of all critical new vulnerabilities discovered each
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week), and the publication of the “Seven Most Dangerous New Attack Vectors” being
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Report on the Effectiveness and Possible Side Effects of the Office

of Financial Research (OFR)

Nassim N. Taleb, PhD
Distinguished Professor of Risk Engineering, NYU-Polytechnic Institute
and author, The Black Swan

INTRODUCTION

Mr. Chairman, Ranking Member, Members of the Committee, thank you for giving me the
opportunity to testify on the analytical ambitions and centralized risk-management plans of Office
of Financial Research (OFR).!2

I am here primarily as a practitioner of risk —not as an analyst but as a decision-maker, an
eyewitness of the poor, even disastrous translation of risk research into practice. I spent close to
two decades as a derivatives trader before becoming a full-time scholar and researcher in the
areas of risk and probability, so I travelled the road between theory and practice in the opposite
direction of what is commonly done. Even when I was in full-time practice I specialized in errors
linked to theories, and the blindness from the theories of risk management.

Allow me to present my conclusions upfront and in no uncertain terms: this measure, if [ read it
well, aims at the creation of an omniscient Soviet-style central risk manager. It makes us fall into
the naive illusion of risk management that got us here —the same illusion has led in the past to
the blind accumulation of Black Swan risks. Black Swans are these large, consequential, but
unpredicted deviations in the eyes of a given observer —the observer does not see them coming,
but, my some mental mechanism, thinks that he predicted them. Simply, there are limitations to
our ability to measure the risks of extreme events and throwing government money on it will carry
negative side effects.

1) Financial risks, particularly those known as Black Swan events cannot be measured in any
possible quantitative and predictive manner; they can only be dealt with nonpredictive ways. The
system needs to be made robust organically, not through centralized risk management. I will keep
repeating that predicting financial risks has only worked on computers so far (not in the real world)
and there is no compelling reason for that to change—as a matter of fact such class of risks is
becoming more unpredictable.

1 The author Thanks Daniel Kahneman and S. Ammous for helpful discussions.

2The ideas presented here are from the author’s book, Taleb, N.N. (2007,2010} The Black Swan, 2d Edition,
Random House and Penguin, and the enclosed paper Taleb, N. N. {2009) Errors, Robustness, and the Fourth Quadrant,
International Journal of Forecasting, 25.
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2) This type of venture has side effects. The very method of model-based quantitative risk
management causes increases in risks, particularly hidden risks. Such risk management techniques
as you are proposing have in the past caused iatrogenics —that is, harm done by the healer.

3) Finally, risks need to be handled by the entities themselves, in an organic way, paying for their
mistakes as they go. It is far more effective to make bankers accountable for their mistakes than
try the central risk manager version of Soviet-style central planner, putting hope ahead of
empirical reality.

1 will now expand on each of these points.

I- The Measurability of Financial Risks

a- The risks of Black Swan events are not measurable

People in finance use the term “measure” very loosely. You can use science to “measure” the
length of the table but the same term should not be applied to something that does not currently
exist but should take place in the future. Alas, we cannot "measure” the risk of future rare events
like we measure the temperature. What are called tail risks are not possible to measure, neither
mathematically nor empirically. Further, the rarer the event, the harder it is to compute its
probability --yet the rarer the event, the larger the consequences®.

- The past is not a good predictor of these events —large jumps and crises do not have
predecessors (See the author’s The Black Swan, 2" Ed.). This applies to the latest crisis.
Furthermore, the type of randomness we have with economic variables does not have a well
tractable, well known structure, and can deliver vastly large events --and we are unable to get a
handle on "how large". Conventional statistics, derived on a different class of variables, fail us
here,

- Even if by some miracle we were given the right model, the smallest imperfection in the rounding
of a parameter would cause massively divergent results. Small variations in input, smaller than any
uncertainty we have in the estimation of parameters, assuming generously one has the right
model, can underestimate the probability of events called of "12 sigma" (that is, 12 standard
deviations) by close to a trillion times —a fact that has been (so far) strangely ignored by the
finance and economics establishment®,

- The same limitations apply with even more force to the newly minted —and overhyped—
methods based on “complexity theory” or new buzzwords like “agent-based models”. These
models are interesting descriptions of the world, but their predictions do not seem fo work outside
of research papers (i.e. in hindsight and past back-fitting) nothing has worked so far. The same
theoretical and practical limitations apply.

3 See Taleb N.N. and Pilpel, A., 2007, Epistemology and Risk Management, Risk and Regulation, 13. . See P. Triana,
2009, Lecturing Birds on Flying: Can Mathematical Theories Destroy the Markets?, J. Wiley.
4These “12 sigma” events and other large deviations are not just more common than people think, but they represent
alarge share of the total variance.
2
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- A more technical point: the outcome of bank exposures is even less predictable than the
variables on which they depend (say, GDP growth or other economic indicators). Just as the payoff
from a loan is even more unpredictable than the health of a company, the payoff of a derivative is
even less predictable than the underlying securities (because of lumpiness)®.

b- These risks have not been predicted in the past

- Had the last crisis been predictable, or the risks been measurable, then central banks with access
to all manner of information, and thousands of PhDs on their staff, would have been able to see it.
Their models failed in 2007-2008 (as well as in previous crises). The same applies to the
thousands of regulators we have worldwide.

- In addition there are many econometric laboratories and tens of thousand of research papers —
and these do not appear to deliver in the real world.

- It has been argued that economic prediction is largely the result of individual overconfidence
(Part II of The Black Swan); it is no different from the situation in which 90% of drivers think they
are in the top 50% in driving abilities. Likewise, people tend to mispredict —ignoring that others
have also mispredicted in the past, under the belief that they will get it right.

- We can correct such overconfidence, the blindness to one’s relative performance, with the
method of “debiasing”. It consists in letting people know the prediction of others in similar
situations and establish a so-called reference case prediction®. Such method often markedly
corrects overconfidence and I wouid like to apply it here in this situation. There has been tens of
thousands of scientific papers on prediction that have not replicated outside the papers. Had the
last crisis been predictable within these guantitative methods, then central banks with access to all
manner of information, and thousands of PhDs on their staff, would have been able to see it. They
failed. So please ask yourselves why you believe that the next attempt will succeed.

I1- Sterile Information and the Central Planner Effect

Information’s side effects (anchoring)

- Some may use the argument about predicting risks equal or better than nothing; using
arguments like "we are aware of the limits". Risk measurement and prediction —any prediction —
has side effects of increasing risk-taking, even by those who know that they are not reliable. We
have ample evidence of so called "anchoring” in the calibration of decisions. Information, even
when it is known to be sterile, increases overconfidence.

- Numerous experiments provide evidence that professionals are significantly influenced by
numbers that they know to be irrelevant to their decision, like writing down the last 4 digits of
one's social security number before making a numerical estimate of potential market moves.

5 Taleb, N.N., 2011, A Map and Simple Heuristic to Detect Fragility, Antifragility, and Model Error (June 4, 2011).
SSRN: http://ssrn.com/abstract=1864633
6 For a deseription of the method of debiasing, see Kahneman, D., 2011, Thinking Fast and Slow, FSG.

3
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German judges rolling dice before sentencing showed an increase of 50% in the length of the
sentence when the dice show a high number, without being conscious of it.” Further Mary Kate
Stimmler has shown the following effect with investments: if you give people a quantitative
derivations, one simple, one complicated equation that provide the exact same end calculation,
those with the complicated formula will end up taking more risks.

- Aggregating information —again the central planner concept—would be costly, both directly and
indirectly. Direct costs will be high. Indirect costs should be even higher than direct costs, just as
the side effects of some medicine cause severe harm. People cannot gain access to sterile
information without acting on it and producing theories from it {the narrative fallacy, in The Black
Swan).

Il Conclusion: What do we need?

- I befieve in the effectiveness of less is more heuristics: simple rules of risk management®. THese
consist in:

- Removing the agency problem on the part of bank managers and staff who have upside
and no downside.

- Reliance on simple, "hard", non-probabilistic risk measures, based on time-tested
heuristics., The more complicated the rule, the more likely it is to fail.

7 See Birte Englich and Thomas Mussweiler, “Sentencing under Uncertainty: Anchoring Effects in the Courtroom,”
Journal of Applied Social Psychology, vol. 31, no. 7 92001), pp. 1535-1551; Birte Englich, Thomas Mussweiler, and Fritz
Strack, “Playing Dice with Criminal Sentences: the Influence of Irrelevant Anchors on Experts’ Judicial Decision
Making,” Personality and Social Psychology Bulletin, vol. 32, no 2 (Feb. 2006), pp. 188-200. See also, Stimmler (2011),
doctoral thesis, U.C. Berkeley.

8 The author, has done some work along these lines, with a “Ten steps for a Black-Swan Robust Society”, republished
in The Black Swan (2r¢ Edition).
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Errors, robustness, and the fourth quadrant
Nassim Nicholas Taleb
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Abstract

The paper presents evidence that econometric techniques based on variance ~ L norm — are flawed and do not replicate. The
result is un-computability of the role of tail events. The paper proposes a methodology to calibrate decisions to the degree (and
computability) of forecast error. It classifies decision payoffs in two types: simple (true/false or binary). and complex (higher
moments); and randompess into type-1 (thin tails) and type-2 (true fat tails), and shows the errors for the estimation of small
probability payoffs for type 2 randomness. The fourth quadrant is where payoffs are complex with type-2 randomness. We

propose solutions to mitigate the effect of the fourth quadrant, based on the nature of complex systems.
© 2009 International Institute of Forecasters. Published by Elscevier B.V. All rights reserved.

Keywords: Complexity; Decision theory; Fat tails; Risk management

1. Background and purpose

It appears scandalous that, of the hundreds of
thousands of professionals involved, including prime
public institutions such as the World Bank, the
International Monetary Fund, different governmental
agencies and central banks, private institutions such as
banks, insurance companies, and large corporations,
and, finally, academic departments, only a few
individuals considered the possibility of the total
collapse of the banking system that started in 2007
(and is still worsening at the time of writing), let alone
the economic consequences of such breakdown. Not
a single official forecast turned out to be close to the
outcome experienced-—even those issuing “warnings”

E-mail address: nnt @fooledbyrandomness.com.

did not come close to the true gravity of the situation.
A few warnings about the risks, such as Taleb (2007a)
or the works of the economist Nouriel Roubini,!
went unheeded, often ridiculed.> Where did such
sophistication go? 1In the face of miscalculations of
such proportion, it would seem fitting to start an
examination of the conventional forecasting methods
for risky outcomes and assess their fragility—indeed,
the size of the damage comes from confidence
in forecasting and the mis-estimation of potential
forecast errors for a certain classes of variables and
a certain type of exposures. However, this was not

tepy, Doom™, New York Times, August 15, 2008.

2 Note the irony that the ridicule of the warnings in Taleb (20070)
and other ideas came from the academic establishment, not from the
popular press.
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the first time such events have happened—nor was it
a “Black Swan” (when capitalized, an unpredictable
outcome of high impact) to the observer who took
a close look at the robustness and empirical validity
of the methods used in economic forecasting and risk
measurement.

This examination, while grounded in economic
data, generalizes to all decision-making under
uncertainty in which there is a potential miscalculation
of the risk of a consequential rare event. The problem
of concern is the rare event, and the exposure to it, of
the kind that can fool a decision maker into taking a
certain course of action based on a misunderstanding
of the risks involved.

2. Introduction

Forecasting is a serious professional and scientific
endeavor with a certain purpose, namely to provide
predictions to be used in formulating decisions, and
taking actions. The forecast translates into a decision;
and, accordingly, the uncertainty attached to the
forecast, i.e., the error, needs to be endogenous to
the decision itself. This holds particularly true of risk
decisions. In other words, the use of the forecast needs
to be determined — or modified — based on the
estimated accuracy of the forecast. This in turn creates
an interdependency about what we should or should
not forecast—as some forecasts can be harmful to
decision makers.

Fig. 1 gives an example of harm coming from
building risk management on the basis of extrapolative
(usually highly technical) econometric methods;
providing decision-makers with false confidence about
the risks, and leaving society exposed to several
trillions in losses that put capitalism on the verge of
collapse.

A key word here, fat tails, implies the outsized role
in the total statistical properties played by one single
observation—such as one massive loss coming after
years of stable profits or one massive variation unseen
in past data.

~ “Thin-tails” lead to ease in forecasting and
tractability of the errors;

~ “Thick-tails” imply more difficulties in getting a
handle on the forecast errors and the fragility of the
forecast.
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Fig. 1. Indy Mac's annual income (in millions) between. 1998
and 2007. We can see fat tails at work. Tragic errors come from
underestimating potential losses, with the best known cases being
FNMA, Freddie Mac, Bear Stearns, Northem Rock, and Lehman
Brothers, in addition to numerous hedge funds.

Close to 1000 financial institutions have shut down
in 2007 and 2008 from the underestimation of outsized
market moves, with losses up to 3.6 trillion.” Had
their managers been aware of the unreliability of the
forecasting methods (which were already apparent in
the data), they would have requested a different risk
profile, with more robustness in risk management and
smaller dependence on complex derivatives.

2.1 The smoking gun

We conducted a simple scientific -examination
of economic data, using a near-exhaustive set that
includes 38 “tradable” variables® that allow for
daily prices: major equity indices across the globe
(US, Europe, Asia, Latin America), most metals
{gold, silver), major interest rate securities, and main
currencies — what we believe represents around 98%
of tradable volume.

3 Bloomberg, Feb 5, 2009.

We selected a near-exhaustive set of economic data that inchudes
“tradable” securities that allow for a future or a forward market:
most equity indices across the globe, most metals, most interest
rate securities, and most currencies. We collected all available
traded futures dats hat we believe around 98% of
tradable volume. The reason we selected tradable data is because
of the certainty of the practical aspect of a price on which one can
wansact: a nontradable currency price can lend itself to all manner
of manipulation. More precisely we selected “continuously rolled™
futures in which the returns from holding a security are built-in. For
instance, analyses of Dow Jones that fail to account for dividend
payments or analyses of currencies that do not include interest rates
provide a bias in the measurement of the mean and higher moments.
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Share of Max Quartic Observation

Fig. 2. The smoking gun: Maximum contribution to the-fourth
moment kurtosis coming from the largest observation in ~10,000
{2940 years of daily observations) for 43 economic variables. For
the Gaussian the number is expected to be ~0.006 for n = 10,000.

We analyzed the properties of the logarithmic
returns 7 ar = LOg (yﬁ;—), where At can be | day,
10 days, or 66 days (non-overlapping intervals).’

A conventional test of nonnormality used in the
literature is the excess kurtosis over the nonmal
distribution, Thus, we measured the fourth noncentral

i

¥ . . .
moment k(Ar) ;—% of the distributions and
focused on the stability of the measurements.

By examining Table 1 and Figs. 2 and 3, it appears
that:

(1) Economic variables (currency rates, financial
assets, interest rates, commodities) are patently fat

s By convention we use 7 = | as one business day.

Fourth Moment Contribution M

Sy P50 Crude UKR  Hol

freg H{RRNE) WNE-3NN 3

tailed-—with no known exception. The Titerature
(Bundt & Murphy, 2006) shows that this also
applies to data not considered here, owing to a lack
of daily changes, such as GDP, or inflation.

(2) Conventional methods, not just those relying on
a Gaussian distribution, but those based on least-
square methods, or using variance as a measure of
dispersion, are, according to the data, incapable
of tracking the kind of “fat-tails™ we see (more
technically, in the L2 norm, as will be discussed in
Section 5). The reason is that most of the kurtosis
is concentrated in a few observations, making
it practically unknowable using conventional
methods—see Fig. 2. Other tests in Section 3
(the conditional expectation above a threshold)
show further instability. This incapacitates least-
square methods, linear regression, and similar
tools, including risk management methods such
as “Gaussian Copulas” that rely on correlations or
any form of the product of random variables.® 7 8

6 This should predict, for instance, the total failure in practice
of the ARCH/GARCH methods (Engle, 1982), in spite of their
successes in-sample, and in academic citations, as they are based
on the behavior of squares.

7 One counterintive result is that sophisticated operators do not
seem to be aware of the norm they are using, thus mi imating
volatility, see Goldstein and Taleb (2007).

8 Practitioners have blamed the naive L% reliance on the risk
management of credit risk for the blowup of banks in the crisis
that started in 2007. See Felix Salmon’s “Recipe For Disaster: The
Formula That Kifled Wall Street” in Wired. 02/23/2009.
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Fig. 3. A selection of the 12 most acute cases among the 43 economic variables.
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Table 1
Fourth Noncentral Moment at daily, 10 day, and 66 day windows for the random variables.
KD K (1) K (66 Max quartic Years

Australian Dollar/USD 6.3 38 2.9 .12 22
Australia TB 10y 75 62 35 0.08 25
Australia TB 3y 73 54 4.2 0.06 21
BeanQil 55 7. 49 .11 47
Bonds 30Y 56 47 39 0.02 32
Bovespa 249 50 23 027 16
British Pound/USD 6.9 74 53 0.05 38
CAC4H 6.5 47 36 0.05 20
Canadian Dollar 7.4 4.1 3.9 0.06 38
Cocoa NY 49 4.0 52 004 47
Coffee NY 107 52 53 0.13 37
Copper 6.4 55 4.5 005 48
Corn 9.4 80 50 018 49
Crude Oit 20.0 4.7 5.1 0.79 26
cT 78 4.8 3.7 0.25 48
DAX 8.0 6.5 37 0.2 18
Buro Bund 4.9 32 3.3 0.06 18
Buro Currency/DEM previcusly 55 38 2.8 0.06. 38
Eurodollar Depo 1M 41.5 28. 6.0 0.31 19
Eurodollar Depo 3M 211 8.1 7.0 .25 28
FTSE 15.2 274 6.5 0.54 25
Gold 1.9 4.5 16.6 0.04 35
Heating Oil 200 4.1 4.4 074 31
Hogs 4.5 4.6 4.8 0.05 43
Jakarta Stock Tndex 40.5 6.2 4.2 0.19 16
Japanese Gov Bonds 172 16.9 4.3 0.48 24
Live Cattle 42 4.9 56 0.04 44
Nasdag Index 114 9.3 50 0.13 21
Natural Gas 6.0 39 38 0.06 19
Nikkei 326 4.0 29 0.72 23
Notes 5Y 5.1 32 25 0.06 21
Russia RTSI 133 6.8 7.3 0.13 . 17
Short Sterfing 851.8 93.0 3.0 075 17
Sitver 160.3 226 102 0.94 46
Smalicap 6.1 57 6.8 0,06 17
SoyBeans 7.1 88 6.7 0.17 47
SoyMeat 89 9.8 85 0.09 48
Sps00 382 7.7 5.1 0.79 36
Sugar # 1T 9.4 6.4 38 0.3 48
SwissFranc 5.1 38 2.6 Q.05 38
TYI0Y Notes 59 55 4.9 0.1 27
Wheat 56 5.0 6.9 0.02 49
Yen/USD 9.7 6.1 25 Q.27 38

(3) There is no evidence of “convergence to normal-
ity” by aggregation, i.e., looking at the kurtosis of
weekly or monthly changes. The “fatness” of the
tails seems to be conserved under aggregation.

Clearly, had decision-makers been aware of such
facts, and such unreliability of conventional methods

in tracking large deviations, fewer losses would have
been incurred, as they would have reduced exposures
in some areas rather than rely on more “sophisticated”
methods. The financial system has been fragile, as this
simple test shows, with the evidence staring at us all
along.

b, Ni N Errors: robusthess, and e fourth quadrant: International Journal of Forecasting
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2.2, The problem of large deviations

2.2.1. The empirical problem of small probabilities
The central problem addressed in this paper is that
small probabilities are difficult to estimate empirically
(since the sample set for these is small), with a
greater error rate than that for more frequent events.
But since, in some domains, their effects can be
consequential, the error concerning the contribution
of small probabilities to the total moments of the
distribution becomes disproportionately large. The
problem has been dealt with by assuming a probability
distribution and extrapolating into the tails—which
brings model error into play. Yet, as we will discuss,
model error plays a larger role with large deviations,

2.2.2. Links to decision theory

It is not necessary here to argue that a decision
maker needs to use a full tableau of payoffs (rather
than the simple one-dimensional average forecast) and
that payoffs from decisions vary in their sensitivity to
forecast errors. For instance, while it is acceptable to
take a medicine that might be effective with a 5% error
rate, but offers no side effects otherwise, it is foolish
to play Russian roulette with the knowledge that one
should win with a 3% error rate—indeed, standard
theory of choice under uncertainty requires the use of
full probability distributions, or at least a probability
associated with every payoff. But so far this simple
truism has not been integrated into the forecasting
activity itself—as mo classification has been made
concerning the tractability and consequences of the
errors. To put it simply, the mere separation between
forecasting and decisions is lacking in both rigor and
practicality, as it ruptures the link between forecast
error and the quality of the decision.

The extensive literature on decision theory and
choices under uncertainty so far has limited itself to
(1) assuming known probability distributions (except
for a few exceptions in which this type of uncertainty
has been called “ambiguity™), and (2) ignoring fat
tails. This paper introduces a new structure of fat
tails and classification of classes of randomness into
the analysis, and focuses on the interrelation between
errors and decisions. To establish a link between

gﬁllsbcrg's paradox, Elisberg (1961); see also Gardenfors and
Sahlin (1982) and Levi (1986).

decision and quality of forecast, this analysis operates
along two qualitative lines: qualitative differences
between decisions along their vulnerability to error
rates on one hand, and qualitative differences between
two types of distributions of error rates. So there are
two distinct types of decisions, and two distinct classes
of randomness.

This classification allows us to isolate situations
in which forecasting needs to be suspended-—or a
revision of the decision or exposure may be necessary.
‘What we call the “fourth quadrant™ is the area in which
both the magnitude of forecast errors is large and
the sensitivityt to these errors is consequential. What
we recommend is either changes in the payoff itself
{clipping exposure) or the shifting of exposures away
from that part. For that we will provide precise rules.

The paper is organized as follows. First, we classify
decisions according to targeted payoffs. Second, we
discuss the problem of rare events, as these are
the ones that are both consequential and hard to
predict. Third, we present the classification of the
two categories of probability distributions. Finally, we
present the “fourth quadrant™ and what we need to do
to escape it, thus answering the call for how to handle
“decision making under low predictability”.

3. The different types of decisions

The first type of decisions is simple, it aims at
“binary” payolfs, i.e. you just care whether something
is true or false. Very true or very false does not
matter. Someone is either pregnant or not pregnant.
A Dbiological experiment in the laboratory or a
bet about the outcome of an election belong to
this category. A scientific statement is traditionally
considered “true” or “faise” with some confidence
interval. More technically, they depend on the zeroth
moment, namely just on the probability of events, and
not their magnitude —for these one just cares about
“raw” probability.'?

10 Fhe difference can be best illustrated as folfows One of the
most erroneous comparisons encountered in economics is the one
between the “wine rating” and “credit rating” of complex securities,
Errors in wine rating are hardly consequential for the buyer (the
“payoff™ is binary); e in credit ratings have bankrupted banks,
as these carry massive payoffs.

Errors; robustress,
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Clearly these are not very prevalent in life-—they
mostly exist in laboratory experiments and in research
papers.

The second type of decisions depends on more
complex payoffs. The decision maker does not just
care about the frequency, but about the impact as
well, or, even more complex, some function of the
impact. So there is another layer of uncertainty of
impact. These depend on higher moments of the
distribution. When one invests one does not care about
the frequency, how many times he makes or loses, he
cares about the expectation: how many times money is
made or lost #imes the amount made or lost. We will
see that there are even more complex decisions.

More formally, where p[x] is the probability
distribution of the random variable x, and D the
domain on which the distribution is defined, the payoff
A(x) is defined by integrating on D as:

Alx) :/f(x)p(x)dx.

Note that we can incorporate utility or nonlinearities
of the payoff in the function f{(x). But let us ignore
utility for the sake of simplification.

For a simple payoff, f(x) = 1. So L{x) becomes
the simple probability of exceeding x, since the final
outcome is either 1 or 0 (or | and —1).

For more complicated payoffs, f{x) can be
complex. If the payoff depends on a simple
expectation, i.e., A{x) = E[x], the corresponding
function f(x} = x, and we need to ignore frequencies
since it is the payoff that matters. One can be right
99% of the time, but this does not matter at all, since
with some skewed distributions, the consequences of
the expectation of the 1% error can be too large.
Forecasting typically has f(x) = x, a linear function
of x, while measures such as least squares depend on
the higher moments f(x) = x2.

Note that some financial products can even depend
on the fourth moment (see Table 2).1!

Next we turn to a discussion of the problem of rare
events.

1 more formally, a linear function with respect to the variable x
has no second derivative; a convex function is one with a positive
second derivative. By expanding the expectation of f{x) we end
up with E[f(x)] = f(xdelax] + 127" E[Ax2] 4 ---. and
hence higher orders matter to the extent of the tmportance of higher
derivatives.

Journal of Forec
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4. The preblem of rare events

The passage from theory to the real world presents
two distinct difficuities: “inverse problems™ and “pre-
asymptotics”.

4.1. Inverse problems

It is the greatest difficulty one can encounter in
deriving properties. In real life we do not observe
probability distributions, we just observe events. So
we do not know the statistical properties — until, of
course, after the fact — as we can see in Fig. 1. Given
a set of observations, plenty of statistical distributions
can correspond to the exact same realizations—each
would extrapolate differently outside the set of events
on which it was derived. The inverse problem is
more acute when more theories, more distributions
can fit a set of data—particularly in the presence of
nonlinearities or nonparsimonious distributions.’?

So this inverse problem is compounded of two
problems:

+ The small sample properties of rare events, as
these will be naturally rare in a past sample. This
is also acute in the presence of nonlinearities,
as the families of possible models/parametrization
explode in numbers.

+ The survivorship bias effect of high impact rare
events. For negatively skewed distributions (with
a thicker left tail), the problem is worse. Clearly,
catastrophic events will be necessarily absent from
the data, since the survivorship of the variable
itself will depend on such effect. Thus, left tailed
distributions will (1) overestimate the mean; (2)
underestimate the variance and the risk.

Fig. 4 shows how we normally lack data in the tails;
Fig. 5 shows the empirical effect (see Fig. 6).

4.2. Pre-asymptotics

Theories can be extremely dangerous when they
were derived in idealized situations, the asymptote, but
are used outside the asymptote (at its limit, say infinity

an distribution is parsimonious (with only two
parameters to fit). But the problem of adding layers of possible
jumps, each with a different probabilities, opens up endless
possibilities of combinations of parameters.

ease tite this article i py
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Table 2
Tabledu of decisions.
Mo Mi M2+
“True/False™ Expectations
LINEAR PAYOFF NONLINEAR PAYOTFF
fxy=0 fy=1 f{x} noniinear(= 253 et

Medicine (health not epidenics)
Psychology experiments

Bets (prediction markets)
Binary/Digital derivatives

General risk manageroent
Climate

Finance: nonleveraged investment
Insurance, measures of expected shortfall

Derivative payoffs

Dynamically hedged portfolios

Leveraged portfolios (around the loss point)
Cubic payoffs (strips of out of the money options)

Life/Death Economics (Policy) Errors in analyses of volatility
Security: Terrorism, Natural catastrophes Calibration of nonlincar models
Epidemics Expectation weighted by noalinear utility
Casinos Kurtosis-based positioning (“volatitity rading™)
Log (SH 1)
0.05 ¢
|
00z}
[+ 1
001}
0.15] 0.005 ;
0.002§
Q.1 H
0.001 §
003 L Log (8¢ f1+1)
000t 0.002 0005 0.0t 002 Q.05
15 125 Fig. 6. Regular events predict regular events. This plot shows, by

Fig. 4. The confirmation bias at work. The shaded area shows what
tend to be missing from the observations. For negatively-skewed,
fat-tailed distributions, we do not see much of negative outcomes
for surviving entitics AND we have a small sample in the left tail,
This illustrates why we tend to see a better past for a certain class of
time series than is warranted.

Log (ST

R

0.0005 GO0

. Log (81711
0.002 8.005 a0t o9 (B3

Fig. 5. Outliers don’t predict outliers. The plot shows (ofi a
{ogarithmic scale) a shortfall in one given year against the shortfall
the following one, repeated throughout for the 43 variables. A
shortfall here is defined as the sum of deviations in excess of 7%.
Past large deviations do not appear to predict future Yarge deviations,
at different lags.

comparison with Fig. 5, how, for the same variables, the mean
deviation in one period predicts the one in the subsequent period.

or the infinitesimal). Some asymptotic properties do
work well pre-asymptotically (as we'll see, with type-
I distributions), which is why casinos do well, but
others do not, particularly when it comes to the class
of fat-tailed distributions.

Most statistical education is based on these
asymptotic, laboratory-style Platonic properties—yet
we take economic decisions in the real world that very
rarely resembles the asymptote. Most of what students
of statistics do is assume a structure, typically with
a known probability. Yet the problem we have is not
so much making computations once you know the
probabilities as finding the true distribution.

5. The two probabilistic structures

There are two classes of probability domains —
very distinct qualitatively and quantitatively -— ac-
cording to precise mathematical properties. The first,
Type-1,

f ;d(n'ki 10,1016/j.ijforecast:2009.05.027:
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we call “benign” thin-tailed nonscalable, the second,
Type 2. “wild" thick tailed scalable, or fractal (the at-
tribution “wild” comes from the classification of Maa-
delbrot, 1963, 2001).

Taleb (2009) makes the distinction along the lines
of convergence to the Central Limit Theorem. Type-1
converges in an acceptable form, while Type-2 either
does not converge (infinite variance), or converges
only in a remote asymptote and needs to be treated
pre-asymptotically. Taleb (2009) also shows that one
of the mistakes in the economics fiterature that “fattens
the tails”, with two main classes of nonparsimonious
models and processes (the jump-diffusion processes
of Merton, 1976,1% or stochastic volatility models
such as Engels’ ARCH'Y) is to believe that the
second type of distribution is amenable to analyses
like the first—except with fatter tails. In reality, a
fact commonly encountered by practitioners is that
fat-tailed distributions are very unwieldy-—as we can
see in Fig. 2. Furthermore, we often face a problem
of mistaking one for the other: a process that is
extremely well behaved, but, on occasions, delivers

a very large deviation, can easily be mistaken for a

thin-tailed one~a problem known as the “problem
of confirmation” (Taleb, 2007a,b). So we need to be
suspicious of the mistake of taking Type-2 for Type-1,
as it is more severe (and more readily made) than the
one in the other direction.'®

As we saw from the data presented, this
classification of “fat tails” does not just mean having a
fourth moment worse than the Gaussian. The Poisson
distribution, or a mixed distribution with a known
Poisson jump, would have tails thicker than the
Gaussian; but this mild form of fat tails can be dealt
with rather easily—the distribution has all its moments
finite. The problem comes from the structure of the
decline in probabilities for larger deviations and the
ease with which the tools at our disposal can be tripped
into producing erroneous resuits from observations of
data in a finite sample and jumping to wrong decisions.

13 gee the general decomposition into diffusion and jump (non-
scalable) in Duffie, Pan, and Singleton (2000) and Merton (1976);
and the discussion in Baz and Chacko (2004) and Haug (2007).

4 pngle (1982).

15 Makridakis et al. (1993) and Makridakis and Hibon (2000}
present evidence that more complicated methods of forecasting
do not deliver superior results to simple ones (already bad). The
obvious reason is that the errors in calibration swell with the
complexity of the model.

Taleb / International Journal of F
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5.1, The scalable property of type-2 distributions

Take a random variable x. With scalable distribu-
tions, asymptotically, for x large enough (i.e. “in the
tails™), s ” depends on n, not on x (the same
property can ho)d for PIX < nx] for negative values).
This induces statistical self-similarities. Note that ow-
ing to the finiteness of the realizations of random vari-
ables, and the Jack of samples in the tails, we might
not be able to observe such a property, yet not be able
to rule out.

For economic variables, there is no fundamental
reason for the ratio of “exceedances” (i.e., the cumu-
lative probability of exceeding a certain threshold) to
decline, as both the numerator and the denominators
are multiplied by 2

This self-similarity at all scales generates power-
law, or Paretian, tails. i.e., above a crossover point,
PIX > x] = Kx .16 17

Let us now draw the implications of type-2
distributions.

5.1.1. Finiteness of moments and higher order effects

For thick tailed distributions, moments higher than
o are not “finite”, ie. they cannot be computed.
They can certainly be measured in finite samples—
thus giving the illusion of finiteness. But they typically
show a great degree of instability. For instance, a
distribution with an infinite variance will always
provide, in a sample, the illusion of finiténess of
variance.

In other words, while errors converge for type-1
distributions, the expectations of higher orders of x,
say of order n, such as I1/nlE[x"], where x is"the
error, do not decline; in fact, they become explosive
(see Fig. 7).

16 Scatable discussions: introduced by Mandelbrot (1963),
Mandelbrot (1997) and Mandelbrot and Taleb (in press).

17C0mplcxi£y and power laws: Amaral et al. (1997), Sornetie
(2004), and Stanley, Amaral, Gopikrishnan, and Pleron (2000);
for scalability in different aspects of fimancial data, Gabaix,
Gopikrishnan, Plerou, and Stanley (2003a,b), Gabaix, Ramatho, and
Reuter (2003c), Gopiksrishaan, Meyer, Amaral, and Stanley (1998),
Gopikrishnan, Pleron, Amaral, Meyer, and Stanley (1999), and
Gopikrishnan, Plerou. Gabaix, and Stanley {2000). For the statistical
mechanics of scale-free networks see Albert, Jeong, and Barabdsi
{2000), Albert and Bs 1 {2002} and Barabési and Albert (1999).
The “sandpile effect” avalanches and cascades) is discussed by
Bak (1996) and Bak, Tang, and Wiesenfeld (1987, 1988), as power
laws arise from conditions of self-organized criticality.
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Crude Oit: Annual Kurtosis 1983-2008

Fig. 7. Kurtosis over time: example of an “infinite moment”, The graph shows the fourth moment for crude ol in anmal nonoverlapping
observations between 1982 and 2008, The instability shows in the dependence of the measurement on the observation window.

5.1.2. “Arypicality” of moves open-endedness of the outcomes can cause a severe

For thin tailed domains, the conditional expectation miscalculation of the expected payoff function.
of a random variable X, conditional on jts exceeding a For instance, the investment bank Morgan Stanley
number K, converges to K for larger values of K. predicted a credit crisis but was severely hurt (and

needed to be rescued) because it did not anticipate
the extent of the damage.

Methods like Value-at-Risk'S that may correctly
compute, say, a 99% probability of not losing
no more than a given sum, called “value-at-
risk”, will nevertheless miscompute the conditional
expectation should such a threshold be exceeded.
For instance, one has 99% probability of not
exceeding a $1 million loss, but should such a loss
oceur, it can be $10 million or $100 million.

lim E[X|y-x]= K.
Keroo

i

For instance, the conditional expectation for a
Gaussian variable (assuming a mean of ) conditional
on the variable exceeding O is approximately 0.8
standard deviations. Rut with K equals 6 standard
deviations, the conditional expectation converges to
6 standard deviations. The same applies to all of the
random variables that do not have a Paretian tail. This
induces some “typicality” of large moves.

For fat tailed variables, such a limit does not seem This lack of typicality is of some significance.
to hold: Stress testing and scenario generation are based on
assuming a “crisis” scenario and checking robustness

lim EfX|x.x]= Kc, .
K00 to it. Unfortunately such fuxury is not available for fat

where ¢ is a constant. For instance, the conditional tails, as “crises” do not have a typical magnitude.
expectation of a market move, given that it is in Tables 3 and 4 show the evidence of a lack
excess of 3 mean deviations, will be around 5 mean of convergence to thin tails, and hence a lack of
deviations. The expectation of a move conditional on “typicality” of the moves. We stopped for segments
it being higher than 10 mean deviations will be around for which the number of observations becomes small,
18. This property is quite crucial. since a lack of observations in the tails can provide the
The atypicality of moves has the following illusion of “thin” tails.
significance.

- One may correctly predict a given event, say, a o . .
) X ash N credi isis. B h ‘or the definition of Value at Risk see, Jorion (2001); for a
war, a mar et crash, or a."re it Cns’S.' ut the critique, see Joe Nocera, “Risk Mismanagement: What led to the
amplitude of the damage will be unpredicted. The Financial Melidown”, New York Time Magazine, Jan 2, 2009.
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Table 3
Conditional expectation for moves > K, 43 economic variables.
K, Mean Mean move {in MAD) n
deviations in excess of K
I 201443 65,958
2 3.0814 23,450
3 4.19842 8,355
4 5.33587 3202
3 6.52524 1,360
G 7.74405 660
7 9.10917 340
8 103649 192
9 11.6737 120
10 13,8726 84
1l 2 65
12 19.3987 47
13 210189 36
14 21.7426 29
15 24.1414 21
16 251188 18
i7 27.8408 13
18 31.2309 11
9 356161 7
20 35.9036 6
Table 4
Conditional expectation for moves < K, 43 economic variables..
K, Mean Average move (in MAD) n
deviations below K
~1 ~2.06689 62,803
-2 —-3.13423 23,258
-3 —4.24303 8,676
-4 -5.40792 3,346
-5 ~6.66288 1,415
—6 —1.95766 689
-1 —9.43672 392
-8 ~11.0048 226
-9 —-13.158 133
~10 - 14.6851 95
~11 66
-12 46
-13 38
14 ~23.0956 27
15, —25.7004 22
—-16 —27.5269 20
~17 ~33.6529 16
-18 ~35.0807 14
~19 ~35.5523 13
- 21 ~38.7657 11

ing % (WARK) XRE--REN

5.1.3. Preasymptotics

Even if we eventually converge to a probability
distribution of the kind well known and tractable, it is
central that the time to convergence plays a large role.

For instance, much of the literature invokes the
Central Limit Theorem to assume that fat-tailed
distributions with a finite variance converge to
a Gaussian under summation. If daily errors are
fat-tailed, cumulative monthly errors will become
Gaussian. In practice, this does not appear to hold,
The data, as we saw earlier, show that economic
variables do not remotely converge to the Gaussian
under aggregation.

Furthermore, finiteness of variance is a necessary
but highly insufficient condition. Bouchaud and
Potters (2003) showed that the tails remain heavy
while the body of the distribution becomes Gaussian
(sce Fig. 8).

5.1.4. Metrics

Much of time series work seems to be based on
metrics which are in the square domain, and hence
patently intractable. Define the norm L7

is
(% Z lx !”) "

it will increase along with p. The numbers can become
explosive, with rare events taking a disproportionately
larger share of the metric at higher orders of p.

Thus the variance/standard deviation (p = 2). as
a measure of dispersion, will be far more unstable
than mean deviation (p = 1). The ratio of mean-

deviation to variance (Taleb, 2009) is highly unstable
for economic variables. Thus, modelizations based on
variance become incapacitated. More practically, this
means that for distributions with a finite mean (tail
exponent greater than 1), the mean deviation is more
5 w9

‘robust”. 1

19 A note on the weaknesses of nonparametric statistics: the mean
deviation is often used as a robust, nonparametric or distribstion-
free statistic. It does work better than the variance, as we saw, but
does not contain information on rare events, by the argument seen
before. Likewise, nonparametric statistical methods (relying on the
erapirical frequency) will be extremely fragile to the “black swan
problem”, since the absence of large deviations in the past leave us
in a near-iotal opacity about their occurrence in the future—as we
saw in Fig. 4, these are confirmatory. In other words, nonparametric
statistics that consist of fitting a kernel to empirical frequencies,
assume, even more thar other methods, that a large deviation will
have a predecessor.
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Fig. 8. Behavior of kurtosis under aggregation: we lengthen the
window of changes from 1 day to 50 day 0 for variables with an
infinite fourth moment, the kurtosis tends to drop under aggregation
in small samples, then rise abruptly after a large observation.

5.1.5. Incidence of rare events

One common error is to believe that thickening the
tails leads to an increase of the probability of rare
events. In fact, it usually leads to a decrease of the
incidence of such events, but the magnitude of the
event, should it happen, will be much larger.

Take, for instance, a normally distributed random
variable. The probability of exceeding 1 standard
deviation is about 16%. Observed returns in the
markets, with a higher kurtosis, present a lower
probability of exceeding the same threshold, around
7%~10%, but the depth of the excursions is greater.

5.1.6. Calibration errors and fat tails

One does not need to accept power laws to use
them. A convincing argument is that if we don’t
know what a “typical” event is, fractal power laws
are the most effective way to discuss the extremes
mathematically. It does not mean that the real world
generator is actually a power law-—it means that we
don’t understand the structure of the external events
it delivers and need a tool of analysis. Also, fractals
simplify the mathematical discussions because all you
need to do is to perturbate one parameter, here the «,
and it increases or decreases the role of the rare event
in the total properties.

Say, for instance, that, in an analysis, you move
a from 2.3 to 2 for data in the publishing business;
the sales of books in excess of 1 million copies would
triple! This method is akin to generating combinations
of scenarios with series of probabilities and series of
payoffs, fattening the tail at each time.

The following argument will help illustrate the
general problem with forecasting under fat tails. Now

n= 40,431
80O

800

400

1 2 3 4 5 6

Fig. 9. Estimation error from 40 thousand economic variables.

the problem: Parametrizing a power law lends itself
to extremely large estimation errors (since heavy tails
have inverse problems). Small changes in the & main
parameter used by power laws lead to extremely large
effects in the tails.

And we don’t observe the a~—an uncertainty that
comes from the measurement error. Fig. 9 shows more
than 40 thousand computations of the tail exponent «
from different samples of different economic variables
(data for which it is impossible to refute fractal power
laws). We clearly have problems figuring out what
the « is: our results are marred by errors. The mean
absolute error in the measurement of the tail exponent
is in excess of 1 (ie. between ¢ = 2 and @ = 3).
Numerous papers in econophysics found an “average”
alpha between 2 and 3—but if you process the >20
niillion pieces of data analyzed in the literature, you
find that the variations between single variables are
extremely significant. 2

Now this mean error has massive consequences.
Fig. 10 shows the effect: the expected value of your
losses in excess of a certain amount (called the
“shortfall”) is multiplied by > 10 from a small change
in the o that is less than its mean error.”!

20 ope aspect of this inverse problem is even pervasive in Monte
Carlo experiments {much better behaved than the real world), see
Weron (2001).

21 Note that the literature on extreme value theory (Embrechts,
Kiiippetberg, & Mikosch, 1997) does not solve much of the
problem, as the calibration errors stay the same. The argument
about calibration we saw earlier makes the values depend on the
unknowable tail exponent. This calibration problem explains how
Exweme Value Theory works better on computers than in the
real world (and has failed completely in the economic crisis of
2008-2009).
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Alpha and remote events
25

20

1.5 2 25 3

Fig. 10, The value of the expected shortfall (expected losses in
excess of a certain threshold) in response to changes i the tail
exponent @. We can see it explode by an order of magnitude.

6. The map

First quadrant: Simple binary decisions, under
type-1 distributions: forecasting is safe. These
situations  are, unfortunately, more common in
laboratories and games than in real life. We rarely
observe these in payoffs in economic decision making.
Examples: some medical decisions, casino bets,
prediction markets.

Second quadrant: Complex decisions under
type-1 distributions: Statistical methods may work
satisfactorily, though there are some risks. True, thin-
tails may not be a panacea, owing to preasymptotics,
lack of independence, and model error. There are
clearly problems there, but these have been addressed
extensively in the Literature (see Freedman, 2007).

Third quadrant: Simple decisions, under type-2
distributions: there is little harm in being wrong-—the
tails do not impact the payoffs.

Fourth quadrant: Complex decisions under type-
2 distributions: this is where the problem resides.
We need to avoid the prediction of remote payoffs—:
though not necessarily ordinary ones. Payoffs from
remote parts of the distribution are more difficult to
predict than closer parts.

A general principle is that, while in the first three
quadrants you can use the best model you can find, this
Is dangerons in the fourth quadrant: no model should
be better than just any model. So the idea is to exit the
fourth quadrant.

The recommendation is to move into the third
quadrant—it is not possible to change the distribution;
but it is possible to change the payoff, as will be
discussed in Section 7 {see Table 3).

LN, Taleb / International Jeurnal of
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The subtlety is that, while we have a poor idea
about the expeciation in the 4th quadrant, exposures
to rare events are not symmetric,

7. Decision-making and forecasting in the fourth
quadrant

7.1, Solutions by changing the pavoff

Finally, the main idea proposed in this paper is
to endogenize decisions, i.e., escape the 4th quadrant
whenever possible by changing the payoff in reaction
to the high degree of unpredictability and the harm it
causes. How?

Just consider that the property of “atypicality”
of the moves can be compensated by truncating
the payoffs, thus creating an organic “worst case”
scenario that is resistant to forecast errors. Recall
that a binary payoff is insensitive to fat tails
precisely because above a certain level, the domain of
integration, changes in probabilities do not impact the
payoff. So making the payoff no longer open-ended
mitigates the problems, thus making it more tractable
mathematically.

A way to express it using moments: all moments
of the distribution become finite in the absence of
open-ended payoffs, by putting a floor L below which
F(x) =0, as well a ceiling H. Just consider that if you
are integrating payoffs in a finite, rather than an open-
ended domain, i.e. between L and H, respectively, the
tails of the distributions outside that domain no longer
matter. Thus the domain of integration becomes the
domain of payoff.

H

o= [ £ pdx.

With an investment portfolio, for instance, it is
possible to “put a floor™ on the payoff using insurance,
or, even better, by changing the allocation. Insurance
products are tailored with a maximum payoff;
catastrophe insurance products are also set with a
“cap”, though the cap might be high enough to allow
for a dependence on the error of the distribution.”?

22 tnsurance companies might cap the payoff of a single claim, but
a collection of capped claims might represent some problems, as the
maximum loss becomes so large as to be almost undistinguishable
from that with an uncapped payoff.
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Table 5
The four quadrants.
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Simpte payoffs Complex payoffs
Distribution 1 (“thin tailed™) First quadrant: Second quadrant:
Extremely safe Safe
Distribution 2 (no or unknown characteristic scale) Third quadrant: Fourth quadrant;
Safe Dangers®

A The dangers are limited to exposures in the negative domain (Le., adverse payoffs). Some exposures, we will see, can only be “positive”.

7.1.1. The effect of skewness

We omitted earlier to discuss asymmetry in either
the payoff or the distribution. Clearly, the fourth
quadrant can present either left or right skewness.
If we suspect right-skewness, the true mean is more
likely to be underestimated by the measurement of
past realizations, and the fotal potential is likewise
poorly gauged. A biotech company (usually) faces
positive uncerfainty, a bank faces almost exclusively
negative shocks.

More significantly, by raising the L (the lower
bound), one can easily produce positive skewness,
with a set floor for potential adverse outcomes and
open upside. For instance, what Taleb (2007a) calls a
“barbell” investment strategy consists of allocating a
high portion of a portfolio to T-Bills (or equivalent),
say o, with 0 < & < 1, and a small portion (I — «) to
high-variance securities. While the total portfolio has
medium variance, L == (I — o) times the face value
invested, another portfolio of the same variance might
lose 100%.

7.1.2. Convex and concave to error

If a source of uncertainty can offer more benefits
than a potential harm, then there may be gains from
it—which we label “convex™ or “concave”.

More generally, we can be concave to model error
if the payoff from the error (obtained by changing
the tails of the distribution) has a negative second
derivative with respect to the change in the tails, or is
negatively skewed (like the payoff of a short option). It
will be convex if the payoff is positively skewed (like
the payoff of a long option).

7.1.3. The effect of leverage in operations and
investment

Leveraging in finance has the effect of increasing
concavity to model error. As we will see, it is exactly
the opposite of redundancy—it causes payoffs to

increase, but at the costs of an absorbing barrier should
there be an extreme event that exceeds the allowance
made in the risk measurement. Redundancy, on the
other hand, is the equivalent of de-leveraging, i.e. by
having more idle “inefficient” capital on the side. But
a a second look at such funds can reveal that there may
be a direct expected value from being able to benefit
from opportunities in the event of asset deflation, and
hence “idle” capital needs to be analyzed as an option.

7.2. Solutions by mitigating forecasting errors

7.2.1. Optimization vs. redundancy

The optimization paradigm of the economics
literature meets some problems in the fourth quadrant:
what if we have a consequential forecasting error?
Aside from the issue that the economic agent is
optimizing on the future states of the world, with
a given probability distribution, nowhere™ have the
equations taken into account the possibility of a
large deviation that would allow not optimizing
consumption and having idle capital. Also, the
psychological literature on well-being - (Kahneman,
1999) shows an extremely concave utility function of
income—if one spends such income. But if one hides
it under the mattress, one will be less vulnerable to
an extreme event. So there is an enhanced survival
probability for those who have additional margin.

‘While economics have been mired in conventional
Iinear analysis, stochastic optimization with Beliman-
style equations that fall into the category Type-1, a
different point of view is provided by complex systems
analysis. One of the central attributes of complex
systerns is redundancy (May, Levin, & Sugihara,
2008).

23 e . )
<> See Merton (1992} for a discussion of the general consumption
Capital Asset Pricing Market.
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Biological systems — those that have survived
millions of years — include a large share of

redundancies.** 25 Just consider the number of double
organs (lungs, kidneys, ears). This may suggest an
option-theoretic analysis: redundancy is like an option.
One certainly pays for it, but it may be necessary
for survival, And while redundancy means similar
functions used by identical organs or resources,
biological systems have, in addition, recourse to
“degeneracy”, the possibility of one organ to perform
more than one function, which is the analog of
redundancy at a functional level (Edelman & Gally,
2001).

When institutions such as banks optimize, they
often do not realize that a simple model error can blow
through their capital (as it just did) (see Fig. 11).

Examples: In one day in August 2007, Goldman
Sachs experienced 24 tmes the average daily
transaction volume?0—would 29 times have blown
up the clearing system? Another severe instance of
an extreme “spike” lies in an event of September
18, 2008, in the aftermath of the Lehman Bothers
Bankruptcy. According to congress documents, only
made public in February 2009:

On Thursday (Sept 18), at 11 am the Federal Reserve

noticed a tremendous draw-down of money market

accounts in the US, to the tune of $550 billion?? was
being drawn out in the matter of an hour or two.

I they had not done that fadd liguidity), their
estimation is that by 2 pm that afternoon, $3.5 tritlion
would have been drawn out of the money market system
of the U.S., which would have collapsed the entire
economy of the U.S., and within 24 h the world economy
would have collapsed. It would have been the end of our
economic system and our political system as we know
it 28
For naive economics, the best way to effectively

reduce costs is to minimize redundancy, and hence
avoiding the option premium of insurance. Indeed,

24 May et al. (2008),

25 For the scalability of biclogical systems, see Burlando (1993},
Enquist and Niklas (2001), Harte, Kinzig, and Green (1999), Ritchie
and OUT (1999) and Solé, Manrubia, Benton, Kanffman, and Bak
{1999).

26 personal communication, Pentagon Highland Forum, April
meeting, 2008.

2T Even if the number, as is possible, is off by one order of
magnitude, the consequences remain extremely severe.
ca2.1234032281.

28 http/fwww liveleak.com/view?
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Type-1 Noise

Type-2 Noise

Fig. 11. Comparison between Gaussian-style noise and Type-2
noise with extreme spikes ich i more redundancy
{or insurance) than normally required. Policymakers and forecasters
were not aware that complex systems tead to produce the second
type of noise.

some systems tend to optimize and therefore become
more fragile. Albert and Barabasi (2002) and Barabési
and Albert (1999) warned (ahead of the North Eastern
power outage of August 2003) how electricity grids,
for example, optimize to the point of not coping with
unexpected surges—which predicted the possibility of
a blackout of the magnitade of the one that took place
in the North Eastern U.S. in August 2003. We cannot
discuss “flat earth” globalization without realizing
that it is overoptimized to the point of maximal
vulnerability.

7.2.2. Time and sample size

It takes much, much longer for a fat-tailed time
series to reveal its properties—in fact, many can,
in short episodes, masquerade as thin-tailed. At the
worst, we don't know how long it would take to
know. But we can have a pretty clear idea whether
organically, because of the nature of the payoff, the
“Black Swan™ can hit on the left (losses) or on the

Errors
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right (profits). This point can be used in climatic
analysis. Things that have worked for a long time are
preferable—they are more likely to have reached their
ergodic states.

Likewise, portfolio diversification needs to be
farger, much larger than anticipated. A mean variance
Markowitz-style portfolio construction fails in the
real world on several accounts. Taleb (2009) shows
that, even if we assume finite variance, but fat tails
and an unknown variance, the process of discovery
of the variance itself makes portfolio theory totally
unusable. DeMiguel, Garlappi, and Uppal (2007)
show that a naive 1/r allocation outperforms out-of-
sample any form of “optimal” portfolio—compatible
with the notion that fat tails (and unknown future
properties from past samples) require much broader
diversification than is required by modern portfolio
theory.

7.2.3. The problem of moral hazard

It is optimal (both economically and psychologi-
cally) to make a series of annual bonuses betting on
hidden risks in the fourth quadrant, then “blow np”
(Taleb, 2004). The problem is that bonus payments are
made with a higher frequency (i.e. annually) than is
warranted from the statistical properties (when it takes
longer to capture the statistical properties).

7.2.4. Metrics

Conventional metrics based on type 1 randomness
fail to produce reliable results—while the economics
literature is grounded in them. Concepts like “standard
deviation” are not stable and do not measure anything
in the fourth quadrant. This is also true for “linear
regression” (the errors are in the fourth guadrant),
“Sharpe ratio”, the Markowitz optimal portfolio,”’
ANOVA, Least squares, etc. “Variance” and “standard
deviation™ are terms invented years ago when we had
no computers. Note that from the data shown and the
instability of the kurtosis, no sample will ever deliver
the true variance in a reasonable time. However,
note that trancating payoffs blunts the effects of the
inadequacy of the metrics.

29 The framework of Markowitz (1952), as it is buiit on the 12
norm, does not stand any form of empirical or even theoretical
validity, owing to the dominance of higher moment effects, even
in the presence of “finite” variance, see Taleb (2009).
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8. Conclusion

To conclude, we offered a method of robustifying
payoffs from large deviations and making forecasts
possible to perform. The extensions can be generalized
to a larger notion of society’s safety-for instance how
we should build systems (intemet, banking structure,
etc.) to be impervious to random effects.
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“Oversight of the Office of Financial Research and the Financial Stability Oversight Council”
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Q2.

July 14,2011

Questions for the Record

Discussing the Federal Reserve’s growing importance in data warehousing and
management, Chairman Ben Bernanke stated, “To ensure that we have access
to more detailed data on mortgage and credit markets, the Federal Reserve
System has created the Risk Assessment, Data Analysis, and Research, or
RADAR, data warehouse.” The Federal Reserve says that this new platform
will “help inform our monetary policy, bank supervision and regulation, and
community development.” What has OFR learned from the Federal Reserve’s
experience? Regarding data warehousing and management, what do you see
OFR doing differently than the Federal Reserve and what would you like to
replicate?

The Risk Assessment, Data Analysis, and Research (RADAR) system demonstrates
the value of leveraging recent technological advances to create an analytic
infrastructure that can support the consumption, aggregation and linkage of data
across multiple sources, while also maintaining a focus on information security.
The system exploits the efficiency of on-demand provisioning of analytic resources,
the effectiveness of cloud-based delivery models and the cost efficiency of large
scale computing platforms based on commoditized hardware.

We have begun discussions with the Federal Reserve Bank of Kansas City team
who designed the RADAR system regarding best practices and ‘lessons learned’ as
part of ongoing consultations into the design of the Office of Financial Research’s
(OFR) long-term analytic platform. These consultations have also included the
Federal Reserve Board and the Federal Reserve Bank of New York. We have also
been working with the Chief Information Officers of the Financial Stability
Oversight Council (Council) member agencies to initiate a “Big Data” working
group. This working group is exploring the opportunities the "Big Data"
technology paradigm affords OFR and the Financial Stability Oversight Council
(Council) information technology (IT) community and will help inform OFR on
alternatives we should consider when designing OFR’s IT capabilities. We are also
mindful of the potential benefits of leveraging existing analytic resources within
other Council member agencies, including the RADAR system.

Because most of the information that OFR seeks to receive from financial
institutions will be sensitive in nature-- including proprietary data -- what is
OFR doing to develop data protection and risk management strategies?

The OFR is developing robust plans to protect information and data.
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First, the OFR will use the best available IT security processes for protecting
against unauthorized access to information through hacking, malware or other
cyber-attacks.

1) The OFR uses the Treasury Departmental Offices I'T support infrastructure. We
follow the National Institute for Standards and Technologies Recommended
Security Controls for Federal Information Systems and Organizations (NIST SP
800-533 rev. 3), meeting the standards required for high confidentiality, high
integrity and high availability. Our Local Area Network (LAN) is not directly
connected to the Internet, but stands behind the Treasury T-Net; the T-Net
Internet connection has been approved by Department of Homeland Security’s
United States Computer Emergency Readiness Team (US-CERT) as a Trusted
Internet Connection. Treasury’s Internet traffic is monitored by the Government
Security Operations Center using Department of Homeland Security and US-
CERT tools searching for attack profiles.

2) In addition to the T-Net layer of monitoring and the DO-LAN layer of
protection, each Departmental Office establishes internal firewalls to meet its
own information security requirements. The design for the OFR’s information
security architecture will allow increased protections when the role-based access
requirements emerging from the framework for data governance demand such
enhancements.

3) At the individual level, OFR laptops are protected from accidental or intentional
tampering through the use of the Federal Desktop Core Configuration Standard,
provided by the Office of Management and Budget. Users do not have
administrative rights and all updates and changes are reviewed by IT security.
OFR email and system access is monitored at multiple levels. These controls are
commonly audited as part of Treasury’s normal acquisition processes, and a
maintenance audit takes place at least once a year as part of the annual Federal
Information Security Management Act compliance audit.

Second, the OFR will limit the scope of data and information collected to those
needed to fulfill its mission.

Third, the OFR is working with Council member agencies to develop procedures
and protocols to share data appropriately while limiting distribution appropriately.
Authorized participants in unique access programs or institutional agreements will
be trained to manage the data at the level of confidentiality required by the
originating agency. The OFR will avoid retaining records or allowing access
beyond the mission needs for timely analysis, audits, evidentiary purposes, and in
order to comply with the General Records Schedule or a Records Schedule unique
to Treasury. When reports responding to specific Council requirements regarding
particular companies are gathered, analyzed, and managed by the OFR, they will be
afforded all additional protections that would govern the management of personal
identity information or business confidential data, as needed.
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Finally, post-employment restrictions will reinforce the OFR’s security processes.
No employee of the OFR who has had access to particularly sensitive data
maintained by the OFR about financial entities required to report to the OFR may
be employed by or provide advice or consulting services to a financial company for
a period of one year after possessing access to such data or business confidential
information. For employees whose access to confidential information was limited,
the regulations may provide, on a case-by-case basis, for a shorter period of post-
employment prohibition.

Has OFR developed a business continuity plan? If so, please provide the plan.

As an office within the Treasury Department, the OFR is included in the
Department’s Continuity Of Operations Planning (COOP) process. The OFR will
be included in all Department-wide exercises and planning activities for disasters
and emergency events.

In addition, the OFR is preparing its own emergency plan and COOP that
incorporates workforce flexibilities, including telework, as a key component. The
COOP will ensure that essential functions will continue during a wide range of
emergencies, including localized acts of nature, pandemic influenza, accidents, and
technological or attack-related emergencies.

In response to a question from Mr. Fincher at the July 14, 2011, hearing, you
said, “There is a salary -- set of salary guidelines, and that was consistent with
the pay scale in other federal financial regulators. So there is a, if you will,
there is a cap on salary.” Please provide these OFR salary guidelines.

Personnel within the OFR fall into positions whose compensation are covered under
provisions of the Financial Institutions Reform, Recovery and Enforcement Act.
The salary guidelines used by the OFR are consistent with these provisions. The
OFR salary tables are enclosed.

At the July 14, 2011, hearing, Mr. Fitzpatrick asked you, “Are there plans by
the office to publish for public comment, for instance, the criterion for the
information requestfed]?” You responded, “... we'll put those -- those things
out for comment by -- you know, by the public.” Please provide OFR’s written
plan for seeking comment on the criterion for OFR’s information requests?

The OFR is committed to transparency and public participation. We are in the
process of developing a series of standard operating procedures that will reflect that
commitment. This series will include documentation of a consistent approach for
determining which questions regarding information requests require public
comment. These procedures will leverage existing vehicles for gathering public
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comment, such as Treasury’s website, Regulations.gov, and the Federal Register.
The guidelines for the use of these forums will be broadly consistent with those
commonly used by Treasury. In addition, information collections subject to the
requirements of the Paperwork Reduction Act (PRA) will be issued with a robust
opportunity for comment consistent with the PRA.

Please provide OFR’s plans for complying with the rulemaking provisions in
Sections 153 and 154.

The OFR is in the process of developing a series of standard operating procedures.
This series will include documentation of a consistent approach for determining
when it is necessary to issue rules, regulations and orders for carrying out duties
related to 1) data collection; 2) standardization of types and formats of data, and 3)
assisting in the determination of types and formats of data authorized by the Dodd-
Frank Wall Street Reform and Consumer Protection Act to be collected by member
agencies. This will include verifying that the required information is not already
available through another agency. The procedures for using the Federal Register
for such activities will be consistent with those commonly used by Treasury, which
are documented within Treasury Directive 28-03, Review and Clearance of
Regulations.

Please provide the personnel policies and regulations, or drafts of these
policies, that OFR has promaulgated in response to the requirements found in
Section 152(g).

An interim rule in response to Section 152(g) was published in the Federal Register
on September, 30, 2011. It is open for public comment until November 29, 2011.

At the July 14, 2011, hearing, Mr. Grimm described two IT projects at the
FBI, the VCF and Sentinel programs, that ended as well-publicized failures.
Please explain why you think OFR will be able to accomplish its open-ended IT
goals when the FBI and other government agencies were not?

The OFR recognizes the need for clearly articulated requirements (taking into
account opportunities to leverage existing capabilities), realistic schedules, strong
oversight, and well specified deliverables in the design of its IT infrastructure. The
Data Center has been set up so that validated business requirements and priorities
drive the IT build and so that quality control, risk mitigation, and testing relative to
requirements are in place upfront. Specifically, we are:

1) Taking a deliberate approach to specifying the requirements that determine
what we need to build;
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2) Building our "map" of the financial services ecosystem to better understand
what capabilities already exist among Council members and can be leveraged in
support of OFR’s mission;

3) Working to establish advisory committees comprised of both representatives
from the public and private sectors;

4) Working with academia on research initiatives to help us benchmark
technologies and approaches, experiment with new technologies and inform our
plans for building OFR's IT infrastructure.

5) Building the OFR’s Program Management Office to provide oversight over all
project activities of the OFR, working to ensure timely delivery of projects
critical to the OFR’s mandate and reduce costs through the elimination of
duplicative activities and increased efficiencies.

6) Implementing a governance process throughout the technology investment
lifecycle to evaluate and prioritize investments across the enterprise and to
manage any risks or issues that are identified on a timely basis. We will use this
process to continuously validate the business case for an initiative, to assess the
viability of the intended architecture, to offer a structured framework to track
and monitor projects, to enhance executive-level transparency, to ensure
projects meet stated objectives and maximize the management of costs across
our investment portfolio.

‘What has the OFR done to pursue or facilitate international cooperation
among regulators? Are there efforts underway to develop alternative or rival
LEI systems in other countries? What could be the consequences of those
efforts?

The OFR has been engaged in a number of multilateral and bilateral discussions
with international financial regulators, including the Financial Stability Board, the
Technical Committee of the International Organization of Securities Commissions,
and the International Monetary Fund regarding the global Legal Entity Identifier
(LEI) initiative. The OFR has also been engaged in consultations with regulators
from Europe, Asia, Latin America, and Canada on a bilateral basis. The OFR also
has been cooperating with other U.S. regulators who participate in various
international work-streams related to financial data standards and reporting.

The LEI is a public-private initiative of regulators and market participants from
around the world. The key differences between the global LE] initiative and
currently existing local identification systems are the scope of coverage and
common data standards. While the majority of jurisdictions have local systems of
market participant identification, those systems are designed to identify a particular
category of participants meeting certain criteria, engaged in certain types of
activities, or acting in certain markets. The LEI is envisioned to be a common
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identifier for all financial participants involved in any type of financial activity

There do not appear to be any efforts underway to develop an alternative global LEI
system in other countries. Instead, the OFR and international regulators have been
working jointly with the International Organization for Standardization, financial
international standards groups, and participants in the financial industry to establish
agreement on principles to establish an LEI that reflects the needs of public and
private stakeholders.

What efforts toward international cooperation in implementing a universal
LEI program are underway? What issues have arisen in those efforts?

The LEI will be a universal identifier used across jurisdictions and industries based
on a single financial data standard. The common data standard will allow regulators
to aggregate financial data across participants to assess risks to financial stability, to
conduct market surveillance and enforcement, and to supervise market participants.
The standard will also allow market participants to improve operational efficiency
and assess risk exposure across markets and products among other internal business
needs.

The global LEI initiative is advanced not only in the United States but is also
included in a number of international work-streams. In August 2011, the
Committee on Payment and Settlement Systems and Technical Committee of the
International Organization of Securities Commissions released a consultative report
on over-the-counter derivatives data reporting and aggregation requirements. The
report endorses a global LEI as an “essential tool” for regulators. In July 2011, the
Financial Stability Board welcomed the progress of financial regulators and
industry to cstablish a single global identifier for uniquely identifying parties to
financial transactions, and agreed to arrange a workshop in the fall to address how
best to coordinate and move forward.

The OFR worked with the Financial Stability Board Secretariat and other
authorities to organize an LEI workshop in September 2011. The workshop
attendees included stakeholders and experts in finance, data, and technology from
the public and private sectors, including financial regulators from around the world.
It is expected that a roadmap for next steps will be created as a result of this
workshop to further progress the LEI definition and implementation.

During these early stages of OFR’s existence, what is OFR doing to manage
costs, particularly as it relates to technology infrastructure?

The OFR is engaged in multiple efforts to realize cost efficiencies across the
organization, specifically addressing technology infrastructure. We are partnering
with Treasury’s Office of the Chief Information Officer and Council member
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agencies to understand and leverage existing capabilities, as well as to gain a better
understanding from their experiences in expanding their existing IT environments.
We are looking for synergies among Council member agencies data center plans
and exploring the viability of establishing common hosting and infrastructure
solutions, all with the goal of enabling greater economies of scale.

As detailed in response to question 8, the OFR recognizes the need for clearly
articulated requirements (taking into account opportunities to leverage existing
capabilities), realistic schedules, strong oversight, and well specified deliverables in
the design of its I'T infrastructure. The Data Center has been set up so that validated
mission business requirements and priorities drive the IT build and so that quality
and risk control processes are in place upfront.

What are OFR’s plans for “cloud computing” services and infrastructure?

The OFR is planning to leverage the advantages of cloud-based computing
solutions, so long as they meet or exceed the OFR’s strict data security
requirements. As the OFR makes decisions relative to the hosting of its products
and services, maintaining the security of our data assets will be our first priority.

To meet the OFRs legislative mandate to engage academia, the financial services
industry, and the public, the OFR is developing a collaboration platform that will
facilitate data transparency and collaboration on new risk management models.
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2011 Salary Tables

Cities Where GEQ Zone Rate is 0

{Includes all cities not listed below.)

Pay Band Min Max
OR-1A $22,200 $31,182
OR-2B 24,420 34,300
OR-2A 27,100 41,909
OR-28 29,810 46,100
OR-3A 37,200 52,314
OR-38 40,920 57,545
OR-3C 45,012 63,300
OR-4A 46,300 64,877
OR-48 53,245 74,609
OR-4C 61,232 85,800
OR-5A 64,400 90,662
OR-5B 74,060 104,261
OR-5C 85,169 119,900

OR-6 97,944 154,600
OR-7 112,636 199,100
OR-8 136,700 247,500

* Capped Rate

...Cities Where GEO Zone Rate is 3%

land, Charlotte; Col

{Includes Atlanta;

Dallas; Dublin,

Fort Warth, Houston, Independence OH, Jacksoriville; Milwaukee,;
New Orleans; Overland Park K5, Peoria Il 5t Louis, Syracuse,

Tampa}

Pay Band Min Max
OR-1A 522,866 $32,117
OR-2B 25,153 35,329
OR-2A 27,913 43,166
OR-2B 30,704 47,483
OR-3A 38,316 53,883
OR-38 42,148 59,272
OR-3C 46,362 65,199
OR-4A 47,689 66,823
OR-4B 54,842 76,847
OR-4C 63,069 88,374
OR-5A 66,332 93,381
OR-5B 76,282 107,389
OR-5C 87,724 123,497

OR-6 100,883 159,238
OR-7 116,015 205,073
OR-8 140,801 247,500

* Capped Rate

1of4
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Cities Where GEO Zone Rate is 8%

fudes Denver, Mi is, Phoenix)

Pay Band Min Max
OR-1A $23,976 $33,676
OR-28 26,374 37,044
OR-2A 29,268 45,262
OR-28B 32,195 49,788
OR-3A 40,176 56,499
OR-3B 44,194 62,149
OR-3C 48,613 68,364
OR-4A 50,004 70,067
OR-4B 57,505 80,577
OR-4C 66,130 92,664
OR-5A 69,552 97,915
OR-5B 79,985 112,602
OR-5C 91,983 125,492
OR-6 105,780 166,968
OR-7 121,647 215,028
OR-8 147,636 247,500

* Capped Rate

. Cities Where GEO Zone Rate.is 13% -
{Includes Bensalem PA, Cherry Hill NJ, Chicago, Downers Grove IL;

Farmi Hills M1, Landaver, Miafni, g
MI; Wilming DE, Washington, DC)

Pay Band Min Max
OR-1A $25,086 $35,235
OR-2B 27,595 38,759
OR-2A 30,623 47,357
OR-28 33,685 52,093
OR-3A 42,036 59,115
OR-3B 46,240 65,026
OR-3C 50,864 71,529
OR-4A 52,319 73,311
OR-4B 60,167 84,308
OR-4C 69,192 96,954
OR-5A 72,772 102,448
OR-58 83,688 117,815
OR-5C 96,241 135,487
OR-6 110,677 174,698
OR-7 127,279 224,983
OR-8 154,471 247,500

* Capped Rate

20f4
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Cities Where GEO Zone Rate is 18%

{includes Boston and Providence)

Pay Band Min Max
OR-1A $26,196 $36,795
OR-28 28,816 40,474
OR-ZA 31,978 49,453
OR-2B 35,176 54,398
OR-3A 43,896 61,731
OR-3B 48,286 67,904
OR-3C 53,114 74,694
OR-4A 54,634 76,555
OR-4B 62,829 88,038
OR-4C 72,253 101,244
OR-5A 75,992 106,981
OR-58 87,391 123,028
OR-5C 100,499 141,482

OR-6 115,574 182,428
OR-7 132,910 234,938
OR-8 161,306 247,500

* Capped Rate

Cities Where GEO Zone Rate is 23%
{includes Carlsbad, Los Angeles, Monterey Park CA, Santa Ana CA}

Pay Band Min Max
OR-1A $27,306 538,354
OR-2B 30,037 42,189
OR-2A 33,333 51,548
OR-2B 36,666 56,703
OR-3A 45,756 64,346
OR-3B 50,332 70,781
OR-3C 55,365 77,859
OR-4A 56,949 79,799
OR-4B 65,491 91,769
OR-4C 75,315 105,534
OR-5A 79,212 111,514
OR-58 91,094 128,241
OR-5C 104,758 147,477

OR-6 120,472 190,158
OR-7 138,542 240,000
OR-8 168,141 247,500

* Capped Rate

3of4
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" Cities Where GEO Zone Rate is 28%
{inciudes San Francisco and Palo Alts £A)

Pay Band Min Max
OR-1A $28,416 $39,913
OR-28 31,258 43,904
OR-2A 34,688 53,644
OR-28 38,157 59,008
OR-3A 47,616 66,962
OR-38 52,378 73,658
OR-3C 57,615 81,024
OR-4A 59,264 83,043
OR-48 68,154 95,499
OR-4C 78,377 109,824
OR-5A 82,432 116,047
OR-58 94,797 133,454
OR-5C 109,016 153,472
OR-6 125,369 197,888
OR-7 144,174 240,0001*
OR-8 174,976 247,500}

* Capped Rate

Cities Where GEO Zong Rate Is 33%

i (wdudes New York City and Edison RIo.

Pay Band Min Max
OR-1A $29,526 $41,472
OR-2B 32,479 45,619
OR-2A 36,043 55,739
OR-28 39,647 61,313
OR-3A 49,476 69,578
OR-38 54,424 76,535
OR-3C 59,866 84,189
OR-4A 61,579 86,287
OR-48 70,816 99,230
OR-4C 81,438 114,114
OR-5A 85,652 120,580
OR-5B 98,500 138,667
OR-5C 113,275 159,467

OR-6 130,266 205,618
OR-7 149,806 240,000{*
OR-8 181,811 247,500}

* Capped Rate

4 0f4
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Chairman Neugebauer, Ranking Member Capuano, and Members of the
Subcommittee:

Thank you for the opportunity to provide information on selected federal
agencies’ reported funding and staff resources associated with
implementing the Dodd-Frank Wall Street Reform and Consumer
Protection Act (Dodd-Frank Act) in 2010, 2011, and 2012. As you know,
the recent financial crisis is considered to be the worst since the Great
Depression, and data from the Board of Governors of the Federal
Reserve System (Federal Reserve) show that it resulted in the loss of
trillions of dollars in household wealth.' Congress passed the Dodd-Frank
Act in 2010 in response to the ongoing crisis, including in the legislation
numerous provisions intended to strengthen oversight of insured
depository institutions and nonbank financial companies and to
consolidate consumer protection responsibilities that had been
fragmented across multiple agencies.? The Dodd-Frank Act also
authorized the creation of new offices and agencies to implement the
reforms. The extensive reforms and the need for new offices to implement
them have raised questions about the potential costs to agencies of
complying with the provisions.

My statement today focuses on (1) the agencies’ funding estimates and
the sources of funds associated with implementing the Dodd-Frank Act,
(2) agencies’ estimates of the number of new entities that will be created
and the full-time equivalents (FTEs) they anticipate needing to carry out
new responsibilities, and (3) challenges that the agencies faced in
developing these estimates ® My statement draws on information we
collected from 11 federal agencies in preparation for an oversight hearing
held by the Oversight and Investigations Subcommittee, House
Committee on Financial Services, on March 30, 2011, We collected this
information at the subcommittee chairman’s request and provided it to the
subcommittee staff on March 18 and 25, 2011. Appendix | includes the
information we collected from the agencies.

'Federal Reserve Flow of Funds database (March 8, 2008 and March 11, 2010).
Available at hitp://www federalreserve.govireleases/zi.

“Pub. L. No. 111-203, 124 Stat. 1376 (2010).

*FTE is a staffing measure that reflects the total number of regular hours employees work
divided by the number of compensable hours in a fiscal year.

Page 1 GAO-11.808T
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To address the Chairman’s request for cost information before the March
2011 hearing, we obtained and summarized budgetary information from
11 federal agencies: Commodity Futures Trading Commission (CFTC),
Bureau of Consumer Financial Protection (also known as the Consumer
Financial Protection Bureau, or CFPB), Federal Deposit Insurance
Corporation (FDIC), Federal Housing Financing Agency (FHFA), Board of
Governors of the Federal Reserve System (Federal Reserve), Federal
Trade Commission (FTC), Financial Stability Oversight Council (FSOC),
Office of the Comptrolier of the Currency (OCC), Office of Financial
Research (OFR), Securities and Exchange Commission (SEC), and
Department of the Treasury (Treasury). We judgmentally selected these
agencies because the Dodd-Frank Act assigned them new
responsibilities or created them.

We reviewed documents that these agencies provided to the
subcommittee regarding the costs of implementing the Dodd-Frank Act. In
addition, we requested data on the agencies’ estimates of their funding
and FTEs agencywide and for activities related to the Dodd-Frank Act in
2010, 2011, and 2012. We also requested that agencies identify their
sources of funding (appropriations, assessments of supervised
institutions, revenue from investments or providing services, and transfers
of funds from other agencies), describe the extent to which new
resources related to the Dodd-Frank Act would be funded on a one-time
or recurring basis, and describe challenges they faced in developing the
estimates of requested funding and FTEs. We followed up with the
agencies to clarify any questions that we had about the information they
provided. To the extent possible, we corroborated the information with
other published sources, including the President's Fiscal Year 2012
Budget documents.*

We conducted the work for this statement in March 2011 and sought
updates and verification of the information in July 2011.% Our work was

“We also reviewed the Congressional Budget Office’s updated estimate of the changes in
revenue and spending that would resutt from implementation of the requirements under
the Dodd-Frank Act over the 2010-2020 period. See
http:/fwww.cho.gov/doc.cfm?index=12120.

SWe provided a draft of this statement to the 11 federal agencies for review and comment.
All of the agencies except Treasury provided technical comments, which we incorporated

as appropriate. Treasury did not have any comments on the information presented on the
Department or on CFPB, FSOC, and OFR.
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performed in accordance with GAO’s Quality Assurance Framework. The
framework requires that we plan and perform the engagement to obtain
sufficient and appropriate evidence to meet our stated objectives and to
discuss any limitations in our work. We believe that the information and
data obtained, and the analysis conducted, provide a reasonable basis for
any findings and conclusions.

The amount of new funding the agencies reported as associated with
implementing the Dodd-Frank Act varied significantly across the 11
agencies (table 1). For example, new funding resources related to Dodd-
Frank responsibilities during the years 2011-2012 ranged from a low of
$0 for FTC to a high of around $329 million for CFPB. Funding resources
to implement the Dodd-Frank Act accounted for at least 25 percent of the
agency’s total budget increase at 9 of the 11 agencies in the most recent
year for which data were available. Exciuding the three agencies that the
Dodd-Frank Act created (CFPB, FSOC, and OFR), the CFTC devoted the
highest share of fotal agency resources (25 percent) to implementing the
Dodd-Frank provisions. Agencies reported that most of the costs related
to implementing the provisions will be recurring.

Table 1: Summary of 11 Federal Agencies’ Reported New Funding Resources
A iated with the Imp! ion of the Dodd-Frank Act, Fiscal Years 2010
through 2012

($ in thousands)

Dodd-Frank-refated Funding Resources

Agency 2010 2011 2012 Total
Federal Reserve® $7,300 $77,500 Not available  $84,800
CFTC $0 $15,400 $77.000  $92.400
Fpic® $2,345 $40,860 Notavailable  $43,205
FHFA $0 $3,800 $4,350 $8,150
F1C $0 $0 $0 $0
oce $0 $34,850 $235,000 $269,850
SEC $0 $23,525 $108,982 $132,507
Treasury $0 $10,393 $5.528 $15918
CFPB $9,200 $142,825 $320,045 $481,070
FSOC $0 $7.435 $7,885  $15320
OFR $0 $33,890 $74,468 $108,358

Source: Data from individual agencies.

“FDIC and the Federal Reserve report on a calendar year basis. The figures for these two agencies
reflect calendar years 2010 and 2011 estimates. At the time of this review, estimates were not
available for calendar year 2012,
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The agencies are relying on a variety of sources to fund the
implementation costs for the new provisions, including assessments and
revenues, appropriations, offsetting collections, and transfers from other
agencies (table 2). Six of the 11 agencies reported that their funding
would be fully or partly met by assessments imposed on regulated
institutions or revenues from their operations. Three others reported that
they would have to rely at least partly on appropriations. SEC said that it
would use offsets (e.g., fees collected), and CFPB would use transfers
from the Federal Reserve to fully fund its activities.®

Table 2: Summary of 11 Federal Agencies’ Types of Funding Sources

Assessments Offsetting
Agency and Revenues  Appropriations collections  Transfers
Federa} Reserve x*
CFTC X
FDIC X0
FHFA X
FTC X X
0ocC X X
SEC X
Treasury X
CFPB X
FSOC X X
OFR X X

Sousce: Data from individual agencies.
“According to the Federal Reserve, its income is derived primarily from the inferest on U.S,
government securities that it trades through open market operations, Other sources of income are the
interest on foreign currency investments held by the System; fees received for servyces pmveded to
depository institutions, such as check clearing, funds nd

operations; and interest on loans to depository institutions (lhe rate on which is the so-called discount
rate). Under the Dodd-Frank Act {Section 318) the Federal Reserve will receive new reimbursements
through assessment fees to large Bank Holdmg Compames Savings and Loan Holding Companies,
and Systemically Financiai { by the Financial Stability Oversight
Council. Rei for 2011 fees will be collected in 2012, Preliminary estimates
of the fees wilt be completed later this year. After paying its expenses, the Federal Reserve turns the
rest of its earnings over to the U.S. Department of the Treasury.

*CFPB will be fully funded through transfers from the earnings of the Federal Reserve. The
amount of funding will be limited to a certain percentage of the 2009 totat operating
expenses of the Federal Reserve, adjusted annually for inflation.
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*EDIC is funded by premiums that banks and thrifts pay for deposit insurance coverage and from
earnings on investments in U.S. Treasury securities.

As table 3 shows, nearly all the agencies plan to have some staff work
specifically on responsibilities related to the Dodd-Frank Act. Agencies
can hire new staff, redirect staff from other areas, or use staff transferred
from other agencies. According to data from the agencies, FTEs related
to implementing the Dodd-Frank provisions for the years 20112012
ranged from a low of 0 for FTC to a high of 1,225 for CFPB. More
specifically, FTC reported that it would implement the Dodd-Frank Act
using existing resources and did not anticipate that the new requirements
would have a noticeable impact on the agency’s budget or operations,
since its responsibilities under the Act were relatively limited. CFPB
reported that all of its estimated FTEs were new hires, as the agency is
currently being established. Furthermore, some agencies will be receiving
staff and resources transferred from other agencies. For example, nearly
all of OCC’s new staff for fiscal years 2010 through 2012 will come from
the Office of Thrift Supervision (OTS), which the Dodd-Frank Act
dissolved as of July 21, 2011,

Table 3: Summary of 11 Federal Agencies’ Reported FTEs Associated with the
fmplementation of the Dodd-Frank Act, Fiscal Years 2010 through 2012

Dodd-Frank related FTEs

Agency 2010 2011 2012
Federal Reserve® 69 397  Not avaitable
CFTC 0 121 238
FDIC? 0 55  Not available
FHFA ¢ 16 2
FTC o 0 0
occ 0 133 0°
SEC o 14 352
Treasury o 24 11
CFPB [ 342 883
FSOC 0 17 7
OFR 0 33 135

Source: Data from individual agencies listed

Note: FTE estimates include all staff resources—that is, new hires, redirects, and transfers from other
i devoted to i ing Dodd-Frank ibiiti

*FDIC and the Federal Reserve report on a calendar year basis. The figures for these two agencies
reflect calendar years 2010 and 2011 estimates. At the time of this review, estimates were not
avaifable for calendar year 2012.
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“According to OCC, the agency expects to receive an estimated 682 OTS staff transfers in
fiscal year 2011. OCC estimates that these transfers will represent 131 FTEs for fiscal
year 2011 (based on their July 21, 2011 transfer date). Because these FTEs will already
be on board at the beginning of FY 2012, they are not considered new Dodd-Frank refated
FTEs in FY 2012

Agencies faced numerous challenges in reporting the resources
associated with implementation of the Dodd-Frank Act. Agencies told us
that their reported funding and FTE resources reflect their best estimate
of the level of resources required to implement existing and new
responsibilities but stated that these estimates were uncertain. Beyond
the normal challenges associated with estimating resource needs in the
future, agencies told us that pending and evolving implementation
actions, such as interagency transfers (e.g., from OTS to OCC) and
establishing new offices required by the Dodd-Frank Act, makes these
estimates particularly uncertain and subject to change. In collecting and
analyzing this information, we also found challenges and limitations that
affected our efforts to aggregate the data. For example, not all of the
agencies are on a federal fiscal year, so the reported budgetary activities
for some agencies cover different time frames. In addition, agencies may
have used different approaches to estimate the funding and FTE
resources, potentially making the figures harder to compare across
agencies. Finally, the data collected shed light only on direct costs to
these agencies, as reported by them. The information does not include
other related direct and indirect costs, such as the costs to market
participants or the benefits of implementation—information that would be
needed to conduct a complete analysis of the costs and benefits of
implementing the Dodd-Frank Act.
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Appendix I: Eleven Agencies’ Estimates of

Resources for Implementing the Dodd-Frank
Act

H
gww g B

k:‘Bo“‘ai"d of Governors of the Federal Reserve System

CY. 2011 Dodd-Frank resources® $77,500,000 Sources of Federal Reserve CY 2011 resources
L4 CY:2011-agency-wide total resources: $3,840,000,000 > : : G
{Dodd-Frank resources = 2.0% of CY 2017 agency total)
£Y:2011 agency-wide resources increase: $170,000,000
s{Dodd-Frank resources = 45.6% of CY 2011 agency increase)

-CY 2011 Dodd-Frank new-hire FTEs: 290
2 GY. 2011 agency-wide FTE increase: 620
“H{Dodd-Frank FTEs = 46.8% of agency increase)

SRessustes made available or requested for Federal Reserve.

<Y 2010 CY 2011

($ in thousands) actual approved cy 2012 - e “;m
Agency fotal resources® $3.670,000 | $3840.000 | Notavailebie G &
Dodd-Frank related resources” $7.300 $77,500 Not avaitable New offices required by Dodd-Frank Act
Agency new FTES (net) -381 520 Not avajlable - Office of Minority and Women fnclusion (at the Board

3 and each of the Reserve Banks
Dodd-Frank fiew FTEs 69 397 Not available nd each of the Reserve Banks)

9 - New offices refated to Dodd-Frank but not required by the Act
- New hires.. ] 290 Naot available

-~ « Office of Financial Stability Policy and Research
+ Rediected from other work 59 o7 Not avatacle + Financial Market Infrastructures Risk Analylics
exclutie he Gost for new G and 5 fof the Reserve Banks. ~ Financial Market Infrastructures Oversight

ipGr funchions) partially offsat by an increase in suparision stafl. G 2012 buaget and FTE estimatos are not yat svaitabie. The agencyis stafing one-ime studses and thar ons-timo Costs by redirecting
‘existing Staff, Longer ferm work wili be performed by new staft hired to implement Dodd-Frank.

1" Agency Notes: The FTE dala reflect the Soard's best estimates at s fime. The pegative *Agency new ETES (nef)” for 2030 reflsct the net redustion of saffin Ihe finassial senvices (¢ g. check grocessiog snd

Sae: e B roded ormton Page 1
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A dix 1: Eleven A es’ H of
Resources for implementing the Dodd-Frank
Act

i
£ GAO

S oY ety ¥ Felisbiity

kadmmodity Futures Trading Commission

“FY-2012 Dodd-Frank resources® $77,000,000 Sourees of CFTC FY 2012 resources
‘FY. 2012 agency-wide totat resources: $308,000,000 § > S
{Dodd-Frank resources = 25% of agency totai}

‘EY-2012 agency-wide resources increase: $105,730,000

s {(Dodd-Frank resources = 72.8% of agency increase)

-EY'2012 Dodd-Frank new-hire FTEs: 238
FY.2012 agency-wide FTE increase: 308
{Dodd-Frank FTEs = 77.3% of agency increase)

Resaitoss made avalable of requested for SRIC

EY 2010 EY 2011 FY 2012 budget
{$ in thousands) actuat enacted raquest
Agency total resources §168,344 | $168,800 $308,000
-Dodd-Frank refated
S0 $15.400 $77.000
rasources New offices required by Dodd-Frank Act
Ageney new FTESs (net) 107 70 308 - None
Bd Frank now FTES o 121 38 New offices related to Dodd-Frank but not required by the Act
e ~ Division of Swaps Dealers and Intermediary Qversight
* New hirgs: o 35 238 - Consumer Quireach/\Whistieblower
« Redirected from other
work 2 6 Unknown

gency Niotas: Dodd-Frank related costs i Sating neds are Expected 10 recur INSNTEly: e sgency axpects Ihat The steads-stale equiresment for execution of Dedy-Frank wii be closer ta $00 FTES. FY
11:0000-Frank ew FTES are currently being recruted and wi be an.board near the end of the fiscal year, Estimalting IT Gosts was challenging fos CFTC because s new techndlogy soiutions fust be dynamic
‘Gapable of evolving along with the regolated markets. User faes miay bagin 1o reimburse appropriasons beginfing in FY 2032 or FY 2013 pending enactment of suhorizing fegisiation

Solrse: CRTCpidvidn nformation,
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: Eleven A i of
Resources for Implementing the Dodd-Frank
Act

i
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Accantabiity * Infegrity * Reliabiity

Féderal Deposit Insurance Corporation

Y 2011 Dodd-Frank resources?: $40,860,000

©GY 2011 agency-wide total resources: $3,877,108,000
{Dodd-Frank resources = 1.1% of CY 2011 agency fotai)
Y. 2011 agency-wide resources increase: -$112,172.000°

Sources bf FDIC CY 2041 resolirtes

CY.2011 Dodd-Frank new-hire FTEs: 46

2 CY 2011 agency-wide FTE increase: 444

i {Dodd-Frank FTEs = 10.1% of agency increase)
"esoirees made 2vailable or requested for FIC,

s reduction is primarity due 1o 3 decrsase iv Fnansial insfition fadures. offse! by & simiter
incréase iy superision expenses.

<Y 2010 oY 2011
($ in thousands) actual approved CY 2012 . : :
B vy
Agency total resources $3989.260 | $3.877.108 | Notavailable g .
Dodd-Frank related o
resources $2.345 $40,860 Notavailable New offices required by Dodd-Frank Act
Agsicy new FTES (net) 502 444 Not available + Office of Minority and Women inclusion
{Jodd-Frank new FTEs o 55 Not available New offices related to Dodd-Frank but not required by the Act
< New Birss. o 45 Not avaiable ~ Office of Complex Financial institutions
K « Living Wilt Review and Oversight Section within the Division of Risk
Transfers from OTS [ 10 Hot available ‘Supenvision
- Redjrected from other work | Unknown Unknown Notavailable + Complex Financial Institutions Section within the Legal Division

|- inctions become fuly staffed (on

| EE—

45 FTEs are

oeted {0 be on board during 2011

Hgency Notes: The “Teansfers fom OTS™ 10 FT8s for 2011 fefisct the net of FOIC raseiving 20 Cadt-Frank related FTES from OTS and FDIC providing 10
Expeises (otaling $3.575,000 for ¥ systems devefopmant are included fo the 2911 lotal. Al cther known Casts are recurring and are expectes o grow 3s e FIIC'S 74 posiiond dedicated to Ddd-Fraok Act
o The costs assoriated with the OTS wansfers are ot incluged,

Frank refated FTEs to the CFFE, Onedime

Page 3
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i Eleven A ies’ Esti of
Resources for implementing the Dodd-Frank
Act

@GAO

?Federal Housing Finance Agency

IFY:2011 Dodd-Frank resources®: $3,800,000 “Sources of FHEA FY 2011 résource:
“FY.2011 agency-wide total resources: $166,800.000 i fo

Dodd-Frank resources = 2.3% of agency total}
TEY:2011 agency-wide resources increase: $11,300,000
{Dodd-Frank resources = 33.6% of agency increase)

EY 2011 Dodd-Frank new-hire FTEs: 1
FY.2011 agency-wide FTE increase: 48
{Dodd-Frank FTEs = 2.1% of agency increase}

“Resgoroes mrade Guailable of requested for FHFA

FY 2010 FY 2011 EY 2012

{$ in thousands) actual enacted estimate
Not
Agency total resources $155,600 $166,900 avallable
Dodd-Frank related resources g $3,800 34,350 New offices required by Dodd-Frank Act
B Not + Office of Minority and Women Inclusion
Ageny how FTES (net) 23 48 svaitable
. New offices related to Dodd-Frank but not required by the Act

Dodd-Frank new FTEs 0 18 2 N ;

< - Office of Systemic Risk and Market Surveiliance
« New hires 0 1 2
« Redirectsd fom ofher work Unknown % o

| Haeney Notes: P s agoneyide Y 2012 budget ormation s ot yo sl Howorer, e agancy suroyed s iaft an providd ssimaies of g nd safing 0 s ve desued t Dot Frank
“elafed activities in FY 2012, One challenge FHE A identified in sstimating hese figures is that many of Rs Dodt-Frank sefated activities ‘with other agencies. istes sre based on
SFHER'S Stpponing role 1o fhese colabarative working groups.

7 Sources FURR provided intormation.
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Resources for implementing the Dodd-Frank

Act
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Sy ~ inlogrity © Reflabitny

fFéderaI Trade Commission

“FY 2012 Dodd-Frank resources®: $0
11RYI 2012 agency-wide total resources: $326,000,000

“Podd-Frank resources =
EY:2012 agency-wide resources increase: $34,300,000
(Dodd-Frank resources = 0% of agency increase)

0% of agency total}

Y 2012 Dodd-Frank new-hire FTEs: 0
RY:2012 agency-wide FTE increase: 25
{Dodd-Frank FTEs = 0% of agency increase}

Rescuress made avalabis or requested of T3

Seurces SfETCEY 2012 resources S

Page 11

FY 2012
FY 2010 FY 2011 budget
($ in thousands) actual enacted request
Agency total sesources $291,700 $201,700 $326,000
3 - New offices required by Dodd-Frank Act
Doda-Frank related resources 50 30 30
- « None
¢ e T 1 1 5 .
Agerioy new FTEs (nef) 5 M s New offices related to Dodd-Frank but not required by the Act
Dodu-Frank new FTEs o 0 o ~ None
« New hires 0 o o
« Redirected from other woric o Unknown Unknown
ey Nokes: FTC dogs not anicipate that th passage of Dodd-Frank wil bavs any . s budget and the its Dodd-Frank refated responsibiities using existing
itogs: FTC did not attempt o estimats the numbar of Frank or their assosiated casts,
révided nformation. Page 5
GAQ-11-808T
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Resources for implementing the Dodd-Frank
Act

i
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Accountabifity « integrity * Reliabifity

Office of the Comptroller of the Currency

:EY: 2012 Dodd-Frank resources®: $235,000,000

FY 2012 agency-wide total resources: $1,040,000,000

{Dodd-Frank resources = 22.6% of agency total}

£Y¥.2012 agency-wide resources increase: $225 500,000
H{Dodd-Frank resources = 104.2% of agency increase}

‘Sources of DECFY 2012 resourees

-EY'2012 Dodd-Frank new-hire FTEs: 0
<FY.2012 agency-wide FTE increase: Unknown

Resoliross made avallable ar tequested for OTC,

BY 2012 D

i ossan SEl B -
Agency total resources 3791.700 $814.500 1,040,000
Dodd-Frank refated rescurces a0 $34.850 $235.000
Ageicy new FTEs [net) Not provided 76 Unkaowr: New offices required by Dodd-Frank Act
Deiid Frank new FTEs o a3 o « Office of Minority and Women Inclusion
N hires. o o 9 + Deputy Comptrolier for Thrift Supervision
~ Transfers from OTS o 1310 o New offices related to Dodd-Frank but not required by the Act
+ Redirécted from other work 9 2 Uninown + Nane

"Represents FTEs for estimated 882 OTS transfers on-board from July 23,2011 {fransfer date) untif end

1P 2010, Since s FTES a7 oo s FY 2052 iy a ot comsided s D3 Frak

‘Agency Notes: Nearty all of OCC's new FTES witt perform ongoing wark retated 10 supervision of thrfts that wil secus in future years. Mowever, thase FTE were previously ineurring cost ot OTS and therefore
sio b seprasent naw costs 16 he financial system. OGG's primary shallenge n detammining fhese costs was estizating the doflars related 1o FTES. Also, the tumber of fransters rom OTS to GCC and fiam OCC
] 15 EDIC ang CFPB has pot been sfize

C rovided information.
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Resources for implementing the Dodd-Frank
Act
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coountabiiy * nlegrity + Hefiability

Securities and Exchange Commission

EY:2012 Dodd-Frank resources®: $108,982,100 “Sources of SECEY 2012 resources oo 1
JHRY2012 agency-wide total resources: $1,407 483,130 e
“{Dodd-Frank resources = 7.7% of agency total)
-EY:2012 agency-wide resources increase: $186,347 414
(Dodd-Frank costs = 58.5% of agency increase)

. 'EY 2012 Dodd-Frank new-hire FTEs: 331
S FY:2012 agency-wide FTE increase: 588
{Dodd-Frank FTEs = 56.3% of agency increase)

Restircis made avallahie of requestet far SEC.

FY 2012
FY 2010 FY 2011 budget
{$ i thousands) actual enacted request
Agency total resources $1118753 | $1,221,138 | $1407483
New offices required by Dodd-Frank Act
el X ¢ 3,525
Dvﬁd sank related resources 3¢ $23,525 $108.962 + Qffice of Investor Advocate
Agency new FTES (net) w2 124 588 + Office of Credit Ratings
= - « Office of Municipal Securities
Dodd-Frank new FTEs 0 14 352 y
« Office of Protection
- New hi
New hirgs M s 331 « Office of Minority and Women laciusion
~ Redirected from other wark o 5 21

Jrégramiming of the budgat for new offces.

124 Agaey Nets: 39,137,000 (35.998) of toe FY 2012 Doda-Frank related casts are 107 ane-ime costs Such as 17 projects costs. Budget and FTE estimatas depand on fiming of Congrassianal approvas of

T —. Page 7
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R;gources for implementing the Dodd-Frank
Act

i
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Recountaiiity ~ integrity + Reliabiity

~ Department of the Treasury

" Includes only departmental offices salaries and expenses

i FY'2012 Dodd-Frank resources® $5,525,000
:FY-2012 agency-wide tofal resources: $324,889,000
{(Dodd-Frank resources = 1.7% of agency fotaf}
FY-2012 agency-wide resources increase: $20,001,000

i{Dodd-Frank costs = 27.6% of agency increase)

FY 2012 Dodd-Frank new-hire FTEs: 11
:FY-2012 agency-wide FTE increase: 78
“{Dodd-Frank FTEs = 14.7% of agency increase)

SRabush mada avallabis ar requested or Tres

Sources of freésur;f BOFY 2012 resvurces

o

Now offices required by Dodd-Frank Act

« Office of Minority and Women Inctusion

+ Federal insurance Office

+ Bureau of Consumer Financial Protection (iridependent)
« Financial Stability Overs

1 Countil {support to independant counclly
+ Office of Financiat Research

New offices related to Dodd-Frank but not required by the Act

« Office of Financial Stability Oversight Counci

ot incide use of

FY 2012
FY 2010 £Y 2011 budget
{$ in thousands} actual enacted request
IAgency total resources $304,888 $304 888 $324,889
Dodd-Frank related resources 50 $10.393 $5525
Agency new FTEs (net) 77 100 75
Dodd-Frank new FTEs el 24 1
« New fires o 24 11
« Redirected from other work Unknown Unknown Unkrown
Wgeriey Notes: Aliidentited costs are recurring. Transury did nof separately track axisting FTES and othar fesources wlifiesd for
fhe legitaton has diractly work s of many

inihe ofice of Domestic Finance.

S provided intemation.
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dix I: Eleven A ies’ Esti of
Rescurces for implementing the Dodd-Frank
Act

@GAO

Y Y vy * Relaiiy

Bureau of Consumer Financial Protection

{UUFY:2012 Dodd-Frank resources®: $329,045,000 Sources of CFPB EY.2012 resources
1 FY 2012 agency-wide total resources: $329,045,000 G . G

{Dodd-Frank resources = 100% of agency fotal}
FY:2012 agency-wide resources increase: $186,220,000

: FY 2012 Dodd-Frank new-hire FTEs: 8§83
FY 2012 agency-wide FTE increase: 883
B {Dodd‘Frarrk FTEs = 100% of agency increase)}

Resources made available of requesiad for CFPE.
FY 2012
EY 2010 FY 2011 budget
{$ in thousands) actual estimate request
Agency fotal resources $9.200 $142,825 $329,045
“Dod-Frank related resources $4,200 $142.825 $329,045 New offices required by Dodd-Frank Act
Agency new FTEs (net) o 342 883 + The Bureau of Consumer Financial Protection is
p itself a new office required by Dodd-Frank
Diodd-Frasnk new FTEs o 342 382
o o 342 883
« Redirstted from other work [ 0 [
@CC, 0TS, FOIC, Nat i Department of H 4rsan Development, and the Federal Reserve) wil ikely see cast and ETE reductions when
i consatier prolecton functiems <76 ansfeed fo TGP, CFPFYS Spanding 10 date (Warch 2011) canfaiys SUTHCAn 001 xponses, ioss 1 40 peicent. As e bureds GOMINUES to o, s ore-
e expenses shovks dacsease. A reasonable estimate for one-fime expenses i FY 2012 s up fo 20 percent of the fofal budget. Creating esfimates for FY 2011 and FY 2012 was especially chafienging fe the

ey ghven the uncertainty of 3 Stant-up Ehase.

Hesiny provided information, Page 8
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Accountabifity ~ integrity » Hefiabiity

Financial Stability Oversight Council

FY:2012 Dodd-Frank resources®: $7,885,000
FY:2012 agency-wide total resources: $7,885,000
“(Dodd-Frank resources = 100% of agency total}

FY:2012 agency-wide resources increase: $450.000

“FY 2012 Dodd-Frank new-hire FTEs: 7

SEY 2012 agency-wide FTE increase: 7

{Dodd-Frank FTEs = 100% of agency increase)

L asoyrtes made avaitadle of sequested for FROT

FY 2012
FY 2016 FY 2011 budget

(§ in thousands) actual estimate request

Agency total resources s0 87,435 57,885

Dodd-Frank related resources s0 §7.435 57,885

“Agency ivew FTEs (net) [ 17 7

Dodd-Frank new FTES 0 7 7

+ New hires, 0 17 7

- Redirséted from other work o 0 o

§our6es oEFSOCFY 2(5&2 feséiarces ;

New offices required by Dodd-Frank Act

» The Financial Stability Oversight Council is
itself a new office required by Dodd-Frank

|
|
|
|

G {;ﬂnem:y ‘Notas: Seginming in July 2072, 2 resourcés i zome from assessmenis. The FY 2012 budge reflects ongoleg stafl seeds 1o cany but ihe tission af the office. Howsver, as fhe FSOG contioues fo

“dssess o nasds, esimates may ohange,

R A ——
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Recountnbiity  integrity  Relinbiity

foice of Financial Research

“EY:2012 Dodd-Frank resources®: $74,468,000
“UEY-2012 agency-wide total resources: $74,468,000
“{Dodd-Frank resources = 100% of agency total)

‘FY:-2012-agency-wide resources increase: $40,578,000

“Sources of OFR Y 2012 résources

FY 2012 Dodd-Frank new-hire FTEs: 135
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Statement for the Record
U.S. Chamber of Commerce

Hearing entitled “Oversight of the Office of Financial Research and the
Financial Stability Oversight Council”

Subcommittee on Oversight and Investigations
U.S. House of Representatives

July 14, 2011

The U.S. Chamber of Commerce (the “Chamber”) is the world’s largest
business federation, representing the interests of over three million businesses and
organizations of every size, sector, and region and believes that a coherent, stream-
lined regulatory structure and effective commonsense regulations would ensure the
safety and soundness of the financial markets while promoting economic growth and
job creation. As the House Financial Services Subcommittee on Oversight and
Investigations holds a hearing entitled “Oversight of the Office of Financial Research
and the Financial Stability Oversight Council,” the Chamber would like to shate its
views on the Office of Financial Research.

The Dodd-Frank Wall Street Reform and Consumer Protection Act of 2010
(“Dodd-Frank”) created the Office of Financial Research (“OFR”) for the purpose
of collecting data and performing applied research to support the efforts of the
Financial Oversight Council (“FSOC”) to identify emerging threats to the stability of
the U.S. financial system. The Chamber supports the efforts of OFR and FSOC to
monitor systemic risk and believes that more efficient access to comprehensive
market and industry data in ways that are not unnecessatily burdensome will assist in
identifying and understanding systemic risks.

The Chamber also believes that effective and even-handed regulation is an
important component for efficient capital markets. A failure to effectively regulate
these markets was a contributing cause to the financial crisis. A key lynch-pin of
effective regulation is data collection and analysis. Nonetheless, a balance must be
struck to satisfy the needs of the regulators without hampeting businesses with
unreasonable or butdensome requests.
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Accordingly, we would like to share our concerns with various structural and
operational aspects of the OFR, including its overreach of entities, duplicative data
requests, and confidentiality concerns.

Overteach of the OFR

Dodd-Frank provided OFR with authority to gather financial transaction data
and position data from financial companies, whether through an ordinary request or
subpoena, in order to help identify emerging threats to the financial system. A
financial company is defined in Section 151(2) of Dodd-Frank by reference to Title II
of the legislation, which is limited to companies that are predominantly engaged in
financial activities. These boundaries set by Congress are reasonable and necessary.

However, the OFR in its November 30, 2010 Statement of Policy regarding
legal entity identification for financial contracts appears to overreach beyond the
statutory authority granted. The Statement of Policy expands the OFR’s jurisdiction
from financial companies to “eligible markets participants, including but not limited
to all financial intermediaries, all companies that issue stock or debt listed on an
exchange, all companies that trade stock or debt, infrastructure providers, all entities
subject to financial regulation, and firms affiliated with such entities.” The inclusion
of all such companies, and potentially others, regardless of the extent of their financial
activities, in OFR’s reach is an unauthorized expansion of jurisdiction that may be
intrusive and burdensome to numerous companies that pose no or limited risk to the
financial markets. The Chamber is concerned that the OFR, immediately out of the
gate, is exceeding its authority, and we urge the Committee to rein in this new agency.

Duplicative Data Requests

While the OFR must coordinate with a financial company’s primary financial
regulatory agency before issuing a subpoena, it is unclear whether and how the OFR
will ensure there is a streamlined process for data requests from all financial
regulators. Too often, financial companies whose activities are subject to the
jutsdiction of muldple financial regulatory agencies are inundated with redundant
requests for the same or similar data to be provided in different formats to different
regulators. In some instances, financial companies receive similar data requests from

! Office of Financial Research, Proposed Statement of Policy — Legal Entity Identification for Financial Contracts;
November 30, 2011, page 74147, Section 11 (A}(6). Proposal may be found at http://www.gpo.gov/fdsys/pkg/FR-
2010-11-30/pdf/2010-30018. pdf
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different offices within the same financial regulatory agency. These duplicative data
requests are burdensome, costly, and time-consuming. In the end, such requests, like
all forms of regulation, create increased cost that must be borne by businesses or their
customers.

In addition to the costs of complying with the onslaught of Dodd-Frank
regulations, the compliance costs of duplicative data requests may further hamper a
company’s ability to remain competitive or result in higher costs for consumers.
Considering the large number of companies whose limited resources would be
diverted away from more economically beneficial activities, the lack of standardization
and coordination of these requests will complicate companies’ ability to focus on job
creation. The OFR’s obligations to coordinate with the relevant primary financial
regulatory agency should be enhanced by ensuring that coordination within financial
regulatory agencies occurs as well.

Confidentiality Concerns

Information drives the financial industry and often separates successful
companies from unsuccessful ones. Data generally provided to financial regulatory
agencies is confidential, proprietary information that could place a financial company
at a significant competitive disadvantage or cause the financial markets to react if
released. Thus, the OFR should provide the strongest possible assurances to financial
companies that it will vigilantly protect identifiable company-specific data from public
disclosure. In this regard, the OFR should clatify how it intends to treat such data
under FOIA, the Privacy Act, judicial or administrative subpoenas, and other lawful
orders or actions. If the OFR determines that it cannot provide complete protection
of the data, notification should be made to financial companies and the OFR should
consider whether legislative remedies should be pursued.

The OFR’s Research and Analysis Center is tasked with the responsibility to
coordinate and sponsor research to support and improve the regulation of financial
entities and markets. As such, the OFR may be expected to disseminate data and
encourage its use by academic researchers and private analysts. Because of the highly
sensitive nature of the company-specific data that may be collected by the OFR, it
should take all necessaty steps to redact confidential, proptietaty information from
data provided to researchers and analysts. To the extent the OFR does in fact release
such data to academic researchers, private analysts and other third parties, it should
ensure that such parties are subject to enforceable restricdons regarding their use of
such data and the protection of such data while in their hands.
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Conclusion

In conclusion, the Chamber believes that the OFR could be an effective agency
to identify threats to the financial systems; we support such a goal. However, as the
agency takes shape, its success will only be achieved if the appropriate checks and
balances are implemented, it ensutes enormous integration and coordination among
financial regulatory agencies on data requests, and it protects any data gathered with
the utmost confidentality. Failure to give adequate assurances in any of these areas
would significantly undermine public confidence in the agency and its important
mission. The Chamber appreciates the opportunity to submit this statement for the
record and would be glad to assist the Subcommittee in any way in its oversight of the
OFR.
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On March 30, 2011, the agency summarized its work on this bill in the testimony
Review of CBO's Cost Estimate for the Dodd-Frank Wall Street Reform and Consumer Protection Act.

COST ESTIMATE

‘ \ CONGRESSIONAL BUDGET OFFICE

June 28, 2010

H.R. 4173
Dodd-Frank Wall Street Reform and Consumer Protection Act

Conference Agreement, as Reported on June 26, 2010

SUMMARY

CBO and the Joint Committee on Taxation (JCT) estimate that enacting H.R. 4173 would
increase revenues by $17.1 billion over the 2011-2015 period and by $26.9 billion over
the 2011-2020 period and increase direct spending by $14.9 billion and $26.9 biltion,
respectively, over the same periods. In total, CBO estimates those changes would reduce
budget deficits by $2.3 billion over the 2011-2015 period. The changes in revenues and
direct spending from enacting H.R. 4173 would have no net effect on budget deficits for
the full 2011-2020 period.’ Because enacting the legislation would affect direct spending
and revenues, pay-as-you-go procedures apply. CBO has not prepared an estimate of the
changes in discretionary spending that would arise from implementing the conference
agreement.

Pursuant to section 311 of the Concurrent Resolution on the Budget for Fiscal Year 2009
(S. Con Res. 70), CBO estimates that the act would increase projected deficits by more
than $5 billion in at least one of the four consecutive 10-year periods starting in 2021.

H.R. 4173 would grant new federal regulatory powers and reassign existing regulatory
authority among federal agencies with the aim of reducing the likelihood and severity of
financial crises. It would establish terms and procedures for the orderly liquidation of
certain large financial institutions that become insolvent or are in danger of becoming
insolvent; provide a framework for guaranteeing financial obligations when market
conditions impede the normal provision of financing to creditworthy borrowers (known
as a liquidity crisis); permanently increase the limit on federal deposit insurance for an

1. Different time periods are relevant for the purpose of enforcing the current pay-as-you-go rules in the Senate and the House
of Representatives. Over the 2010-2014 period, CBO estimates that enacting H.R. 4173 would increase direct spending by
$12.9 billion, revenues by $12.5 billion, and net deficits by $0.4 billion. Over the 2010-2019 period, we estimate that
enacting H.R. 4173 would increase direct spending by $23.3 billion and revenues by $24.5 billion, thus reducing net deficits
by $1.2 billion.
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individual’s deposits to $250,000; and make other changes to federal deposit insurance
programs. The legislation also would require certain firms with assets of more than

$50 billion to pay an estimated $17.9 billion over the 2012-2015 period, which would be
deposited in a new Financial Crises Special Assessment Fund.

Other provisions of H.R. 4173 would change how financial institutions and securities
markets are regulated, create a new Bureau of Consumer Financial Protection (BCFP),
broaden the authority of the Commodity Futures Trading Commission (CFTC) and the
Securities and Exchange Commission (SEC), expand the supervision of firms that settle
payments between financial institutions, and modify the regulation of fixed-income
annuities. The legislation also would set standards for transactions related to residential
mortgages and provide funding for loans or loan gnarantees for certain homeowners and
for grants to state and local governments to restore neighborhoods affected by
foreclosures.

MAJOR PROVISIONS

Title I would establish the Financial Stability Oversight Council and the Office of
Financial Research (OFR), both of which would be funded by assessments on certain
financial and nonfinancial entities starting two years after the act’s enactment. For the
first two years after enactment, the Federal Reserve would fund those activities. Title I
also would direct the Federal Reserve to register and supervise non-bank financial
companies.

Title 11 would establish a new program for resolving certain financial firms that are
insolvent or in danger of becoming insolvent. The act would create the Orderly
Liquidation Fund, from which the costs of liquidation would be paid. The FDIC could
borrow funds to pay resolution costs and would be directed to assess fees on private firms
to recover costs incurred by the fund.

Title III would abolish the Office of Thrift Supervision (OTS) and change the regulatory
oversight of banks, thrifts, and related holding companies by transferring authorities and
employees among the remaining financial regulators. It would permanently increase the
amount of individual deposits insured by the FDIC and the National Credit Union
Administration (NCUA) to $250,000 (Public Law 111-22 temporarily raised the limit to
$250,000 through 2013) and would expand the scope of federal depesit insurance to
include non-interest bearing transaction accounts through 2013.

Titles IV, VII, and IX would change and broaden the authority of the SEC to oversee
activities and entities associated with the national securities exchanges. Title VII also
would change and broaden the authority of the CFTC to regulate certain derivatives
transactions on over-the-counter markets. It also would specify that certain fixed-indexed
annuities would be exempt from regulation by the SEC.
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Title V would establish the Federal Insurance Office and set national standards for how
states may regulate and collect taxes for a type of insurance that covers unique or atypical
risks—known as “surplus lines” or “nonadmitted insurance.” The act also would establish
national standards for how states regulate reinsurance—often referred to as insurance for
insurance companies.

Titles VI would modify the regulation of bank, thrift, and securities holding companies.

Title VIIT would broaden the supervision of certain firms that settle payments between
financial institutions.

Title X would establish the BCFP as an independent agency within the Federal Reserve
to enforce federal laws that affect how banks and nonfinancial institutions make financial
products available to consumers for their personal use. The BCFP would be funded by
transfers from the Federal Reserve.

Title X1 would revise the FDIC’s authority to guarantee obligations of certain financial
entities when federal officials determine that the economy faces a liquidity crisis. Future
legislation would be required before the FDIC could use this authority. This title also
would make changes to certain lending activities of the Federal Reserve.

Title X1V would appropriate funds for programs to provide mortgage relief to
homeowners and to provide grants to state and local governments to purchase and
redevelop abandoned properties. This title also would make numerous changes in laws
that regulate activities related to residential mortgages.

Title XVI would direct the Financial Oversight Council and the FDIC to assess and
collect fees on certain large financial firms over the 2012-2015 period. This title also
would amend the Internal Revenue Code to specify that certain swaps and other
derivative contracts do not trigger the mark-to-market and other tax consequences of
section 1256 of the Internal Revenue Code.

Provisions of titles XII, XIII, and XV would have no significant net effects on future
budget deficits.
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ESTIMATED COST TO THE FEDERAL GOVERNMENT

The estimated changes in revenues and direct spending that would result from enacting
H.R. 4173 are shown in the following table. CBO has not completed an estimate of costs
that are subject to appropriation. The costs of this legislation fall within budget functions
370 (commerce and housing credit), 450 (community and regional development), and
800 (general government).

By Fiscal Year, in Billions of Dollars

20131- 2011-
2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2015 2020

NET INCREASE OR DECREASE (-) IN THE BUDGET DEFICIT FROM
CHANGES IN DIRECT SPENDING AND REVENUES *

Orderly Liquidation Authority 2.4 4.4 29 2.1 2.0 1.9 14 0.8 1.1 1.4 137 203
Securities and Exchange

Commission Regulation 0 -04 04 -05 05 -05 06 06 -06 -07 -18 -48
Consumer Financial Protection * 0.2 0.2 0.5 0.6 0.6 0.6 0.6 06 0.6 1.5 4.6
Emergency Financial Stability <01 -03 -04 -03 02 02 02 02 -02 -02 -12 21
Changes Among Financial

Regulators * * 0 * * 01 01 01 01 01 * 03
Derivatives Regulation * * * * * * * * * * 0.1 0.1

Other Financial Oversight and

Protection * 0.1 0.1 0.2 02 02 01 0.1 0.1 0.1 0.7 1.3
Financial Stability Oversight * * * 0.1 0.1 * * * * * 0.3 0.4
Other Provisions Affecting the
Federal Reserve * * * * * * * * * * * 0.1
Deposit Insurance 0 01 06 24 -17 -16 -16 -13 -03 03 -38 88
Emergency Mortgage Relief 0 0.3 0.3 0 0 0 0 0 0 0 0.5 0.5
Neighborhood Stabilization 0.1 0.4 0.3 0.2 0.1 0 0 0 0 0 1.0 1.0
Reguiation of Fixed-Indexed
Annuities 0 0 * * 0.1 01 0.1 02 62 02 01 1.0
Other Provisions * * * * * * * * * * * *
FDIC Special Assessment _0 -34 34 34 34 _0 _0 _0 _0 _0 -135 -135
Total Change in the Budget
Deficit 35 .1 -10 33 27 05 * .04 09 12 23 0.0
Continued
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By Fiscal Year, in Billions of Dollars

2011~ 2011~
2011 2052 2013 2014 2015 2016 2017 2018 2019 2020 2015 2020

CHANGES IN REVENUES
Orderly Liquidation Authority ® 0 * 02 03 04 06 08 1.0 1.2 14 09 60
Securities and Exchange
Commission Regulation 0 0.4 0.5 0.5 Q0.5 0.6 0.6 0.6 0.7 0.7 2.0 52
Consumer Financial Protection 0 o 01 0.1 01 62 02 02 02 02 04 1.2
Changes Among Financial
Regulators 0 * * Q0.1 0.1 0.1 0.1 0.1 0.1 0.1 0.2 0.6
Derivatives Regulation * * * * * * * * * * * 0.1
Other Financial Oversight and
Protection * * * * * 0.1 0.1 02 02 02 01 0.8
Financial Stability Oversight 0 0 0t 0.1 0.1 0.1 0.1 0.1 0.1 0.1 02 03
Federal Reserve Changes * # * * * * * * * * * *
Regulation of Fixed-Indexed
Annuities 0 0 * * 01 01 01 02 02 02 01 10
Financial Crisis Special Assessment 0 34 34 34 34 e 0 _0 0 _0 135 135
Total Changes in Revenues * 39 43 4.4 4.6 15 17 20 22 24 171 269
CHANGES IN DIRECT SPENDING
Orderly Liguidation Authority
Estimated Budget Authority 2.4 44 31 2.3 24 2.5 22 1.8 2.3 29 146 263
Estimated Outlays 24 44 31 23 24 25 22 1.8 23 29 146 263

Securities and Exchange
Commission Regulation

Estimated Budget Authority 0 0t 0.1 0.1 0.1 0.1 0.1 0.1 0.1 0.1 0.2 0.5
Estimated Outlays ¢ 01 0.1 0.1 0.1 0.1 0.1 0.1 0.1 0.1 0.2 05
Consumer Financial Protection
Estimated Budget Authority 0.1 0.2 0.4 0.7 07 068 08 0.8 0.8 08 20 6.0
Estimated Outlays * 0.2 0.3 0.7 0.7 0.8 0.8 08 08 0.8 2.0 59
Emergency Financial Stability
Estimated Budget Authority 01 -03 04 03 02 -02 02 -02 -02 062 -12 21
Estimated Outlays 0.1 03 04 03 02 02 02 02 02 02 -12 -2i
Changes Among Financial
Regulators
Estimated Budget Authority * 0.1 * * * * * * * * 0.2 0.3
Estimated Outlays * 0.1 * * * * * * * * 0.2 0.3

Continued
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By Fiscal Year, in Billions of Dollars

2011~ 2011-
2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2015 2020
CHANGES IN DIRECT SPENDING Continued
Derivatives Regulation
Estimated Budget Authority * * * * * * * * * * 0.1 0.2
Estimated Outlays * * * * * * * * * * 0.1 0.2
Other Financial Oversight and
Protection
Estimated Budget Authority * 0.1 0.1 0.3 0.3 03 0.3 03 0.3 03 08 22
Estimated Outlays * 0.1 0.1 0.3 03 03 0.3 03 0.3 0.3 0.8 2.2
Financial Stabitity Oversight
Estimated Budget Authority * * 0.3 0.1 0.1 0.1 0.1 0.1 0.1 0.1 0.5 0.9
Estimated Outlays * * 0.1 02 02 01 0.1 0.1 0.1 0.1 0.5 0.9
Deposit Insurance
Estimated Budget Authority 10 -0 86 -24 -17 -6 -16 -L3 03 03 38 -88
Estimated Outlays 0 -01 06 -24 -17 -16 -6 -13 03 -03 -38 88
Emergency Mortgage Relief
Estimated Budget Autbority 0.5 0 ] 0 0 0 0 0 0 0 0.5 0.5
Estimated Qutlays o 03 0.3 a 0 0 ] 0 0 o 05 0.5
Neighborhood Stabilization
Estimated Budget Authority 1.0 0 0 0 0 o 0 0 0 0 1.0 1.0
Estimated Outlays 0.1 04 03 0z 01 0 0 0 0 0 1.0 1.0
Other Provisions
Estimated Budget Authority * * * * * * * * * * 0.1
Estimated Outlays * * * * * * * * * * * 0.1
Total Changes in Direct
Spending
Estimated Budget Authority 49 44 3.0 09 18 20 1.7 16 31 37 150 271
Estimated Outlays 35 5.0 33 11 1.9 20 1.7 1.6 31 37 149 269
MEMORANDUM:
CHANGES IN DIRECT SPENDING CONTINGENT ON FUTURE LEGISLATION®
Emergency Financial Stability
Estimated Budget Authority 0.1 04 0.5 0.3 03 0.3 0.3 03 0.3 0.2 0.2 2.9
Estimated Qutlays 0.1 04 0.5 03 0.3 0.3 03 0.3 0.3 0.2 0.2 2.9

Note:.  *=between -350 million and $50 million. Components may not sum to totals because of rounding,

a.  Positive numbers indicate increases in deficits; negative numbers indicate decreases in deficits.

b, The legislation could affect federal tax receipts under the Internat Revenue Code. However, there are a number of uncertainties regarding
potential effects of the use of a bridge financial company by the Federal Deposit Insurance Corporation on the tax atiributes of a failed
financial institution, It is not possible to determine whether the use of a bridge financial company would provide a tax result that is more or
less favorable than bankruptey, which is the current-law alternative. Therefore, the staff of the Joint Committee on Taxation is not currently

able to estimate the changes in tax revenue that would result from this provision of the act,

¢.  While the Jegislation would expand the authorities of the FDIC, the use of that new authority would be contingent on the enactment of
futore legistation. The resulting costs of triggering the use of the new authority are shown here and are not included in the totals above.
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BASIS OF ESTIMATE

For this estimate, CBO assumes that H.R. 4173 will be enacted before the end of fiscal
year 2010 and that spending will follow historical patterns for activities of the FDIC, the
Federal Reserve, and other agencies.

CBO estimates that enacting the legislation would increase revenues by $26.9 billion
over the 2011-2020 period. About $13.5 billion of those revenues would be generated by
an assessment on certain firms with assets over $50 billion; the remaining revenues
would arise from other activities under the act. Several provisions of the act, most
importantly those establishing the BCFP and reassigning supervisory responsibilities over
financial institutions among the various regulators, would increase the net earnings of the
Federal Reserve, which are recorded in the budget as revenues. The SEC would receive
permanent authority to collect certain fees, which would be recorded as revenues. Under
current law, these fees are collected subject to appropriation. Assessments imposed by the
FDIC as part of the orderly liquidation authority also would increase revenues, as would
additional fees collected by the Public Company Accounting Oversight Board (PCAOB)
and the Securities Investor Protection Corporation (SIPC).

CBO estimates that enacting the legislation would increase direct spending by

$26.9 billion over the 2011-2020 period. Most of that amount would result from
provisions that would establish a program for resolving certain financial firms that are
insolvent or in danger of becoming insolvent. Additional costs would be incurred to
establish the BCFP, the Financial Stability Oversight Council, and the OFR; broaden the
regulatory duties of the PCAOB; increase the amount the SIPC may borrow from the
Treasury; and provide funding for programs to provide mortgage relief to certain
homeowners and to provide grants to state and local governments to purchase and
redevelop abandoned properties. Some of that spending would be offset by a reduction in
net outlays of the FDIC resulting from changes in deposit insurance and the agency’s
loan-guarantee programs.

PAY-AS-YOU-GO CONSIDERATIONS

The Statutory Pay-As-You-Go Act of 2010 establishes budget reporting and enforcement
procedures for legislation affecting direct spending or revenues. The net changes in
outlays and revenues that are subject to those pay-as-you-go procedures are shown in the
following table.
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CBO Estimate of Pay-As-You-Go Effects for the Conference Agreement for H.R. 4173, the Dodd-Frank Wall
Street Reform and Consumer Protection Act, as Reported on June 26, 2010

By Fiscal Year, in Millions of Dollars

2010- 2010-
2016 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2015 2020

NET INCREASE OR DECREASE (-} IN THE DEFICIT

Statutory Pay-As-You-Go
fmpact O 3480 1,147 -964 -3282 -2,658 533 29 353 882 1,244 -2.277 0

Memorandum: Net Deficit Effects of H.R. 4173, Excluding the Special Financial Crisis Fund Assessments
Imposed Under Sections 1601 and 1602*

Net Deficit Impact 0 3,480 4,511 2400 82 77 533 <29 -353 882 1,244 11,180 13,457

a.  Under section 1601, the amount of the Financial Crisis Special Assessment is the fesser of $19 billion and the product of
1 1/3 and the amount necessary to offsct the net deficit effects of the provisions of the act, excluding the effects of sections
1601 and 1602 for the period starting on the date of enactment of the act through September 30, 2020. CBO estimates that
the Financial Crisis Special Assessments would total $17,943 million. That gross increase would be partially offset because
the fees would become an additional business expense for the companies required to pay them, resulting in a net revenue
increase of $13,457 million over the 2010-2020 period.

PREVIOUS CBO ESTIMATES

On May 3, 2010, CBO transmitted a cost estimate for S. 3217, the Restoring American
Financial Stability Act of 2010, including amendment number 3739 in the nature of a
substitute for S. 3217. CBO estimated that the amendment in the nature of a substitute to
S. 3217 would reduce budget deficits over the 2011-2020 period by $19.5 billion; about
$17.6 billion of that reduction would stem from a program to facilitate the resolution of
certain financial institutions that are insolvent or in danger of becoming insolvent.
Funding for the program would come from fees assessed on large financial companies.
Other provisions that contributed to the reduction in budget deficits included
reclassifying the collection and spending of fees collected by the SEC and changing the
regulatory regime for supervising banks, thrifts, and related holding companies.

S. 3217 was amended by the Senate, substituted for the text of H.R. 4173, and passed by
the Senate on May 20, 2010.

On June 9, 2010, CBO transmitted a cost estimate for H.R. 4173, the Restoring American
Financial Stability Act of 2010, as passed by the Senate. CBO estimated that the Senate-
passed version of H.R. 4173 would increase budget deficits by $19.7 billion over the
2011-2020 period. That increase in budget deficits would largely stem from changes to
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the program that would establish a fund to liguidate systemically important financial
firms that are insolvent or are in danger of becoming so.

H.R. 4173 was further amended in the conference between the House and Senate. CBO
estimates that the resulting conference agreement, as reported on June 26, 2010, would
have no net effect on budget deficits over the 2011-2020 period. The major differences
between the Senate-passed version of H.R. 4173 and the version reported by the
conference committee arise from the following changes:

Provisions in title III regarding the level and scope of federal deposit insurance
would reduce net direct spending by an estimated $8.8 billion over the 2011-2020
period, CBO estimates. Increasing the amount of insured deposits would increase
the FDIC’s and NCUA's liabilities for failed institutions, but those costs would be
offset over time by higher insurance premiums. Insured depository institutions
also would be required to pay additional premiums to increase the size of the
insurance funds in proportion to the increase in the amount of insured deposits.
For this estimate, CBO projects that that enacting these changes would increase
insured deposits at the FDIC by about 10 percent by 2020.

Title XIV that would reauthorize the Emergency Mortgage Relief Program
(EMRP) and provide funding for the Neighborhood Stabilization Program (NSP).
The act would provide authority to make $1 billion in loans or loan guarantees
under the EMRP to homeowners who are delinquent on their mortgage because of
a substantial reduction in income as a result of involuntary unemployment or
under-employment. The act would provide $1 billion in funding for the NSP make
grants to states and local governments to be used for the purchase and
redevelopment of foreclosed and abandoned residential properties. CBO estimates
that these two provisions would increase budget deficits by $1.5 billion over the
2011-2020 period.

Title XVI would require certain large financial firms to pay fees sufficient to
collect the lesser of $19 billion or an amount determined by a formula based on
the net deficit effects of this act, excluding the net federal proceeds from the fee.
Because the fees would be compulsory, the amounts collected would be classified
as revenues. Based on the estimated impact of enacting this legislation on the
budget deficit, CBO estimates that the special assessments would total about
$17.9 billion over the 2012-2015 period; however, the net revenues received by
the government would be less than that amount—an estimated $13.5 billion—
because the fees would become an additional business expense for companies
required to pay them. Those additional expenses would result in decreases in
taxable income somewhere in the economy, which would produce a loss of
government revenue from income and payroll taxes (estimated to total about

25 percent) that would partially offset the revenue collected from the fees
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themselves. Income from fees would be deposited in a new Financial Crisis
Special Assessment Fund and would not be available to be spent for any purpose.

e Title XVI would exempt swaps and other derivative contracts from the tax
consequences of section 1256 of the Internal Revenue Code. As a result, JCT
estimates that the derivative provisions would increase revenues by $120 million
over the 2010-2020 period, rather than reduce revenues by $1.3 billion as in the
Senate-passed version of the legislation.

o Title IX would require that certain fixed-indexed annuities would be exempt from
regulation by the SEC and thus would be regulated solely by the states. CBO
estimates that the provision would result in more income being earned from tax-
deferred annuities rather than from other taxable instruments, resulting in a
revenue loss of about $1 billion over the 2013-2020 period. The provision was not
in the Senate-passed version of the legislation.

¢ The Senate-passed version would establish a new entity that would be responsible
for assigning approved credit rating agencies to produce credit ratings for new
issuances of certain securities; CBO estimated that establishing the new entity
would increase budget deficits by $0.1 billion over the 2011-2020 period. The
conference agreement does not include this provision.

ESTIMATE PREPARED BY:

Federal Spending: Kathleen Gramp, Susan Willie, Matthew Pickford, Daniel Hoople,
Chad Chirico and Wendy Kiska

Federal Revenues: Barbara Edwards
ESTIMATE APPROVED BY:

Peter H. Fontaine
Assistant Director for Budget Analysis
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Congress of the United States
House of Representatives

Michael E. Capuano
8th District, Massachusetts

July 13, 2011

The Honorable Gene Dodaro

Comptroller General

U.8. Government Accountability Office

441 G Street NW

Washington, DC 20548

Dear Mr. Dodaro:

WASHINGTON OFFICE:

1414 LONGWORTH BUILDING
WassinGToN, DC 208158-2108
{202} 226-5111

Fax: {2021 225-8322

TISTRICT OFFICES:

116 Finst Srreet
Coanmpribee, MA 02141
{617} 621-5208

Fax: (817} 621-8628

Roxgury CompuniTy CotLese
CamPUS LiBRARY
Room 211

1 appreciate the efforts of the Government Accountability Office (GAO) to respond to a
request for submission for the record on the implementation costs of the Dodd-Frank Wall Street
Reform and Consumer Protection Act for the July 14, 2011 Oversight Subcommittee hearing.
However, the GAQ’s submission, which was requested two weeks ago, provides only a narrow
view of the factors to be considered in implementing this law, The financial crisis, its causes and
impacts, and the actions taken by Congress in response to prevent such a catastrophe from every
happening again are complex, As such, the issue warrants more than a 20-page document produced
in two weeks and born out of a technical assistance request. Tn addition, if the GAO is to provide
analysis on this topic, it is my hope that the Oversight Subcommittee would provide the GAO with
an opportunity to testify on the matter and thoroughly discuss its work. However, the July 14
hearing, entitled “Oversight of the Office of Financial Research (OFR) and Financial Stability -
Oversight Council (FSOC)” is not about the cost of Dodd-Frank; its purpose is to review the
activities of the OFR and the FSOC. To my knowledge, GAO has not been invited as a speaking
witness to this unrelated hearing.

N

Therefore, I request the GAO to initiate a full, comprehensive cost-benefit analysis, to the full
caliber and quality for which the agency is widely known, on the implementation of the Dodd-Frank
Wall Street Reform and Consumer Protection Act. In addition to any issues the GAQO deems
appropriate, this review, to the extent possible, should examine and consider the following:

« Al of the costs and benefits of implementing the Dodd-Frank Act, including those factors
weighed in the Cost Estimate and Supplemental Assessment by the Congressional Budget
Office on the Dodd-Frank Act from June 28 and 29, 2010 which found the law to have a net
effect of reducing deficits by $100 million over 5 years and $3.2 billion over 10 year (see

attached)';

! Congressionat Buget Office Cost Estimate, R, £173 - Dodd-Frank Wall Street Reform and Consumer Protection
det, Conference Agreement as yeported on Jine 26, 2010, June 28, 2010, available at

PLEAST VISIT QU WEBSITE T0 SUSH UP FOR GUS BEWSLETTER

5,
&3 serose oo



150

*  The total cost to the U.S, economy in losses due to the lack of adequate laws and regulations
that could have prevented the financial meltdown, including the loss of $10 trillion in
household wealth, according to data from the Federal Reserve?;

= The total cost to clean up the financial crisis through the creation of TARP and the
establishment and use of the liquidity programs by the Federal Reserve;

= The savings from not having to bail out financial firms in the future due to the passage of the
Dodd-Frank Act and the resolution process established by it;

= The expected assessments paid to implementing agencies by supervised institutions as
required by the Dodd-Frank Act;

»  Revenues from investments or providing services associated with the implementation of the
Dodd-Frank Act; and

= The costs of resources and hiring staff for each agency responsible for implementing Dodd-
Frank.

Thank you for your time on this matter. If you have any questions regarding this request,
please contact Noelle Melton at (202) 225-6511.

Sincerely,

Tt 5 G

Michael E. Capuano
Ranking Member
Subcommittee on Oversight & Investigations

Enclosures
[eH The Honorable Barney Frank

The Honorable Randy Neugebauer
The Honorable Spencer Bachus

bitp:fwww cbo.sov/flpdoes/1 1 Sxa/doc] 1596/hed 1 73.pdf, and CBO Estimate of the Net Deficit Effects of H.R. 4173,
June 29, 2010, available at hitp://www.cho.gov/fipdocs/1 16xx/doc 1601 4w4 1 P 2amendent. pdf

* Federal Reserve Flow of Funds database {March 12, 2009 and March 10, 2011) Available at

hittp:d/www federalreserve. govireleases/z 1. Comparing peak houschold net worth in 2007 to three years later in 2010.
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July 13, 2011

The Honorable Randy Neugebauer

Chairman, Subcommittee on Oversight & Investigations
Committee on Financial Services

U.S. House of Representatives

‘Washington, DC 20515

Dear Chairman Neugebauer:

1 am writing regarding the submission for the record by the Government
Accountability Office (GAQ) on the implementation costs of the Dodd-Frank Wall Street
Reform and Consumer Protection Act for the July 14, 2011 Oversight Subcommittee
hearing. GAQ’s submission, which was requested two weeks ago, provides only a narrow
view of the factors to be considered in implementing this law. The financial crisis, its
causes and impacts, and the actions taken by Congress in response to prevent such a
catastrophe from every happening again are complex. As such, the issue warrants more
than a 20-page document produced in two weeks and bom out of a technical assistance
request. In addition, if the GAO is to provide analysis on this topic, it is my hope that the
Oversight Subcommittee would provide the GAO with an opportunity to testify on the
matter and thoroughly discuss its work. However, the July 14 hearing, entitled “Oversight
of the Office of Financial Research (OFR) and Financial Stability Oversight Council
(FSOC)” is not about the cost of Dodd-Frank; its purpose is to review the activities of the
OFR and the FSOC. To my knowledge, GAO has not been invited as a speaking witness
to this unrelated hearing.

Therefore, I am requesting the GAQ to initiate a full, comprehensive cost-benefit
analysis, to the full caliber and quality for which the agency is widely known, on the
implementation of the Dodd-Frank Wall Street Reform and Consumer Protection Act. 1
have requested that the report consider all of the costs and benefits of implementing the
Dodd-Frank Act, including those factors weighed in the Cost Estimate and Supplemental
Assessment by the Congressional Budget Office on Dodd-Frank from June 28 and 29,
2010 which found the law to have a net effect of reducing deficits by $100 million over 5
years and $3.2 billion over 10 year. | have included a copy of this request for your
convenienee,

Sincerely,
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o/ 5 G

Michael E. Capuano
Ranking Member
Subcommittee on Oversight & Investigations

Enclosures

cc: The Honorable Spencer Bachus
The Honorable Barney Frank
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11 February 2010

"The Honorable Christopher J. Dodd, Chairman
Committee on Banking, Housing and Urban Affairs
534 Dirksen Senate Office Building

United States Senate

Washington, DC 20510

Dear Senator Dodd:

The recent financial crisis has vevealed fundamental gaps in our understanding of financial markerts and
how they affect the broader economy. These gaps were evident in the inability of regulators and policy -
makers to see the buildup of systemic risks that Jed to the recent crisis and to understand the potential
impact of their decisions at the most critical times of the crisis.

Going forward, a significant regulatory weakness is the absence of a sustained effort to gain a deep
understanding of risks to the financial system, including the lack of essential data and the analytical
capacity to turn that data into useful information to enable regularors to better safégirard our financial
system. A simplé comparison to our natjonal efforts related to weather, defense, health and medicine
strongly suggests thar we are systematically shortchanging our efforts related to systemic safety and that
such an organized effort could bring tremendous improvements.

The cutrent legislative response to the crisis has focused primarily on expanding regulatory authorities
and determining who should exercise those authorities. There has been far roo little attention devored
to strengthening the research efforts and fixing the inadequate data and analytical capability on which
sound regulatory decisions must be based. In his opening comments to the Senate Banking Committee,
on Junie 18, 2009 Secretary Geithner commented,"We must be able to look in every corner and across
the horizon for dangers and our system was not able to do that.” In spite of this observation, the bill that
recently passed the U.S. House of Representatives does nothing to provide authority to collect system-
wide data ot to provide the permanent staff and resources needed to develop these critical capacities.

To be successful, legislation intended to equip the government to understand and monitor systemic risk
and be able to-reduce the risks of majer financial crises in the future must include provisions to strengthen
research efforts and provide the government with previously unavailable data and analytical capabilities.

Over the past year a large group of academic scholars, regulators, and financial sector experts, calling
themselves the Committee to Establish the National Institute of Finance (CE-NIF), came together in a
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We strongly urge you to include in the U.S. Senate’s financial regulatory reform legislation the authorities

and resources needed to assure that the U.S. government will have the understanding, data and analytical

capabilities proposed by the CE-NIF that are necessary if government regulators are to have the tools

needed to safeguard the U.S. financial system. Enclosed is a summary of Key Legislative Objectives we

consider essential for an independent, effective and self-financing National Institute of Finance. For

further information please contact Allan Mendelowitz, former Chairman of the Board of Directors of
the Federal Housing Finance Board, and the CE-NIF “man in Washington:”

Allan Mendelowitz
allan.mendelowitz@ce-niforg
Tel: 301-279-0744
Cell: 202-669-7856

Sincerely,

;tc/‘: é

Harry Matkowitz

Adjunct Professor of Finance

University of California, San Diego
Nobel Prize in Economic Sciences, 1990

€92

Robert F. Engle 111

Michae! Armellino Professor of Finance

New York University Stern School of Business
Nobel Prize in Economic Sciences, 2003

Robert Merton
Nobel Prize in Economic Sciences, 1997

Myron Scholes
Prank E. Buck Professor of Finance, Emeritus

Graduate School of Business, Stanford University
Nobel Prize in Economic Sciences, 1997

William E Sharpe %j/
Professor of Finance, Emeritus

Stanford Universicy
Nobel Prize in Economic Sciences, 1990

(il o

Vernon Smith
Nobel Prize in Economic Sciences, 2002

CC: Senator Tim Johnson, Senator Robett E Bennett, Senator Jack Reed, Senator Jim Bunning,
Senator Chatles E. Schumer, Senator Mike Crapo, Senator Evan Bayh, Senator Bob Corker,
Senator Robert Menendez, Senator Jim DeMint, Senator Daniel K. Akaka, Senator David Vitter,
Senator Sherrod Brown, Senator Mike Johanns, Senator jon Tester, Senator Kay Bailey Hurchison,
Senator Herb Kohl, Senator Judd Gregg, Senator Mark R. Warner, Senator Jeff Merkley,

Senator Michael . Bennet
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Key Legislative Objectives of
The Committee to Establish the National Institute of Finance

The objective of legislation to create the National Institute of Finance (NIF) is to equip the financial
regulatory community with the data and analytic tools needed to safeguard the U.S. financial system.

At a minimum the NIF must have the following attributes, athorities and responsibilities:

o The NIF will be established with two key organizational components:
o The Federal Financial Data Center {Data Center)
o The Federal Financial Research and Analysis Center (Research Center)

& The NIF will have the authority to:
o Establish reference data bases (a legal entity reference data base and a
financial product reference data base);
o Establish standardized formats for reporting financial transactions; and
o Compel the provision of transaction and position data from U.S. based financial entities
and from foreign financial entities that execute transaction in the United States or with
U.S. counterparties,

o The Data Center will have the responsibility to:
o Establish and publish the reference dara bases and reporting formats;
© Collect, validate and clean the transaction data;
o Provide appropriate summaries of data to the general public; and
© Keep the data secure.

o The Research Center will have the responsibility to:
© Develop metrics to measure and monitor systemic risk;
© Develop the capacity to assess the financial condition of large financial institutions
and assess their capital adequacy in stress scenarios;
© Monitor, investigate and report on changes in system-wide risk levels;
o Conduct, coordinate and sponsor long-term research into systemic risk; and
© Provide advice on the financial system and policies related to systemic risk.

® The NIF will have reporting independence so that the Systemic Regulator and the financial
regulatory agencies have the benefit of the NIF’s very best assessments.

» The NIF budget shall be funded from assessments on reporting institutions.

o This self-funding approach is used by most financial regulatory agencies.

o This funding approach is approptiate because industry will benefit from an annual
reduction in opetating of cost of tens of billions of dollars as a result of standardization
of data and reporting,

o The use of industry assessments will make it possible for the NIE like the financial
regulatory agencies, to pay salaries that are above the standard civil service pay scale.

O



