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H.R. 2266, THE REASONABLE PRUDENCE
IN REGULATION ACT; AND H.R. 2267,
THE INTERNET GAMBLING REGULATION,
CONSUMER PROTECTION, AND
ENFORCEMENT ACT

Thursday, December 3, 2009

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON FINANCIAL SERVICES,
Washington, D.C.

The committee met, pursuant to notice, at 10:04 a.m., in room
2128, Rayburn House Office Building, Hon. Barney Frank [chair-
man of the committee] presiding.

Members present: Representatives Frank, Maloney, Sherman,
Moore of Kansas, Baca, Green, Cleaver, Perlmutter, Carson, Adler,
Kosmas, Himes, Peters, Maffei; Bachus, King, Biggert, Capito,
Campbell, Posey, Jenkins, and Lee.

The CHAIRMAN. The hearing will come to order.

I will recognize myself for 5 minutes to say that it is nice to be
able to think legislatively about things other than the financial cri-
sis which has consumed this committee to a great extent since Sep-
tember of last year, 2008. The question is raised sometimes why
this committee is the committee that is dealing with the questions
of gambling. Under a previous chairman, Mr. Leach, the committee
initiated legislation to deal with the Internet gambling issue by
controlling the payment method, and so that is why it continues to
be in our jurisdiction. There are other committees that have juris-
diction over other aspects of this, such as the Wire Act, which does
not come before us.

I continue to believe that it is a great mistake for the Congress
of the United States to tell adults what to do with their own money
on a voluntary basis. Some adults will spend their money unwisely.
It is not the business of the Federal Government to prevent them
legally from doing it. They should be given information, and they
should be given consumer protections. In cases where an accumula-
tion of bad individual decisions have a systemic impact, and argu-
ably there was an element to that in the subprime crisis, then we
have to step in. But I think John Stuart Mill got it right in the
19th Century, when people are making decisions to take actions
that primarily affect them, they ought to be allowed to do that.

I am struck by, frankly, what seems to me an inconsistency on
the part of some of my conservative colleagues who bemoan the
“nanny state,” who talk about limited government, who urge that
the government ought to stay out of people’s lives, and who also
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argue that the Internet ought to be free of restrictions, but who
then single out the Internet for restrictions on personal choices to
be made by individuals. We have been told that this is just a
screen for, or could be a screen for, terrorists and other activities.

I am encouraged by the strong support for the legislation repeal-
ing this and setting up a regulatory regime instead that comes
from the ranking Republican and former chairman of the Home-
land Security Committee, the gentleman from New York, Mr. King.
No Member of this House exceeds him in his concern for public
policies that protect us against terrorism. His advocacy for this, I
think, is very important.

I am also glad to have the strong support here of the gentleman
from Texas, Dr. Paul, who is acting consistently on his opposition
to government intrusion, unlike others who appear to pick and
choose.

It is true that if things are on the Internet, there is the possi-
bility that underaged people can get at them. There are a whole
range of things on the Internet which we would not like underaged
people to avail themselves of: the sale of alcoholic beverages, sex-
oriented material, purchases. People who are underage shouldn’t be
allowed to freely buy things in the name of the family.

The notion that because some people will abuse something, you
prevent everybody from doing it, is as great a threat to the liberty
of the individual as any philosophy I have ever seen. And it also,
of course, stops nothing. There are people who gamble to excess,
there are people who drink to excess, there are people who smoke
to excess, there are young people who play video games to excess,
there are people who diet to excess; they do all manner of things
to excess. And again, in a free society individuals are given infor-
anation and allowed to make their choices and not prohibited from

oing it.

I do remember an argument that was made on the Floor of the
House by the lead sponsor of the bill, originally the gentleman from
Iowa, when he said, this Internet gambling adds nothing to the
GDP, so we can ban it. Well, whether it does or doesn’t is arguable,
but I have to say the notion that if something does not add to the
GDP, we have a right to ban it, is chilling and it has negative im-
plications for personal freedom.

There are large numbers of people in this country who enjoy
gambling on the Internet. I believe we should do what we can to
regulate this as you regulate other activities. But the notion that
this Congress should tell millions of adult Americans that we know
better than they what they should do with their own money on
their own time on their own computers seems to me to be a very
grave error, and I hope that this whole legislation is repealed.

The CHAIRMAN. The gentleman from Alabama is now recognized
for how much time?

Mr. BacHUS. For 10 minutes.

I thank the chairman. I think, as all of us know, Chairman
Frank and I have very different views on this, and we approach
this very differently. He wants to legalize Internet gambling, and
then he wants to tax it. On the other hand, I believe that Internet
gambling is and has been and will continue to be a substantial
threat to our youth, and that any economic benefit from taxing
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Internet gambling would be more than offset by the harm it causes
our young people.

And we have had hearing after hearing where experts testified
as to really what we have as a wave of young Americans who are
addicted to gambling and the problems that causes, which are in
many cases heartbreaking. I saw an article in The New York Times
where one mother wrote a letter to the editor describing the horror
that had been created from her son whom she basically has lost to
Internet gambling.

Internet gambling characteristics are unique. Online players can
gamble 24-hours-a-day, 7-days-a-week from home. Children may
play without sufficient age verification, and they can bet with a
credit card. We have had testimony before that this undercuts a
player, particularly a young person’s perception of the value of
cash; that the younger you become engaged in this behavior, the
more addictive it is. It actually wires the brains of some of our
young people. It leads to addiction, bankruptcy, and crime. We
have actually had testimony that one of the most outstanding
young football players from a Florida university, his whole career
was ruined, and that career started with Internet gambling at a
young age. He, in fact, was arrested for burglarizing a business to
pay for gambling debts.

Young people are particularly at risk because if you put a com-
puter in a bedroom or a dorm room of a young person, it is a temp-
tation that many fall prey to. It is simply asking too much of young
people that they resist this temptation.

The chairman talks about America and what it stands for, and
one of the things it stands for is not telling adults what they can
and cannot do. But one thing that America also stands for, and I
think every society, whether it is American society or any other so-
ciety, I think one of our number one goals ought to be protecting
our youth. We certainly do not allow people to come into their bed-
room and serve them liquor at a young age or sell them pornog-
raphy. And the fact that the chairman says, well, you know, you
can buy pornography on the Internet, you can order liquor on the
Internet, you ought to be able to allow Internet gambling, I think
makes no sense whatsoever.

For more than a decade, the majority of this Congress has
worked for and voted for legislation to combat illegal Internet gam-
bling. It has always been illegal in the United States, but no one
could enforce the law because these criminal enterprises operated
offshore. They operated offshore because that removed them from
the long arm of not only the Justice Department, but also other law
enforcement agencies.

We have had letters from the great majority of attorneys general
telling us that without some legislation such as the legislation that
we passed in 2006, they were powerless to stop Internet gambling,
which was against the law of all their States. And I will remind
anyone who is interested in this subject that it is the States and
the people of the States, adults in those States, who have gone to
the polls or their legislative representatives have passed laws say-
ing that illegal Internet gambling should be stopped. The States
prohibit it, and the last time I looked, all of them did it through
a democratic process.
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In a nation of law, it only makes sense to try to put these illegal
Internet criminal enterprises out of business and not reward them
as the chairman would do. Congress took a major step towards pro-
tecting our youth and stopping this illegal activity with the passage
of the 2006 Unlawful Internet Gambling Enforcement Act. It is
that Act that the chairman continues to try to repeal or postpone
enactment of, and obviously he has allies at the Treasury Depart-
ment and the Federal Reserve who last week announced that they
were again delaying implementation of the law another 6 months.
These regulations should have been finalized and implemented
more than 2 years ago. This Congress voted; the House voted by
an overwhelming number, over 330 Members, as I recall, over
three-fourths of the Congress, to stop illegal Internet gambling.
And, Mr. Chairman, I think it is time for you, the Treasury, and
the Fed to stop delaying the will of the great majority of this Con-
g}ll'es.s1 and the American people. Quit the foot dragging and enforce
this law.

The Fed is not here today. The chairman didn’t ask the Fed or
the Justice Department to come in and defend themselves because
they really have no defense. It is they who ought to be testifying
today and not most of the witnesses, many of whose studies are
funded by the gambling industry or their associations are sup-
ported by the gambling industry.

The absence of the Justice Department and the Federal Reserve
is particularly egregious in light of a letter I received from the FBI
earlier this month. Without objection, I would like to submit that
letter for the record now.

The CHAIRMAN. Without objection, it is so ordered.

Mr. BAcHUS. In the letter, the FBI warns that technology exists
to facilitate undetectable manipulation of online poker games. The
FBI warns that technology can be used in peer-to-peer games to il-
legally transfer ill-gotten gains from one person to another. The
FBI, in their letter, rejects claims from vendors who say they can
validate age and location.

The witnesses today are going to again testify that technology is
available to keep minors from gambling on the Internet. The FBI’s
letter rejects that contention. So the law enforcement agency, the
Federal law enforcement agency, actually says that these so-called
protections won’t work.

Before the UIGEA, offshore Internet casinos were proliferating,
raking in more than $6 billion annually from Americans, $6 billion.
We found out through disclosures that about $40 million of that
has been spent right here in Washington, D.C., hiring lobbyists.
One of the first lobbyists they hired was Jack Abramoff. If Con-
gress repeals the law, we will continue to have these online casi-
nos.

In the next 5 years, Chairman Frank, I feel that if you are suc-
cessful in creating a Federal right to gamble on the Internet, we
will create a generation of tens of millions of Americans who from
their youth will be addicted to Internet gambling and, therefore,
lifelong problem gamblers. That is a problem for all of us. Gam-
blers will be able to place bets from their home computers, but also
from their BlackBerries as they drive home from work, or their
iPhones as they wait in line at the grocery store. One company has
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already developed an iPhone gambling software and plans to re-
lease it whenever the law is reversed. They have announced that.
I will do everything I can to make sure this never happens.

In conclusion, Mr. Chairman, supporters of the legalization of
Internet gambling argue that prohibition has sent Internet gam-
bling underground and left the vulnerable unprotected, but that
was the case before our law. The vulnerable were unprotected be-
cause companies that tap the American market violated our laws
and our protections. No amount of regulation can begin to protect
against this particularly predatory and abusive intrusion into
American homes and the harm it is causing our youth. No ap-
proach to blocking Internet gambling will ever be perfect, but what
we have fashioned is our best hope.

I yield back the balance of my time.

The CHAIRMAN. I yield myself my remaining 5 minutes.

First, when we announced this hearing, a member of the Minor-
ity staff said that if we had a hearing, they would ask us for official
representatives, but I received no such request. If the gentleman
has a record of a request to me—he often writes me letters and
asks for hearings. We had one yesterday at his request, but I don’t
recall a request to me for this one.

Mr. BacHUS. I supplied that request. Our staff repeatedly, over
the last week or two, has asked that you call the members of the
committee here. And I will introduce that for the record.

The CHAIRMAN. I was surprised. In writing?

Mr. BACHUS. Yes.

The CHAIRMAN. We are talking about oral staff-to-staff.

Mr. BAcHUS. Not only that, but e-mail correspondence.

The CHAIRMAN. We got e-mail correspondence asking as of what
date?

Mr. BAacHUS. I will get that to you.

The CHAIRMAN. I haven’t seen it. But I will say this: The gen-
tleman from Alabama, when he was concerned about a hearing,
asked about one or asked about witnesses, he has never brought
this up to me.

Mr. BacHUS. Well—

The CHAIRMAN. I am sorry, my time. Those are the rules.

The gentleman said he asked this. We had a hearing yesterday
at his request, as he noted. We frequently have hearings at the re-
quest of the Minority. We have a hearing on covered bonds coming
up. I sit next to the gentleman. He is very vocal when he has
things that he cares about, and he never referred that to me.

Secondly, I do want to say with regard to the delay, the gen-
tleman said they have been dragging their feet for over 2 years. Let
us be clear that the great bulk of that 2 years was under the Bush
Administration. After all, it was the Bush Administration that was
there for most of the time. They did—and here is one of the reasons
why I think they should have been suspended—issue a midnight
regulation. President Bush had said towards the end of his term
that he wasn’t going to issue last-minute regulations, and this one
was issued at the very last minute just before he went out of office,
not a practice that ought to be condoned.

It is also the case that there are two arguments here: one is
about the law; and the other is about the extraordinary burden it
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imposes on the banking industry. It co-opts them to be the
antigambling cops. The fact is that overwhelmingly, people in the
financial industry have said that putting the burden on them to de-
cide what is or isn’t a payment for gambling is a great burden on
them at a bad time. And in fact, when the testimony came, particu-
larly from the Federal Reserve, the Federal Reserve made it very
clear that they didn’t think much of this law, they didn’t think—
not from the standpoint of the morality of gambling or not, but
from the standpoint of whether or not it was possible in a reason-
able way to enforce it. And that is a very big issue here with the
problems banks now have, and this is for all banks, big banks, lit-
tle banks. With the problems they now have, imposing this duty on
them seems to me very odd.

I also want to say that I was astounded by the gentleman’s pre-
diction that millions of young Americans will become gambling ad-
dicts if they can gamble. I have heard hyperbole in my years here.
The notion that millions of young Americans will become addicts
is based on absolutely no factual evidence whatsoever. There are
addicts to gambling, there are addicts to video games, there are ad-
dicts to cigarettes, and there are addicts to a lot of things that
shouldn’t be there.

And the gentleman said, well, it is in the bedroom the liquor has
to be delivered. But pornography doesn’t have to be delivered. Por-
nography can be accessed directly on the Web. There are things
you can access directly on the Web that we don’t think young peo-
ple should see.

And I have to be clear and say I don’t think this is simply about
protecting young people. That may be the main motivation from
the gentleman from Alabama. We have a lot of people in this coun-
try who think gambling is wrong and want to prevent adults from
doing it, and that is not something to which we should be giving
approval.

And we come back to this general view. Yes, there was a football
player who became addicted, a woman’s son became addicted, there
are addictions of various sorts. The notion that you end the legal
ability of adults to spend their own money on an activity that
harms no one at all because some minority of people will abuse it
is a recipe for the destruction of individual freedom, and that is
what we are talking about. And it is especially done in a way that
imposes great regulatory burdens. Of all the regulatory burdens we
have talked about imposing on the financial industry, this one ap-
pears to be the greatest.

So I simply want to reiterate we are talking here about personal
freedom. And, again, the principle we are adopting—and, by the
way, it is also the principle of Internet freedom. This would then
mean it was easier to do things offline than online.

You also have the argument, by the way, the poker players. I
think to suggest that the millions of Americans who play poker and
play poker on the Internet, that they are addicts or about to be ad-
dicts or people who are fostering addiction is both inaccurate and
terribly unfair. So I hope we will go forward with this legislation.

And now let me call on the gentlewoman from West Virginia,
who wanted to introduce one of the witnesses.
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Mrs. CapiTO. Thank you, Mr. Chairman. I would like to intro-
duce one of the witnesses, Sam Vallandingham, to the committee
this morning. He is currently the vice president and chief informa-
tion officer of First State Bank in Barboursville, West Virginia, and
he is testifying today on behalf of the Independent Community
Bankers of America. Sam and his family, their bank, has had a
presence in West Virginia for over 100 years, and I have had the
fortunate opportunity to work with Sam over my 9 years in Con-
gress. He is a tireless advocate for community banking in West Vir-
ginia and in his local community of Barboursville, and he is a great
West Virginian.

Welcome, Sam.

STATEMENT OF SAMUEL A. VALLANDINGHAM, CHIEF INFOR-
MATION OFFICER AND VICE PRESIDENT, THE FIRST STATE
BANK, ON BEHALF OF THE INDEPENDENT COMMUNITY
BANKERS OF AMERICA (ICBA)

Mr. VALLANDINGHAM. Thank you, Mrs. Capito.

Chairman Frank, Ranking Member Bachus, and members of the
committee, my name is Sam Vallandingham. I am vice president
and chief information officer of the 104-year-old First State Bank
in Barboursville, West Virginia. I am also vice chairman of the pay-
ments and technology committee for the Independent Community
Bankers of America. Barboursville is an historic town of 3,200 peo-
ple in the far western part of the State near the Kentucky border.
Our bank employs 58 people at 3 locations and holds close to $214
million in assets.

Banking has been in my family for four generations. My great-
grandfather, a Kentucky tobacco farmer, sold his farm to raise cap-
ital to start First State Bank. It was said my grandfather came to
West Virginia in a horse and buggy, and those two were eventually
sold with the proceeds used to set up the bank. The original char-
ter, dated September 1, 1905, and the certificate of authority still
hang on the wall in the bank’s main office.

I am pleased to represent community bankers and ICBA’s 5,000
members at this important hearing on H.R. 2266, the Reasonable
Prudence in Regulation Act, and H.R. 2267, the Internet Gambling
Regulation, Consumer Protection, and Enforcement Act. ICBA com-
mends Chairman Frank for introducing this legislation, which
would provide greater certainty for all concerned.

Throughout these deliberations, ICBA has not taken a position
on the appropriateness of prohibiting Internet gambling. We did,
however, express our concerns over the burdens that the commu-
nity banking industry and payment system would face if charged
with identifying and blocking unlawful Internet gambling payment
transactions. Payment systems were not designed for this function,
and such requirements would undermine payment system -effi-
ciencies.

The added burden of monitoring all payment transactions for the
taint of unlawful Internet gambling would drain finite resources
currently engaged in complying with antiterrorism, anti-money
laundering regulations, the plethora of new regulations emerging
from the financial crisis, and the daily operation of community
banks to meet the financial needs of their customers and commu-
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nities. Therefore, we greatly appreciate your decision to include the
ICBA-supported provisions granting Treasury and the Federal Re-
serve authority to exempt certain transactions when transaction
tracking and blocking is not reasonably practical.

But the law still requires banks to avoid doing business with un-
lawful Internet gambling companies. Unfortunately, the law fails to
define unlawful Internet gambling, which is vitally necessary if
banks are to comply with the law. As a result, the burden of identi-
fying which entities are engaged in unlawful Internet gambling
rests solely on financial institutions. Community banks are re-
quired to determine whether current or prospective customers are
in violation of diverse Federal, State, and Indian tribal gaming
laws.

Obviously this is not workable. Therefore, ICBA strongly en-
dorses H.R. 2267, the Internet Gambling Regulation, Consumer
Protection, and Enforcement Act, which establishes a Federal regu-
latory and enforcement framework for licensing Internet gambling
operators. The certainty provided by this approach is key to our
support. ICBA strongly urges the committee and Congress to expe-
ditiously pass H.R. 2267.

Mr. Chairman, ICBA greatly appreciates your efforts to enact
this legislation. While you and your colleagues must decide on the
Nation’s policy for Internet gambling, we hope you can all agree
that the Nation’s community banks, as well as other participants
in the payment systems, should not be put in the impossible posi-
tion of making legal judgments about which individual businesses
are or are not engaged in unlawful Internet gambling. That would
create an unnecessary burden and require nongovernmental enti-
ties to make decisions that should be made by law enforcement
agencies and the court system.

Thank you for my time.

[The prepared statement of Mr. Vallandingham can be found on
page 156 of the appendix.]

The CHAIRMAN. Before going to the next witness, I would like to
apologize to the ranking member. Apparently on Tuesday after-
noon, at 3:40, we did get an e-mail. I was busy with the markup
on the Financial Services, but that is no excuse for my not having
paid attention to this, so I apologize. We did get an e-mail. It was
late Tuesday afternoon, but it was a request that Treasury, the
Fed, and the Department of Justice should testify today. Obviously,
it would have been better if it had come out earlier, in the sense
that you don’t usually give people 1 day’s notice to testify. But I
was wrong when I said I had not heard from the ranking member.
Yes, his staff did send an e-mail on Tuesday afternoon at 3:40 ask-
ing for those witnesses, so I apologize for my comments.

Mr. BAcHUS. Mr. Chairman?

The CHAIRMAN. Yes.

Mr. BACHUS. Let me say this. What that e-mail says is that we
want to again reiterate that we hope for them to testify.

The CHAIRMAN. I understand that, but I had no previous
iteration.

Mr. BAcHUS. Right. And I will say this. I think what maybe we
can both agree on is that the Treasury and the Fed at some later



9

date will come and testify. I think that would be a solution we
could both agree with.

The CHAIRMAN. I agree, because they have postponed this for 6
months, and we will be having a legislative hearing later on as well
on—we are having one now, but we will. I got the reiteration, I
didn’t get the iteration, but I will accept it.

Mr. BAacHUS. Thank you. As long as in the next few months, the
Treasury and the Fed do come up.

The CHAIRMAN. Let me just say, from my standpoint, the Federal
Reserve gave one of the best cases against this whole operation I
have ever heard, so I certainly have no hesitancy in having the
Federal Reserve repeat that performance.

Mr. BAcHUS. Right.

The CHAIRMAN. Or reiterate it to you.

Mr. BACHUS. Thank you. I appreciate it.

The CHAIRMAN. All right. We will now go back into the regular
order. Next, we will hear from the Honorable Robert Martin, who
is tribal chairman of the Morongo Band of Mission Indians.

STATEMENT OF THE HONORABLE ROBERT MARTIN, TRIBAL
CHAIRMAN, MORONGO BAND OF MISSION INDIANS

Mr. MARTIN. Mr. Chairman and members of the committee,
thank you for providing us with this opportunity to comment on
H.R. 2266 and H.R. 2267. I ask that my written testimony be made
a part of the record.

The CHAIRMAN. Without objection. And we have other statements
that have been submitted both through the Majority and the Mi-
nﬁritér, and they will all be made part of the record, so please go
ahead.

Mr. MARTIN. My name is Robert Martin, and I am the tribal
chairman of the Morongo Band of Mission Indians in Riverside
County, California. I am speaking today on behalf of the members
of my tribe, my tribal government, and the thousands of people we
employ. Morongo is a federally recognized Indian tribe comprised
of about 1,000 members, half of whom live on our 37,000-acre res-
ervation located at the foot of the San Gorgonio Mountains between
Los Angeles and Palm Springs.

H.R. 2266 proposes a safe harbor for those currently engaged in
illegal online gaming from the regulations mandated by the Unlaw-
ful Internet Gambling Enforcement Act for 1 year or until H.R.
2267 can be enacted. H.R. 2267 would authorize and create a li-
censing regime for the use of the Internet for various forms of on-
line gambling and provides for the regulation of those games.

We are here today to ask why Congress would want to protect
foreign illegal operators to the detriment of existing American jobs.
In summary, we stand in opposition to these bills because the legis-
lation will do nothing but legalize offshore gaming at the expense
of American jobs.

The Indian Gaming Regulatory Act of 1988 was enacted to assist
tribes in the development of reservation jobs. Under the 1988 law,
tribes were restricted to offer gaming only from Indian lands, and
enactment of the legislation being considered today will place us at
a competitive disadvantage relative to all other nongaming inter-
ests and current law. The Unlawful Internet Gaming Enforcement
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Act provides a constructive pathway for those who wish to offer
Internet gaming on a State-by-State basis, and that law should be
given time to become effective in its own right.

Mr. Chairman, I am also troubled by the fact that the Treasury
Department has now granted a 6-month reprieve from the imple-
mentation of the 2006 Unlawful Internet Gaming Enforcement Act.
In a memorandum signed by President Obama on November 5,
2009, the President declared his commitment to fulfilling the con-
sultation requirement of Executive Order 13175, a directive origi-
nally issued by President Clinton on November 6, 2000. Executive
Order 13175 calls for regular meaningful consultation in collabora-
tion with tribal officials in the development of Federal policy.
Tribes were not consulted on this extension of our interest in the
law and were not considered. Jobs are being lost, and capital is
fleeing our shores every day that the 2000 Act fails to be enforced.

Tribes generated $25.9 billion in gross gaming revenues. Tribes
also produced another $3.2 billion in gross revenues from related
resorts, hotels, restaurants, and other lodging or restaurant
venues. Tribal gaming has created more than 600,000 jobs nation-
wide. Tribal gaming has delivered $8 billion in Federal taxes and
saved the government millions more in unemployment and welfare
payments.

We have invested in our operations because we have been en-
couraged by the U.S. Government to do so. By following the law,
we are now facing unfair competition as a result of the threats of
these bills. Please allow the current regulatory scheme to work and
protect that which we have so carefully built.

Thank you for your consideration of our concerns.

[The prepared statement of Mr. Martin can be found on page 49
of the appendix.]

The CHAIRMAN. Next, is Ms. Parry Aftab, who is executive direc-
tor of WiredSafety.

STATEMENT OF PARRY AFTAB, EXECUTIVE DIRECTOR,
WIREDSAFETY

Ms. AfFTAB. Thank you, Chairman Frank, Ranking Member
Bachus, and members of the House Committee on Financial Serv-
ices for giving me the opportunity to testify here today.

It is interesting as I have heard both opening statements, we
agree at WiredSafety that children need to be protected. All of us
are unpaid volunteers in a grassroots organization that is the
world’s largest and oldest Internet safety organization. I have
about 16,000 volunteers in 76 countries around the world. We care
desperately about the issues here. We act as an Internet safety or-
ganization and a help group dealing with all digital risks, all demo-
graphics and all digital technologies. We were appointed as one of
the 29 members of the Internet Safety Technical Task Force that
was run by the Berkman Center at Harvard, and appointed to
issue a report to 49 of the 50 States attorneys general, and I was
recently appointed as one of the 24 members of the NTIA working
group on online safety that was commissioned to render a report
to Congress in June of this coming year on child safety issues. We
advise local and Federal and State and international governmental
agencies and nonprofits.
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Personally, I am an Internet privacy and security lawyer, but I
haven’t practiced law in a long time since creating the charity and
donating my time to running it. In 1997, almost 13 years ago, I
wrote the very first book on Internet safety for parents called, “The
Parents Guide to the Internet.” My mother made me do it. It con-
tained a chapter that dealt with online gambling. It was called,
“Are We Raising Riverboat Gamblers?”

Three-and-a-half years after the launch of the Web, we recog-
nized that online gambling was a problem, something parents
didn’t understand and weren’t sure how to deal with. In 1999, I
wrote, “The Parents Guide to Protecting Your Children in Cyber-
space” for McGraw-Hill that also contained a chapter, and it was
replicated around the world as the book was rewritten and pub-
lished in various jurisdictions.

Most people are aware of the moral arguments against gambling.
A lot of people are aware of the regulatory and legal issues. Few
of them understand that this really is a consumer protection prob-
lem. That is why I am at this table today. I have been following
online gaming issues for a very long time. They affect not only chil-
dren and parents, but there are people who are problem gamblers
of all ages. We also have senior citizens who get online and may
be scammed by rogue sites which take their money and make them
promises and never pay on those bets. And I get e-mails; I get
about 1,000 e-mails a day from people who come to us for help, and
many of those are relating to online gambling.

Now, it is particularly interesting, and I call it ironic, that I am
sitting here today saying that the only way to protect consumers
from online gambling risks is by legalizing it. And I never thought
I would ever say such a thing. But if we don’t legalize it, we can’t
regulate it. And what I am finding now is that we are acting a bit
like the “hear no evil, see no evil,” and we have taken an approach
that the only way to address online gambling, illegal online gam-
bling, is by regulating the money systems, the financial systems.
And I think that is an important piece of an entire puzzle, but the
other pieces aren’t there yet.

I think we need to both approach this from a holistic approach.
We need to educate parents. We need to provide security software
tools and parental control tools that are out there. Other countries
are doing that. We need to make sure that if online gambling sites
are regulated and licensed, we know who they are, we know who
is behind them. We can look to a lot of the brick-and-mortar regu-
latory schemes for making sure that we are dealing with trust-
worthy people, and their books are open so we know what money
they are taking in and what money they are paying out to make
sure that their processes are in place.

We can make sure that we teach the people who are gambling
on these sites who are adults that use the latest technology to keep
out everyone but adults. That means there may be some adults
who aren’t going to pass those screening tests, but it is a multi-
layer approach. And this technology has changed dramatically
since the Children OnLine Protection Act case was first determined
almost 3 years ago.

There are lots of different systems that you can put in place
which, when combined, will keep most of the kids out. Are they



12

going to be able to keep a kid out if their father has opened up
their online gambling account and forgot to close it off? Probably
not, unless we put a system in place that closes that after the end
of 15 minutes. Nothing is perfect, but whatever we do is better
than what we have now.

We need to make sure that these sites are also using the latest
methods to keep out malware and spyware, and that they are pro-
tecting our data and the personal information that is being given
to them.

I do not advocate gambling anywhere; I advocate the protection
of consumers and families and children. Representative Bachus and
I are in full alignment, and I have many volunteers in his jurisdic-
tion. We spend a great deal of time protecting children. As a citizen
and a taxpayer, I would like us to have tax, but that is not why
I am here. I think that we can put something together if we take
the great minds in this room and outside and come together with
something that will be a holistic approach and will look to the rest.

I thought these things would work. I have been working in this
area for a long time trying to come up with practical approaches,
but rather than putting my opinion out there, we commissioned a
study. It was indeed paid for by gaming interests, but very care-
fully done so that no one controlled the results. I didn’t, and nei-
ther did they. And we turned to one of the most respected law en-
forcement officials and academics at the JFK Center at Harvard
and asked him to look at existing regulatory schemes and look at
all of the 10 risks that we identified and see if there is something
outside of what I thought would work to put this together. You will
be hearing from Mr. Sparrow shortly, and he can address those.

But I think, if working together, we can address these issues, all
of our common concerns. We can make a difference. And perhaps
the law that exists right now is an important part of that. I can’t
opine as to that. I can only tell you we need to do something, be-
cause whatever we have right now isn’t enough.

[The prepared statement of Ms. Aftab can be found on page 35
of the appendix.]

Mrs. MALONEY. [presiding] Thank you very much for your testi-
mony today.

Next, Professor Malcolm Sparrow.

STATEMENT OF MALCOLM K. SPARROW, PROFESSOR, JOHN F.
KENNEDY SCHOOL OF GOVERNMENT, HARVARD UNIVERSITY

Mr. SPARROW. Thank you, Chairman Frank, Ranking Member
Bachus, and distinguished members of the House Committee on Fi-
nancial Services. My name is Malcolm Sparrow. I teach regulatory
and enforcement policy and operational risk control mostly to gov-
ernment regulators at Harvard’s John F. Kennedy School of Gov-
ernment. My background is in regulatory policy and practice rather
than in any extensive prior knowledge of the gaming industry or
gambling behavior per se.

Parry Aftab has described the genesis of the report, and I think
it is available to committee members, released yesterday. I think
I should spend just a few minutes saying what the report does and
what it does not attempt to do.
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Our analysis did not directly address whether online gambling
should be legalized. In focusing on managing risks associated with
gambling, we did not weigh moral arguments or religious objec-
tions, nor did we examine broadly libertarian arguments in favor
of allowing adults to engage in pastimes that they may enjoy. In-
stead we concentrated more narrowly on the obligations of govern-
ment to protect citizens in general and vulnerable groups of citi-
zens in particular from any unnecessary exposure to harm. We
sought to: first, identify the specific risks that are associated with
or perceived to be associated with Internet gambling; second, deter-
mine what kinds of regulatory strategies would best control or
manage those risks; and third, determine what we could say in ad-
vance about how effective such strategies might be.

If you have a copy of my written testimony, the list of 10 appears
on page 3. I won’t run through it now. It also appears in table 1
at the back of the testimony, where it makes some comparison be-
tween current protections and potential protections under a legal-
ized and regulated regime.

As Mr. Bachus commented, $6 billion is currently spent by U.S.
residents gambling abroad at the moment. The status quo produces
a situation where many U.S. residents use online gambling services
despite existing statutory restrictions. The share of the U.S. global
market is estimated to be between one-third and one-quarter of the
global trade.

The net effect of the attempts to prohibit online gambling has in-
stead pushed gambling offshore. Sites are readily available to U.S.
residents through the essentially borderless medium of the Inter-
net. Some of the foreign sites are well-regulated, such as those
based in the United Kingdom, Alderney and Gibraltar. And others
are less well-regulated or completely unregulated, such as those in
Antigua, Grenada or the Kahnawake Mohawk territory, Canada.

As a result of the global gaming industry’s adaptations to exist-
ing U.S. strategy, the United States finds itself in this position:
The United States incurs all of the social costs related to U.S. resi-
dents gambling online. The United States exercises no jurisdic-
tional control over the gaming sites that serve U.S. residents. The
United States is unable to offer its own residents who choose to
gamble on overseas sites any consumer protections or to implement
any other harm-reducing strategies. And the United States is not
able to qualify industry participants or even to exclude organized
criminal groups from competing for the business of U.S.-based cus-
tomers.

The net conclusion of this report is that legalization with regula-
tion would provide U.S. authorities the power to grant or deny li-
censes and to impose significant sanctions on non-compliant licens-
ees. Such licenses would be extremely valuable to site operators.
Compliance with any regulatory requirements and strict licensing
conditions that Congress chooses to impose in return for the privi-
lege of a license would therefore become a core business imperative
for the gaming industry. I have examined the proposed legislation
and believe it provides an adequate framework within which nec-
essary safeguards could be designed and implemented.

If the United States decides to legalize and regulate online gam-
bling sites, we would expect that most U.S. resident gamblers
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would be diverted eventually from overseas sites towards reputable
and trusted domestic operators. In the long run, reputable gam-
bling operations under American control should come to dominate
online gambling opportunities selected by U.S. residents. And if
that happens, all categories of risk would be better controlled than
they are at present, and I believe that U.S. consumers would be
better protected.

I am happy to assist the committee in any way that I can. Thank
you, Mr. Chairman, for the opportunity.

[The prepared statement of Mr. Sparrow can be found on page
53 of the appendix.]

The CHAIRMAN. Thank you.

Next is Keith Whyte, who is executive director of the National
Council on Problem Gambling.

STATEMENT OF KEITH S. WHYTE, EXECUTIVE DIRECTOR,
NATIONAL COUNCIL ON PROBLEM GAMBLING (NCPG)

Mr. WHYTE. Chairman Frank, Ranking Member Bachus, and
members of the committee, thank you for the opportunity to testify
on these bills.

The National Council on Problem Gambling is the national advo-
cate for programs and services to assist problem gamblers and
their families. As the advocate for problem gamblers, NCPG does
not take a position for or against legalized gambling, but con-
centrates on the goal of helping those with gambling problems. We
were founded in 1972 and have a 37-year history of independence
and neutrality that makes the National Council on Problem Gam-
bling the most objective and incredible voice on problem gambling
issues. We are a 501(c)(3) not-for-profit corporation, and we do not
accept any restrictions on our contributions.

The National Council on Problem Gambling neither supports nor
opposes H.R. 2266 or H.R. 2267. My purpose here today is to pro-
vide a broader perspective on problem gambling to assist the com-
mittee in its consideration of these matters, as problem gambling
frequently comes up in the discussions of both proponents and op-
ponents of the legislation.

Problem gambling is an important public health disorder charac-
terized by increasing preoccupation with and loss of control over
gambling, restlessness or irritability when attempting to stop gam-
bling, and/or continued gambling despite serious negative con-
sequences. Approximately 2 million adults, which is 1 percent of
the population, meet criteria for pathological gambling in a given
year. An additional 4 to 6 million adults, another 2 to 3 percent,
plus 500,000 youth between the ages of 12 to 17 show less severe
but still serious symptoms of a gambling problem in a given year.

The estimated social cost to families and communities from gam-
bling-related bankruptcy, divorce, crime, and job loss was almost
$7 billion last year. Problem gamblers also have high rates of other
health problems and disorders. But regardless of the legality of
Internet gambling, millions of Americans today right now are expe-
riencing gambling problems devastating themselves, their families,
and their communities.

The only research information we have on Internet gambling
shows that Internet gambling in the United States, Canada, and
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the United Kingdom has the lowest participation rates of any form
of gambling, whether legal or illegal.

Internet gamblers are also extremely likely to gamble in multiple
traditional forms, if you will, to the extent that it appears that
Internet gambling is an add-on for people already involved in gam-
bling. Internet gamblers who spend significant amounts of time
and money, while relatively rare, are, of course, more likely to meet
problem gambling criteria.

While participation in Internet gambling by U.S. residents ap-
peared to decline after the passage of the Unlawful Internet Gam-
bling Enforcement Act, UIGEA, we did not see a decrease in indica-
tors of gambling problems, such as helpline calls. If you will refer
to my written testimony, we have a chart of the last 10 years of
helpline calls to the national helpline number, which is the largest
problem gambling helpline in the world. There are a number of
possible explanations, of course, for the continued rise in these sta-
tistics, including the fact that our timeframe is too short to see
what impact UIGEA may or may not have had on rates of problem
gambling in the United States or rates of help-seeking for problem
gambling in the United States.

It is likely that individuals with gambling problems will find the
Internet attractive for pursuing their addiction. Risk factors for
gambling problems on the Internet include high speed of play, per-
ceived anonymity, social isolation, and, of course, the use of credit
or noncash means to finance the gambling, as well as the 24-hour
access. However, it is important to note many of these factors can
also be found in more traditional forms of gambling. These factors
are mutable and are not specific to any one form of gambling or
one delivery system of gambling.

The graphical interactive structure of the Internet provides an
opportunity to create informed consumers with access to a variety
of information designed to encourage safe choices and to discourage
unsafe behavior. The technology also exists to allow players and op-
erators to set limits on time wagers, deposits, as well as to exclude
themselves. These programs can be improved by utilizing the data
collected by these Web sites to develop profiles of general online
wager and behavior.

We urge the committee to add language to require operators as
a condition of licensure to provide public access to de-identified
data on player behavior for research purposes. It is important in
that the gambling regulation is only a small part of a comprehen-
sive solution for underage and problem gambling. A comprehensive
solution would, of course, include funded programs for prevention,
education, treatment, enforcement, and research to effectively ad-
dress the mental health disorder problem gambling. It is regret-
table that H.R. 2267 does not contain any funding for such pro-
grams.

We call the committee’s attention to H.R. 2906, the Comprehen-
sive Problem Gambling Act of 2009, which would amend the Public
Health Service Act to authorize Federal health agencies to address
problem gambling and would appropriate a total of $71 million over
5 years for competitive grants to States, tribes, universities, and
nonprofit organizations for the prevention, treatment, and research
of problem gambling. We appreciate that Chairman Frank and sev-
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eral committee members are cosponsors of the bill, and urge all
Members to support this groundbreaking legislation as—because,
as Ranking Member Bachus said, problem gambling is a problem
for us all.

There is not a single cent of Federal money that is dedicated to
the prevention, education, treatment, enforcement or research of
problem gambling. We believe the most ethical and effective re-
sponse to problem gambling issues raised by gambling and by
Internet gambling regardless of the legality is a comprehensive
public health approach. Problem gambling, like other diseases of
addiction, will likely never be eliminated, but we can and must
make better efforts to minimize and mitigate the damage.

Chairman Frank and members of the committee, thank you for
the opportunity to testify.

[The prepared statement of Mr. Whyte can be found on page 163
of the appendix.]

The CHAIRMAN. Thank you.

GrNext: is Jim Dowling, who is representing the Dowling Advisory
roup.

STATEMENT OF JAMES F. DOWLING, PRESIDENT AND
MANAGING DIRECTOR, DOWLING ADVISORY GROUP

Mr. DOWLING. Good morning. I would like to thank Chairman
Frank and Ranking Member Bachus for the opportunity to come
testify here today. My name is Jim Dowling, and I have dedicated
my entire adult professional life to fighting fraud and anti-money
laundering and now terrorism financing.

As a special agent with the Criminal Investigation Division of
the Internal Revenue Service, I conducted numerous complex fraud
and money laundering investigations. As an undercover agent, I in-
filtrated criminal organizations that were laundering money in an
attempt to take them down and dismantle them.

Later, as the anti-money laundering advisor to the White House
Drug Policy Office, I provided anti-money laundering advice to
ONDCP, Federal law enforcement agencies, Federal regulators,
and the Intelligence Community. After retiring from government
service, I now work with financial institutions and casinos to help
them improve their anti-money laundering and anti-terrorism pro-
grams, along with those of casinos and financial institutions.

I come here today as neither a friend nor a foe of the current leg-
islation pending before this committee. I am here to talk about
some of the perils from both fraud and anti-money laundering and
terrorism financing here.

Under the Unlawful Internet Gaming Enforcement Act, the bur-
den placed upon financial institutions to identify and stop and
block transactions relating to online gaming associations places
them in a difficult position. It makes them become the law enforce-
ment agency, and at times, the judge and jury as to what they are
going to be doing there.

I understand the reluctance of the Department of Justice to pro-
vide them with such a list which would, in effect, be out-of-date as
soon as that list is published. And that is one of the perils that we
have regarding Internet gaming.
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As you can see from my written comments on this matter, there
are wildly exaggerated figures on one side and down to some more
conservative figures as to how much is involved in Internet gam-
ing. The reason that those figures vary so widely is because it is
right now illegal and people are reluctant to tell you how much
they are making. But nonetheless, it is safe to say that there are
billions of dollars at stake here.

If you take a look at some of the advisories that have come out
from the Financial Action Task Force, also known as FATF, it is
recognized as the global leader and benchmark for all of the gov-
ernments in the world to identify fraud, money laundering, and ter-
rorism financing. FATF has issued three advisories relating to the
perils and pitfalls of not only Internet gaming, but gaming in par-
ticular in the threats for money laundering and terrorism financ-
ing.
If you look at some of the specifics that they mention in that re-
port, they identify some of the challenges that would be met by
someone trying to regulate Internet gaming. And some of those
challenges, I would have to say, are rather significant.

In addition to that, several years ago, the GAO presented a re-
port to this very committee which talked about the challenges in
trying to regulate an online gaming industry. Some of those chal-
lenges still exist today, but have only become exacerbated because
of the advances in technology and the perils that would be caused
because of that.

In addition to that, FinCEN has recently issued an advisory re-
garding land-based casinos and some of the challenges that are
faced there and some of the money laundering threats that would
come from there.

If you take a look at land-based casinos, whether they are tribal
or other types of casinos, they have very good policies and proce-
dures in place regarding customer identification programs which is
required under 31 CFR Part 103.

If you take a look at some of those things that casinos do now,
they have very sophisticated electronic systems that help them
identify people who are actually conducting the gaming in their in-
stitution. That is supplemented by actual foot surveillance that is
in casinos. And that is usually backed up by a strong compliance
department which does transactional monitoring to determine what
the particular gamblers are doing there.

Supplementing all of those systems is an independent State regu-
latory agency that each casino has, whether it is tribal or other,
and those individuals are on the casino floor 24-hours-a-day, 7-
days-a-week, 365-days-a-year to supplement what the casino’s
doing to prevent money laundering, terrorism financing, and fraud
issues in their casinos. This is something that casinos on the Inter-
net would not be allowed to do and could not possibly do.

If you take a look at the fact that a casino could not do proper
customer identification and to make a valid determination as to
who was actually doing the transaction, who is actually doing the
gambling, it is impossible also for them to conduct an OFAC check,
which as we know is something that we need to pay particular at-
tention to here in the United States.

And then the other issue about this—
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The CHAIRMAN. Mr. Dowling, you are over your time, so could
you wrap it up, please?

Mr. DOwWLING. —would be the regulator being able to regulate
foreign companies. I would like to thank the committee for the op-
portunity to testify here today, thank you.

The CHAIRMAN. Thank you, we can explore those issues further
in the questions.

[The prepared statement of Mr. Dowling can be found on page
44 of the appendix.]

The CHAIRMAN. Finally, Mr. Michael Brodsky.

STATEMENT OF MICHAEL BRODSKY, EXECUTIVE CHAIRMAN,
YOUBET.COM

Mr. BRODSKY. Good morning, Mr. Chairman, Ranking Member
Bachus, and members of the committee. My name is Michael
Brodsky, and I am the executive chairman of Youbet.com. We are
one the largest legal online wagering companies in the United
States. Our company operates under the Internet Horse Racing Act
of 1978, and we only accept wagers on parimutuel horse races. I
should also note that 2 weeks ago, Youbet and Churchill Downs,
owner of the Kentucky Derby, announced that Churchill would ac-
quire Youbet, but that deal has not yet closed. I am appearing here
today solely on been behalf of Youbet.com.

In my testimony today, I will address the scope and scale of cur-
rent illegal Internet gambling, discuss why I believe legalization is
the only plausible solution to this problem, and how technology
that exists today can be utilized to successfully regulate online
gambling. But first, Mr. Chairman, I want to thank you for your
strong support of a rational approach to legalize Internet gambling
and for holding this hearing today.

I have long admired your stance on this issue, Mr. Chairman, be-
cause you have accurately described it as a question of personal
freedom and of common sense. You need only look at lottery sales,
bingo halls, charitable gaming festivals, and parimutuel and casino
gambling facilities throughout the country to see that legal forms
of “brick and mortar” wagering are established, accepted, and regu-
1ﬁted 1i?n our country. Why should most forms of online wagering be
illegal?

Illegal Internet gambling in the United States is happening now
and it is growing. It is a big business involving billions of dollars
a year, and with the exception of parimutuel horse racing, U.S.
Internet gambling is all underground, it is untaxed, and it is un-
regulated. These billions upon billions of dollars are leaving our
country, totally untaxed with U.S. regulatory authorities having no
control or knowledge of where their money is going.

Today’s illegal online gambling is a “wild west” affair. No mean-
ingful curbs on underage gambling, no recourse for misdirected
funds, no attempts to aid problem gamblers and no tax revenues
for the United States. As with prohibition, illegal online gambling
is thriving as an underground economy. The vast majority of the
people who gamble online are law abiding citizens who want to
wager on a system that has integrity and security. The only way
to put any controls on Internet gambling is to legalize it and regu-
late it.



19

At Youbet, we are first and foremost technology people. We un-
derstand how to run an E-commerce business, what works and
what doesn’t. And let’s be clear about this, in this Internet age, try-
ing to maintain a U.S. ban on Internet gambling is a losing propo-
sition. It is virtually impossible to slow it down, much less stop it.
Other members of our Youbet senior team and I have been execu-
tives at leading edge technology companies such as Orbitz,
Ticketmaster, CareerBuilder and Network Solutions. And we un-
derstand how technology can be used to safeguard consumers.

I understand the concerns about underage gambling. As a par-
ent, I want to see online gambling legalized. Why? Because I want
it managed. As a society, we can make Internet gambling operators
subject to U.S. supervision, holding operators accountable. The fact
is that enacting H.R. 2667 is the most effective way to achieve the
stated goals of the some of the bill’s harshest critics.

Today’s out of control Internet gambling situation was made pos-
sible by the revolution of technology and it will take technology to
fix it. Today at Youbet, we use technology that would ensure effec-
tive regulation of Internet gambling. The already-existing, totally
legal, online parimutuel horse racing wagering industry is a U.S.-
based model of how to provide a responsible, online wagering expe-
rience for adults, one that is clean, regulated, and scrupulous about
both collecting and paying taxes. Youbet.com is a public Sarbanes-
Oxley-compliant company that uses the latest technology and vigor-
ously maintains its own Youbet responsible wagering program that
we have developed over the past 13 years.

It is designed to prevent underage gambling and to combat prob-
lem wagering. This technology enables us to conform to all Federal
laws and the laws of those States in which we operate, including
meeting all tax withholding and reporting requirements.

Regarding money laundering, the proposed legislation has strict
requirements in order to gain and keep a license. All companies
will need to have a robust system in place to combat this money
laundering. Existing technology would allow operators to track and
monitor for it and licensees would work closely with Federal au-
thorities to combat it. Operators have a tremendous incentive to
fight vigorously against money laundering, because consumers will
strongly prefer to do business only with companies they trust, ones
with safe and secure systems. As an operator, we would run a
great risk of destroying our own business if there is the slightest
perception that our systems lack this integrity. I would also add
that in today’s offshore unregulated world, there is little incentive
on the part of current illegal operators to detect and deal with
money laundering.

The CHAIRMAN. Your time is running out.

Mr. BRODSKY. Mr. Chairman, Congress today faces a stark ei-
ther/or public policy choice. We can either legalize and regulate on-
line gambling or allow it to continue to flourish in an offshore black
market that allows easy access. Thank you for the opportunity to
testify today, and I look forward to answering any questions.

[The prepared statement of Mr. Brodsky can be found on page
39 of the appendix.]

The CHAIRMAN. I will begin the questioning.
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Mr. Martin, I understand your concern about discrimination and
let me say that my intention would be, if we do this, to remove any
restrictions so that if there is an opportunity there, you could be
fully involved. Now I understand that might involve the Indian
Gaming Act, which we don’t have jurisdiction over, but it would be
my intention to work to do that. As I understand it, and as I read
what the tribe is trying to do, you are not opposed to Internet gam-
bling, you are opposed to a situation in which you are at a competi-
tive disadvantage to others; is that correct?

Mr. MARTIN. Yes, that is correct.

The CHAIRMAN. I appreciate that, because the criticisms that
have been made of Internet gambling, obviously you don’t agree
with them, in fact, the tribe would like to do Internet gambling and
I think that is right. So I will just tell you that there is certainly
nothing conscious in our legislation to discriminate against you. I
gather it is the effect of existing legislation that might do that, and
I would work very hard to try and deal with that.

And I know there are people who deal with the matters of the
tribes—Congressman Kildee, who is a great friend, and others who
would be sympathetic. So I would undertake to work them to say
that whatever was allowed was allowed for you as well as for any-
body else. No objection.

Mr. MARTIN. But that does affect the job issues.

The CHAIRMAN. If you are able to participate, you want to be able
to do it and have nobody else do it, is that the issue?

Mr. MARTIN. Well, no. Our concern is jobs being shipped overseas
or off the shores.

The CHAIRMAN. So you have no objection to Internet gambling,
in fact, you would like to be involved in Internet gambling, the
tribe would, correct? I gather the tribe has been working to try to
get Internet gambling made legal.

Mr. MARTIN. Yes, that is correct in certain forms, yes.

The CHAIRMAN. So the question is the anti-competitive effect.
And there was always this issue of whether we can do something
in a way that—the jobs impact, I agree, is a separate question, but
{)ldid want to make clear there was no objection to Internet gam-

ing.

Let me just go down to the question of other legislation. Mr.
Whyte, there is nothing in this bill that provides funding because
we don’t have the jurisdiction to provide funding. I am a cosponsor
of the bill that you mentioned that Mr. Moran of Virginia supports
and we would be supportive of doing that. Let me ask you, one of
the problems that people in the banking industry have told us is
Mr. Brodsky talked about horse racing, and there appears to be a
difference of opinion as to the extent to which betting on horses
would be or wouldn’t be covered. Does anyone here have any opin-
ion on what the state of the law is and whether that needs to be
clarified?

Let me ask Mr. Vallandingham: Are the banks that you are rep-
resenting here today clear on what would or would not be prohib-
ited if the law is allowed to take effect?

Mr. VALLANDINGHAM. In all honestly, in response, Chairman
Frank, right now we would have the responsibility of determining
what is legal and what is illegal. If you—
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The CHAIRMAN. What about horse racing and betting on horses,
is that in your—in the view of the people advising you, is that legal
or illegal? I gather you can get different opinions depending on
which Federal agency—

Mr. VALLANDINGHAM. We do. In the 2006 testimony that I par-
ticipated in, DOJ said it was illegal. I have no reason to believe
that it is not legal. But with the license—

The CHAIRMAN. The Department of Justice said it was illegal?

Mr. VALLANDINGHAM. At the time, yes.

The CHAIRMAN. Nothing has been done to change that since then.

Mr. VALLANDINGHAM. Correct. With the licensing scenario where
the Treasury would be responsible for deeming who is licensed and
who isn’t licensed, that takes the onus off the financial institution,
because we could simply say, you either have a license and we will
open an account for you or we won’t.

The CHAIRMAN. Let me ask Mr. Brodsky, we were told Treasury
said one thing, and Justice said another about the law. To tell pri-
vate citizens they have to carry out the law when the Federal agen-
cies can’t tell them what it says seems to be a problem. How does
that affect your operation?

Mr. BRODSKY. Well, certainly the confusion associated with
whether or not what we are engaged in is legal adds to the com-
plication of our conducting our business. I will tell you that 88 per-
cent of all the wagers placed on parimutuel handling in the United
States are transmitted across State lines electronically.

The CHAIRMAN. And that is illegal according to the Department
of Justice?

Mr. BRODSKY. Assuming that interpretation is correct.

The CHAIRMAN. Well, that is what the Department of Justice
says.

Mr. BRODSKY. Eighty-eight percent of the entire parimutuel in-
dustry is conducted electronically across State lines.

The CHAIRMAN. Well, let me say, that is another reason why I
don’t like the whole wall, but for domain and regulations to impose
regulations for financial institutions, when that fundamental un-
certainty hangs over them, in and of itself, that is the reason for
the delay. The gentleman from Alabama.

Mr. BACHUS. Ms. Aftab, you commissioned the study, your orga-
nization, and then Professor Sparrow, you conducted the research?

Mr. SPARROW. Yes, I was part of a team pulled together by the
Brattle Group who took the job from WiredSafety.

Mr. BacHUS. Who paid for the study? Did your organization pay
for it, Ms. Aftab?

Ms. ArTaB. WiredSafety paid for it and that was funded by the
Poker Players Association of America and Harris, it was a pass-
through direct cost.

Mr. BACHUS. So the gambling industry paid for the study?

Ms. AFTAB. They made a donation to WiredSafety and we paid
for the study, but yes. Also the retain agreement with Brattle
Group was very clear that there was no influence that was to be
made by the people funding it.

Mr. BacHUS. No, no, no, I am just saying that it was paid for by
the gambling industry.
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Ms. AFTAB. It absolutely was. But our position on this—oh, I am
SOrTYy.

Mr. BacHUS. Some of what you concluded, I am looking at a
study conducted and I am going to introduce it for the record, this
is a letter I received December 2, 2009, from a coalition of research-
ers at the University of Illinois, the University of South Carolina,
Notre Dame, Iowa State, the University of Nevada, Emory Univer-
sity, Baylor, and the University of Pennsylvania, and others and
they make these conclusions, Professor Sparrow, and I just want to
know if you would agree with them. This was part of the United
States international gambling report.

Are you familiar with that study? Some of their conclusions I am
going to go with their subtitle conclusions, number 1, new addicted
pathological gamblers and problem gamblers caused by decrimi-
nalizing Internet gambling. The percentages for teens and young
adults has increased by 200 percent. Do you agree with that? Or
do you think they were wrong in their conclusion?

Mr. SPARROW. I don’t have any data either to support or refute
specific figures of that kind. The experts on gambling addiction
that we interviewed have reported that addictive gambling rates
have been holding roughly steady at 1 percent not only in the
United States, but abroad for quite a long time.

Mr. BAcHUS. I think that Annenberg also said that since of pas-
sage of our 2006 Act, that is when they leveled out, right?

Mr. SPARROW. Well, I believe, I don’t have the reports with me,
but if I recall, there was a dip shortly after the passage of that.

Mr. BACHUS. So what we passed did cause a dip?

Mr. SPARROW. It was in the public mind for a while, and then
I believe it came back up again.

Mr. BACHUS. It did, in fact, come back up when the Treasury is
not enforcing it. Let me say this, number 2, the second conclusion,
gambling addiction is the fastest growing addiction among young
people. Do you, Ms. Aftab or Mr. Sparrow or Mr. Whyte, do you
think this was a correct assumption by that universities?

Ms. ArTAB. I think Mr. Whyte is probably the best one to address
that. I am not an expert in other types of addiction.

Mr. WHYTE. Thank you, we do believe that gambling addiction is
growing among young people and adults, although the rate still
seems to be at roughly 5 percent of kids between 12 and 17 would
meet criteria for at least one gambling problem in a given year.
Again, the research we have to date seems to show that rate, while
it does seem to be trending upwards, is still within the same 5 per-
cent rate. It is a serious concern.

Mr. BacHus. Right. Now I notice you are the National Council
for Problem Gambling.

Mr. WHYTE. Yes, sir.

Mr. BAacHUS. And I think that Harrah’s provided you with your
initial funding for your online council counseling services; is that
right?

Mr. WHYTE. I am not entirely sure. Harrah’s is one of our cor-
porate members, yes.

Mr. BACHUS. And on their Web site, they talk about how they are
one of your chief benefactors.
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Mr. WHYTE. They give us $5,000 a year, but yes, you are correct,
they are certainly a long-term corporate member.

Mr. BAacHUS. Let me ask you this, Internet gambling activities
exemplify the most dangerous aspects of gambling. Would you
agree with that?

Mr. WHYTE. Yes, we think that some of the features of Internet
gambling, as I mentioned in my testimony, such as a high rate of
play, use of credit or non-cash, 24-hour access, perceived anonym-
ity, and social isolation are risk factors that are known in the gam-
bling literature in general to be associated with problem gambling.

Mr. BAcHUS. If I could say one final thing. One of their other five
conclusions was increased legalized gambling increases suicide by
creating new gambling addicts among adults, young adults and
teenagers. Is that consistent with what you found?

Mr. WHYTE. Respectfully, there are many drivers of the suicide
rates. We have never found a correlation on a national level. On
an individual level, pathological gamblers are much more likely
than others to consider and commit suicidal behavior. However,
they are a small percentage of the population. It is hard to see
their impact on national suicide rates, which vary greatly by many
factors. So problem gamblers certainly have major suicidal con-
cerns.

Mr. BACHUS. Thank you.

The CHAIRMAN. The gentleman from Kansas.

Mr. BACcHUS. Mr. Chairman, I ask unanimous consent to submit
items for the record.

The CHAIRMAN. Without objection, it is so ordered.

Mr. MOORE OF KANSAS. Ms. Aftab, I note that what you said on
page 2 of your written testimony, “After more than a decade ana-
lyzing the risks posed by unregulated Internet gambling it may be
ironic, but I have reached a conclusion that the best way to protect
the families and consumers in connection with cyber gambling is
by legalizing it not outlawing it entirely.”

As a former district attorney for 12 years, I know that protecting
consumers, especially our children, is a top priority for most law
enforcement officers and I think for people in our country gen-
erally. I appreciate your candor.

Again, 1 agree with your conclusions, and I think our society is
very interested in protecting consumers, especially our children,
however best that can be achieved. It would seem to me that this
kind of online gambling, given the use of technology and the Inter-
net today will happen, whether we like it or not. Maybe not in this
country, but in other places around the world. I am not a gambler
and I really could not care less about gambling; it is not of any in-
terest of to me. But I recognize there are people in this country and
around the world who do. And if we are able to drive this activity
into sunlight through a license regime, as the bill drafted by the
chairman would do, I would think from a law enforcement perspec-
tive, we would be better able to keep track of scams and fraudulent
activities; would you agree or disagree with that?

Ms. ArFTAB. Sir, I am a big fan of the work that you have done
in law enforcement over the years, and I absolutely agree with you.

Mr. MooORE OF KaNsas. Thank you. Mr. Vallandingham, thank
you for your testimony as well.
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Mr. VALLANDINGHAM. Thank you.

Mr. MoOORE OF KANSAS. Thank you, Mr. Chairman. I yield back.

The CHAIRMAN. The gentleman from New York.

Mr. MAFFEIL. Thank you, Mr. Chairman. I wanted to just state,
I have been a cosponsor of this legislation, and I, too, have never
had any interest particularly in gambling, but it does seem to me
that some of the difficulties where the gentleman from Alabama’s
arguments are, not that gambling doesn’t have a lot of destructive
effects, but what is the solution to that? How do you avoid those
to the extent possible while still retaining freedom in our society?
Indeed, we have had experience in our past with banning liquor.

Certainly, alcohol creates far more destructive effects and yet
that didn’t work. It wasn’t enforceable and it didn’t work. So now
we have a system of both selling liquor, it is highly regulated with
wholesalers, etc., that I also support and think has worked well.
This is the best analogy I can find to doing the same thing with
online gambling, bringing it out in the open.

I did want to ask Mr. Whyte in particular, but anybody who has
an opinion I would take it. Mr. Whyte, in particular, what are the
strategies that you would advocate if this were to become law and
we are able to have these Web sites identify problem gamblers
sooner? First, how would we identify some of the problem gamblers
by having this regulation in place? And second, what could we do
for them?

Mr. WHYTE. Thank you, Congressman Maffei. I think on your
first question, how would the regulation be done, it is a little be-
yond the scope of our experience now, but we would look to the
United Kingdom, which has had a regulatory system in place for
a number of years. The rates of problem gambling do not appear
to have dramatically increased during that time, although there is
a concern about heavy usage among young males. We would look
to the United Kingdom’s experience and try to improve upon that,
but I think the real heart of this and the point of your second ques-
tion is that there is no public health safety net for problem gam-
blers right now in the United States.

There is an immense amount that we need to do right now to
prevent problem gambling, to educate people who do choose to
gamble that gambling is an addictive activity, and to treat those
for whom prevention education does not work. Enforcement is, of
course, an important part and clearly laws like H.R. 2267 would be
part of the enforcement efforts. We also need research to close the
loop and tell us what is working and what is not in the other four
categories.

Again, these are principles that are encompassed in H.R. 2906,
but we would just note that the safety net right now for problem
gamblers is weak or nonexistent in many States, including New
York. And whether or not this bill passes, that is where we have
to start as a public health approach, we have to look at this like
we look at substance abuse.

Enforcement plays a role, but prevention, public health, edu-
cation, and treatment, those are the best ways, especially to pre-
vent youth from developing problems in the first place.
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Ms. AFTAB. And we looked at this in the study, and if Mr. Spar-
row would comment a bit, the technology could do a great deal to
help problem gamblers.

Mr. SPARROW. If it is useful to you, you will find a section of the
report, pages 69 through 71, that actually lists a whole different
set of technologies and approaches that other jurisdictions have
used and refers to a series of reports that the European Union has
laid out a set of up to 50 different systems or technologies that can
be implemented on Web sites to help control it, but the most com-
mon ones are links to problem gambling, helplines, and Web sites
mandated when you enter a site, self-exclusion programs, self-im-
posed time and money limits and mechanisms to set your own bet-
ting limits, rate of loss, etc., etc.

One of the criticisms of such technologies is that you might have
to first of all admit that you are a problem gambler before you
called on any of these for help. But actually many of them can be
framed without requiring such an admission so that when you first
register with a site and without any kind of diagnostic or admis-
sion required up-front, you can, at that point, set any limits that
you would choose to apply to all of your sessions.

Mr. WHYTE. One final note on the identification of problem gam-
blers, if I may. Internet gambling sites compile a massive amount
of information. Every interaction is tracked, and these databases
which are in the billion of transactions now can provide some enor-
mous predictive power for researchers. This is why, following the
model from the Swiss government, we call on the committee to con-
sider adding a provision that as a condition of licensure, operators
would make de-identified data publicly available to researchers, be-
cause when you comb through billions and billions of records, you
will find predictive patterns, so you are not relying on the indi-
vidual, but you are looking at things like time on sites, variation
in bets, speed between bets. There is almost an unlimited set of pa-
rameters that you can apply to over billions of transactions to help
gs develop predictive profiles just as we do with the credit card in-

ustry.

Mr. MAFFEL Thank you very much.

Mr. BRODSKY. If I could just add something?

Mr. MAFFEL I am out of time, it is up to the chairman.

The CHAIRMAN. Quickly.

Mr. BRODSKY. The only comment I would make is we have our
own real life experience with problem gambling at Youbet. In the
event, under any circumstance, we are aware that anyone has a
problem, a gambling problem, we lock them out of our system.
They are uniquely identified by a Social Security number.

The CHAIRMAN. We appreciate that, and you can elaborate on
that in writing. The gentleman from New York, Mr. King.

Mr. KiNG. Thank you very much, Mr. Chairman. Let me thank
you at the outset for your cooperation on this issue and let me also
express my regret that I was not here for the beginning of the
hearing, and I have to leave very quickly. I am the ranking mem-
ber on the Homeland Security Committee, which is right now hold-
ing the hearing on the White House crashers.

Mr. Chairman, it is a hearing in which your talents would be
ideally suited. It goes from reality TV to the most important con-
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stitutional issues, and a debate of separation of powers is going on
right now. So we need someone who has a flair for expressing a
point and also is well-versed in the Constitution. And so I have to
go back, I am not as well-versed in the Constitution and not as
nuanced as you, but I am giving it my best over there.

Thank you for scheduling this hearing. And I also want to thank
Ranking Member Bachus for his forbearance in putting up with me
over the last several years on this issue. We don’t entirely see eye-
to-eye, but he has been a true gentleman in every sense of the
word. And I will just make a brief statement, it would be inappro-
priate to come in and ask questions after so much has already gone
on.

But Mr. Chairman, we all know that when the Internet gambling
prohibition was enacted in 2006, many voting for it meant well and
thought it was the right thing to do, but it certainly has unin-
tended consequences. And that means the purpose of today’s hear-
ings and why I so strongly support H.R. 2266 and H.R. 2267, which
I believe are essential to correct the situation that has developed.

By licensing and regulating Internet gambling, it allows Ameri-
cans to bet online by creating exemptions for operators to license
and regulators, the Treasury Department would establish these
regulations and license these Internet operators subject to various
conditions, including criminal and financial background checks and
the legislation also would not preempt State or tribal laws prohib-
iting Internet or sports gaming. All prohibitions are well-intended,
sometimes they work, sometimes don’t, usually they don’t.

In this case I don’t believe it is, we are losing revenue and we
are not achieving the social purpose that was intended. And we can
go from pragmatic aspect of it of getting revenues that we should
be having in our government today of actually regulating an indus-
try where many people are involved offshore or the libertarian as-
pect of my good friend, Mr. Paul, who feels we should not be inter-
fering in people’s personal lives.

So with that, Mr. Chairman, I certainly strongly support the leg-
islation. When a markup comes, I will certainly support it and vote
for it. I thank all the witness for being here and I really do regret
not being able to stay. Again, there is a very intense hearing going
on, on the other side.

The CHAIRMAN. Does the gentleman yield?

Mr. KING. Yes.

The CHAIRMAN. I appreciate his kind words and I noted in his
absence as the former Chair and current ranking member on the
Homeland Security Committee to the extent that there is a concern
about money laundering, we will be drawing on his expertise, so I
think many of us are reassured by his being here to participate
when we put the right safeguards in.

Mr. KiNG. Thank you, Mr. Chairman. I appreciate that, and
again, I agree with you, I see no Homeland Security or terrorist
threat, however. If anything, regulation makes it less likely that
there will be any significant threat. With that, I ask to submit my
entire statement into the record. I yield back the balance of my
time.
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The CHAIRMAN. Without objection. The gentleman from Cali-
fornia, Mr. Sherman. And then I think if we all move quickly, we
get to Mr. Lee, and then we can go to the vote.

Mr. SHERMAN. I am a bit more skeptical than others of Internet
gambling, traditionally we allowed the sovereign to decide what
gambling goes on within its territory. Like alcohol, we have wet
counties and dry counties, we have had wet States and dry States.
If I was a member of a State legislature, I might well be for gam-
bling and alcohol everywhere. As a Federal legislator, I have tend-
ed to grow up in a system in which that is decided at a State level.
And when you are on cyber and tribal lands, at the tribal level.

We now have a combination of technology, perhaps facilitated by
Federal law, that will shift that and allow anyone anywhere to
gamble legally whether the sovereign of that particular locality
wants them to or not.

As a matter of practicality, what we have done for most people
in this country is we have made gambling something you have to
take a road trip to do. You have to leave your house to lose your
house. That has been a policy, I guess, and a lot of States have
found that to be a good one. Now, you will be able to gamble in
your own home. On the other hand, I am not sure that we can stop
this anyway.

With that, I would like to question Chairman Martin. I under-
stand that you are opposing the legislation and Internet gambling
here at the Federal level, but you are asking the California legisla-
ture to legalize online poker and perhaps you want to clarify that
for us?

Mr. MARTIN. Well, thank you. Yes, we are, that is correct. We are
doing that along with several licensed card groups and additionally
some other tribes are considering coming on board with us in a
consortium of tribes and it is going to be—since we don’t have—
that is outside of our compact and that is—so that will be how is
that actually going to work? That is outside of the Gaming Regu-
latory Act, that is what I was trying to say. And tribes don’t cur-
rently have an exclusive right to online poker in California. So that
will be looked at outside and the State will just look at it as an-
other vendor, as just another business.

Mr. SHERMAN. I will ask you a question where I kind of actually
know the answer. Can you describe what kinds of fixed costs you
have in operating your operation? I have been there, I have seen
it and perhaps speak to what the other tribes have in the way of
fixed costs that the online gambling industry does not have.

While you are looking at your notes, I will point out that as far
as I know, no one from Nevada is represented here, but Las Vegas
is the epicenter of the foreclosure problem. I hope we don’t do any-
thing in the next couple of years that adversely affects what is the
most struggling part of the country. Chairman Martin?

Mr. MARTIN. Yes, I have the answer for you here. Congress must
understand that while, in theory, the Indian Gaming Regulatory
Act prohibits States from taxing tribes, in practice, States impose
a tax on tribes under the terms of our tribal State compacts. The
Morongo case, the tax imposed on us by the State for the privilege
of securing our compacts is based on a rate of $3 million per month
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irrespective of the volume of business we do. That means every day
we have to pay the State $100,000.

Should Congress authorize full-scale Internet gambling to enter
the marketplace that will bring competitive pressure that was not
factored into our business decision and will make it very hard for
us to meet the obligations we have and the business decisions we
will make—excuse me, I missed that. For us to meet the obligation
we have to the State. Not to mention our ability to provide for our
tribal members and services, our outstanding debt obligation.

Mr. SHERMAN. Mr. Brodsky, you are here from—

The CHAIRMAN. Your time has expired.

Mr. SHERMAN. My time has expired.

The CHAIRMAN. Mr. Lee will ask the last question.

Mr. LEE. I will be very brief. I apologize that I missed part of
the hearing. I don’t know if anyone out of the group can give me
an idea on the online gambling, what percentage is done via credit
card? Does anybody know what that number is, do you have an
idea?

Philosophically, my only point on this issue, because I am not
here to weigh in on the rights or virtues of whether or not you
should gamble online, I have my own personal views on that. One
thing I don’t believe that we should be allowing in Internet gam-
bling is to allow someone to gamble with an unsecured loan, that
being a credit card. If people choose to gamble their own money,
that is one issue, philosophically. But when people are allowed to
use an unsecured loan and ultimately other taxpayers are on the
hook when they don’t pay, then that is when people get themselves
into trouble.

I think if this market was limited strictly to, be it a debit card,
but when you are allowing credit cards to go, and money you don’t
have to gamble, that, in my mind, is reckless. And that is the only
comment I wanted to make sure got put in the record.

I think that would be an interesting number to know, what per-
centage of the gambling is done by credit cards. Thank you, Mr.
Chairman.

The CHAIRMAN. Thank you. Let me ask if any of the members of
the panel could find—would have information like that, they could
send it to us. And with that, the hearing is adjourned. We will be
returning to this subject next year.

[Whereupon, at 11:37 a.m., the hearing was adjourned.]
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Rep. Peter King
12/3/09
Statement on FSC Hearing Regarding Internet Gambling

Chairman Frank—Thank you for agreeing to hold today’s hearing on the
Reasonable Prudence in Regulation Act (H.R. 2266) and the Internet Gambling
Regulation, Consumer Protection, and Enforcement Act (H.R. 2267). I appreciate
your leadership on this issue of Internet Gambling and am proud to support both of
these bills.

This is the third hearing this committee has held on the topic of Internet
Gambling during the last two Congresses as this issue continues to remain
unresolved. As we all know, the Unlawful Internet Gambling Enforcement Act
(UIGEA), enacted in 2006, restricted the use of payment systems for Americans
who sought to gamble online. While this legislation may have had good moral
intentions, it was a mistake and a rush to judgment. Individuals should have the
freedom to spend their own money as they see fit and government should not get in
the way of that. If people want to gamble online or in a casino, then that is their
prerogative and they should be allowed to do that within a regulated structure.

There were also a number of unintended consequences after UIGEA became
law that offer additional reasons for it to be replaced. First, the definition of
unlawful internet gambling was not made explicit and therefore put a tremendous
burden on banks and credit unions to determine what was lawful and what was not.
In fact, at a previous hearing this committee held, witnesses from the Treasury and
Federal Reserve had a tough time coming up with a clear definition. This has
caused some banks to “overblock” transactions and punish legal gaming operations
such as horse racing, dog racing, and state lotteries because of their fear of not
complying with the law. At the same time, some illegal internet gambling
operators had their transactions “underblocked” by taking steps to conceal their
operations from these various payment systems.

Finally, we all know how prohibition has previously worked in this country.
When you ban something, whether it be liquor or gaming, people will still find a
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way around the law. However, you run the risk of inviting criminal elements to
regulate their use. I would make the argument that we are actually a safer country
with a government legalized and regulated Internet Gambling than without.

Now, some of the arguments that were raised by supporters of UIGEA I
believe are valid and ought to be addressed by any legislation this committee acts
on. That is why various safeguards and protections were included in H.R. 2267.
These provisions will help protect consumers, reduce fraud, money laundering,
compulsive gambling, underage gambling, as well as any criminal infiltration. But
we can certainly do this while also creating a safe environment for individuals to
exercise their free will to place a bet online.

That is why I am an original cosponsor with my good friend, Chairman
Frank, of the Internet Gambling Regulation, Consumer Protection, and
Enforcement Act (H.R. 2267), legislation that would license and regulate internet
gambling. This bill would allow Americans to bet online by creating an exemption
to UIGEA for operators that are licensed and regulated. The Treasury Department
would establish these regulations and license these internet gaming operators
subject to various conditions including criminal and financial background checks.
This legislation also makes clear that it would not preempt state or tribal laws
prohibiting internet or sports gaming.

On October 1%, I joined Chairman Frank in sending a letter to Treasury
Secretary Geithner and Federal Reserve Chairman Bernanke requesting a delay in
the implementation of the UIGEA regulations. So, I was pleased to hear that on
November 27", the Treasury and Federal Reserve agreed to our request and
extended the compliance date for six months. It is my hope that this delay will
give this committee and the Congress time to pass H.R. 2267 to license and
regulate Internet Gambling.
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Mr. Chairman I want to thank you and the Committee for inviting me to testify today and to offer
my views on intemet gambling, consumer safety and tax policy. You have gathered an excellent
group of witnesses that will illuminate the challenges we face here and I look forward to
continuing to work with you and helping with this effort.

Internet gambling is a problem today because it is a black box. As we all know, U.S. law
currently aims to prohibit Americans from gambling over the internet. Of course, people of all
ages do it and the companies that serve them operate offshore. Because internet gambling is
illegal, it is also unregulated, and the laws designed to prohibit it have had the unintended
consequence of driving this growing activity underground. This has created enormous problems
andwe need a new, safer, more sensible approach to regulate internet gambling to protect
consumers.

As you know, I chair the Subcommittee on Income Security where we deal with many family
and children’s issuesThe problem of child gambling has grown from a rare problem years ago to
a near-epidemic today. Far too many children are getting addicted to gambling. Some usc their
parents’ credit cards to feed their addiction, butothers finance their gambling by getting into
crime. Many adults face the same problems.

While gambling is a popular form of entertainment and recreation, online gambling is
unregulated and, for that reason, we can’t adequately address the problems it creates. This needs
to stop.

As you know I also have responsibility for tax issues as a member of the Ways and Means full
committee. Online gambling is also a tax and international problem. Right now our laws deal
with internet gambling in the same way prohibition in the 1920s was supposed to deal with
alcohol—and we know what a spectacular failure that policy was. We must be more realistic in
our approach.
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The prohibition on internet gambling has encouraged gamblers to move their money offshore
and use foreign-devised schemes that enable online wagering. The entities facilitating these
transactions are free from U.S. regulation and taxation.

Because online gambling is illegal, U.S. taxpayers do not report their winnings to the IRS,
costing the U.S. Treasury billions of dollars in uncollected revenue. We need a more sensible
approach to protect consumers and ensure there is visibility into this issue. Mr. Chairmen, your
biil and mine, H.R. 2267 and H.R. 2268 would work together to regulate internet gambling to
make it safe for American consumers, and ensure that tax revenue that is currently forgone is
collected.

This is a unique opportunity to help people and solve some social problems. It will also do a
small part towards helping us balance the books of the country. Now is the time to act on these
bills and I am hopeful we can make progress quickly and pass these bills together in this
Congress.

Thank you for time and your efforts.
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Thank you Chairman Frank, Ranking Member Bachus and the members of the House Committee
on Financial Services for giving me the opportunity to testify today on this important topic.

My name is Parry Aftab and | am the Executive Director of WiredSafety, the largest internet safety
and help group in the world. WiredSafety operates entirely through its thousands of unpaid
volunteers, worldwide. | founded and run the charity as an unpaid volunteer as well. WiredSafety
covers all cyber-risks for digital technology users of all ages. While best known for our work in child
protection and digital literacy, we protect senior citizens from scams and fraud, and adults from
cyber stalking and harassment equally as often.

WiredSafety served as one of the 29 members of the Harvard Berkman Center’s Internet Safety
Technical Task Force {the “ISTTF") which was commissioned to render a report to the 49 of the
state attorneys general on children online. | was recently appointed to serve on the 24 member
working group established by an act of Congress run by the NTIA to render a report for Congress
in June of 2010 on cyber safety issues impacting children. The UN and UNESCO, as well as the
FTC and FCC have turned fo us for advice and help.

Internet gambling is not a new issue for us. In addition to volunteering my time as Executive
Director to the charity, | am also an internet privacy and security lawyer and the author of The
Parents Guide to the Internet first published in 1997. It was the first book written for parents on
cyber safety and the Internet. It was designed to help parents understand the scope of the benefits
and risks of infernet use by their children. The book addressed pornography, sexual predators,
privacy, security and alf aspects of safety, including online gambling risks. An entire chapter was
devoted to online gambling and its risks to children. it was entitled “Are We Raising Riverboat
Gamblers?”
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The style of the book and its successor, The Parents’ Guide to Protecting Your Children in
Cyberspace (McGraw-Hill 2000), was lighter reading for the digitally-challenged parents, but the
issues raised were serious. Perhaps | am best known for seeking practical and workable solutions
to risks. | see cyber-risks requiring a muiti-stakeholder approach, empowering parents and young
people, providing law enforcement with the technology, skills and {aws to enabie them to keep our
citizenship safe online, helping regulatory agencies and policymakers find the gaps that need to be
addressed and ways to address them, enforcing best practices and risk-management from the
industry, and helping our educators educate.

Minors and online gambling has been a problem since we first began our work in 1995, Even then,
kids were gambling onfine - illegally, but gambling nonetheless. Teens would use babysitting,
paper-delivery and birthday money to place bets online. Teens themselves would contact us when
the websites failed to pay out, or they suspected fraud. Parents and grandparents would contact us
when they discovered their teens gambling online, or wanted help keeping them away from online
gambling sites. We helped them when we could; reviewing filtering and blocking technologies,
reaching out to the credit card companies and phone companies used as payment intermediaries,
and would sometimes even contact the sites themselves.

But minors’ gambling remains a problem, as does illegal and fraudulent practices by many
unregulated gambling websites. These issues range from scams and fraud perpetrated by the
gamblers and those perpetrated by the website operators. Rigged games and collusion using old-
fashioned and digital methods are common place among unregulated websites. There may be no
safeguards against criminals from using these sites to launder money or illegally transfer funds.
Problem gambiers can face enhanced problems when the websites are not using best practices to
address these special issues. Online gambling abuse has become a main stream consumer issue.
It is WiredSafety's role to address problems affecting our consumer constituency online, Gambling
is one of those problems we must address.

After more than a decade analyzing the risks posed by unregulated internet gambling, it may be
ironic but | have reached the conclusion that the best way to protect families and consumers in
connection with cyber gambling is by legalizing it, not outfawing it entirely. Current laws prohibit the
use of any financial institution for placing illegal online bets. But this approach won't work in
isolation and can't work in a digital environment. The Internet was designed to route around
obstructions. If a region were destroyed by nuciear disaster, the Internet will just reroute the
communications and connections. It was, perhaps, its most important early feature. Laws are often
seen as just another obstruction. They must be part of a holistic scheme that includes aft
stakeholders. The current approach has been to “see no evil...hear no evil.” But while we pretend
that onfine gambling is outlawed and therefore unavailable to US residents, the statistics reflect
otherwise:

o ltis estimated that Americans spend approximately $6 billion per year on Internet gambling
and that figure is expected to increase even under the current legal framework.

« Surveys indicate that more than 300,000 young people between 14 to 22 gamble at least
once a week on the Internet, and over 700,000 do so at least once a month,

¢ 3.3% of male youth or more than 1 million individuals play cards onfine for money at least
once a month.
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In my chapter t addressed some of the problems of online gambling, especially for minors.
Because of the nature of online financial transactions, the many unregulated industry members and
often unsophisticated online gamblers, WiredSafety has over the years identified the broad range
of risks related to onfine gambling. While all gambling is, by its nature, risky, unregulated gambling
is the most nisky. Frankly, we need governmental help. We will have to legislate best practices,
identify the good actors and the bad, and find ways to fund awareness programs and technology.
Without regulations to handle underage gambling, addictive gambling, fraud, collusion, maiware
and malicious code, privacy and data protection, criminal involvement, disputes and online security
threats, consumers and families are on their own. That is unacceptable.

One parental control technology provider has identified thousands of onfine gambling websites. A simple
Google search of “gambling sites” reveals 9 million hits, many of which are online gambling sites advertising a
wide range of gambling opportunities.

WiredSafety has always taken the position that education is preferred to regulation. And we have learned that
existing laws can often fit new technology legal needs. But in this case it appeared that help was needed from
Congress. We believed that the issues warranted further study and deliberation. Earlier this year, we
commissioned a comprehensive study of the risks we had identified, existing and viable regulatory schemes
and the ability of technology tools to address our top concerns. Would reguiation of cyber-gambling work? Is
there a way to address the most crucial cyber-risks under existing laws or using alternative methods? |s it
practical? Will it improve the existing situation? What can be learned from other jurisdictions? How can we
improve on existing approaches? Can risks be realistically mitigated? And if so, how much?

My colleague Professor Malcolm Sparrow will discuss this study in greater detail but { want to touch on a
couple of its fundamental conclusions because they speak to the protection of consumers and children which
is of prime importance to WiredSafety and to me personally.

The unintended but inevitable result of the current U.S. legal approach to internet gambling is to force millions
of American consumers to offshore sites out of the reach of U.S. courts and regulators and exposing U.S.
citizens to significant risks without legal recourse. Prohibition isn't working here any befter than it did during
the days of Al Capone. People will find ways to place a bet online or try their hand at games of chance.

As a result, the United States finds itself in the unfortunate position of incurring all the social costs of online
gambling while having abdicated control over the gaming sites accessed by its consumers. With unregulated
internet gambling there is no one to turn to for help when the player suspects fraud, or winnings are not paid.
Where can they go if their personal information is shared with others? Who will make sure these sites are
following established rules or using state-of-the-art security practices and technologies? How do we keep
them from attempting to lure teens fo set up accounts? Or what do we tell a senior citizen whose wife has
been defrauded into gambling away all their retirement savings?

The status quo offers no meaningful assurances that consumers will be protected. The most important
conclusion reached by the study is that legalization and regulation of onfine gambling would offer significant
improvements to all the risks identified. Professor Sparrow concludes that the best way to address the risks
of problem and underage gambling, as well as criminal activity and fraud, is through strict and smart
regulation coupled with technology.
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This is particularly true when it comes to dealing with preventing minors from accessing online casinos. A
common concern about legalizing onlfine gambling is that underage access to online casinos could increase
because it may be difficult to utilize age verification controls utilized by brick and mortar casinos to exclude
minors. This twists the question. We are not identifying minors through age verification. We are identifying
adults. And if the multi-step verification system cannot prove that the applicant is an aduit, that applicant will
be denied an account.

However, what we found in our research was that there are a number of technologies routinely used in other
industries that were easily adaptable to onfine gambling sites. They are real, proven and in use today. They
are also improving by the minute.

And even if the risks are not fully eradicated, they wifl be seriously mitigated. While nothing is foolproof, we
will be better off than we are today. In contrast to unregulated sites that offer no protections against underage
gambling, well requlated overseas gambling jurisdictions require online operators to verify the identity,
location, and age of their customers and use existing technologies to confirm an individual's information. in
addition, these technologies when coupled with a strong regufatory environment, like those that exist in
places like the United Kingdom, provide reasonable success in excluding minors from gambling sites.

in conclusion, if we are going to protect consumers, we need to recognize that onfine gambling is a reality
and growing daily. We owe it o Americans fo address it intelfigently. Our study and our experience supports
the conclusion that the best way to address the risks associated with online gambling is developing a strong
regulatory regime that protects consumers and empowers parents to protect their children from risky
gambling web sites. And only Congress can do that.

Thank you again for the opportunity to testify and | look forward to your questions and any help | can provide.
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Good moming Mr. Chairman, and Members of the Committce. My namc is Michacl
Brodsky, and I am the Executive Chairman of Youbct.com, one of the largest lcgal online
wagering companies in the United Statcs.

Our company operates under the Interstate Horseracing Act of 1978, and only accepts
wagers on pari-mutuel horse racing. I should also note that two weeks ago Youbet and
Churchill Downs, owner of the Kentucky Derby, announced that Churchill will acquire
Youbet. Please note that this announced transaction is pending and the closing is subject
to achieving ccrtain consents and approvals. There is no announced closing date at this
time. Youbet will operate as a separate company until the transaction closes. I am
appearing here today solely on behalf of Youbet.com.

To better describe Youbet.com, it is a diversified provider of technology and information
services for the pari-mutuel horse racing industry. Our company provides customers with
“racing content” in the form of video and live odds, wagering and analytic tools and a
stable, secure and trusted wagering platform. Customers are offered the ability to access
the platform through both the Internet and the telephone. Youbet’s subsidiary United
Tote Company is a leading supplier of totalizator systems (equipment and technology that
processes wagers and payouts), terminals and other pari-mutuel wagering services and
systems to the pari-mutuel industry. Youbet.com has been publicly traded on the
NASDAQ (ticker symbol UBET) since June of 1999.

The company currently has over 300 employecs and is headquartered in Burbank,
California. Youbet International began building Youbet.com in 1995 and started
accepting wagers in 1998 with only two tracks. To date the company has processed over
$3.0 billion in online wagers and offers our customers the ability to wager on 180+ tracks
worldwide. Youbet.com’s Web site offers members the ability to watch and, in most
states, wager on the widest variety of horse racing content available worldwide.

Based on information compiled by the Jockey Club, over 88 percent of pari-mutucl
wagers on thoroughbred racing in the United States were placed at locations away from
the host track. The shift toward off-track wagering through “advance deposit wagering
companies” (ADWs) has been driven by the betting public’s desire for convenience and
access to a broader range of horse racing content.
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The Youbet.com wagering platform offers members commingled track pools, tive
audio/video, up-to-the-minute track information, real-time wagering information, phone
wagering, race replays, simultaneous multi-race viewing and value-added handicapping
products. The company's Players Trust™ revolutionized advanced deposit wagering by
placing player deposits in the custody of a major U.S. financial institution. In addition,
Youbet.com is the exclusive provider of horse racing content for CBS Sports.com and
ESPN.com, two of the top ten sports Web sites

The combination of the Youbet.com and Churchill Downs businesses will enable further
product improvements that could expand the appeal of horse racing — helping to bolster
the racing industry as a whole. We believe that there is substantial growth opportunity yet
to be realized in the online wagering market. Slightly less than 14 percent of all wagering
on U.S. thoroughbred racing will be placed online in 2009 — growing from just over 9
percent in 2007. The online penetration for pari-mutuel horse wagering pales in
comparison to other equally mature consumer segments such as music, tickets or books
which reach penetration rates in excess of 65 percent.

In my testimony today, I will address the scope and scale of current illegal Internet
gambling, discuss why I believe legalization is the only plausible solution to this
problem, and how technology that exists today can be utilized to successfully regulate
onlinc gambling.

But first, Mr. Chairman, I want to thank you for your strong support of a rational
approach to legalized Internet gambling and for holding this hearing today. I have long
admired your stance on this issue, Mr. Chairman, because you have accurately described
it as a question of personal freedom and common sense.

You need only look at Jottery sales, bingo halls, charitable gaming festivals and pari-
mutucl and casino gambling facilities throughout the country to see that legal forms of
bricks-and-mortar wagering are established, accepted and regulated in our country. Why
should most forms of online wagering be illegal?

Illegal Internet gambling in the U.S. is happening now, and growing. It’s a big business
involving billions of dollars a year. With the exception of pari-mutuel horseracing, U.S.
Internet gambling is all underground — untaxed and unregulated. These billions upon
billions of dollars are leaving our country, totally untaxed, with U.S. regulatory
authorities having no control or knowledge of where that money is going.

Today’s illegal online gambling is a “Wild West” affair: no meaningful curbs on
undcrage gambling, no recourse for misdirccted funds, no attempts to aid problem
gamblers and no tax revenues for the U.S. For good reason, some have compared the
passage of UIGEA to our nation's attempt early in the 20th century to ban alcohol via
Prohibition, which by all accounts was a major failure. As with Prohibition, illegal online
gambling is thriving as an underground economy. The vast majority of people who
gamble on-line are law-abiding citizens who want to wagcr on a system that has integrity
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and security. The only way to put any controls on Internet gambling is to legalize it and
regulate it.

At Youbet we are first and foremost technology pcople. We understand how to run an e-
commerce business — what works and what does not. Let’s be clear about this: In this
Internet age, trying to maintain a U.S. ban on Internet gambling is a losing proposition.
It’s virtually impossible to even slow it down, much less stop it.

The Youbet.com leadership is comprised of highly experienced online business, media
and technology experts with a history for delivering success to their respective
companies. In addition to me, our senior tcam is made up of President and Chief
Executive David Goldberg, Chief Financial Officer Susan Bracey, Chief Marketing
Officer Jeffrey Grosman, General Counsel and Secretary Dan Perini and United Tote
President Dawn Haden. Members of our Youbet senior team and I have been executives
at leading edge technology companies such as Orbitz, Ticketmaster, Careerbuilder.com
and Network Solutions — and we understand how technology can be used to safeguard
consumers.

I understand the concerns about underage gambling. As a parent, I want to see online
gambling legalized. Why? Because I want it managed. As a society we can make Internet
gambling operators subject to U.S. supervision, holding operators accountable. The fact
is that enacting HR 2267 is the most effective way to achieve the stated goals of some of
the bill’s harshest eritics.

Today’s out-of-control Internet gambling situation was made possible by the revolution
in technology, and it will take technology to fix it. Today at Youbet we use technology
that would ensure effective regulation of Internet gambling. The already-existing, totally
legal, online pari-mutuel horserace wagering industry is a U.S.-based model of how to
provide a responsible online wagering experience for adults — one that is clean, regulated
and scrupulous about both collecting and paying taxes.

Additionally, without getting into specifics, there are a number of patented technical
innovations that we, and others, are working with to further ensure that customers are not
only of age but also comply with the provisions of the legislation when they engage
wagering services.

Youbet.com is a public, Sarbanes Oxley-compliant, company that uses the latest
technology and vigorously maintains its own Youbet Responsible Wagering Program,
developed over 13 years. It is designed to prevent underage gambling and combat
problem wagering. The technology enables us to conform to all federal laws and the laws
of those states in which we operate, including meeting all tax withholding and reporting
requirements.

Mr. Chairman, Congress today faces a stark “either/or” public policy choice: as a
country, we can either legalize, regulate and tax online gambling - or, allow it to continue
to flourish in an offshore “black market™ that allows easy access for anyone with a
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computer and Internet connection. Based on our expcrience at Youbet, we belicve that
the best solution is for the fedcral government to legalize and regulate online gambling,
working with already-existing technology that combats underage and problem gambling,
and properly accounts for much-needed federal and state revenues. Congress needs to
enact HR 2267.

In my testimony today, I have referred to the Youbet Responsible Wagering Program,
and for the rccord I am placing below a substantial portion of the program text as it is
displayed on the Youbet.com Web site. Thank you for the opportunity to testify today,
and I look forward to answering any questions you may have. The program description
follows:

Youbet.com Responsible Gaming

Online horse race wagering is one of the most exciting, exhilarating ways to participate in
this thrilling sport. At Youbet.com, we take our commitment to providing you with the
best experience possible very seriously. That includes ensuring all members enjoy a safe,
sccure and healthy relationship with horse racing and wagering. That's important for you,
for us and for the entire online wagering community.

How we help protect our members

As the largest legal online wagering website in the U.S., Youbet.com goes further in
providing all the safeguards necessary for members to have a robust, positive experience.
Our Responsible Wagering Program was established to address a range of important
criteria, and through cutting-cdge technology we have the means to meet a variety of
objectives:

» Prevent underage wagering

« Help fight problem wagering

o Comprehensive transparency to ensure compliance with all state and federal laws
« Compliance with all tax withholding and reporting requirements for our members

Preventing wagering by juveniles is an important commitment at Youbet.com.

Our technology enables us to institute a comprehensive set of procedures and precautions
that limit horse race wagering to only qualified adult members. Youbet.com takes a very
strict stance toward wagering by anyone under the age of 21, even in states where the
legal age is 18. Our strict account number and password verification process ensurcs only
adults over the age of 21 can make wagers, while third-party identity and age
authentication services verify all information before any wagering account subscription
applications are accepted or activated. It is not only our corporate policy, we've made it
an integral part of our site functionality through built-in safeguards that restrict access to
anyone but the registered adult member. For example, even before an account can be
established, our third-party identity and age authentication services carefully screen
potential members. All information is verified before any wagering account subscription
are accepted or activated
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As another service to our members, we have limits on the aggregate dollar amount of
credit card deposits during set time periods. Along with those limits, members may
request the closing of their wagering account and that they be placed on our "self-
exclusion” list.

Providing Support

As a member-based organization, we're here for you. Part of our commitment is that we
encourage and help members to stay within reasonablc wagering guidelines and avoid
illegal and unregulated wagering websitcs. Youbet.com is U.S. based and U.S. licensed,
and works hard to make online horse race wagcring pleasurable, and all the protective
measures we've adopted help make that a reality.

Recognizing the problem is the first step to solving it.

Good horseplayers know their limits, and that includes when to seek help. To learn more,
player can read the Myths & Facts, take the sclf evaluation with 20 Questions from
Gambler’s Anonymous.

Problem wagering is a progressive behavior disorder that can lead to an uncontrollable
preoccupation and urge to gamble. It is a diagnosablc and treatable condition, so if you
or someone you know might have a wagering problem, there arc many resources
available to help. This is especially true if you are dealing with teens or other underage
people,

http://www.youbet.com/wagerresponsibly/cvaluation.asp

##H#



44

Statement of James F. Dowling, President and Managing Director
Dowling Advisory Group

HR 2266 Reasonable Prudence in Regulation Act
HR 2267 Internet Gambling Regulation, Consumer Protection, and Enforcement Act

U.S. House of Representatives
Committee on Financial Services

Thursday December 3, 2009

The Honorable Barney Frank
Chairman
Committee on Financial Services

The Honorable Spencer Bachus
Ranking Minority Member
Committee on Financial Services

| would like to thank Chairman Frank and Ranking Member Bachus and the Financial
Services Committee for the opportunity to testify about this very important legislation.
For over 30 years, | have dedicated my professional life to fighting fraud and money
laundering. First as a Special Agent with the IRS Criminal Investigation Division where |
conducted investigations, acted as an undercover agent in long term investigations and
later as the Anti-Money Laundering Advisor with the White House Drug Policy Office
where | provided anti-money laundering advice relating to domestic and international
money laundering issues. | also had the opportunity to prepare numerous classified
and unclassified money laundering threat assessments. Since retiring from government
service, | worked in one of the "big four" accounting firms providing anti-money
laundering and fraud consuiting services to some of the iargest financial institutions in
the country. | have now started my own firm where | help bank and "non-bank financial
institutions” including casinos with anti-money laundering advice. My testimony today is
neither as an advocate nor a foe of Internet gaming. Rather, it is to provide this
committee with critical information regarding the potential threats from money
laundering and terrorism financing relating to Internet gaming. | feel that the current
legislation prohibiting Internet gambling-refated payments is lacking in regulatory
support, and to be successful, the government — probably the Justice Department—
needs to provide banks an OFAC-like list of illegal sites that then could be blocked
relatively easily. However, legalizing Internet gambling poses significant money
laundering and terrorism threats.

The amount of money involved in Internet gambling is difficult to determine accurately.
In a GAO report prepared in December of 2002, they estimated that global gaming
revenues would be approximately $5 billion in 2003. Today, some Internet gaming
companies state that approximately $1 billion in revenues are generated from US based
Internet gaming alone. Other accounting/consulting firms have estimated the US based
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gaming to be over $57 billion per year with projections that by the year 2011, US
gaming revenues will exceed $79 billion per year. Globally, accounting firms are also
estimating annual growth rates of between 1.9% in Europe, the Middle East and Africa
to a high of over 15% per year in Asia.

Because this is such a “high stakes” issue, published reports reflect that The Poker
Players Alliance has spent over $400,000 on lobbying efforts in a three month period
alone to push for the legalization of online poker. Internet gambling is a high dofiar
volume business in a borderless multinational structure which creates a good
environment for significant money laundering and terrorism financing. The controversy
surrounding Internet gaming is not a new one. The Financial Action Task Force (FATF)
has issued three different advisories regarding money laundering from both Internet and
land-based casinos. FATF is an independent inter-governmental body that develops
and promotes policies to protect the global financial system against money laundering
and terrorist financing. Recommendations issued by the FATF define criminal justice
and regulatory measures that should be implemented to counter this problem. These
recommendations also include international cooperation and preventive measures to be
taken by financial institutions and others such as casinos, real estate dealers, lawyers
and accountants. The FATF recommendations are recognized as the global anti-money
laundering and counter-terrorist financing standard.

In FATF’s 2009 report on Money Laundering issues in casinos, they made key findings
and observations about threats from a global perspective regarding Internet gambling.
Some of those findings are:
* “A number of jurisdictions clearly fack awareness of money laundering and
terrorist financing risks in the casino and gaming sectors.
» A significant number of jurisdictions have limited regulatory controls, including

“fit and proper” tests for casino owners, managers and staff, internal controls,
etc. A greater number of casino sectors are not yet subject to any AML/CFT
controls, in particular in developing countries. Very few jurisdictions regulate
junket operators.

« Vetting, licensing and training relevant employees — jurisdictions raised the
need to ensure that staff with a potential to impact on the integrity of the
casino operation should be vetted and appropriately trained in AML/CFT.
There are significant gaps in coverage of staff in some gaming jurisdictions.

« Internal controls — Most jurisdictions require casinos to have a documented
set of internal controls over almost all aspects of casino operations. Some
require the regulator to approve these whilst others require the documented
controls to meet a set of specified standards

*» Law enforcement agencies and regulators report the need for and
implementation of suitable tools that carry effective, proportionate and
dissuasive sanctions to use in the regulation of casinos, which are willfully
negligent in AML. Results of Mutual Evaluations indicate a lack of effective
regulatory tools for casinos across members of the FAT.”
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US regulatory agencies face significant challenges in regulating land-based casinos anc
enforcing these laws and regulations. The additional challenges of attempting to
regulate “virtual” casinos or gaming companies would put additional burdens on already
over taxed resources as identified in the FATF report.

In addition to the FATF advisories, the Government Accounting Office (GAO) prepared
a report for Congress and specifically for this very committee entitled "Internet
Gambling, An Overview of the Issues, December 2002" which discussed the potential
perils of internet gaming relating to money faundering and terrorism financing. In that
report, the GAO states: “...global revenues from Internet gaming in 2003 are projected
to be $5.0 billion dollars. In 1996, Congress created the National Gambling Impact
Study Commission to examine the social and economic impacts of gambling, including
Internet gambling, by conducting a comprehensive legal and factuatl study. in its 1999
report, the commission recommended (1) that the federal government prohibit any
internet gambling not already authorized and encourage foreign governments not to
harbor Internet gambling organizations, and (2) that Congress pass legislation
prohibiting the collection of credit card debt for Internet gambling.2 The social and
economic concerns about Internet gambling raised in the report included underage
gambling, pathological gambling, lack of consumer protections, and criminal abuse. in
response to these concerns, numerous bills were introduced in Congress to prohibit
Internet gambling.”

Because Internet gambling is essentially borderless activity, from a money laundering
and terrorism financing perspective, it creates a regulatory and enforcement quagmire.
To understand these difficulties we must look at the money laundering methodology.
Money laundering occurs at three different stages—placement, layering, and
integration. In the placement stage, funds from illicit activity are converted to monetary
instruments or deposited into bank and “non-bank financial institutions”. In the layering
stage, the funds are moved to other institutions and accounts through various activities
to obscure their origins. Finally, in the integration stage, the funds are used to acquire
legitimate assets or fund further activities. Money-laundering through online gaming
normally takes place at the layering stage of the money laundering model whereas in
land-based casinos the money laundering normally takes place at the placement stage.
Law enforcement and regulators have the most success identifying and stopping money
laundering at the early stages of the process which is the placement stage. The
chances of law enforcement or regulators identifying money launderers at the layering
stages are greatly diminished and near impossible at the integration stage. Now
because of advances in technology in the financial systems, things such as "e-
currency”, “e-wallets” stored value cards, prepaid cards and “mobile technology
transfers”, the layering stage of money laundering is faster and more anonymous. With
the globalization of our financial systems, the transfer of funds across national and
international boundaries is not only easy; it has become a common day occurrence.

In the United States under Title 31, casinos are considered "financial institutions" and as
such are subject to anti-money laundering requirements. The work | have done in
casinos has given me the opportunity to observe the systems and processes that they
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go through in order to properly identify the customers coming into the casino. The
casinos have extremely sophisticated electronic surveillance systems that allow them to
observe and identify customers that come into the casino and preserve videotape of
their activity should that activity be deemed suspicious. Integrated with the electronic
surveillance systems that casinos operate, they also employ physical surveillance of the
casino floor to observe patrons and to identify fraud and money laundering incidents. In
addition to the physical electronic surveillance, the compliance department for land-
based casinos integrates the technology to help them in identifying suspicious activity
relating to money-faundering and terrorism financing along with fraud. In addition to the
aforementioned measures, land based casinos (including Indian Casinos) have state or
tribal regulators on site 24/7 walking the floors of casinos to ensure compliance with
gaming laws and regulations and assisting in identifying fraud and money faundering.
Internet gaming companies would not have that capability.

Land-based casinos also have the ability to physically verify the identity of the person
conducting the gaming and then physically verify their identification to ensure it matches
that person. in all land-based casinos, if a person fails to provide the casino with
reliable identification upon reaching certain gaming limits, then the casino will bar them
from any further gaming activity and place them on a blocked customer list. Unti the
customer provides proper identification to the casino, they will not be allowed to gamble
at that casino. Internet gaming on the other hand has no way to effectively and
accurately verify the person who is actually gambling. Without these key ingredients, it
is impossible to create a Customer Identification Program (CIP) for an online gaming
company which is required under 31 CRF 103.64.

if an online gaming company cannot accurately identify the person who is actually
conducting the gaming (financial transaction) then it is impossible for these companies
to comply with provisions of the Office of Foreign Asset Control (OFAC) and other
sanctions programs. The obvious gaps here would easily allow for not only money
laundering but also terrorism financing to take place without detection. We have seen
the results when financial institutions fail to comply or willfully circumvent provisions of
the OFAC provisions in such institutions as Lioyds Bank and other international
institutions. The failure to comply or intentionally circumvent our sanction regulations
could have devastating results.

In addition to the FATF and GAQ reports, the current National Money Laundering
Threat Assessment and FinCEN have identified money laundering issues in casinos. In
a FinCEN Advisory issued on July 1, 2009, FinCEN stated “The Financial Crimes
Enforcement Network (“FinCEN”) recently received information from law enforcement
and regulatory authorities that certain casino personnel may have complied with
requests from patrons to evade, or provided instructions to patrons on how to evade,
reporting and recordkeeping requirements under the Bank Secrecy Act.”

Until the true identity of the person actually conducting the Internet gambling can be
determined, then the potential risks for money laundering and terrorism financing would
negate any business opportunity.
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Thank you for the opportunity to provide these comments and | would be happy to
answer any questions or provide any additional testimony or information on money
laundering and terrorism financing with respect to land-based or Internet casinos.
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Testimony of the Honorable Robert Martin

Chairman, Morongo Band of Mission Indians
H.R. 2266, Reasonable Prudence in Regulation Act, and H.R. 2267, the
Internet Gambling Regulation, Consumer Protection, and Enforcement Act

December 3, 2009

Mr. Chairman and members of the Committee, thank you for providing us with this
opportunity to comment on HR 2266 and HR 2267,

My name is Robert Martin and | am the tribal chairman of the Morongo Band of Mission
Indians in Riverside County, California. | am speaking today on behalf of the members
of my tribe, my tribal government and the thousands of people we employ. Morengo is a
federally recognized Indian tribe comprised of about 1,000 members, half of whom live
on our 37,000-acre reservation located at the foot of the San Gorgonio Mountains
between Los Angeles and Palm Springs.

HR 2266 proposes to provide safe harbor to those currently engaged in illegal online
gaming from the regulations mandated by the Unlawful Internet Gambling Enforcement
Act (UIGEA), far one year, or until HR 2267 can be enacted. HR 2267 would authorize
and create a licensing regime for the use of the Internet for various forms of online
gambling and provides for the regulation of those games.

We are here today to ask why Congress would want to protect foreign illegat operators
to the detriment of existing American jobs? [n summary, we stand in opposition to
these bills because:

1. The legisiation will do nothing but legalize off-shore gaming, at the expense of
American Jobs;

2. As tribes are restricted to offer gaming only from Indian lands, we will be at a
competitive disadvantage relative to all other non-tribal gaming interests; and

3. Current law, the Unlawful Internet Gaming Enforcement Act (WIGEA), provides a
constructive pathway for those who wish to offer in Internet gaming on a state by
state basis, and that law should be given time to become effective in its own right.

Mr. Chairman, | am also troubled by that Treasury Department has now granted a six-
month reprieve from the implementation of the 2006 Unlawfu! Internet Gaming
Enforcement Act. In a memorandum signed by President Obama on November 5,
2009, the President declared his commitment to fulfilling the consultation requirements
of Executive Order 13175, a directive originally issued by President Clinton on
November 6, 2000. Executive Order 13175 calls for regular, meaningful consultation
and collaboration with Tribal officials in the development of Federal policy. Tribes were
not consulted on this extension and our interests in the law were not considered. Jobs
are being lost and capital is fleeing our shores every day the 2006 Act fails to be
enforced.
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Keep American Jobs and Capital in America

Let me be clear at the outset, gaming is the primary economic driver for our
government. The Indian Gaming Regulatory Act of 1988 was enacted to assist tribes in
the development of reservation based jobs. The revenues from gaming have enabled
us to create jobs, provide education and social services; diversify our economic base;
and generate substantial economic activity throughout the region. in addition, those
same revenues have enabled us to return millions of dollars to local and regional
governments in addition to the millions we pay to the state. Our gaming has allowed us
to provide millions more in support to non-gaming tribes. However, every day this illegal
gaming is continued to exist, more pressure is placed on our ability to serve our
community and meet the needs of our neighbors.

Current illegal online wagering is estimated to total $347 billion a year globally. This
vast, illegal activity is dominated by offshore entrepreneurs and they intend to use these
bills to continue to controi the market.

These bills will do nothing but promote the status quo of illegal oniine gaming. They will
protect offshore online gambling interests at the expense of tens of thousands of jobs
here in the United States. And they will cost billions of dollars from the investments that
tribal governments and non-tribal commercial interests have made in our communities

HR 2267 threatens existing U.S. gaming facilities that employ hundreds of thousands of
Americans.

Here is a look at Indian gaming in 2008 by the numbers.
« Tribes generated $25.9 billion in gross gaming revenues.

« Tribes produced another $3.2 billion in gross revenues from related resorts,
hotels, restaurants and other lodging or entertainment venues.

« Tribal gaming has created more than 600,000 jobs nationwide

- Tribal gaming has delivered $8.0 billion in federal taxes and saved the
government millions more in unemployment and welfare payments.

HR 2266 and HR 2267 pose a direct threat to bricks and mortar gaming facilities and
the hundreds of thousands of Americans who work there. Passage of these bills will
create few new U.S. jobs because current illegal online gaming is primarily run by
offshore entrepreneurs.

The Morongo Band of Mission Indians has employed as many as 2,500 people at one
time with an annual payroli of more than $73 million. Collectively, it is estimated that
California tribal gaming has generated more than 200,000 direct and indirect jobs for the
state. In fact, California’s Employment Development Department has reported that the
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only industry sector to have experienced any form of job growth in California from 2002-
2007 was Indian gaming. With the exception of tribal governments, virtually every other
sector of the economy has posted losses, including retailing, transportation,
manufacturing and business services.

Today, we are facing the same economic stresses as everyone else. Morongo has seen
a decrease in our revenues by nearly 50 percent since the recession began and we
have been forced to lay off employees. Similar hardship has befallen most tribes across
the country.

This means tribal gaming, like most enterprises, must be pro-active in protecting its
emerging markets — and online gaming is a central part of tribal gaming’s future.

This Congress and our current Administration have worked to promote programs to
save and create new jobs. However, the passage of this legisiation would only imperil
existing jobs.

HR 2267 Promotes Anti-Competitive Policies

HR 2267 discriminates against tribes and establishes an unfair competitive advantage
to foreign offshore gaming operators. if these bills became law, tribes would only be
allowed to offer Internet-based gaming to peopie physically located on the Indian lands
of that specific tribe. That is an enormous restriction on our ability to compete with non-
tribal entities.

To be fair, HR 2267 will allow tribes to prohibit a licensee from accepting wagers
initiated and received within its territory. That is a significant step in the right direction
with respect to the treatment of our tribal sovereignty. But the bill fails to provide a tribal
licensee with the ability to initiate or receive bets or wagers from outside its territory.
Instead, HR 2267 simply continues the same Indian Lands restriction provided under
the indian Gaming Regulatory Act of 1988, a law that was written before the
commercialization of the Internet. The framers of IGRA sought to create a major
economic development engine for indian Country. They would never have intended to
have those economic opportunities undermined by foreign-owned entities. But that's
what HR 2267 would do.

Current Law Can Work

Third, we believe the current law, the Unlawful Internet Gaming Enforcement Act,
provides a constructive pathway for those who wish to offer Internet gaming on a state-
by-state basis. We urge Congress to give that law enough time to become effective in
its own right.

The Unlawful internet Gaming Enforcement Act has solid safeguards for the use of
credit cards and wire transfers associated with Internet gaming transactions. it provides
the terms, conditions and restrictions for wagers initiated by an intrastate or intertribal
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source. States and tribes providing such licensing and regulatory structures have this
option available to them.

Those seeking passage of HR 2267 should be asked to demonstrate the shortcomings
of this existing law before Congress decides to toss it out for a replacement that is
defective on its face.

Final Observations

The one-size-fits-all financing scheme in HR 2267 would disrupt the existing flow of
public revenues to many states and municipalities. HR 2267 would undermine the
significant tax base generated by gaming properties for state and local governments
across the country. Local governments receive more than $100 million from gaming
tribes. States receive $2.5 billion in taxes, regulatory payments and revenue sharing,
resulting from state tribal gaming compacts. But HR 2267 will rob income to these
operations, in turn diminishing tax revenue for local communities.

Proponents of this legislation on behalf of the illegal offshore operators argue that giving
them free access to the American market will eventually increase the gaming industry’s
bottom line. Even if this were true, there will be a few winners, and many losers. The
winners are likely to be large Nevada gaming corporations and overseas Internet
gaming site operators. The many losers will include almost all tribal and commercial
casinos outside of Nevada, and the people who work in them.

Only the largest casino operators will be able to market successfully and have the
‘critical mass’ necessary to operate a viable Internet gaming site. Other competitors will
not be able to achieve this critical mass, and thus can realize no benefit from HR 2267’s
wide-open federal Internet gaming concept.

} would be pleased to answer any questions you might have regarding my testimony.
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EXECUTIVE SUMMARY

This study was commissioned by Wired Safety, an Intemet Safety and Educational
charity. It examines a range of harms potentially associated with online gambling, and
alternative methods for mitigating or minimizing them. Recognizing that the current U.S.
prohibitionist regime with respect to online gambling is largely ineffective in achieving
its aims, and provides no platform or opportunity for the implementation of most of the
relevant harm-reduction strategies, we find that an alternative regime of legalization and
regulation of online gambling would likely improve consumer welfare and protections.
The body of this report evaluates a range of strategies, both regulatory and technological,
that could be used to mitigate potential harms associated with online gambling more
effectively.

Notwithstanding the current prohibitionist legal and regulatory approach, millions of U.S.
residents gamble online through offshore gambling sites. As a result, the United Statcs
finds itself in the unfortunate position of incurring all the social costs of online gambling
while having no control over the gaming sites that serve U.S. residents. The United
States cannot disqualify industry participants from competing effectively for U.S.-based
customers or offer its residents any consumer protections. Nearly all states permit some
form of commercial gambling, and the industry is large and well-established. Clearly,
policymakers have extensive precedent from which to draw strategies to mitigate the
potential social harms of gambling.

Although some controls used in bricks-and-mortar casinos may not translate well to
online gambling, several of the risks we examined become more amenable to control
online. New technologies can be effective, even for those risks that are more difficult to
address online. For example, geolocation and age verification technologies can help turn
potentially significant risks into manageable ones.

In this study, we analyze 10 specific risks that others have suggested are potentially
associated with online gambling: gambling by minors, fraud by operators, fraud by
players, organized crime, money laundering by players, money laundering by operators,
violation of jurisdictional prohibitions, breaches of data confidentiality, lack of site
security, and problem gambling. It is important that regulators treat each of these
potential risks differently. For some risks (such as players cheating other players), the
public interest and the interests of the gaming industry align, making a cooperative
regulatory relationship natural. For others (such as those involving potentially criminal
conduct by operators), a strict enforcement regime would be more appropriate. Still other
potential risks (such as underage and problem gambling) call for a more nuanced
regulatory approach involving a mixture of strict enforcement, effective nonprofit
support, community education, and cooperation, in keeping with the more complex
motivations and incentives facing site operators.

For each of the 10 risks, we examined a set of regulatory methods and technologies that
would provide a reasonable degree of risk management in a regulated environment. Most
of these methods have already been implemented in some form in other jurisdictions.
The United Kingdom, Alderney, Gibraltar, and others have successfully implemented
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regulation, and nearly all of the well-regulated jurisdictions we studied address the 10
risks to some degree.

The establishment of a well-regnlated industry under U.S. jurisdiction would offer far
better protection against online gambling’s potential social harms than outright
prohibition. Combining a thoughtful regulatory scheme with education, technology tools,
and support appears to be the most effective means of handling the realities and risks of
online gambling in the United States. Therefore, we recommend that plans for regulating
online gambling include the design and use of different risk-management strategies
tailored to the different classes of risk that are associated with Internet gambling. In the
end, consumers in the United States would be better protected than they are now.

vi
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L OVERVIEW OF APPROACH AND SUMMARY OF RESULTS

Congress is debating legislation that would remove the existing prohibition on the use of the
Internet for most types of gambling.! The proposed legalization of online gambling would be
conditioncd on the imposition of regulation designed to limit or prevent potential harms such as
underage gambling, money laundering, and problem gambling.

A key issue in the debate over legalization of online gambling is whether regulation and
technology could effectively control such potential harms. Some of the opposition to
legalization reflects a perception that online gambling—in contrast to gambling in bricks-and-
mortar casinos—would be difficult, if not impossible, to regulate effectively.

This study reviews the research literature and international approaches to online gambling.
WiredSafety (the Internet safety and cducational charity) has commissioned this study to help
inform the legalization debate and to help educate the public on the risks associated with online
gambling and the best ways to address thosc risks.

We note that our expertise is in regulatory policy and its relationship to risk analysis, rather than
in any extensive prior knowledge of the gaming industry and gambling behavior per se. We
have critically reviewed the existing litcrature, evaluated relevant technologies, and interviewed
a range of scholars and practitioner experts, both here and abroad. We have not, however,
conducted any new epidemiological studics or ficld research. Our distinctive contribution is the
frame faor risk management and regulatory analysis, rather than any new scientific inquiry.

Our analysis does not directly address whether online gambling should be legalized. In focusing
on managing risks, we did not weigh moral or religious objections to gambling, nor did we
examine broadly libertarian arguments in favor of allowing adults to engage in pastimes they
may enjoy. We did not conduct any analysis to quantify the benefits of potential tax revenues
attrihutable to regulated online gambling. Further, we have not focused on any issues of
federalism or on exactly where regulations and laws should fit into the U.S. multijurisdictional

Internet Gambling Regulation, Consumer Protection, and Enforcement Act, HR. 2267, 111" Cong. (2009),
http://www.house.gov/apps/list/press/financialsves_dem/2 1frank_008_xml.pdf (last accessed on July 23, 2009),
and Internet Gambling Repulation and Tax Enforcement Act of 2009, H.R. 2268, 111" Cong. (2009),
http:/frwebgate.access.gpo.gov/cgi-

bin/getdoc.cgi?dbname=111_cong_bills&docid=f:h2268ih.txt.pdf (last accessed on August 28, 2009).

This study was commussioned by WiredSafety.org, a 501(c) (3) charity and the largest and oldest online safety,
education, and help group in the world. Originating in 1995 as a group of volunteers rating websites, it now
provides one-to-one help, extensive information, and education to cyberspace users of all ages on a myriad of
Internet and interactive technology safety issues. WiredSafety works in four major areas: help for online victims
of cybercrime and harassment; assisting law enforcement worldwide on preventing and investigating
cybercrimes; education; and providing information on all aspects of online safety, privacy and security.
WiredSafety also has a longstanding interest in gambling policy and the prevention of underage gambling. The
study was sponsored by Harrah's Operating Company, Inc and the Poker Player Alliance, who share many of
WiredSafety’s concerns. While the sponsors have provided valuable input into the framing of the research, the
final decisions regarding the research approach and the final written product was solely made by the authors of
the study, following consultation with WiredSafety, ensuring that the study was independent.
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governance structure. Instead, we concentrated more narrowly on the obligations of government
to protect citizens in general, and vulnerable groups of citizens in particular, from unnecessary
exposure to harm.

We sought (1) to identify the specific risks that are associaled with, or perceived to be associated
with, Internet gambling; (2) to determine suitable regulatory strategies for controlling or
managing those risks; and (3) to assess how cffective those strategies are likely to be. We
identified 10 distinct risks that fall into four broad categories. Those categorics are as follows:

. Gambling by minors
. Criminal and fraudulent behavior
. Network access, data privacy and security

. Problem gambling

On the basis of our review of the existing literature and interviews with academics, regulators,
industry participants, and public interest advocates, we came to the following conclusions:

. Online gambling could be regulated effectively if it were legalized.

. A well-structured regulatory regime should provide much better social and
consumer protections than the status quo for the risks we identified.

. At a minimum, even an imperfect legalization and regulatory regime for online
gambling would give Americans much more protection than they have now. The
current prohibitionist policy is extremely weak: large numbers of U.S. residents
already gamble online, but they do so using offshorc sites, many of which are
poorly regulated or unregulated.

For each of the 10 risks we examined, a set of regulatory methods and technologies exist that
would provide a reasonable degree of control, and most of them have been implemented
effectively in other jurisdictions or in other online settings.

Although some controls used in the bricks-and-mortar environment may not translate to online
gambling environments, several of the risks we examined become more amenable to control
online. Comprehensive electronic records and the ability to track financial transactions and
betting patterns provide more opportunities for analysis and audit, and hence improve the
chances of discovering fraud or criminal activity. They also allow gambling websites to provide
tools to mitigate problem gambling in a timely manner.

A. Our Approach

Our approach has been to identify the specific risks that are perceived to be associated with
Internet gambling and then to determine how best to control or manage them. Those risks are
described below.
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Gambling by Minors

a.

Gambling by minors: There is concern that minors might find it
easier to access and use online gambling services in a legalized
environment.

Criminal and Fraudulent Behavior

Defrauding of consumers by _site operators: There is the
possibility that online site operators may be more likely than their
bricks-and-mortar counterparts to rig games, refuse to pay out
winnings, or simply vanish, taking with them players’ account
balances.

Cheating or defrauding of plavers by other players: There is a
concern that players could collude to defraud others, particularly in
online poker. Online gambling may offer opportunities for
collusion that are not available in a physical environment with
visual surveillance.

Involvement of organized crime__in__gambling operations:
Organized crime has a history of involvement with the bricks-and-
mortar casinos and is now involved in some online commerce.
There is some concern that involvement in the online gambling
industry may be a natural next step.

Money laundering by players: There is concern that players or
groups of players acting in concert could use legitimate gambling
operations for money laundering.

Money laundering by site operators: The possibility has been
raised that site operators could use online gambling operations,
with its significant financial flows, as a cover for money
laundering on a large scale.

Network Access, Data Privacy and Security Issues

a.

Violation __of jurisdictional __restrictions __or___prohibitions:
Government at the state, local, and tribal levels has traditionally
exercised control over gambling within a given jurisdiction. The
advent of the Internet has opened the question as to whether
controls mandated by any proposed laws can be enforced within
particular jurisdictions.

Breaches of data confidentiality: To register for play, players
surrender personal or financial data to site operators. Consumers
might be harmed by deliberate or accidental breaches of the
confidentiality of those data.
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c. Communications _and _computer _security failures:  Some are
concerned that site operators might not use appropriate security
practices, procedures, and technologies to ensure the integrity of
their sites, the gaming on those sites, and player interactions.
Absent proper security measures, malicious code could be
transmitted to players, game operations could be infiltrated, and
intrusions into the systems could compromise the game play and
security of users.

4. Problem Gambling

a. Problem gambling _behaviors:  Some argue that increased
opportunity to gamble at any time, from anywhere, and at a faster
pace might cxacerbate pathological, addictive, or problem
gambling behaviors.

With respect to each of these four categories of risks, we sought to answer three broad questions:

€3] In the existing prohibitionist legal and regulatory regime,
what level of protection arc U.S. consumers afforded?

@) With legalization, could these risks be addressed more
effectively than they are now, and assuming legalization,
what regulatory strategy is best suited for addressing these
risks?

3) What are the potentially relevant technologics and methods
available for effcctive risk mitigation, and how might other
parties contribute toward effective control?

Our answer to the threshoid question of whether online gambling can be effectively regulated
came out of our analysis of these more specific questions.

B. The Status Quo Offers No Effective Protection

Many U.S. residents already use online gambling scrvices despite statutory restrictions. Recent
estimates indicate that U.S. gamblers constitute roughly one-fourth to one-third of the global
market for online gambling services.®> The size of the U.S. share of that global market was
estimated to be $5.9 billion in 2008.°

*  G. Srinivasan, “EU Slams US on Its Remote Gambling, Betting Laws,” Business Line, June 14, 2009,

http://www.thehindubusinesstine.com/2009/06/14/stories/2009061450870400.htm (last accessed on September
10, 2009). Also noted in an August 4, 2009 interview with Simon Holliday, Director of H2 Gambling Capital
(U.K.). Also see Simon Holliday et al, Interner Gambling Market Overview: AGA Internet Gaming Task
Force, H2 Gambling Capital, December 2, 2008, p. 8.

*  From H2 Gambling Capital, cited in American Gaming Association, Internet Gambling, AGA Fact Sheet,
(continued...)
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The mainstay of the current prohibitionist regulatory structure is the Unlawful Internet Gambling
Enforccment Act (UIGEA). Instead of criminalizing gambling itself, the UIGEA was intended
to prevent U.S. residents from gambling by placing restrictions on the role of financial
institutions in transmitting payments to and from gaming operators. However, because
workarounds such as e-wallets {essentially a payment processor situated between banks and
gambling sites), phone-based deposits, and prepaid credit cards have proliferated, very few U.S.-
based gamblers are presently much inconvenienced.” Most gamblers are cither unaware of or
confused by the patchwork of federal and state restrictions, and many are readily guided by
unrcgulated onlinc gambling sites toward financial mechanisms that they can use to make
deposits and withdrawals.®

The net effect is that the U.S. attempt to prohibit online gambling has instcad pushed it offshore.
Sites arc rcadily available to U.S. residents through the essentially borderless medium of the
Internct. Some sites are well-regulated, such as those based in the United Kingdom, Alderney,
and Gibraltar, and others are less-well-regulated or unregulated, such as those in Antigua,
Grenada, or the Kahnawake Mohawk territory. (Of course, it is the less-well-regulated
international sites that provide casier access to U.S. consumers.) As a result of the global
gaming industry’s adaptations to the U.S. strategy, the United States finds itself in the
unfortunate position of

. incurring all the social costs related to U.S. residents’ online gambling;

. cxercising no jurisdiction or control over the gaming sites that serve U.S.
residents;

. being unable to offer U.S. residents who choose to gamble on overseas sites any

consumer protections or to implement any other harm-redueing strategies; and

. being unable to qualify industry participants or even exclude criminal groups
from competing for U.S.-based customers.

In an effort to address this reality and enforce current restrictions morc aggressively, federal
officials recently instructed four banks to freeze accounts belonging to online payment
processors. The frozen accounts apparently contained funds owed to some 27,000 people who
used offshore poker websites.” Such financially based efforts seem to have had only a temporary

http://www.americangaming.org/Industry/factsheets/issues_detail.cfv?id=17 (last accessed on August 27,
2009).

USAplayers.com, USA Poker Deposit Methods, http://www.usaplayers.com/poker/deposit-methods/index.htmi
(last accessed on August 8, 2009), and USAplayers.com, Online Poker Deposits and the UIGEA,

hitp://www usaplayers.com/deposit-methods/articies/poker/online-poker-deposits-and-the-uigea.html

(last accessed on August 8, 2009).

¢ Bo Bernhard et al., Internet Gambling in Nevada, University of Nevada, Las Vegas, April 2007, at p. 26. Also
see, Gilbert M. Gaul, “Players Gamble on Honesty, Security of Internet Betting,” The Washington Post,
November 30, 2008, p. A12.

7 Tamara Audi, “U.S. Deals Blow to Online-Poker Players,” The Wall Street Journal, June 10, 2009,
http://online.wsj.com/article/SB124459561 862800591 .html (last accessed on August 3, 2009).
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chilling effect® Over the long run, it is probably not feasible for the federal government to
prevent U.S. residents from accessing foreign sites via the Internet. Unlike China or Iran, for
example, the United States has displayed no appetite for centralized control of the Internct to
block citizens’ access to undesirable sites.

Nor would criminalization of the gambling itself be an effective strategy.” First, it would likely
generate a massive pool of lawbreakers, almost nonc of whom would make attractive targets for
criminal prosecution—because it would likely be a waste of law enforcement resources to pursue
individual online gamblers. Second, it would exacerbate the dangers of consumer fraud at online
gambling sites by making aggrieved consumers more reluctant to report their experiences.

C. Legalization and Regulation Would Afford Significantly Better Protection
than the Status Quo

At a minimum, legalization and regulation of online gambling would give Americans much more
protection than does the current prohibitionist regulatory framework. Although the kind of
regulation that would accompany legalization would not be failsafe, it would be a significant
improvement over the current regulatory and enforcement structure. We belicve that safeguards
could be implemented that would, on balance, substantially improve protections against the
identified risks. Thesc safeguards would also provide protection equal to or greater than that
provided within the U.S.-based bricks-and-mortar gambling industry. We recognize that no set
of technical or regulatory controls could ever eliminate these risks entirely. But even if the new
fence had a few holes, it would be an improvement over having no fence at all.

The view that online gambling, in contrast to its bricks-and-mortar casino counterpart, is
impossible to regulate reflects an old-fashioned perception of cyber jurisdictional authority.
Many offshore commercial entities that operate online are subject to U.S. legal jurisdiction under
existing long-arm statutes and authority. When coupled with governmental licensing authority,
the ability to police online activities is even more powerful. Legalization with regulation would
provide U.S. authorities with the power to grant or deny licenses and to impose significant
sanctions on noncompliant licensees. Those licenses would be highly valuable to site operators.
Compliance with any regulatory requirements and strict licensing conditions that Congress
chooses to impose in return for the privilege of the license would therefore become a cost of
doing business.

¥ Noted in an August 4, 2009 interview with Simon Holliday, Director of H2 Gambling Capital (U.K.).

°  Ryan S. Landes, “Layovers and Cargo Ships: The Prohibition of Internet Gambling and a Proposed System of
Regulation,” New York University Law Review, 82 (May 2007): 913-943, at p. 927-936. Also see Gerd
Alexander, “The U.S. on Tilt: Why the Unlawful Internet Gambling Enforcement Act Is a Bad Bet,” Duke Law
& Technology Review, No. 5 (2008), at 144. Also see Roger Clarke and Gillian Dempsey, “The Feasibility of
Regulating Gambling on the Internet,” Managerial and Decision Economics, 22 (2001): 125-132, at p. 130.
Also see Testimony of John Lyons, in U.S. House of Representatives, Committee on the Judiciary, Establishing
Consistent Enforcement Policies in the Context of Online Wagers, 1 10" Cong., I* Session, November 14, 2007,
p- 107.
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Just as with bricks-and-mortar casinos, the requirement for site operators to maintain a license
gives the government the ability to exclude bad actors as well as impose a broad array of
conditions for, and oversight of, licensees. In contrast, the current prohibitionist policy is
extremely ineffective: large numbers of U.S. residents already gamble online, but they do so
using offshore sites, many of which are poorly regulated.'® With legalization, we would expect
that most online gamblers would prefer licensed U.S.-based sites because of their integrity and
security, rather than accept the risks posed by unregulated or poorly regulated sites. A weli-
structured regulatory regime would provide better protections against all of the risks we
identified.

This conclusion is supported by the experience of other jurisdictions in regulating online
gambling. Some of these, such as the United Kingdom and Alderney, have adopted regulatory
regimes that appear to provide protection against the identified risks. That may be the most
compelling evidence that online gambling can be effectively regulated.

D. Regulatory Methods and Technologies for Controlling Each Type of Risk
Already Exist

For each of the 10 risks we examined, a set of regulatory methods and technologics already
exists that would provide a reasonable degree of risk management. Moreover, most of them
have been implemented in other countries. Onc general insight from regulatory policy, and a
review of other country’s experiences, is that no one size fits all: regulators should treat different
risks differently. The incentives and motivations of different parties vary across risk categories,
as does the locus for detection and control interventions. Understanding the natural incentives of
the gaming industry with respect to each class of risk reveals whether a cooperative regulatory
strategy would likely be more effective than a traditional enforcement-centric one.

For example, for at least one of the risks we identified (protecting the integrity of poker games
by preventing players from colluding or conspiring to cheat other players), the interests of the
public and of the gaming industry align reasonably closely. Both groups are interested in
ensuring the integrity of the games. That makes a more cooperative and less adversarial
regulatory relationship quite natural.

For other risks (such as defrauding of consumers by site operators, involvement of organized
crime, and moncy laundering by site operators), a strict enforcement regime focused on
identification and rapid exclusion of bad actors is morc obviously appropriate. Oversight in
these areas would focus heavily on up-front qualification or “suitability” to exclude those with
criminal histories or connections and persons otherwise lacking in “good character, honesty, and
integrity” as is the casc in the bricks-and-mortar space. Enforcement activity would focus on bad
actors, with the goal of exclusion and sanction. The intense and strict monitoring regime for
reputable sites would include provisions designed to prevent or reveal any infiltration over time

" G. Srinivasan, “EU Slams US on Its Remote Gambling, Betting Laws,” Business Line, June 14, 2009,

http://www thehindubusinessline.com/2009/06/14/stories/2009061450870400.htm (last accessed on June 30,
2009). Also see Supra at footnote 7.
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by undesirable groups or influences. Such regulations would mirror those now in place for
bricks-and-mortar casinos.

Reputable sites, whose competitive advantage lies substantially with their reputation for
integrity, would not be much troubled by the type of oversight designed to keep the “good
character, honesty, and integrity” bar for admission high and the bad players out. In fact, they
should appreciate such oversight as a positive contribution to the overall public perception of
their industry, and the regulatory certainty provided by a licensing model would help with the
industry’s overall long-term planning."’

Some risks (gambling by minors, money laundering by players, problem gambling, breaches of
data confidentiality, and lack of sitc and technology security) present more complex challenges
in terms of regulatory design. If site operators were driven solely by their short-run economic
incentives, they would more likely take bets from minors, problem gamblers, and money
launderers (because the sites gain financially, at least in the short run, from all such bets), and
they might limit their investments in data privacy and sccurity. Site operators might also gain, in
the short run, from abusing or selling personal and financial data provided to them by gamblers.

In the longer term, of course, site operators value their brand names and reputations matter, and
these five risks all figure as reputational risks from the industry’s perspective just as they do in
the bricks-and-mortar gambling industry. By setting the admission bar for licensees suitably
high, U.S. regulators would intend to admit only reputable operators, whose behaviors would be
guided by the value they place on establishing and maintaining a trusted brand. This is the
approach taken by regulators in other jurisdictions—license only reputable firms. Probity
investigations are conducted into the companics and their associates before a licensc is issued. ™
Hence, for thesc five risks, close supervision would be required if an operator were regarded as a
rational but short-sighted actor. At the same time, a more cooperative and symbiotic regulatory
relationship ought to emerge when reputable operators take a longer-term, strategic view. To
better align site operators’ short- and long-term interests, regulation also would provide for
sanctions, from monetary fines up to and including loss of license for those site operators that
choose to disregard mandated operational and consumer protections.

One strategy to provide longer-term, reputation-based incentives for good behavior is to create
costs to entry——through the regulatory process, licensing fees, or other means—that reduce

" Noted in an August 13, 2009 correspondence with Katharina Ried! of bwin (Austria).
2 Noted in an interview with Phill Brear, Head of Gambling Regulation at the Gibraltar Regulatory Authority and
an interview with Glenn Gibson, Manager of Technical and Systems Audit at the Tasmanian Gaming
Commission, and Damien Jarvis, Assistant Director of the Liquor and Gaming Branch of the Tasmania
Department of Treasury and Finance (Australia), Also, as noted in an August 31, 2009 correspondence with
John Sealy, Manager of Information Systems and Technology Services at the Licensing, Regulation and
Alcohol Strategy Division of the Northemn Territory Department of Justice (Australia), licensees often wish to
be seen as responsible and as good corporate citizens. Also see Testimony of André Wilsenach and Testimony
of Mary Williams, in U.S. House of Representatives, Commitiee on Financial Services, Can Internet
Gambling Be Effectively Regulated to Protect Consumers and the Payments System? 110" Cong., 1% Session,
June 8, 2007, p. 122 and 1490.
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incentives to make a quick profit and leave the industry. For all risks created by operatos
shortsightedness, regulators need to establish and retain sufficient audit and monitoring systems
so they can see when organizations that arc otherwise reputable tilt too heavily toward short-term
gain at the expense of public protection. Regulators should not accept the industry’s
protestations that they can be cntirely trusted to take care of such risks without oversight simply
becausc it is in their interest to do so. It is indeed in the industry’s long-term interests to do so,
but short-term considerations sometimes prevail, even in major corporations and multibillion
dollar industries.

The following sections of this study describe a variety of control technologies and regulatory
tactics relevant to each risk, and identify the most promising approaches in each case. Table 1,
in Appendix A, lists the 10 risks and for each outlines

. the level of protection afforded under the current regime (column 2);

. the overall structure and style of regulatory oversight most natural for cach risk
(column 3), and

. some key points regarding relevant technologies and control strategies (column
4).

Below we summarize key points in relation to each risk.
1. Gambling by Minors

There is a general concern that underage gamblers may access or attempt to access online
gambling sites.

. Gambling by minors: A number of technologies routinely used in other industrics
can be used to exclude minors from online gambling, including a variety of data-
matching techniques, electronic or other submission of documentary evidence of
age, and possibly application of biometric identification systems. The strongest
form of control would requirc positive matching of a player at the timc of
registration against existing databases of known adults, thus excluding minors, as
well as identity-verification prior to initiating any session of play. U.S.-licensed
operators would be expected to use filters and procedures that are as
discriminating as reasonably possible. With respect to U.S. residents, we would
expect available data needed for age-verification to be of high quality and
reliability.  Site operators could also be required to provide child-protective
software to parents to help prevent minors from accessing gambling sites.
Alternatively, a separate governmental or nonprofit cntity could provide such
software.

2. Criminal and Fraudulent Behavior

Criminal activity can stem from site operators or the players themselves. The following risks are
rclated to criminal activity by site operators:
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. Defrauding of consumers by site operators,
. Involvement of organized crime in gambling operations, and
. Money laundering by site operators.

These risks would be effectively limited by a regulatory strategy designed to keep the bar for
admission high and to keep criminals out. Such controls have worked well in bricks-and-mortar
casinos and would operate similarly with U.S.-licensed online site operators. Relevant tactics
include rigorous vetting procedures for new applicants and monitoring of licensed site operator
behavior to prevent or detect regulatory nomeompliance, criminal conduct, fraudulent and
deceptive practices, and disregard for consumers’ rights.

Regulatory strategy with respect to these risks would be enforcement-centric with a focus on
excluding operators with criminal historics or connections. Reputable site operators with brands
to protect could not afford to risk damage to their reputations, loss of their licenses, or regulatory
sanctions. Thus, we would expect the industry at large to support the type of demanding
admission standards, regulatory monitoring, and sanctions designed to keep bad actors out of the
business. Players, best positioned to detect improper conduct or consumer fraud by site
operators, would be enabled and encouraged to report site operators’ improper conduct directly
to regulators and others in law enforcement. Players would also have access to U.S. courts for
dispute resolution.

Player criminal behavior falls into two major categories-—cheating or defrauding of players by
other players and money laundering by players.

. Cheating or defrauding of players by other players: Most of the cases of improper
player collusion or cheating that have come to light have been detected by other

players. With a regulator in place for U.S.-licensed sites, players would have
stronger recourse against the sites, or against other players, by lodging complaints
with the regulator or relevant law enforcement agencies. More important,
licensed operators could bc required to maintain comprehensive databases of all
betting transactions and these databases could be examined and analyzed by
regulators in the event of an inquiry or the triggering of red flags. Site operators,
who themselves have a strong interest in maintaining the integrity of their games,
could be expected or even required to implement pattern recognition software to
scan routinely for anomalous betting patterns.

. Money_laundering by players: Online gambling operators, like operators of
bricks-and-mortar casinos, would be subject to current anti-money-laundering
regulations. These regulations would require site operators to expend some level
of effort in detecting money laundering. The online environment provides better
opportunities for detecting money laundering by players or player groups than the
bricks-and-mortar casino environment. Site operators could be rcquired to retain
comprehensive data on all deposits, withdrawals, and betting transactions and to
make these data available to regulators for examination and analysis. Given
complete data, most patterns related to money laundering (such as light betting or

10
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matched bets placed by collaborators) would be easier to detect than they are in a
physical environment (where complete transaction histories are available only in
the form of video recordings). Software that detects anomalies and suspicious
behaviors could be operated easily and routinely on digital databases by the site
operators, by regulators, or by both. The site operators’ obligations with respect
to their own detection of money laundering would form a part of their ordinary
compliance obligations under the licensing regime.

3. Network Access, Data Privacy and Security Issues

Any U.S. legalization and regulatory regime would likely address the risk of access to online
gambling sites from jurisdictions that prohibit such activity.

Violation of jurisdictional restrictions or prohibitions: State, local, and tribal
govemments may continue to prohibit or restrict (1) the operation of gambling
sites from within their jurisdictions and (2) online gambling by individuals
resident or physically present within their jurisdiction. Licensed U.S. sites could
be required to take all reasonable steps not to permit registration or participation
by individuals in such states. A range of geolocation technologies arc now
available, mostly tied to identification of the user location by reference to their IP
addresses. Such technologies, while not entirely foolproof, have the capability of
reducing risks as much as is required by regulators. IP geolocation, together with
address verification at registration and other controls, can be expected to deter the
bulk of casual attempts to gamble from within restricted states. Determined users,
of course, already have access to foreign sites and would probably continue to use
those rather than go to the trouble of devising sophisticated technological means
for defeating U.S.-based geolocation controls. Regulatory oversight mcthods
could include audits of U.S.-based operators’ sofiware controls and routine
“mystery shopping™ at U.S. sites conducted from locations within states that had
chosen to exercise their rights to restrict online gambling.

Data privacy and security risks include: sites not using commercially appropriate security
systems and practices; intentional or accidental breach of the gambling site’s and user’s data
security; and the introduction of spyware, adware, or malicious code into gambling websites’
software or transmission of such malware to users’ computers.

Breaches of data confidentiality: Under legalization and regulation, U.S.-licensed
operators would be subject to all applicable federal and state requirements
regarding data confidentiality and security. Sitc operators would be subject to
regulatory and potentially criminal sanctions and civil liability for any breaches or
abuses of personal or financial data. Their data-protection controls would be
subject to regulatory audit. There is no reason to believe that licensed online
gambling operators would be any less able or willing to fulfill these obligations
than other online merchants with similar data custody obligations.

Communications and computer security failures: Under the current regime, U.S.

authorities have no oversight over security for online gambling sites. With

11
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Iegalization and regulation U.S. licensed sites would be subject to existing data
protection laws. Furthermore, U.S. regulators would have an opportunity to
require state-of-the-art cybersecurity controls to protect against the introduction of
malicious code or the unauthorized manipulation of games.

4. Problem Gambling

It is relatively casy to demonstrate for the other risk categories that a well-structured regulatory
regime coupled with relevant technologics should provide better protection than the status quo.
For problem gambling, howevcr, the potential effect of legalization is less obvious a priori.
Many might assume that pathological or addictive gambling behaviors would be exacerbated by
the increased opportunity to gamble at any time and from anywhere online. But research on this
topic does not support this conclusion. In particular, the link between the availability of online
gambling and increases in thc prevalence of problem gambling has not been established.
Nevertheless, some online gamblers would be problem gambiers.

In a well-regulated online environment, gamblers could have opportunities and technologies
made available to them to help curb addictive or problematic gambling behaviors. Such
mechanisms would permit them to limit their gambling volume, deposit rates, loss rates, and the
size of each wager. Users could also access online clinical and self-help resources from links
provided at the gambling site.

The relationship between legalization and potential effects on problem gambling rates must
certainly be examined carefully. Opponents of legalization fear an increase in problem gambling
rates. However, gambling experts in the United States and the United Kingdom have reported
that the prevalence rates for pathological gambling have remained static and low (roughly 0.7%
of the adult population, in both countries) for many years. A large-scale study of gambling
prevalence in the UK. found the 0.7% rate remaining stable from 1999 through 2007 despite
substantial increases in gambling opportunities during this period.!

Because this issue is likcly to receive considerable attention as the United States considers
legalization, we have attempted to analyze the various arguments given as to why the act of
legalization might drive the level of problem gambling up or down. We have identified five
popularly discussed mechanisms through which legalization could drive problem gambling up,
and describe them here along with some observations that help mitigate the anticipated cffects:

. Mechanism: Inhibitions to gamble that are based on would-be gamblers’
knowledge of current Icgal restrictions would be removed.

¥ Noted in a June 10, 2009 interview with Howard Shaffer, Director of the Division on Addictions and Associate

Professor of Psychology in the Department of Psychiatry at the Cambridge Health Alliance. Also see Jacob
Sultum, “Some Bets Are Off: The Strangely Selective and Self-defeating Crackdown on Internet Gambling,”
reasononiine, June 2008, http://www.reason.con/news/show/126022.html (last accessed on September 10,
2009). Also see Heather Wardle et al., British Gambling Prevalence Survey 2007, National Centre for Social
Research, Prepared for the Gambling Commission, September 2007,

hitp://www.gamblingcommission. gov.uk/pdf/Britsh%20Gambling%20Prevalence%20Survey%2007 %20-
%20Sept%202007.pdf (last accessed on September 10, 2009), p. 10.
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< Qbservation: Gamblers in the United States are generally ignorant of or
completely confused about existing legal restrictions, and (until very
recently) there has been no cnforcement against the gamblers
themselves.'* Hence, the lifting of the prohibition itself is unlikely to have
any significant impact on would-be gamblers’ willingness to gamble
online.

. Mechanism: Gamblers may be more comfortable gambling online because
licensed operators are reputed to be trustworthy.

»

<> Observation:  The gamblers most likely to be influenced by the
availability of trusted brand-name sites are those who gamble already,
perhaps in the casino environment, and hence know the brands.
Knowledgeable gamblers may indeed shift their business, but this
represents displacement, not overall growth. And the displacement would
be from bricks-and-mortar to online gambling, which can offer many more
options and protections for problem gamblers than can land-based casinos.

. Mechanism: Gambling opportunities would be ubiquitous and available 24/7.

< Observation:  U.S. residents already have online gambling options
available to them all day, everyday, and from anywhere. So the addition
of U.S.-licensed sites would not alter that particular reality.

. Mechanism: Lifting the UIGEA’s restrictions on financial transactions might
make it easier for consumers to place bets online.

<> Observation: Lifting the restrictions of the UIGEA would not make it
significantly easier for U.S. residents to make deposits to online sites.
Enough workarounds have been designed, and are energetically promoted
to consumers by the offshore sites, to render the existing restrictions
largely ineffective. '

. Mechanism:  Advertising by licensed online gambling sites might lead to
nereased problem gambling.

< Observation:  Although advertising is one avenue for the expected
increase in online gambling that would follow legalization, little evidence
exists to show whether and to what extent advertising-induced growth in,
or redistribution of, gambling volume might produce increases in problem

' The recent seizure of online poker players’ funds was termed an “unprecedented action” by the Poker Players

Alliance. See Supra at footnote 7.

B See Supra at footnote 5.
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gambling rates.'® Furthermore, this mechanism (allowing advertising for
online gambling sites) is controllable to the extent deemed necessary or
desirable, through regulatory restriction.

We also looked at two mechanisms through which legalization and regulation could drive
problem gambling down:

. Mechanism:  Tax and license-fee revenue distributions may provide an
opportunity to extend and enhance counseling, treatment, and support programs
for problem gamblers.

g Observation: Significant tax revenues might be anticipated from U.S.
operators, and revenue distributions from taxes and license fees could
substantially boost publicly funded prevention, counseling, and treatment
programs, as well as rescarch on gambling addiction. Existing budgets for
counseling and treatment scrvices for problem gamblers have been
limited, zgld most health insurance programs do not currently cover these
services.

. Mechanism: Regulators could requirc licensed domestic sites to lead the world in
offering a full suite of advice and protections for problem gamblers to an even
greater cxtent than is the case in bricks-and-mortar casinos.

< Observation: U.S.-licensed sites could be required to display offers of
help prominently on their websites, including (1) registration pages that
offer self-diagnostic tests designed to help would-be gamblers understand
their own attitudes and vulnerabilities; (2) web pages that display
prominent links to support and counseling services; and (3) availability of
speed-of-play, compulsory time-outs, or player-loss-rate caps. All players
should be offered the opportunity up front and at subsequent intervals to
voluntarily cxclude themselves or to limit their own deposit rates, loss
rates, betting rates, or periods of play.

16
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Noted in an August 4, 2009 interview with Simon Holliday, Director of H2 Gambling Capital (U.K.).

Fraoklin {2001) discusses lack of federal funding for treatment or awareness of problem gambling, lack of
msurance parity for problem gamblers, and limited or lack of funding from most states in the United States.
Joanna Franklin, Problem Gambling in the U.S: From the Beginning — Into 2001,
http://www.responsiblegambling.org/articles/Problem_and_Pathological Gambling_A_view_from_the_States.p
df (last accessed on Septermber 10, 2009). Also, Winstow (2008) discusses the lack of state funding for problem
gambling services in Colorado and other states in the United States. Kyle Winslow, “A Problem for Gamblers,”
The American Prospect, March 10, 2008,

http://www prospect.org/cs/articles?article=a_problem_for_gamblers (last accessed on July 13, 2009). Also see
the website of the Association of Problem Gambling Service Admunistrators (APGSA),
http://www.apgsa.org/State/index.aspx (last accessed on September 10, 2009).
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We believe that the opportunities to mitigate problem gambling provide significant benefits not
available under the status quo. These benefits provide a significant counterweight to any
potential increases in problem gambling that result from legalization. Furthermore, the potential
benefits of mitigation would become available to most existing online problem gamblers.\

E. Conclusions

We have examined 10 distinct risks in four categories that may be associated with the growth
and availability of online gambling. In each case, the current legislative framework is failing to
provide any effective risk control or consumer protection. The establishment of a well-regulated
industry under U.S. jurisdiction would offer the opportunity for much better protection. We
recommend that plans for regulating online gambling include the design and use of different risk-
control strategies for different risks that may be associated with Internet gambling, as well as
education and consumer support.

If the United States decides to legalize and regulate online gambling sites, we would expect most
U.S.-resident gambilers to be diverted from overseas sites toward reputable and trusted domestic
operators. In the long run, reputable gambling operations under U.S. control should come to
dominate online gambling opportunities chosen by U.S. consumers. All four categories of risk
would be better controlled in such circumstances than they are at present. In the end, U.S.
consumers would be better protected than they are now.
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1L REGULATORY METHODS AND TECHNOLOGIES AVAILABLE FOR
CONTROLLING EACH RISK

For each of the 10 risks outlined above, a set of regulatory methods and technologies already
exists that would provide a reasonable degree of control. Moreover, most of them have been
implemented successfully in other countries and other online settings. This section describes a
variety of control technologies and regulatory tactics relevant to cach risk, and identifies the
most promising approaches in each case.

A. Gambling by Minors

A common concern about legalizing online gambling stems from the fact that many current
online gambling sites do not have adequate regulations or safeguards against gambling by
minors. The primary concern is that underage access to and use of online gambling services
might inercase because it may be difficult to verify age and replicate controls used by bricks-
and-mortar casinos to exclude minors. However, effective measures to prevent online gambling
by minors have been implemented in well-regulated Internet gambling environments in many
European countries and in Australia. Moreover, a number of technologies routinely used in other
industries ean be applied to the online gambling environment. We discuss below the issuc of
online gambling by minors and strategies to prevent it.

1. The Issue of Gambling by Minors

Age restrictions apply to virtually all forms of legalized gambling, though the specific age
restriction varies by jurisdiction. The typical rationale for age restrictions is that children and
young persons arc highly vulnerable and are more likely to become problem gamblers if they
begin gambling at a young age. In the online environment, gambling by minors is a problem that
stems from the inherent difficulty in separating underage users from adults on the Internet
because of the absence of an official personally verifying a gambler’s age.'® Minors can gain
access to online gambling websites cither by providing false credentials during the registration
process or by gaining access to their parents’ or others’ online gambling account.

Anecdotal evidence suggests and surveys have shown that underage gambling is widespread.
Studies conducted between 1999 and 2004 covering Canada, the United States, the United
Kingdom, and Australia indicated that 4-7% of adolescents exhibited serious patterns of
pathological gambling and 10-15% were at risk of either developing or returning to a serious
gambling problcm.'9 More recent studies have revealed an increase in the involvement of

" Ryan S. Landes, “Layovers and Cargo Ships: The Prohibition of Internet Gambling and a Proposed System of

Regulation,” New York University Law Review, 82 (May 2007): 913-943 at p. 923.

' Sally Monaghan, Infernet and Wireless Gambling — A Current Profile, Australasian Gaming Council, 2008.
http://www austgamingcouncil.org.aw/images/pdf/Discussion_Papers/age dis_internet.pdf (last accessed on
July 11, 2009). Aise the extent to which rates of problem gambling among adolescents are elevated is
controversial. For example, in exploring the propertics of two screening instruments in identifying problem
gambling among students aged 15 to 17 , Ladouceur er al. (2005) discuss the need to clarify the construct of
pathological gambling among youth and note that neither the SOGS nor the DSM-IV subscale (MAGS) was
perfect in identifying problem gambling. R Ladouceur ef af, “Concordance between the SOGS-RA and the

(continued...)
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Canadian youth in online gambling. In 2006, 9% of Canadian high school students reported
having gambled online for money, an increase from 3.6% in 2005.° According to the National
Annenberg Survey of Youth, in the United States, card playing for money on the Internet by
male youth aged 14 to 22 rose to 3.3% in 2008 from 2.4% in 2007.' In a 2008 study of general
gambling attitudes among Canadian youth aged eight to 20, 76% of those surveyed admitted to
having gambled at least once in their lives.”> Among the group aged 18 to 20, 90% had gambled
at least once and approximately 39% admitted to gambling once a week or more.”

2 Existing Controls in Other Jurisdictions

States with commercial casino gambling typically limit access to persons 21 or over, although
most lotteries and some Native American casinos allow 18-year-olds to gambie. Most othcr
countries have an age limit of 18, which applies to both online and casino gambling. There is no
established minimum age for online gambling in the United States because it is done outside of
U.S. legal and regulatory safeguards.

Well-regulated overseas gambling jurisdictions require online operators to verify the identity,
location, and age of their customers and to use various mechanisms to curb underage gambling.
Some evidence suggests that age restrictions for online gambling have not been uniformly
required or rigorously implemented. In an exploratory study of 30 U.K.-based sites conducted
before the United Kingdom’s regulation of online gambling, researchers noted that 11 of those
sites had no age verification check.”* %> Although 17 sites had age checks, they simply required
a person registering to either check a box to confirm that they were 18 years of age or older or

DSM-1V Criteria for Pathological Gambling among Youth.” Psychology of Addictive Behaviors, 19, No. 3
(2005): 271276 at p. 274-275.

J. McBride, “Internet Gambling among Youth: A Preliminary Examination,” International Center for Youth
Gambling Problems & High-Risk Behaviors Newsletter, 6, No. 1 (2006); cited in Sally Monaghan, Intemnet and
Wireless Gambling — A Current Profile, Australasian Gaming Council, 2008.
http://www.austgamingcouncil.org.au/images/pdf/Discussion_Papers/agc_dis_internet.pdf (last accessed July
11, 2009).

“' The Annenberg Public Policy Center /nternet Gambling Stays Low Among Youth Ages 14 to 22 but Access to
Gambling Sites Continues; Sports Gambling Makes Resurgence, November 26, 2008,
http-//www.annenbergpublicpolicycenter.org/NewsDetails.aspx?myld=306 (last accessed July 25, 2009)

Jeffrey L. Derevensky er al, “Adolescent Attitudes toward Gambling,” Brazilian Journal of Cognitive
Psychology, 4, No. 1 (2008),
http://pepsic.bvs-psi.org.br/scielo.php?script=sci_arttext&pid=S1808-56872008000100002&Ing=en&nrm=
(last accessed on September 1, 2009).

B Seeld.

U.K.-based online gambling operators first came under regulation with the introduction of the Gambling Act
2005 in September 2007. Before the Gambling Act, online gambling fell under no specific regulation.

Michael Smeaton and Mark Griffiths, “Internet Gambling and Social Responsibility: An Exploratory Study,”
CyberPsychology & Behavior, 7, No. 1 (2004): 49-57.
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enter their date of birth*® In addition to lax age checks, most websites required only a valid
credit card to begin gambling. However, some minors in the Unitcd States as young as 13 have
access to credit cards in their name, rendering this mechanism ineffective as an age check.”’
Moreover, minors may have access to their parents’ credit card information. In a 2004 British
study, a 16-year-old girl attempted to access 37 gambling websites using her debit card, lying
about her age but being otherwise truthful. Only seven sites prevented her from registering. ™

A more recent mystery shopping study performed between April 2008 and March 2009, after
U.K.-based online gambling had come under regulation, revealed quite different results. The
British Gambling Commission noted that more than 95% of gamblers were registered with
websites that had sufficient age verification checks, and only 2.2% were registered with sites that
had age verification weaknesses.”

Other jurisdictions have also had success in preventing underage gambling through effective use
of restrictions and mechanisms. In his testimony to Congress, the CEO of the Alderney
Gambling Commission noted that during the seven years of regulation of online gambling in
Aldemey, the Commission had not had any complaints about minors gaining access to an
Aldemey-regulated site. He further noted that the primary reason that Alderney’s licensed sites
are able to prevent minors from gaining access is the use of third-party verification software by
most licensees.*®

Similarly, Mary Williams of the Gambling Control Commission of the Isle of Man noted that
license holders of online gambling websites use various methods of age verification, including
large data services such as Experian, to ensure that customers are of legal age. Morcover,

¥ Seeld.
2 Commussion on Child Online Protection, Report to Congress, October 20, 2000,
http://www.copacommission.org/report/COPAreport.pdf (last accessed on August 11, 2009), p. 25. Also see
European Commission, Background Report on Cross Media Rating and Classification, and Age Verification
Solutions, Safer Internet Forum, September 2008,
http://ec.europa.ew/information_society/activities/sip/docs/pub_consult_age_rating_sns/reportageverification.
pdf (last accessed on August 24, 2009).

Smeaton er al., “Study into Underage Access to Online Gambling and Betting Sites,” 2004; cited in Ryan S.
Landes, “Layovers and Cargo Ships: The Prohibition of Internet Gambling and a Proposed System of
Regulation,” New York University Law Review, 82 (2007), at p. 924.

British Gambling Comrmission, Online Mystery Shopping Programme, July 2009,
http://www.gamblingcommission.gov.uk/pdf/ontine%20mystery%?20shopping%20programme%20july%20200
9.pdf (last accessed on August 2, 2009).

Testimony of André Wilsenach, in U.S. House of Representatives, Committee on Financial Services, Can

Internet Gambling Be Effectively Regulated to Protect Consumers and the Payments System? 110" Cong., 1*
Session, June 8, 2007, at p. 145.
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withdrawal of funds requires access to a PIN number, which the gambling site mails to the user’s
postal address, thereby limiting the possibility of unauthorized access to funds by minors.”’

Gibraltar’s regulatory regime rcquires licensees to take “all reasonable steps” to verify that
customers are of legal age, although operators are allowed to consider the use of a credit card as
a verification of age.’

The United Kingdom requires that licensed gambling sites have policies and procedures to
prevent underage gambling, including a warning that undcrage gambling is illegal, requiring an
affirmation from the customer that he or she is of legal age, ensuring that staff are trained in age
verification (particularly in the use of secondary forms of identification verified by staff
members when initial automated procedures fail), and enabling filtering software to block the
website.  Beyond this, secondary verification may be required, such as searching credit
databases for age information, prohibiting unverified users from withdrawing winnings, and
freezing the account of anyone not verified within 72 hours of applying to the site. However,
these checks are not required if the user deposits funds using a credit card.**

The regulator in Australia’s Northern Territory requircs that players’ ages be confirmed within
90 days of opening an online gambling account and before withdrawing any funds. Copies of
identification must be ¢-mailed, faxed, or mailed directly to the site operator. If the individual is
not confirmed within the 90-day period, he or she must seck permission from the regulator’s
Director of Licensing to re-open the account.”

In the United States, the UIGEA exempts certain forms of gambling, such as horse racing and
state lotteries, from its criminal provisions if the applicable state law has a provision for age
verification that is “reasonably designed to block access to minors.”*®

Testimony of Mary Williams, in U.S. Housc of Representatives, Committee on Financial Services, Can Internet
Gambling Be Effectively Regulated to Protect Consumers and the Payments System? 110" Cong., 1** Session,
June 8, 2007, at p. 130,

2 Gibraltar Regulatory Authonty, Code of Practice for the Gambling Industry, Issued by the Gambling
Commissioner, December 13, 2008,
http://www.gra.gi/sites/gambling/downloads/215/generic_code_v1.0.2009.pdf (last accessed on August 6,
2009), p. 14.

British Gambling Commission, Conditions and Codes of Practice applicable to: Remote Casino Licenses,
Remote Casino Ancillary Licenses, December 2008, at p. 7-8.
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Noted in an Auvgust 31, 2009 correspondence with John Sealy, Manager of Information Systems and
Technology Services at the Licensing, Regulation and Alcohol Strategy division of the Northern Territory
Department of Justice (Australia).

% Anthony Cabot and John Aristotle Phillips, “Age Verification: UIGEA Compliance and Regulation,” World

Online Gambling Law Report, October 2006,
http://integrity.aristotle.com/documents/A geVenficationLawPublication.pdf (last accessed on August 10, 2009).
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3. Relevant Technologies for Risk Mitigation

Although the anonymous nature of online platforms might increase the risk of underage
gambling, available technologies can address such risks.

Researchers have outlined several categories of technologies for verifying the age of adulits,
including comparison of the registrant’s credentials against public databases such as credit
reports and criminal histories, or even biometrics.”” In designing such controls, care would be
needed to balance the (intended) exclusion of minors against the (unintended) denial of
admission to qualified adults. The use of a credit card can often be an indicator of age, although,
as noted in Section 2, some children have access to credit cards, and credit card companies do
not allow cards to be used for age verification.® Tt is thus likely that any age verification
technology would use government-issued identification as its basis, potentially combined with
other strategies to increase its effectiveness.*

Exclusion of minors from online gambling can also be aided through technologies routinely used
to verify age in other applications today.** Currently, onlinc liquor stores cmploy various
mechanisms, including a variety of data-matching techniques, to prcvent minors from purchasing
alcohol online.*" The simplest solution requires a social sccurity number and other forms of
identification such as a driver’s license, combined with a credit card registered to that
individual.? An age-verification service is used to check the information provided against a
database containing credit data, driver’s license data, and registered voter information,”

7 Internet Safety Technical Task Force, Enhancing Child Safety and Online Technologies, Final Report to the
Muiti-State Working Group on Social Networking of State Attorneys, Berkman Center for Internet & Society,
Harvard University, December 31, 2008,
http://cyber.law.harvard.edw/sites/cyber. law.harvard.edu/files/ISTTF_Final Report.pdf (last accessed on
September 11, 2009) at p. 8.

¥ See Supra at footnote 36.

¥ Seeld.
* Such as online hquor stores, online sellers of tobacco, and the websites of Hollywood movie studios. See
Testimony of Michael Colopy, in U.S. House of Representatives, Committee on the Judiciary, Establishing
Consistent Enforcement Policies in the Context of Online Wagers, 1 1o® Cong., 1" Session, November 14, 2007,
at p. 53.

Boris Reznikov, “Can I See Some ID? Age Verification Requirements for the Online Liquor Store,” Shidler
Journal for Law, Commerce & Technology 4, No. 5 (2007),

hitp://www Ictjournal.washington.edu/Vol4/a05Reznikov.htmi (last accessed on July 25, 2009). Also see
Integrity, Case Study: Age Verification for Online Alcohol Sules, Aristotle Inc.,
http://integnity.aristotle.com/documents/Online_Wine_Sales-WhitePaper2006.pdf (last accessed on September
10, 2009).
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Aristotle, Inc., a technology consulting firm, produces an identity- and age-verification service
called Intcgrity:Dircct, which uses a database of government-issued identification to verify age;
the vendor claims the check takes less than 5 seconds, covers 3.4 billion people, complies with
U.Ss. privacz laws, and is not subject to the Fair Credit Reporting Act because it does not use any
credit data.

LexisNexis and its advanced linking technology combincs real time access to billions of public
records compiled from thousands of public and proprietary sources that can be used to verify age
and identity of individuals.*®* For a minor to defeat this method of authentication, he or she
would have to access an adult’s government-issued ID ecard, credit card, and other information.
Because this is a foresceable scenario, this age verification technique must be combined with
others.

Michigan’s Liquor Control Commission has approved a “knowledge based authentication™ tool
for age verification. This online tool develops questions that only the specific individual would
know answers to and checks the answers against public records.*® This system, while robust,
imposes potentially significant transaction costs of between 25 cents and one dollar per check,
making it a costly solution if used every time a user logs on to a gambling site.” The LexisNexis
service can deliver an interactive, knowledge-based query process to instantly “multifactor”
authenticate individuals at the point of customer contact,*®

Other technologies may prove useful to augment traditional verification, such as the use of a PIN
number mailed to the address of record of the user, as in the Isle of Man, or requiring the user to
enter personal information via his or her home phone. This strategy prevents a minor from
simply using his or her parents’ credit and 1D cards and immediately creating an account.

If legalization is implemented and matching techniques are used, the U.S.-licensed site operators
would be expected to develop and use filters that are discriminating. Regulators could choose
where to set the balance between Type I errors (where underage gamblers are not detected) and
Type II errors (where gamblers of legal age are excluded). Moreover, with respect to U.S.

Integrity, Integrity:Direct, Aristotle Inc.,
http://integrity.aristotle.com/index2.php?option=com_content&do_pdf=18id=47 (last accessed on August 11,
2009).

4 Noted in an August 10, 2009 interview with Chris Pinion, National Account Manager at LexisNexis Risk and

Information Analytics.

See Supra at footnote 41. Atso see Tricia Pearson, ‘Can I See Some ID?’ Why Age Verification fs a Hot Topic
Jor Online Retailers, Shoosmiths, June 24, 2009, http://www.shoosmiths.co.uk/news/2372.asp (last accessed on
August 11, 2009).

See Supra at footnote 41 Boris Reznikov.

Noted in an August 10, 2009 interview with Chris Pinion, National Account Manager at LexisNexis Risk and
Information Analylics.
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residents, we would expect available data to be of high quality and reliability, making age
verification through matching techniques effective.®

Site operators could also be required to provide child-protective software to parents to keep
minors from accessing their parents’ accounts or any onlinc gambling sites. The Nova Scotia
Gaming Corporation (NSGC) commissioned and distributed BetStopper, which is a software
program designed to help parents prevent children from visiting online gambling websites.
Results from the pilot survey were extremelgz positive and indicated that 92% of parents found
BetStopper to be a valuable prevention tool.” The BetStopper software was provided to families
for free by the NSGC. Other widely available Web filtering software, such as Net Nanny, can
also be used to block access to gambling sites by children. Net Nanny analyzes keywords and
objects on every website visited and assigns “points” in different content categories, one of
which is gambling.” If a sitc scores too high in an objectionable category, the software blocks
it An administrator, usually a parent, can decide which catcgorics to block and also whether a
particular score leads simply to a warning message or to a complete block.*® The software has
generally received high reviews, and its filtering technology is resistant to circumvention, >
Other parental control tools are contained within operating systems such as Windows Vista and
Mac OS X, some are provided for free by network service providers, and many online safety
organizations provide directories to help parents find appropriate protective software.™ A
regulator may require that approved filtering software be offercd to anyone requesting it.

Minors may also have a weak financial motive to gamble online. If a minor usurps an adult’s
payment and identification information, for example, all of the minor’s winnings would be paid

% Noted in an August 5, 2009 interview with Phill Brear, Head of Gambling Regulation at the Gibraltar
Repulatory Authority. Also noted in an August 21, 2009 interview with Andrew Fritchie, General Counsel of
PartyGaming PLC.

* Nova Scotia Gaming Corporation, World-Leading Software Launched to Protect Nova Scotia Youth, May 29,

2009,
http://www.nsge.ca/pdfipress/Microsoft%20Word%20%20BetStopper%20Media%20Release%20FINALMay%
2028%20w%20photo.pdf (last accessed on September 10, 2009).
' Net Nanny, Protecting Your Famuly on the Internet, white paper,
http://www.netnanny.com/products/netnanny/protecting_your_family (last accessed on September 10, 2009).

2 See Id.
3 See Id.

For a review of the Net Nanny software, see http:/internet-filter-review.toptenreviews.com/netnanny-review-
pg2.html (last accessed on September 10, 2009).

Federal Communications Commission, Report in the Matter of Implementation of the Child Safe Viewing Act;
Examination of Parental Control Technologies for Video or Audio Programming, MB Doeket No. 09-26,
released August 31, 2009, at {142, http:/hraunfoss.fcc.goviedocs_public/attachmatch/FCC-09-69A1.pdf (last
accessed on September 1, 2009).
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directly to the adult’s account’® For a minor to benefit financially from gambling, he or she
would have to have access to his or her own payment mechanism, such as a credit card or bank
account, but the demographic information associated with the account would more easily allow
the website to verify the user’s age. Similarly, the regulator could require forfeiture to the
government of winnings to gamblers who are discovered to be underage, further lowering the
financial incentive for minors to gamble online.”’

Regulators could impose harsh penalties on site opcrators with lax mechanisms to prevent
underage gambling. Frequent and widespread mystery shopping, as done in the United
Kingdom, can reveal operators with inadequate safeguards in place to curb underagc gambling.
The regulator can impose penalties on such operators, including monetary fines, the revocation
of the gambling license, and even criminal liability.

Moreover, to help combat underage gambling, a portion of online gambling tax revenues could
be earmarked for educational programs for parents and minors. Given sufficient funds, a
regulator may requirc that youth gambling prevention lessons be incorporated into school
curricula. In South Australia, the “Don’t Bet On It!” program was introduced as a way to
educate children about the dangers of youth gambling. A 2002 report claimed a “small but
statistically significant change in student attitudes towards gambling” as a result of the
curriculum, which includes five lessons, a mock gambling game, and pre- and postactivity
surveys*® The report also describes other educational programs from entities in Australia and in
North A5r9r1erica, such as the Minnesota Institute of Public Health and Saskatchewan Health in
Canada.

4. Conclusion

The eurrent state of affairs, with U.S. residents accessing online gambling sites with widely
varying degrees of regulation, does not provide comprehensive protections to ensure that
gamblers are of legal age. Regulatory mechanisms and technological solutions, many of which
are currently used in other jurisdictions and industries, ean equip online gambling operators with
capabilities to selectively exclude minors from engaging in online gambling. Age verification
policies would be less effective in the absence of support from minors’ parents and guardians;
therefore, a successful regulatory strategy would provide tools with which parents can limit

5% Jonathan Gottfried, “The Federal Framework for Internet Gambling,” Richmond Journal of Law & Technology,

X, No. 3, atp. 10, http:/law.richmond.edu/jolt/v10i3/article26.pdf (last accessed on August 6, 2009).

Noted in an August 5, 2009 interview with Glenn Gibson, Manager of Technical and Systems Audit at the
Tasmanian Gaming Commission, and Damien Jarvis, Assistant Director of the Liquor and Gaming Branch of
the Tasmania Department of Treasury and Finance (Australia).

% Loris Glass, Gambling Education: Some Strategies for South Australian Schools, funded by the Gamblers
Rehabilitation Fund, South Australia, November 2002, at p. 19-20,
https://www.library.health.sa.gov.au/Portals/0/gambling-education-some-strategies-for-south-australian-
schools.pdf (last accessed on September 10, 2009).
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access to gambling websites by their children. We believe that online gambling can effectively
exclude minors when it combines cutting-edge technology with a strong regulatory regime.

B. Defrauding of Consumers by Site Operators

Gambling websites, which deal with large amounts of money in a virtual setting, have the
potential for fraudulent activity and unfair dcalings‘ﬁu As discussed below, unregulated gambling
sites have been known to defraud customers and steal significant sums of money.*’ However, a
system of effective regulation could manage the risks of fraud and ensure fair and legal dealings.

1. The Issue of Fraud by Site Operators
Fraud by site operators can be classified into three broad categorics:

. Individuals can set up unlicensed gambling websites that cither refuse to return
customers’ deposits or operate unfair games.

. Operators can model a fraudulent website after a licensed site and siphon players
from the more reputable operator.

. Insiders within reputable websites can exploit inside information to cheat players
without the knowledge of the larger organization.

It is reasonably easy for an individual to sct up a fraudulent site, attract as many depositors as
possiblc, and then either shut down the site and take the deposits or continue to run the site with
odds or fees swung decidedly in the operator’s favor. As a site’s reputation became tarnished, it
would quickly lose its basc of players, but it could then simply shut down and open a new site,
perpetrating the same fraud over and over again.®> The identity of site owners is often unclear,
and the ease of transferring between sites makes this method of fraud highly proﬁtable.63

Reputation is clearly a major attribute of gambling websites. Websites can piggyback on, or
usurp, the reputation of a reputable operator or jurisdiction to instill confidence i consumers.
For instance, “Casino Australia (http://www.casinoaustralia.com/) is an attractive sitc
emblazoned with images of Sydney, koalas, and the national flag but has no other connection
with Austratia. The online casino is physically located in the Netherlands Antilles and marketed

% Gerd Alexander, “The U.S. on Tilt: Why the Unlawful Internet Gambling Enforcement Act is a Bad Bet,” Duke
Law & Technology Review, 5 (2008), at 9.

' See, for example, Financial Crimes Enforcement Network, 4 Survey of Electronic Cash, Electronic Banking,

and Internet Gaming, U.S. Department of the Treasury, 2000, at p. 41; and see Supra at footnote 18 at p. 925.
See Supra at footnote 18, at page 925.

See Jd.
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by a Native American gambling corporation.”® Because gambling websites are often based in
countries far from their target customers, they can often avoid legal accountability, and because
website creation is relatively simple, a customer can be easily confused about the licenses and
controls held by a particular site.®

In addition to fraud by gambling sites themselves, employees or executives of sites may initiate
fraud at the individual level without the knowledge of the organization as a whole. In Scptember
2007, players at the poker website Absolute Poker initiated their own investigation into apparent
cheating by a player in a tournament. The investigation revealed that a co-owner of the company
and a former director of operations had acted in concert to cheat players of amounts between
$500,000 and $1 million.®®  Another poker website, UltimateBet, was rocked by a cheating
scandal in early 2008 triggered by concerns about one online player who could apparently see
other players’ hole cards during play. Investigation revealed that from January 2005 to
December 2007, former employees of the company, operating from outside, had exploited
security vulnerabilities in the site’s softwarc of which only they were aware.®’

Since the enactment of the UIGEA, U.S. residents no longer have access to large gambling sitcs
operated by publicly-traded companies; instead, U.S. gamblers look to less transparent offshore
site operators that may be more likely to engage in fraud or other deceitful practices.” Also,
given the current absence of regulatory oversight in the United States, U.S. gamblers have little
or no recourse to authorities when site operators defraud them.®

The extent of fraud by site operators is not well documented, but cases have been recorded. A
2000 report by the Financial Crimes Enforcement Network of the U.S. Department of the
Treasury claims that “[tlhere is, in fact, a substantial record of shadow websites
collecting...deposits for a period of time and then disappearing, in the process destroying

Roger Clarke and Gillian Dempsey, “The Feasibility of Regulating Gambling on the Internet,” Managerial and
Decision Economics, 22 (2001): 125-132, at p. 128.
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% Russell Goldman, “Online Poker Players Expose Alleged Fraud,” ABC News, October 19, 2007.
http://abcnews.go.com/print?id=3752500 (last accessed on July 24, 2009)

8 UltimateBet.com, UltimateBet Issues Statement Regarding Unfair Play, May 29, 2008.

http://www.ultimatebet.com/poker-news/2008/may/NioNio-Findings (last accessed on July 24, 2009). Also see
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consumer confidence.”™® In a 2006 survey, the American Gaming Association reported that 55%
of respondents “agreef[d] at least somewhat that online casinos find ways to cheat players.””
The website GamesandCasino.com maintains and publishes a long “blacklist” of websites that
cheat, defraud, or otherwise manipulate their users. > Finally, in a 2007 survey of Nevadans
conducted by the International Gaming Institute at the University of Nevada, Las Vegas
(UNLV), 66.9% of respondents (who were not necessarily gamblers) claimed to have “strong
doubts about the integrity of online gambling as it pertain[s] to the ability to cheat the
gambler"’:i The survey also includes various anecdotes from respondents about cheating by site
operators.

In addition to outright fraud by site operators, operators may become bankrupt or otherwise
insolvent without engaging in questionable business practices. Without adequate financial
protection, customers could lose their entire fund balance with the site.”® As shown below,
existing controls such as holding customers’ funds in a trust account or establishing financial
reserves can help mitigate against this business risk to customers.

2. Existing Controls in Other Jurisdictions

Most regulatory regimes address the issue of operator fraud. In the United States, a regulatory
strategy could combine elements from other regimes and add unique safeguards. Below are
descriptions of approaches taken to prevent operator fraud in other jurisdictions:

. The Gambling Control Commission of Aldemey, a Channel Island, requires sites
to have “provisions enabling the customer to address complaints and disputes to
an independent body.™"®

. In the Isle of Man, site operators are required to maintain either financial reserves
or a bond to cnsure that players are paid their winnings.”’

" Financial Crimes Enforcement Network, 4 Survey of Electronic Cash, Electronic Banking, and Internet

Gaming, U.S. Department of the Treasury, 2000, at p. 41,

" American Gaming Association, State of the States- The AGA Survey of Casino Entertainment, 2006, at p. 21,

hitp://www americangaming.org/assets/files/2006_Survey for_Web.pdf (last accessed on July 23, 2009)

GamesandCasino.com, Blacklisted Casinos,
http://www. gamesandcasino.com/blacklist.htm (last aceessed on September 10, 2009).

" See Supra at footnote 6 Bo Bernhard at p. 37-38,
™ Seeld atp.40-43.

S Noted in an August 27, 2009 interview with André Wilsenach, Chief Executive Officer of the Alderney
Gambling Control Commission.
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. Antigua’s and Barbuda’s regulations require a site operator to maintain
“investments that have a market value...of not less than the aggregate amount of
all its outstanding prizes and monies held on account for players.”78

. The British Gambling Commission sets forth rules governing licensed gambling
website operators, including one that requires that licensees (1) inform customers
as to whether their funds are protected in the event of insolvency and (2) “be able
to provide evidence to the [U.K. Gambling] Commission, if required, showing
how they satisfied themselves that their terms arc not unfair.”” The UK.
Department of Culture, Media and Sport (the sponsor of the Gambling
Commission) publishes the “White List,” a list of nations hosting online gambling
whose licensees are lcgally permitted to advertise in the UK, although the list is
currently in a state of suspension.®

. Tasmania’s regulator sets technical standards and uses independent accredited
testers to verify compliance before approving new software, and for some types of
operations also requires that players funds be held in a trust for the protection of

81
players.”

. Gibraltar’s regulator requires licensees to have strong internal controls and also
requires independent testing of gambling software to ensure integrity.*

Although the regulatory schemes described above include provisions to prevent fraud, effective
regulation must include strong penalties for noncompliance and safeguards that protect
customers in the event of fraud or wrongdoing. They also should mandate ordinary but rigorous
due diligence by regulators and owners, including background checks on owners, operators, and

il
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See Supra at footnote 33 at p. 14.

Jamie Wiebe et al., Problem Gambling Prevalence Research: A Critical Overview, report to the Canadian
Gaming Association, December 2007, atp. 17,

http://canadiangamingassociation.com/media_uploads/pdf/78 pdf

(last accessed on July 11, 2009). Also noted in interviews with Matthew Hill, Director of Strategy, Research
and Analysis at the British Gambling Commission, Paul Morris, Policy Development Manager at the British
Gambling Commission, and Peter Collins, Professor of Public Policy Studies and Director of the Center for the
Study of Gambling at the University of Salford (U.K.).

Noted in an August 5, 2009 interview with Glenn Gibson, Manager of Technical and Systems Audit at the
Tasmanian Gaming Commission, and Damien Jarvis, Assistant Director of the Liquor and Gaming Branch of

the Tasmania Department of Treasury and Finance (Australia).

See Supra at footnote 32 atp. 13 and 21.
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all staff in key positions. The regulatory regime could also give aggrieved consumers the ability
to bring civil lawsuits and other rights of action against the site.

3. Relevant Technologies for Risk Mitigation

An effective regulatory regime must combine strong and competent oversight with an effective
method for lodging complaints with the regulator or law enforcement agencies. In the examples
of cheating mentioned above, it was onlgl after private investigations by players that the sites
themselves and the regulator responded.B The Kahnawake Gaming Commission, the regulator
for both sites noted above, ordered Absolute Poker to institute compliance programs and subject
itself to random audits; it also fined the site $500,000.% Similarly, the Commission ordered
UltimateBet to refund any money owed to players who were victims of cheating, modified
UltimateBet’s control system, and fined the site $1.5 million,*

Another potential risk-mitigating factor within a regulatory regime is the use of Mutual
Recognition Agreements (MRAs), which are arrangements between nations to recognize each
other’s regulatory standards and controls in a particular area of commerce.®® Much as the United
Kingdom’s “White List” permits or denics advertising on the basis of the quality of a
jurisdiction’s regulatory structure, an MRA could be used as a filter for permitted advertising, for
referrals between sites, and even as a way of selectively retaining prohibitions on foreign sitcs on
the basis of quality and integrity rather than the simple fact that they arc foreign.

Although both monetary sanctions and regulatory oversight are key to effective regulation,
technology offers methods to prevent cheating over and above what is available to land- and
river-based casinos. PartyGaming Plc is a publicly-traded Internet gambling company regulated
in Gibraltar, and its PartyPoker affiliate holds about an 8% share of the world’s market for online
pokc:r.87 PartyGaming’s games and its random number generator are tested by iTech Labs, an
independent gaming device tester. It is also a member of the European Gaming & Betting
Association and of @COGRA, both of which publish standards for gaming operators.®® 888.com,

# Gilbert M. Gaul, “Players Gamble on Honesty, Security of Internet Betting,” The Washington Post, November
30,2008, p. Al2.

Kahnawake Gaming Commission, /n the Matter of Absolure Poker — Investigation regarding Complaints oy
Cheating, January 11, 2008. http://www.kahnawake.com/gamingcommission/KGC-AP-0111.pdf (last accessed
on July 24, 2009), at p. 4.

Kahnawake Gaming Commission, Kahnawake Gaming Commission Imposes Sanctions on Ultimate Bet with
Regard to Cheating Incidents, September 29, 2008,
http://www kahnawake.com/gamingcommission/kgc092908.pdf (last accessed on July 24, 2009).

¥ See Public Citizen, Mutual Recognition Agreements (MRASs),

http://www.citizen.org/trade/harmonization/MRA/ (last accessed on August 10, 2009).

% As noted in an August 21, 2009 interview with Andrew Fritchie, General Counsel of PartyGaming Plc. Also see
http://www.partygaming.com/prty/en/ourgames/overview/poker (Jast accessed on September 10, 2009).

See http://www.partypoker.com/about_us/ (last accessed on September 10, 2009).
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another publicly traded gambling site based in Gibraltar, also uses iTech Labs for verification
and is a member of eCOGRA and the Interactive Gaming Council, an online gambling trade
group.*”® Betfair, an Internet betting exchange based in the United Kingdom, is a member of the
Independent Betting Adjudication Service, a third-party adjudicator for gambling disputes.”

4. Conclusion

As demonstrated above, the most effective system of regulation to combat site operator fraud
combines strict enforcement with cooperation by the site operators themselves. Reputable
operators with brands to protect could not afford to risk damage to their reputations, loss of their
licenses, or regulatory sanctions. However, this incentive is not perfect, and the regulator must
be fully equipped to detect and punish site operator fraud. Regulations may be similar to those
that apply in the bricks-and-mortar industry. We expect that the online gambling industry will
support a supervisory approach that includes regulatory monitoring and sanctions to help
promote and maintain an industry reputation for integrity.

C. Cheating or Defrauding of Players by Other Players

As discussed previously, both Absolute Poker and UltimateBet, two popular online poker
websites, were rocked by accusations of cheating in 2007 and 2008.”" The cheaters werc players
on the site who had acted in concert with employees of the gambling websitc. These and other
high-profile examples demonstrate the potential for cheating online and the basis for fear among
onlinc gamblers of being defrauded by other players. However, a system of regulation promises
to rein in such fraudulent activity.

1. The Issue of Players Being Defrauded by Other Players

U.S. gamblers currently lack any effective means to seek remedy from other players for fraud.
Because players in the United States engage in online gambling outside of legal and regulatory
safeguards, they are unlikely to complain to authorities about cheating experienced on a site:
“Individual players are unlikely to volunteer information that would reveal that they have
gambled online....Users who doubt the legality of their own actions are unlikely to snitch,”*

Although the extent of player cheating and fraud is not well documented, it is a common concern
for online players.”® A 2008 study of Swedish online poker players revealed that one of their

¥ See http://www.888.conv (last accessed on September 10, 2009).

® See http://content betfair.com/aboutus/?product=exchange&brand=betfair&region=GBR &locale=en
(last accessed on September 10, 2009).

' See Supra at footnote 6 Bo Bernhard.
2 See Supra at footnote 18 at p. 926.

% John McMullan and Aunshul Rege, Cheating and Cybercrimes @ Gambling Sites.com, presentation to the
Alberta Gambling Research Institute Annual Conference, March 2009, slide 2.
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biggest concerns was being cheated by other players.” In a 2006 survey, the American Gaming
Association reported that 46% of online gamblers believed that other players find ways to
cheat® Finally, the aforementioned 2007 UNLV survey revealed that 63% of respondents were
“not at all confident” that other players could not cheat them.”® The survey also includes
anecdotal evidence from respondents about cheating by players, although evidence on the extent
of cheating is generally mixed.”’

Cheating by players can take various forms:

. Poker bots are automated programs that can reportedly play poker at the level of a
professional tournament player, using a decision engine utilizing advanced neural
network technologyf;g These bots, such as PokerSmoke, can memorize play
styles, rccognize betting patterns, and calculate odds, potentially giving those who
use them a distinct edge over other players.”

. A simpler form of cheating involves collusion on online poker tables, in which
two or more players work together to share information to gain an unfair
advantage over unsuspecting players.'®

. Another form is multitabling, in which a person uses muitiple accounts to enter a
tournament as two or more different players and garners information in a similar
way to collusion; this particular type of cheating is clearly not possible in an
offline environment.'"'
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Richard T. A. Wood and Mark D. Griffiths, “Why Swedish People Play Online Poker and Factors that Can
Increase or Decrease Trust in Poker Web Sites: A Qualitative Investigation,” Journal of Gambling Issues, 21
(July 2008): 80-97 at p. 90.

See Supra at footnote 71.

Sce Supra at footnote 6 Bo Bernhard at p. 38-39.

See Id. at p. 40-43.

Mike Brunker, “Poker ‘Bots’ Raking Ontine Pots?” MSNBC.com, September 21, 2004.
http://www.msnbc.msn.com/id/6002298/print/1/displaymode/1098/ (last accessed on July 25, 2009). Also see
Supra at footnote 93, slide 7.

See /d.

Bill Rini, The Definitive Guide to Online Poker Cheating, April 16, 2008.

http://www billrini com/2008/04/16/the-definitive-guide-to-online-poker-cheating/ (last accessed on July 25,
2009).

See Supra at footnote 69 Christopher Grohman at p. 63.
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. The Absolute Poker and UltimateBet cheating cases, mentioned previously,
involved players using “superuser” accounts that allowed them to see other
players’ hole cards in online poker, making them essentially unbeatable.'®

. Hackers can potentially alter sites to ensure winnings or swing odds in their favor,
as in a case in 2001 in which hackers rigged games on two gambling sites and
managed to win §1.9 million in just a few hours’

2. Existing Controls in Other Jurisdictions

Although the UltimateBet and Absolute Poker cheating scandals involved participation from
insiders at the affected poker sites, it is important to note that both cpisodes were revealed
through the investigative work of other players on the sites.'™  Although players have an
incentive to reveal fraud by other players, some level of regulatory oversight and potential law
enforcement involvement is needed to ensure that the site operator takes complaints lodged
against players seriously. The regulator could mediate disputes between the site operator and
players, independently monitor sites for cheating, and work with site operators to help them
prevent cheating. The following are examples of ways that other jurisdictions combat player
frand:

. The British Gambling Commission requires that licensees “put into effeet a
written procedure for handling customer complaints and disputes” and also have
arrangements for disputes to be referred to an independent third party if they are
not resolved to the customer’s satisfaction,'®

. Tasmania’s Gaming Commission requires that customer complaints can be made
to it and has the power to levy fines and revoke sites’ licenses as well as settle
customer disputes. It also has access to the systems of its licensees. '™

. Gibraltar also requires that sites have a formal system to handle customer

complainls.w7

2 See Supra at footnote 83.

% RSe Consulting, A Literature Review and Survey of Statistical Sources on Remote Gambling, October 2006,

http://www.culture.gov.uk/images/publications/RemoteGambling_ RSeReport.pdf (last accessed on July 25,
2009), at p. 20.

See Supra at footnote 66.

1% See Supra at footnote 33 at p. 15.

"% Noted in an August 5, 2009 interview with Glenn Gibson, Manager of Technical and Systems Audit at the
Tasmanian Gaming Commission, and Damien Jarvis, Assistant Director of the Liquor and Gaming Branch of
the Tasmania Department of Treasury and Finance (Australia).

17 See Supra at footnote 32 at p. 17-18.
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. Sites” own terms of service often explicitly preclude certain potentially fraudulent
behaviors.'®

3. Relevant Technologies for Risk Mitigation

As with the issue of fraud by site operators, technology offers solutions to help combat fraud by
players. The first line of defense is analysis by other players, who may be in a position to
observe aberrant behavior, investigate it, and lodge a complaint with the site operator. However,
players may have a hard time detecting cheating as it is occurring, becausc of the speed and style
of online gambling. Site operators, on the other hand, can storc large volumes of data on
gambling transactions and present them in an easy-to-analyze format, unlike operators of land-
and river-based casinos. Analysis of hand histories in poker, for example, may allow operators
to identify collusion, the use of poker bots, and other unusual gameplay activities.

The regulator may require that the site operator provide these data at regular intervals for
analysis in thc cvent that an inquiry or red flag is triggered. It might also mandate
implementation of pattern recognition software to scan routinely for anomalous betting patterns.
Finally, the regulator could provide sites’ data history to third-party verification companies that
conduct their own analyses, including checks for randomness, collusion, and other suspicious
patterns.

Clearly, players want to know that their online gambling experience is fair. According to the
survey of Swedish poker players, “[t]hc response of the operator to [issues of cheating] played a
major role in whether or not they were trusted in the long term.” % Gambling sites, especially
reputable ones, have an incentive to control chcating to maintain their good reputation.
However, although the revelation of cheating can itself be damaging to a site’s reputation, the
site can often continue to make money as usual even while players are being defrauded.'

A regulatory structure, therefore, must balance these contradictory incentives. It must combine
strong internal controls by site operators with strict regulatory oversight, perhaps by requiring
that mandatory hand history reports or other similar data be submitted to the regulator or through
the use of regulator-verified poker bot detection software.!"! Also, the regulator could maintain a

% For example, multitabling and collusion are considered cheating according to poker room rules. See

Christopher Grohman, “Reconsidering Regulation: A Historical View of the Legality of Internet Poker and
Discussion of the Internet Gambling Ban of 2006,” Journal of Legal Technology Risk Management, 1, No. |
(Fall 2006): 34-74, at p. 63; and Bill Rini, The Definitive Guide to Online Poker Cheating, April 16, 2008,
http://www billnni.corn/2008/04/1 6/the-definitive-guide-to-online-poker-cheating/ (last aceessed on July 25,
2009).

See Supra at footnote 94 at p. 90.

' As in the UltimateBet and Absolute Poker scandals, Also see Supra at foomote 98 Mike Brunker.

' For example, bwin has dedicated staff that deploy “[s]tate-of-the art systems [that] are used to analyze hands
and to detect chip dumping, collusion or the use of poker bots.” From an August 13, 2009 correspondence with

Katharina Riedl of bwin (Austria).
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database of known cheaters, and sites” own verification processes could help exclude such
gamblers at the point of registration. This strategy also has the benefit of preventing cheaters
from skipping easily from one website to another. Regulation could also grant players the right
to bring a civil claim against a gambling site for not preventing cheating by its users, providing
additional incentives for sites to implement effective controls.*!

4, Conclusion

Site operators, players, and regulators share an interest in detecting and protecting against player
fraud. This naturally leads to cooperative regulatory oversight. Such oversight would recognize
the inherent opportunities in the online environment for comprehensive data storage, allowing a
level of analysis to detect fraud that is unavailable in the bricks-and-mortar environment.
Consequently, legal, regulated online gambling should provide greater protections against player
fraud than does the current environment.

D. Involvement of Organized Crime in Gambling Operations

Casino gambling, in which nearly all transactions are in cash, is particularly susceptible to
skimming, in which profits are removed by the owners or other insiders before being declared, as
well as money launde:ring.”3 Moreover, its illegal status in many jurisdictions implies that those
who offer gambling services in those jurisdictions are, by definition, law breakers. Online
gambling, however, presents different challenges and opportunities than does its bricks-and-
mortar counterpart. On the one hand, identities can be easier to conceal online, transactions can
occur far from where regulators are located, and members of collaborating crime networks can
be located in far-flung locations.'™* On the other hand, online transactions are easier to aggregate
and analyze, providing richer opportunities to detect the operations of organized crime groups.
The lack of cash transactions makes auditing and the detection of skimming easier than in a
bricks-and-mortar environment.

1. The Issue of Invelvement of Organized Crime in Online Gambling

Organized crime has been largely eliminated from bricks-and-mortar casinos."’® In Nevada, for
example, the regulatory regime has largely eliminated criminals from the ownership of

112

See Supra at footnote 69 at p. 67-68.
'3 Jay Albanese, “Casino Gambling and Organized Cnime: More Than Reshuffling the Deck,” in Contemporary
Issues in Organized Crime, edited by Jay Albanese (Monsey, New York: Criminal Justice Press, 1995). Also
see Kevin B. Kinnee, Practical Gambling Investigation Techniques (New York: Elsevier, 1992), at p. 3-5.

" See Supra at footnote 64 at p. 128.

" As noted in an August 5, 2009 interview with Phill Brear, Head of Gambling Regulation at the Gibraltar
Regulatory Authority, online gambling allows a perfect audit trail to be kept.

6 Jay Albanese, “Casino Gambling and Orgamzed Crime: More Than Reshuffling the Deck,” in Contemporary
Issues in Organized Crime, edited by Jay Albanese (Monsey, New York: Criminal Justice Press, 1995), at p. 4—
5.
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casinos.’”  Another factor in the Nevada transformation has been the introduction of large,

publicly held companies as casino owners, which cannot afford associations with organized
crime.'’® The same effect may hold true for online gambling cnterpriscs, some of which are
already publicly traded.

In the past, when organized crime had been involved in bricks-and-mortar casinos, it
traditionally controlled the gambling organization itself, usually behind the presence of a front
man in cases of legal gambling establishments.'”  Similarly, gambling websites could be
controfled by organized syndicates. Finally, as discussed more fully in Scction F, criminals can
use online gambling for the purpose of money laundering.

2. Existing Controls in Other Jurisdictions

In bricks-and-mortar casinos, background checks and verification for site operators and
employees are standard procedures across all jurisdictions in the United States. In New Jersey,
those who wish to operate a casino are required to obtain a casino license.'® Applicants must
prove their financial stability and integrity; the financial integrity of their investors or backers;
their good character, honesty, and integrity; and their business ability and casino experience.
They must also submit to a criminal background check.'”’ Each casino employee must obtain a
valid casino employee license, which involves providing his or her name, address, and
fingerprints; and to consent to a criminal background check, which the New Jerscy State Police
performs at the applicant’s expense.'”2 The State Police are also obliged to notify the New
Jersey Division of Gaming Enforcement if a license holder is arrested at any point after the initial
background check.'” To eliminate small gambling establishments, casinos in Atlantic City are
required to have a minimum of 500 hotel rooms, and all games are tightly regulated and
controlled. Also, those that provide a certain amount of ancillary services (such as clcanin%,
food, construction, and security) to casinos must be licensed and submit to background checks.'**

Similarly, Nevada laws impose on operators of gambling establishments licensing requirements
that require that the applicant (1) be a person of good character, honesty, and integrity; (2) be a
person whose prior reputation and criminal record do not pose a threat to the public interest of

T See /d. at p.4
"8 See /d. at p. 7-8.
"9 See [d. at p. 3.

New Jersey Permanent Statutes, Title 5, Amusements, Public Exhibitions and Meetings, 5:12-82: Casino license
- applicant eligibility.

Id. at 5:12-84: Casino license — applicant requirements,
2 See d.
2 Seeld.

See Supra at footnote 116 at p. 10.
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the state or of its gambling regulations; and (3) have sufficient financial resources and business
acumen to operate the establishment.'? Employees in general are required to register as gaming
employees, to submit fingerprints, and to be subjected to an FBI background check. The Nevada
Gaming Control Board is empowered to object to any applicant for “any cause deemed

reasonable.”'%

Many jurisdictions across the world that license online gambling include provisions for checks
on the site’s operators. The following arc examples of such provisions:

In the Isle of Man, the Gambling Control Commission has the duty “[t]o
investigate the character and financial status of persons behind online gambling
operations.”'?’

The U.K. Gambling Act of 2005 allows the Gambling Commission, when issuing
a license, to consider “the integrity of the applicant or of a person relevant to the
application” and to refuse a license to a person convicted of a “relevant
offence.”’?®

Aldemey’s Gambling Control Commission has the duty to “determine whether an
applicant is ‘fit and proper’ to hold a license. Investigations can include
interviews with key individuals, and the Commissioners may also require their
own meeting with representatives of the applicant before deciding whether to
grant a license.”'” The regulator also requires that business associates of site
operators and software providers hold licenses.*®

Tasmania’s Gaming Commission conducts thorough probity investigations on site
operators, including credit checks and fingerprint background checks; the checks
are also required for employees of the gambling website.”!
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Nevada Revised Statutes, Chapter 463.170.
{d at Chapter 463.335.
See Supra at footnote 31 at p. 128.

Gambling Act, 2005 Chapter 19 (Eng.), at §§70-71,
http://www.opsi.gov.uk/acts/acts2005/pdffukpga_20050019_en.pdf (last accessed on September 11, 2009).

See Supra at footnote 30 at p. 140-141.

Noted in an August 27, 2009 interview with André Wilsenach, Chief Executive Officer of the Alderney
Gambling Control Commission.

As noted in an August 5, 2009 interview with Glenn Gibson, Manager of Technical and Systermns Audit at the
Tasmanian Gaming Comunission, and Damien Jarvis, Assistant Director of the Liquor and Gaming Branch of
the Tasmania Department of Treasury and Finance (Australia).
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. The regulator in Australia’s Northern Territory checks the reputation of operators
and their associates and proposed managers, as well as operators’ financial
background, resources, and business abih'tyA]32

. Gibraltar’s Gambling Act 2005 prevents the licensing authority from granting a
license to a person who is not “fit and proper” or if granting the license would be
against the public interest. The Gambling Act allows the regulator to take into
account the licensee’s character, honesty, and integrity, as well as his or her
reputation, business plan, experience, and other factors.'>

As can be seen, each jurisdiction considers the exclusion of criminals to be essential to
maintaining an effective regulatory regime.

3. Relevant Technologies for Risk Mitigation

Any regulatory re%ime that wishes to exclude criminals must focus on erecting sufficiently high
barriers to entry.”* Simple techniques such as requiring background checks, interviews, and
letters of reference can familiarize the regulator with its license applicants and allow it to make a
more informed decision on whether to grant a license. This level of investigation of site
operators could extend to owners, beneficiaries, business associates, managers, and security
personnel.'® Rigorous vetting of new applicants can combine with ongoing compliance checks
to ensure that once a license is granted, it is not clandestinely transferred to criminal control.

4, Conclusion

Although criminal control of gambling websites is a possibility, strict regulation would exclude
unwanted sitc operators. It is unlikely that criminals would subject themselves to strict
regulatory checks and demanding admission standards. Instead, they may atteropt to operate
gambling sites without licenses. Regulators can work to cducate consumers about the dangers
associated with unlicensed websitcs, and steer them toward licensed, regulated sites which offer
protection against criminal activity. At the risk of losing their licenses, legitimate operators
would have a strong interest in avoiding ineligible associates as is the case with bricks-and-
mortar casinos. We would expect legitimate, licensed sites to be receptive to a fair degree of
scrutiny because such scrutiny would enhance the reputation of the industry.

" As noted in an August 31, 2009, correspondence with John Sealy, Manager of Information Systems and

Technology Services at the Licensing, Regulation and Alcohol Strategy division of the Northem Territory
Department of Justice (Australia).

'3 Gibraltar Gambling Act 2005, Schedule 1, at §3,

http://www.gra.gi/sites/gambling/downloads/42/gambling%200rd%202005.pdf (last accessed on August 6,
2009).
3% See Supra at footote 30 at p. 140.

35 See 1d.
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E. Money Laundering by Players

A major concern of law-cnforcement authorities is money laundering facilitated by online
gambling.]36 However, many financial analysts believe that the risks of money laundering in
online gambling is low because electronic transactions are closely monitored and recorded. A
combination of anti-money-laundering regulations, currently in place for bricks-and-mortar
casinos as well as other financial institutions, and the usc of technology would providc the online
gambling environment with better opportunities for detecting money laundering by players than
those available in land- and river-based casinos.

1. The Issue of Money Laundering by Players

Money laundering is a process through which proceeds derived from illegal activity are
legitimizcd.UB Money laundering is typically accomplished in three stages: (1) the placement
stage, (2) the layering stage, and (3) the integration stage.'” The placement stage is defined as
the first entry of illegal money into financial institutions or the retail economy. The layering
stage consists of activitics meant to hide the trail of money, generally involving the transfer of
money among multiple entities. The final stage, the integration stage, is when the illegal funds
are reintroduced into the economy to appear as though they were legitimate. It is difficult for law
enforcement to detect this reintroduction of illicit funds into the economy without an audit trail
established during the first two stages of the laundering process.'*’

The following (hypothetical) example demonstrates how online gambling websites can be used
to launder money: A customer could establish an Internet gambling account under a false name
and use illicit funds to conduct a minimal amount of betting. After a few losses, the customer
could request repayment from the Internet gambling site and claim them as winnings, thereby
creating a legitimate source for the remaining funds.'"’

The U.S. Department of Justice is concerned that online gambling offers criminals an easy
vehicle for money laundering because of its anonymous nature, use of encryption, volume,

% Government Accountability Office, Internet Gambling- An Overview of the Issues, GAO-03-89, December

2002, at p. 34-37.

Y7 Gee Id, at p. 37-38.

1% Mark D. Schopper, “Internet Gambling, Electronic Cash & Money Laundering: The Unintended Consequences

of a Monetary Control Scheme,” Chapman Law Review, 5, No. 1 (2002): 303-330.

% Financial Crimes Enforcement Network, The S4R Activity Review — Trends, Tips & Issues, May 13, 2008,
http://www. fincen.gov/news_room/rp/files/sar_tti_13.pdf (last accessed on August 5, 2009).

0 See Supra at footnote 138,

"' Testimony of John G. Malcolm Before the Committee on Banking, Housing, and Urban Affairs, March 18,
2003, http://www.usdoj.gov/criminal/cybercrime/malcolmTestimony318.htm (last accessed on September 11,
2009). Also see Supra at footnote 136.
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speed, international reach, and offshore locations.'*? In his testimony before Congress in 2003,
Deputy Assistant Attorney General John G. Malcolm noted that e-casinos are an excellent
vehicle for money laundering because in addition to using the gambling scrvices offered to hide
or transfer money, online gambling websites offer a wide variety of financial services to their
customers, including credit accounts, fund transmittal services, check cashing services, and
currency exchange services.'*

There is little documentation by which to gauge the extent of actual money laundering in onlinc
gambling. In 2002, the U.S. General Accounting Office (GAQ) examined the vulnerability of
online gambling to money laundering and concluded that the “views on the vulnerability of
Internet gambling to money laundering are mixed.”'™ Its report provides only hypothetical
examples of how online gambling sites could be used to Jaunder money and docs not describe
any actual cases. A 2005 report prepared for the Interactive Gaming Council in Canada calls
evidence of the existence of money laundering in online gambling “scant™ and claims that the
Internet Crime Complaint Center had never logged a complaint of moncy laundering through
gambling sites.'® Tt goes on to claim that “Internet gaming does not, in and of itself, contribute
to money laundering. Rather, it is the financial transactions that are used to movec money on the
Internet that may be susceptible to money laundering.”*®

One can understand money laundering patterns that might occur in online gambling by
extrapolating from the patterns of money laundering seen in bricks-and-mortar casinos. Various
betting patterns associated with moncy laundering in bricks-and-mortar casinos have been
identified, including the use of hedged bets by colluding players, light betting or minimal play
(i.e., using bets that arc small relative to the size of deposits and withdrawals), splitting
transactions up into units smaller than reporting thresholds, splitting transactions across reporting
“days,” and pressuring staff to not comply with their reporting obligations.'*’

A problem related to money laundering is that of terrorist financing, in which funds that are
intended for terrorist groups are moved through the financial system in an apparently legitimate
way. Effective anti-money-laundering provisions must specifically address the risks of terrorist
financing, although many techniques to combat money laundering are also effective against

2 Gee Id. John G. Malcoim.
3 See Id.
i See Id.

5 NFC Global, “Internet Gaming & Money Laundering: Measuring the Scope, Assessing the Risks,” Prepared for

the Interactive Gaming Council, Vancouver, British Columbia, Canada, August 2005, at p. 4.

6 See Id.

7 American Gaming Association, Suspicious Activity Reporting Policy,

http://www.americangaming, org/assets/files/SARC_Policy_(6).pdf (last accessed on July 28, 2009).
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terrorist financing."® The only known case of money laundering through gambling sites was
related to terrorist financing: in 2007, a suspected terrorist named Al-Daour used stolen credit
cards to deposit funds at 43 different gambling sites and then withdrew the winnings to various
onlinc bank accounts.’®

2. Existing Controls in Other Jurisdictions

Congress has enacted legislation to detect money laundering. Under the Bank Sccrecy Act (BSA)
of 1970, all U.S. financial institutions, including banks, credit unions, securities firms, and
casinos, arc required to report large currency transactions and suspicious activitics.'® The
Financial Crimes Enforcement Network (FinCEN) administers thesc regulations. The casino
gambling industry has been covered by the BSA since 1985, and FinCEN has specific
regulations that pertain to casino gaming. The BSA requires the reporting of any currency
transactions exceeding $10,000 in a single gaming day on a Currency Transaction Report (CTR).
3! Because money launderers can structure transactions such that they never result in a CTR
being filed, all land- and river-based casinos are also required to file Suspicious Activity Reports
(SARs). Casinos have to file SARs if they know, suspect, or have reason to suspect that a
transaction involving $5,000 or more meets certain criteria, including involvement of illicit
funds, intention to avoid or prevent proPer reporting, exhibiting of abnormal behavior, or use of
the casino to facilitatc criminal activity,' >

The leading online gambling jurisdictions have created regulatory structurcs that resemble
traditional regulation for land- and river-based casinos in the United States. These jurisdictions
require some form of anti-money-laundering monitoring, ranging from restricting customers to a
single aclcs:g)unt to identifying and reporting suspicious transactions or players’ abnormal betting
patterns.

In addition to regulation that combats money laundering in its financial services sector, the Isle
of Man has put in place the Anti-Money Laundering Code to prevent money laundering through
gambling websites."™* Operators are required to comply with strict anti-money-laundering

" MHA Consulting, The Threat of Money Laundering and Terrorist Financing through the Online Gambling

Industry, report prepared for the Remote Gambling Association, June 2009, at p. 6-8.

1 See Jd atp. 31.

% American Gaming Association, Money Laundering, AGA Fact Sheet,

http://www.americangaming org/Industry/factsheets/issues_detail.cfv?id=3 (last accessed on September 11,
2009).

B See Id.

2 See [d.

'** " David O. Stewart, 4n Analysis of Internet Gambling and Its Palicy Implications, AGA 10" Anniversary White

Paper Series on Internet Gambling, 2006.

"% See Supra at footnote 31 at p. 126-127.
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procedures, which include identification of prospective customers, evidence of identity, changes
to patterns of transactions, record keeP'ng, records of transactions, retention of records, reporting
suspicious transactions, and training. * In addition, site operators are legally required to report
any suspicious transactions to the Financial Crime Unit (FCU). Specialized software can flag

these transactions.

Similarly, to combat money laundering, Alderney requires operators of online gambling websites
to implement business risk assessments, customer due diligence procedures, monitoring of
transactions and other activity, suspicious activity reg)orting procedures, employee screening and
training procedurcs, and record-keeping procedures.’ ¢

3. Relevant Technologies for Risk Mitigation

An anti-money-laundering regulatory regime for online gambling may be modeled on the current
regulatory structure for traditional bricks-and-mortar casinos. A regulatory framework for online
gambling may leverage the technological environment for online gambling and require (1)
preservation of an audit trail of transactions for analysis by federal authorities; (2)
implementation of customer identification standards; (3) controls to prevent anonymous,
structured transactions; (4) establishment of an anti-moncy-laundering compliance program; (5)
training for all appropriate personnel; and (6) compliance with all relevant BSA requircments."’

The IGC notes that “online gambling, with a combination of regulatory oversight and use of
technology—while facing the samec threats as real-world gambling facilities—is in a better
position to address these risks.”*®  For example, all electronic fund transfers can be
electronically recorded, thus providing a detailed and automatic transaction trail not currently
available in land- and river-based casinos.'*’

The IGC further notes that a basic requirement to combat money laundering is to “know your
customer.” Stringent player registrations and ongoing verification processes combined with
appropriate regulatory oversight and banking regulations help fulfill this requirement.'® Ttaly’s
regulatory regime, for example, requires a Potential customer to submit a signed contract along
with a copy of his or her identification.'®’ Tasmania requires strong identity verification

135 See Id.

¥ See Alderney Gambling Control Commission, The Alderney eGambling Regulations, 2006.,

http*//www.gamblingcontrol.org/userfiles/file/97.pdf (last accessed on August 19, 2009), at Schedule 6, Part VL.

BT See Id.

¥ Interactive Gaming Council, “Online Gambling Sites Less Susceptible to Money Laundering Than Real-World
Counterparts,” Winner Online, September 24, 2002,
http://www.winneronline.comv/articles/september2002/fatf.htm (last accessed on September 11, 2009).

¥ See Supra at footnote 115,

" See Supra at footnote115.

1 Asnoted in an August 13, 2009 correspondence with Katharina Riedl of bwin (Austria).
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procedures to be in place on player accounts.’®® Moreover, technology can equip site operators
with tools to scrutinize inconsistent player behavior, and then capture and report the
transaction.'®

Another essentia} anti-money-Jaundering measure noted by the IGC is to require that gamblers
be paid any winnings in the same way in which the money was originally deposited.® This
system allows an audit to track transfers of funds much more casily and removes the ability of
launderers to use an account as a pass-through for funds.'®  Also, care must be taken when
allowing transfers of funds between players, which could potentially be a conduit for money
laundering. Alderncy’s money laundering guidance suggests that transferred funds be allowed
only for gambling and not for withdrawal or that site operators undertake further due diligence
on players involved in transfers.'®

In addition to a system modcled on requirements for bricks-and-mortar gambling, a regulator can
require the same procedures that are required of online merchants, banks, and payment providers.
In Europe, online gambling operators have been bound by these requirements since 2003 under
the Third European Money Laundering Directive.'®” U.S. licensed operators would also be
bound by relevant anti-moncy-laundering requirements. Most nations are also subject to the
recommendations of the Financial Action Task Force, an international body formed to combat
money laundering and terrorist financing. Each nation may also have its own money laundering
regulations, such as the United Kingdom’s Money Laundering Regulations, which cover both
financial and nonfinancial busincsses.'®®

Although financial businesses are still subject to the most stringent regulation, all of these
regulations use a risk-based approach, in which the level of scrutiny of transactions is
commensurate with the risk of money laundering in those transactions.'”® The most important
aspects of financial companies’ risk mitigation involve three broad activities: (1) “know your
customer” procedures, (2) monitoring for suspicious activity, and (3) procedures for reporting
suspicious activity.'" Identity verification can involve both paper and electronic identification,

7 As noted in an August 5, 2009 interview with Glenn Gibson, Manager of Technical and Systems Audit at the
Tasmanian Gaming Commission, and Damien Jarvis, Assistant Director of the Liquor and Gaming Branch of
the Tasmania Department of Treasury and Finance (Australia).

' See /d.

See Supra at footnote 158.

1% See Supra at footnote 148 at p. 26,

' 1d atp. 20.

¥ Jd atp. 1.
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% Id atp. 2.

10 Id. atp. 29-31.
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and the level of additional identification required rises with the risk in the particular industry and
fransaction. Suspicious activity monitoring involves standard procedures that are designed to
reveal signs of monitoring whilc retaining privacy protection. All suspicious activity must be
reported to law enforcement, which takes over the investigation immediately. Suspicious
activity reporting, as part of the regulations, is the responsibility of all company staff members,
who must be trained in the signs of money laundering and be able to report their suspicions
cxpeditiously. In the United Kingdom, not reporting suspected money laundering is a criminal
offense with a maximum sentence of two ycars in prison.’

4, Conclusion

Players or groups of players acting in concert may attempt to use legitimate gambling operations
for money laundering. To curb such activities, regulators could subject online gambling
operators to anti-money-laundering regulations that are currently in place for bricks-and-mortar
casinos and for online merchants, banks, and payment providers. The online environment
provides better opportunities for detecting money laundering by players or player groups than do
bricks-and-mortar casinos.

In an effective anti-money-laundering regime, site operators would be required to retain
comprehensive data on all deposits, withdrawals, and betting transactions and to make these
available to regulators for examination and analysis. Given complete data, most pattems related
to money laundering (such as light betting or matched bets placed by collaborators) would be
easicr to detect than they are in a physical environment (where complete transaction histories are
available only in the form of video recordings).’”? Software for detecting anomalies and
suspicious behavior may be operated easily and routinely on digital databases by operators,
regulators, or both.

The site operators’ obligations with respect to their own detection of moncy laundering would
form a part of their ordinary compliance obligations under such a licensing regime. Because of
the absence of cash in online gambling transactions, the auditable record that is created, and the
regulator-imposed reporting requirements for most transactions, it is likely that site operators can
prevent money laundering by players and terrorist financing at least as effectively as can bricks-
and-mortar casinos. In contrast, the current prohibitions related to online gambling forces
players to use unconventional forms of payment that leave harder-to-follow audit trails, and may
therefore increase the risk of money laundering.

" Id atp. 23.

2 As noted in an August 5, 2009 interview with Phill Brear, Head of Gambling Regulation at the Gibraltar
Regulatory Authority.

'* As noted in an August 3, 2009 interview with Paul Mathews, Former Senior Vice President of IGT

Wagerworks.
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F. Money Laundering by Site Operators

In addition to money laundering by players, there are concerns about money laundering by site
operators.’™ The volume, speed, and intcrnational reach of Intcrnet transactions, along with the
offshore location of many Internet gambling sites, increase the potential for misuse of these sites
by operators for laundering money. As such behavior would constitute criminal conduct by site
operators, effective management of the problem involves regulatory restrictions designed to keep

criminals out of the Internet gambling industry.
1. The Issue of Money Laundering by Site Operators

The GAO reported in 2002 that U.S. law-enforcement officials believed money launderers might
develop Internet gambling sites for the sole purpose of laundering money.'” GAO sited the
possibility that a gambling site operator could design software to skim a percentage of customer
deposits and cloak the transactions as gaming losses. In reality these deductions would serve as
the operator’s service fee for laundering illicit funds. An alternate scenario might involve a
gambler transferring funds to the site operator or to a collaborator within the e-casino by
continuing to play until he loses the requisite amount. Conversely, if the site operator wanted to
transfer funds to a gambler, the games could be rigged so the gambler won,'”

Two recent cases, involving NETeller and playwithal.com, highlight the possibility of online
gambling operators using third-party conduits to engage in money laundering, concealing the
true nature and purpose of financial transactions. In early 2007, the founders of NETeller, a
popular third party payment processor based in the Isle of Man, were arrested and charged with
laundering biltions of dollars of Internet gambling proceeds.!”” In 2006, the Federal Burcau of
Investigation (FBI) began investigating how NETecller processed payments and helped facilitate
sports bets. NETeller used payment and sheli companies to process Automatic Clearinghouse
(ACH) transactions, thus hiding the nature of payments made to U.S. customers. To get money
out of the United States, NETcller would have a payment service company receive funds on its
behalf and transfer the funds to an account controlled by NETeller in Alberta, Canada.

In the casc involving playwithal.com, a sports betting wcbsite, 27 pcople were charged with
numerous counts, including money laundering.”’® The defendants were accused of laundering

"% General Accounting Office, Internet Gambling: An Overview of the Issues, GAO-03-89, December 2002, at p.
36.

' See Jdatp. 37.

176 Testimony of John G. Malcolm Before the Committee on Banking; Housing, and Urban Affairs, March 18,

2003, http://www.usdo).gov/criminal/cybercrime/malcolmTestimony3 1 8.htm (last accessed on July 29, 2009).
" Verrinder, Matthew, NETeller Ex-directors on Money Laundering, January 16, 2007,
htip://www.reuters.com/article/internetNews/idUSN16223029200701 16 (last accessed on September 11, 2009).
'™ Onlne Gambling Operations in Queens Busted, November 16, 2006,
http://online.casinocity.com/article/online-gambling-operation-in-queens-busted-68919  (last  accessed on
September 11, 2009).
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and stashing away millions of dollars using shell corporations and bank accounts in Central
America, the Caribbean, Switzerland, and Hong Kong.

2. Existing Controls in Other Jurisdictions

The United States has already enacted strict regulations to detect and deter money laundering,
and site operators should clearly be forced to comply. Control strategies for this risk thus focus
on keeping organized crimc, other criminals and criminal behavior out of the industry.179 As for
all the other concerns about criminal conduct by operators, regulators will set a high bar for
initial qualification and conduct periodic rcviews of key personnel and their associations. Other
jurisdictions do this already. The Isle of Man, UK., and Aldemncy assess the suitability of
licensc applicants and require them to submit documentation to satisfy the enforcement
authorities that they are persons of good character, honesty and integrity.'* Operators in these
jurisdictions are also required to provide comprehensive financial statements and internal
accounting records for audit.™’

In many U.S. states, background checks and employee verification are already standard
procedure for bricks-and-mortar casinos. For example, in New Jersey and Nevada, to obtain a
license, each casino employee must supply his or her name, address, fingerprints, and consent to
a criminal background check."® Bricks-and-mortar casinos are also required to provide periodic
financial reports at a level of detail and in formats specificd by regulators.'®

3. Relevant Technologies for Risk Mitigation
Effective strategies to combat money laundering by site opecrators involve frequent and

comprehensive auditing, the application of pattem recognition to aggregated financial transaction
data, and exclusion of criminals.

' McCormick, Amanda, Review of Online Gambling Literature, British Columbia Center for Social

Responsibility, 2007.
1% Testimony of Mary Williams, in U.S. House of Representatives, Commuttee on Financial Services, Can Internet
Gambling Be Effectively Regulated to Protect Consumers and the Payments System? 110" Cong., 1¥ Session,
June 8, 2007, p. 128. Also see Supra at footnote 128, Also see Testimony of André Wilsenach, in U.S. House of
Representatives, Committee on Financial Services, Can Internet Gambling Be Effectively Regulated to Protect
Consumers and the Payments System? 110" Cong., 1 Session, June 8, 2007, at p. 140-141.
181 Testimony of Mary Williams, tnn U.S. House of Representatives, Committee on Financial Services, Can Interner
Gambling Be Effectively Regulated to Protect Consumers and the Payments System? 110" Cong., 1 Session,
June 8, 2007, at p. 126-127.
82 New Jersey Permanent Statutes, Title 5, Amusements, Public Exhibitions and Meetings, 5:12-82: Casino license
— applicant eligibility. Also see Nevada Revised Statutes, Chapter 463.335,

' See /d Nevada Revised Statutes at Chapter 463.156-159.
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4. Conclusion

As with the prevention of fraud and any other criminal conduct by site operators, an effective
regulatory regime would seek to bar criminals from entering the Internet gambling industry, and
scek to detect and prevent linkages developing between site opcrators and criminal
organizations. Regulators would also develop the capacity to search for laundering patterns
among the betting transaction data, as well as among the external financial flows data for
regulated sites. Regulators of the onlinec gambling industry would also become natural partners
for the broader law-cnforcement community secking to detect and prevent money laundering.

G. Violation of Jurisdictional Restrictions or Prohibitions

A key concern of some policymakers is the ability of regulated online gambling sites to adhere to
various jurisdictional restrictions and prohibitions.'*  For example, with bricks-and-mortar
casinos, some states have complete prohibitions (c.g., Utah) while others have legalized most
forms of gambling (e.g., Nv.:vada).'85 Add to this mix the numerous Native American tribal
areas, and a complicated muitilayered jurisdictional map emerges. This scction does not
comment on federalism or the appropriateness of various levels of jurisdictional control over
online gambling. Rather, we look at the ability to ensure through federal regulation that
restrictions and prohibitions imposed at various other jurisdictional levcls continue to be
respected.

1. The Issue of Violation of Jurisdictional Restrictions

A central issue in the debate over legalization of online gambling pertains to differcnt
jurisdictions’ abilities to preclude gambling website operators from operating from, or scrving
customers within, specific states or territories.®

Federal laws, such as the Wire Act and the UIGEA, removed some aspects of states’ ability to
choose legalization and regulation,m7 On the one hand, the passage of the UIGEA in 2006

' In October 2008, Govemor Steve Beshear of Kentucky initiated a lawsuit against gambling sites serving

customers in Kentucky; a court ordered 141 website domamn names to be transferred to the state’s control. The
case was later overtumed on appeal in January 2009 and is currently being appealed to the Kentucky Supreme
Court. In April 2009, the state of Minnesota sent notice to 11 Internet service providers (1SPs) seeking to force
them to block access to gambling sites for Minnesota residents. In June, the state rescinded its order. See
Poker News Daily, “Minnesota Rescinds Internet Gambling Notices to 1SPs after IMEGA Settlement,” June 8,
2009,
http://www.pokernewsdaily.com/minnesota-rescinds-internet-gambling-notices-to-isps-after-tmega-settiement-
2749/ (last accessed on August 10, 2009).

¥ American Gaming Association, States with Gaming, AGA Fact Sheet,

http://www.amencangaming.org/Industry/factsheets/general_info_detail.cfv?id=15 (last accessed on July 21,

2009).

"% Kevin F. King, “Cutting Internet Gambling’s Gordian Knot: Geolocation and Federalism on the Intemet,”

Northwestern Unmiversity Law Review, July 14, 2009, http://ssrn.com/abstract=1433634 (last accessed on July

20, 2009).
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increased the federal government’s control over online gambling and restricts users’ ability to
fund their online accounts, casting a broad net over any state attempts to legalize online
gambling.'®™ On the other hand, states have no recourse against offshore sites that provide
gambling services to their residents.'®

Despite concerns that the legalization of online gambling would override various jurisdictions’
rights to regulate gambling, tcchnology can give states that opt out of legalization some
assurance that their restrictions will be enforced.” A well-crafted federal regulatory regime
could respect jurisdictional differences with regard to legalization of online gambling.

2. Regulatory Strategy

Proposed legislation provides for the ability of states and Native American tribal groups to opt
out of legalization.””" A federal licensing system would need to ensure (1) that site operators
“adopt and implement systcms to enforce any applicable Federal, State, and Indian tribe
limitations on Internet gambling” and (2) that license applicants have a program “to verify the
State or tribal fand in which the customer is located at the time the customer attempts to initiatc a
bet or wager.”‘92 Further, currently proposed legislation prohibits licensees only from
“knowingly” accepting bets from jurisdictions that opt out, presumably to prevent state actions
against operators for mere negligcnce.193 It would be possible to press operators further,
requiring them to acquire and operate state-of-the-art methods in this area, effectively
guaranteeing their “knowledge” in all but the most unusual of circumstances.

A regulatory strategy to solve jurisdictional issues must entail oversight by a regulator that can
monitor site operators, including the use of mystery shopper, to ensure compliance. Beyond that,
however, the issue of different jurisdictional restrictions or prohibitions is essentially a technical
question: does the technology exist to implement such restrictions or prohibitions?

' See Jd. at p. 2-5.

%8 See Supra at footnote 18 at p. 933.

' See Id. at p. 930.
1% Spencer Bachus, “Online Gambling Leads to Crime and Hurts Young, So Why Encourage 1t? Asks Spencer
Bachus,” US News & World Report, June 1, 2009,

http-//www.usnews.com/articles/opinior/2009/06/0 1/online-gambling-leads-to-crime-and-hurts-young-so-why-
encourage-it-asks-spencer-bachus.html (last accessed on July 30, 2009).

' “There is a need to extend the regulatory provisions of this Act to all persons, locations, equipment, practices,
and associations related to Internet gambling, with each State and Indian tribe having the ability to limit Internet
gambling operators from offering Intermet gambling to persons located within its territory by opting out of the
provisions of this Act” (Internet Gambling Regulation, Consumer Protection, and Enforcement Act, H.R. 2267,
111" Cong. (2009), §5381, §6).

92 See Jd. at §5381, 5. Also see /d at §5384(b)(1).

19 See Jd at §5386(a)(1)(A). Also see Supra at footnote 186 atp. 17.
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3. Relevant Technologies for Risk Mitigation

Many technologies are available to mitigate the risks of jurisdictional violations of restrictions or
prohibitions.

To adhere to UIGEA restrictions that prohibit funding of online gambling accounts, some
overseas gambling operators, such as PartyGaming, Sportingbet, and Paradise Poker, have used
geolocation techniques to selectively deny services to their customers on the basis of their
location within the United Statcs.'* Similar technology may also be applicd to help address the
problem of jurisdictional differences in gambling law within the United States.

Geolocation entails using “Internet infrastructure information to determine the geographic
location of Internct Protocol (IP) addresses associated with Internet-conneeted devices.”” Ttisa
way of determining the physical location of an Internet user, with varying degrees of accuracy.
When an Internet user types a website address into a Web browser, the browser sends an access
request to the server of the requested website. This request reveals the IP address of the user,
which the requested website forwards to a geolocation provider. The provider, which has buiit a
databasc of the locations of IP addresses, assesses the location of the user. Public-source
geolocatior]lqgala can often identify the location of IP addresses at the country, state, and even
city levels.

Gambling websites would, of course, require initial registration information from their users,
ineluding the users’ name and address. This is the first line of defense against jurisdictional
concerns, because a person altempting% to register with a Utah address, for example, would be
precluded from opening an account.'”” This information can be cross-checked against supplied
information, such as credit card information, bank account numbers, driver’s licensc details, or
passport information to determine any mismatch in the reported location.'®™® Players from
excluded jurisdictions, or ones whose physical location cannot be verified, can summarily be
prevented from opening an account.

This process should serve as a deterrent to casual users in prohibited jurisdictions who do not
intend to circumvent the laws of their jurisdiction. Subsequently, however, the site must use
geolocation to ensure that users, even if they were eligible at registration, are in a permitted

™ See Supra at footnote 60, at ]34-36.
5 Quova, The Factors of Geolocation, iGaming Business,
http://gw.vtrenz.net/index.cfm?method=cMicrositeSecurity.displayLogin&dkey=XOV3IU9JUS5 (last accessed
on July 21, 2009).

% D, J. B. Svantesson, “How Does the Accuracy of Geo-Location Technologies Affect the Law?” Masaryk

University Journal of Law and Technology, 2, No. 1 (Summer 2008): 11-21, at p. 12.

"7 Assuming that the state of Utah, which currently prohibits gambling, would continue to do so under a federat

regulatory regime,

% As noted in an August 21, 2009 interview with Andrew Fritchie, General Counsel of PartyGaming PLC.
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jurisdiction while gambling. Geolocation software can pinpoint the user’s location and, if in
doubt, flag it for site operators to either further investigate or block access immediately.

Critics of geolocation claim that it is inherently unreliable and subject to relatively easy
circumvention, citing failure rates in the range of 20% to 30%.'” For example, a wireless access
card, a common mcthod of accessing the Internet on a laptop while traveling, may confuse
geolocation services, and each service may show the user to be in highly disparate locations.**
The online gambling firm bwin uses a geolocation service, and although the company bclieves
that the service can reliably dctermine the countr;/ in which a player is located, it does not
currently rely on results at a state or city level.””’ Supporters and geolocation companies
themselves, however, insist that the technology is highly accurate. Quova, a market leader in
geolocation technology, claimed virtually 100% accuracy in helping Ladbrokes, the world’s
largest bookmaker, to block Dutch users from accessing its site.%2 Other estimates of accuracy
run from 85% to 99%."

Geolocation technology is already used for a number of purposes, such as restricting access to
content, protecting media rights, and delivering location-based content to users. It is used by
organizations such as the New York State Lottery, the British Columbia Lottery, Major League
Bascball, and the Alaska Permanent Fund.?® 1t is also used to detect and deter fraud at online
retailers by comparing the user’s location with his or her credit card address, for example, and
governments and law enforcement agencies use geolocation to help track Internet criminals.”

Technologies to circumvent geolocation do exist, such as “overt and transparent proxies,
firewalls, filters and filtering services, Network Address Translators, private address spaces,
point-to-point links, tunnels, and Virtual Privatc Networks (VPNs), that further obfuscate the

199 Statement of Jeff Schrmdt, in U.S. House of Representatives, Committee on Financial Services, Can Internet
Gambling Be Effectively Regulated to Protect Consumers and the Payments System? 110" Cong., 1I* Session,
June §, 2007, at p. 18-19.

M See Id.

' As noted in an August 13, 2009 correspondence with Katharina Ried! of bwin (Austria),

22 A Dutch court had ordered Ladbrokes, a UK. bookmaker, to prevent domestic users from accessing its site
See Supra at footnote 195.

2 See Supra at footnote 186 at p. 15.

M See Supra at footnote 40 at p. 53. Also see Larry Barrett, “Major League Baseball Struggles to Reach Fans

Online,” Baseline, March 7, 2005,

http://www baselinemag.com/index2.php?option=content&do_pdf=1&id=3506 (last accessed on September 4,
2009). Also see Quova, Quova Helps the Alaska Permanent Fund Dividend Division Run Like a Well-Oiled
Machine, Quova case study, 2008,
https://'www.vtrenz.net/imaeds/ownerassets/818/08277_Alaska_casestudy REV2.pdf  (last  accessed on
September 10, 2009).

Quova, The Science of Geolocation, http://www.quova.com/Technology/thescienceofgeolocation.aspx (last
accessed on September 4, 2009).
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true source and destination of communications.”® In some cases, the user could be on a

different continent from the one indicated by their IP address because he or she may be using one
of the above technologies that masks the true location. VPN programs, which many people use
to access work networks from home or while traveling, effectively mask one’s location. In fact,
many gateways to the Internet, such as America Online or proxy servers, by their nature offer
geographic separation between the IP address and the end user.?”’

Geolocation software, however, can exploit the physical characteristics of the conncction, such
as the round-trip delay, to detect these countermeasures and assign a “confidence factor,”
indicating the probability that the reported location is the user’s actual location®® Also, the
software can determine if the destination address belongs to a cable company, a DSL provider, or
a dial-up ISP. Thus, the destination can indicate the user’s connection type and whether it is too
risky to accurately verify the user’s location.®® 1In these cases, the customer’s account can be
blocked completely from using the service until his or her location can be determined with
greater certainty, or the site’s compliance department can flag the account for further review.
Further review could involve requiring the user to submit additional information, which then
may be subjcct to manual or real-time verification.?®

The regulator may impose specific requirements on the confidence of any geolocation
information, on the basis of the confidence factor determined by the software, in essence to
“tune” the thresholds for acceptance, rejection, and further verification®'! For cxample, the New
York Lottery and the British Columbia Lottery usc Aristotle’s verification service for
geolocation. Both organizations require nearly 100% confidence scores in order to allow users
to participate in their respective lotteries.”'? In this way, regulators can have as much assurance
as they require in the geolocation system, making it an effective means of excluding individuals
in any specific jurisdiction.

4. Conclusion

Beyond the issue of sanctions, licensed sites may have an incentive to be lax with geolocation
controls: excluding users from certain states lowers their overall customer base. Therefore, a

2 See Supra at footnote 199 at p. 83.

7 Asnoted in an August 21, 2009 mterview with Andrew Fritchie, General Counsel of PartyGaming PLC.
Quova, GeoPoint by Quova, white paper, July 2006,
https://'wwwI.vtrenz.net/imarkownerfiles/ownerassets/818/GeoPointbyQuova_ WHITEPAPER.pdf

(last accessed on July 21,2009), atp. 7.

See Supra at footnote 195.

M0 See 4.

2 As noted in an August 3, 2009 interview with Paul Mathews, Former Senmior Vice President of IGT

Wagerworks. Also see Supra at footnote 162.

See Supra at footnote 40 at p. 53.
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regulator must ensurc that geolocation controls are updated frequently and meet desired
standards of quality. Frequent mystery shopping at U.S. sites condueted from locations within
restricted states is one option, and violators could risk losing their valuable operating license if
they chose to operate lax verification techniques. This combination of oversight and state-of-the-
art technology should help ensure that various jurisdictions maintain control over their own
gambling laws and prevent complex interstate legal disputes.

H. Breaches of Data Confidentiality

Online gambling websites often hold personal and confidential information of their customers,
including credit card and bank account numbers, names, addresses, and other sensitive
information. One of the challenges for a regulator is to ensure that personal information is used
only for legitimate purposes and is not disseminated or accessed improperly.

1. The Issue of Data Confidentiality

All online businesses involved in monetary transactions are susceptible to breaches of data
confidentiality.?*  Breaches can include hackers stealing credit card or other personal
information, employees storing or accessing sensitive information improperly, and sites
accidentally releasing persounal information.*™ Although the decliberate theft of data is a
significant problem, more than 88% of all cases of data breaches in 2008 resulted from insiders’
negligence.””® Once released, the data can then be used for various illegal purposes and may lead
to identity theft and credit card fraud.

Unlike other countrics, the United States docs not maintain any geueral data privacy laws at a
federal level.?’® Instead, individual states have wide latitude to enact laws protecting consumers’
data, and currently 45 states have laws goveming data breaches by companies.n7 Online

2% n January 2009, Heartland Payment Systems, the United States” fifth-largest payment processor, announced a
data breach caused by hackers that may have compromised up to 100 million credit cards. TIX, a major
operator of retail stores, experienced a data breach iu 2006 that exposed tens of millions of cards. See Rachel
King, “Lessons from the Data Breach at Heartland,” Business Week, July 7, 2009,
hitp:/Awww.msnbce.msn.com/id/31778540/ns/business-businessweekcom/ (last accessed on July 29, 2009)

24 Identity Theft Daily, “Identity Theft News: 2008 Data Breach Count is 69% greater than 2007,” Identify Theft
Daily,
http://www.identitytheftdaily. com/index.php/20080716371/Latest/Identity-Theft-News-2008-Data-Breach-
count-is-69-greater-than-2007.html (last accessed on July 29, 2009).

35 pGP Corporation, 2008 Annual Study: Cost of a Data Breach, conducted by the Ponemon Institute, LLC,
February 2009, at p. 5,
http://www.encryptionreports.com/download/Ponemon_COB_2008_US_090201.pdf (last accessed on July 31,
2009).

¢ Dan Kaplan, “Leahy, for Third Time, Submits Federal Data Security Law,” SC Magazine, July 24, 2009,
http://www.scmagazineus.com/Leahy-for-third-time-submits-federai-data-security-law/article/1 40604/ (last
accessed on July 29, 2009).

See /d. Also see National Conference of State Legislatures, State Security Breach Notification Laws, as of July
27,2009, http://www.ncsl.org/Default.aspx?Tabld=13489 (last accessed on September 10, 2009).
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gamblers residing in the United States currently have no protection against breaches of their
personal data beyond those implemented by the online gambling site itself.

2. Existing Controls in Other Jurisdictions

In 2003, California became the first state to pass a comprehensive law on notification of data
breaches. The law requires companies that experience a breach to notify all data subjects “in the
most expedient time possible and without unreasonable delay” if certain types of personal
information are released unintentionally. It is important to note that the data must have been
uncncrypted to trigger the notification.?'*

A 2009 bill proposed by Senator Patrick Leahy of Vermont, dubbed the Personal Data Privacy
and Security Act, aims to “require data brokers and companies to establish and implement data
privacy and sccurity programs.™'® Leahy notes that more than 250 million records containing
personal information have been breached since 2005.”° The law would require companics that
store customers’ personal data to establish internal control policies and to give notice when a
breach of data occurs. The bill would preempt state laws on these matters.”?' It also would
establish an Office of Federal Identity Protection to assist consumers with issues of identity theft
and data correction.”?

In Europe, most data privacy laws are highly stringent—much more so than in the United States.
The European Union’s Data Protection Directive, issued in 1995, introduced strong controls on
data privacy and the rights of consumers.” Among other provisions, it requires that data be
rclevant to the purpose for which it is kept, stored no longer than necessary, and verifiable by
consumers. [t also requires that, if data are to be processed (i.e., collected and used), (1) the data
subject should have given explicit consent for its use and (2) the processing must be necessary
for the performance of a contract, required by a legal obligation, necessary to protect the data
subject’s life, or necessary to perform a task of public interest.

Various jurisdictions across the world that have legalized and regulated online gambling
maintain rules on data confidentiality and privacy:

% See Catifornia Office of Privacy Protection, “Recommended Practices on Notice of Security Breach Involving
Personal Information,” May 2008,
hitp://www.0isp.pp.ca.gov/consumer_privacy/pdf/secbreach.pdt (last accessed on July 31, 2009), at p. 8.

Office of Senator Patrick Leahy, Leahy Introduces Cybersecurity Legislation, July 22, 2009,
http://leahy.senate.gov/press/200907/072209b.htmi (last accessed on July 29, 2009), at p, 1.

20 See Id.

2 See Id. at p. 5-8.

2 Seeld. atp. 9.

Data Protection in the European Union, European Commission, United Kingdom,

http://ec.curopa.ewjustice_home/fsj/privacy/docs/guide/guide-ukingdom_en.pdf (last accessed on September
10, 2009).
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. The Isle of Man’s gambling regulations “specify detailed rulcs on the way
accounts must be managed, privacy of information on account holders and
prescribe the penalty for contravention which is £5,000 for each violation.”**
Site operators in the Isle of Man are also bound to the rules in the Data Protcction
Act 2002, the island’s legislation concerning data privacy. One of the Act’s
provisions provides for compensation for “[a]n individual who suffers damage by
reaso;;7 5of any contravention by a data controller of any of the requirements of this
Act.”™

. Iderncy’s regulatory system requires that “[c¢]ustomer privacy and data protection
principles are observed.”

. Gibraltar requires that information about a player not be disclosed to a third party
except under certain circumstances.?’ Gibraltar’s regulator also requires that data
be obtained lawfully, kept and used only for the pugposcs for which it was
obtained, stored safely, and accessible by the customer.”

3. Relevant Technologies for Risk Mitigation

Effective data protection begins with the establishment of internal controls and policics by the
gambling website. Betting site 888.com states in its privacy policy that it is “committed to
respecting your privacy and to complying with applicable data protection and privacy laws and
we have therefore provided this Privacy Policy to help you understand how we coliect, use and
safeguard your PII [personally identifiable information]. ™ 1t also states that the site’s
employees and data processors have an obligation to respect users’ privacy. Betfair’s privacy
policy claims the site “cndeavour(s] to ensure that [its] business practices that involve the use
of...Personal Information are compliant with privacy regulations in the countries where [it]
operate[sgi;’ and it claims that it has assembled a “world class Information Security Management
System.”

“*  See Supra at footnote 31 at p. 126,
5 Data Protection Act 2002, Treasury of the Isle of Man, at §11(1).

See Supra at foomote 30 at p. 144

27 See Supra at footnote 133 at §30.

8 See Supra at footnote 32 at p. 16.

2 See hitp://www.888 com/, under “Privacy Policy for Users” (last accessed on September 10, 2009).

20 See http://content.betfair.com/aboutus/?product=exchange&brand=betfair&region=GBR&locale=en

(last accessed on September 10, 2009).
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Maintaining secure computer systems is a demanding task. Although the various technological
solutions—secure operating systems, file encryption, network firewalls—have their weaknesses
the primary failure mechanism for data security is human mistakes and carelessness.”’

Absent regulation, gaming site operators would not bear many of the costs associated with the
improper disclosure of personal information. Thus, a regulatory mechanism is needed to align
the operator’s incentives with those of consumers. A significant fine for each consumer record
improperly released is one such incentive.

With the proper incentives, the gaming sitc operator will engage in the security enginecring,
training of staff, and auditing necded to protect consumer records.

4. Conclusion

In an cffective regulatory regime, the regulator would require the internal controls and privacy
policies described in this section to be present on gambling websites and be highly visible to
customers. The regulator would ensure that employees receive training in relevant data
protection policies and that players have the ability to access and, if necessary, modify their
personal information. It would also establish the types of data that can be stored and the length
of time after which the data must be dcleted. Finally, the regulatory regime may impose criminal
or civil liability on site operators whose data is breached, and it can require regular audits, either
by the regulator itself or by independent third parties, of data encryption policies and other
protection systems. There is no reason to believe that licensed online gambling operators would
be any less able or willing to fulfill these obligations than other online merchants with similar
data custody obligations. For more discussion on technological strategies to proteet sites’
integrity and customers’ personal data, see Scction I, Communications and Computer Security
Failures.

I Communications and Computer Security Failures

Security of websites, to prevent improper use of or access to scnsitive data, is a ubiquitous and
serious concern in e-commerce. Hackers can undermine site sccurity, alter a site’s behavior, shut
it down, access customers’ confidential information, or use one site as a platform from which to
launch broader malicious activities across the web. Online gambling sites would be responsible,
in just the same way as other merchant sites, for implementing proper controls and in
cooperating with law enforcement agencies in the control of cybercrime.

1. The Issue of Communications and Computer Security Failures

Web server security can be compromiscd from two directions. The first is over the network (i.e.
through internet connections). Second, and perhaps more importantly, a website’s servers are
also subject to attack or misuse by the gaming site’s own employees. A key cmployee may be
able to install software that subverts a system, destroys the integrity of games, interferes with

B! See Ross Anderson, Security Engineering, A Guide to Building Dependable Distributed Systems 2™ Edition,

Wiley, 2008, at p. 17-62.
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customer accounts, or improperly transmits customers’ personal or financial information. Ever
an ordinary virus may render a site inoperative, making it impossible for customers to access
their accounts or recover their deposits. Phishing attacks, directed at customers through ¢
gambling website, may also be a concern.

Aftacks may involve unauthorized attempts to login using someone else’s account, or
exploitation of some security weakness in the web server software itself or in the
communications software on the server.”>?

Protecting gaming websites from intruders is little different from the problem faced by
government agencies or online merchants such as Amazon. Many organizations do this quite
well as a matter of course, and licensed gambling site operators should be held to a high
standard.

There are currently no U.S. federal laws regarding data breaches, and the issue is left to
individual states. However, acts of hacking and computer fraud are addressed by the Computer
Fraud and Abuse Act, originally enacted in 1986, which covers any interstate or international
computer communications.”> The Act criminalizes a wide range of computer fraud, including
improperly accessing a “protected” computer with intent to defraud and knowingly transmitting a
program or code that causes damage to multiple computers. A 2008 amendment to the law
eliminated the requirement for the communications to be interstate or international in cases
involving theft and broadened the definition of a “protected computer” to mean any computer
used in interstate or foreign communication.

Like other heavily-used websites, gambling sitcs arc susceptible to denial-of-service attacks,
which overload a website’s servers and force it to shut down.* The threat of such attacks has
becen used to extort money from website operators. Perpetrators of such extortion have included
organized crime groups from the Middle East and Asia.*** In 2004, British bookmakers alone
lost $70 million due to “cyber-extortion” by just one hacking team, and companies such as

For a description of a recent (September 2009) discovery of a security weakness in web server software, see
Gregg Keizer, Microsoft promises patch for eritical Web server bug, Computerworld, September 2, 2009,
http//www.computerworld.conyvs/article/9137438/Microsoft_promises_patch_for_critical_Web_server_bug
(Jast accessed on September 9, 2009).

* See U.S. Department of Justice, Chapter | — Computer Fraud and Abuse Act, Computer Crime & Intellectual
Property Section, http://www usdoj.gov/crimnal/cybercrime/ccmanual/0iccma.pdf (Jast accessed on July 29,
2009).

Demal-of-service attacks use computers to inundate a website with large amounts of internet traffic that
eventually slows the site or shuts it down completely. See fack M. Germain, “Global Extortion: Online
Gambling and Organized Hacking,” Tech News World, March 23, 2004,
http://www.technewsworld.com/story/33171.htm1?wlc=1248627730 (last accessed on July 26, 2009). Also sec
Jordan Robertson, “Tech 101: How a Denial-of-Service Attack Works,” Associated Press, July 8, 2009,
http://www.usnews.com/articles/science/2009/07/08/tech-101-how-a-denial-of-service-attack-
works.htmi{7PageNr=1 (last accessed on July 28, 2009).

5 See Id.
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Canbet, Harrods Casino, Inter Casino Poker, Totalbet, VIP Casino, and William Hill have been
the victims of denial-of-service attacks.?*

Uscrs of gambling websites arc also susceptible to phishing, or the use of fraudulent but credible-
looking website-mimics to deccive the user into releasing personal information or to install
viruses and other malware onto their computers.”” Phishing may take many forms including
fraudulent or misleading email, website pop-up advertisements, or other forms of electronic
communication such as text messaging. Phishing attacks cost consumers more than $3 billion
annually in the form of fraudulent credit card charges, withdrawals from compromised bank
accounts, time spent rectifying fraud problems, and reduced trust in online commerce.”®
Dcpending upon factors such as the website’s payout policy or the ability to transfer funds
between players, gambling websites can be attractive targets for phishing.”

2. Existing Controls in Other Jurisdictions

In a licensed regulatory environment, gambling site operators would be expected to play their
part—just like any other e-commerce merchant—in eliminating their own security vulnerabilities
and cooperating with law-enforcement agencies in cybercrime control. Existing U.S. laws
(federal and state) regarding computer intrusion would apply, and sites would have recourse to
law enforcement support if they suffered attacks. Other nations have legal regimes similar to the
U.S. with respeet to cybercrime. France, Germany, and the United Kingdom all have laws
specifically targeting cybercrime, and the European Union is currently looking to both strengthen
its laws on cybersccurity and harmonize the laws of its member states.>*’ The European Union is
also considering a system through which members can report Internet-based attacks to each other
and record arrests and prosecutions.”*’ The Licensing, Regulation, and Alcohol Strategy division

3 See John McMuilan and Aunshul Rege, Cheating and Cybercrimes @ Gambling Sites.com, presentation to the

Alberta Gambling Research Institute Annual Conference, March 2009, slide 17. Also see John McMullan and
David Perrier, “The Secunity of Gambling and Gambling with Security: Hacking, Law Enforcement and Public
Policy,” International Gambling Studies 7, No. 1 (2007): 43-58 at p. 47.

7 Rachna Dhamija et al., Why Phishing Works, Experimental Social Science Laboratory (Xlab), Paper XL06-013
(August 14, 2006): 581590 at p. 581, http:/repositories.cdlib.org/iber/xlab/XL06-013 (last accessed on August
3, 2009). Also see Cyveillance, The Cost of Phishing: Understanding the True Cost Dynamics Behind Phishing
Attacks, white paper, December 2008,
http://www cyveillance.com/web/docs/WP_CostofPhishing.pdf (last accessed on August 3, 2009). Also see
APWG, Phishing Activity Trends Report 91/2008, January—March 2008,
http://www.antiphishing.org/reporis/apwg_report_Q1_2008.pdf (last accessed on August 3, 2009).

B8 See Id Cyveillance.

Marvin Fabuli, “Online Casinos an Easy Bet for Phishers,” Symantec, February 27, 2008,
http://www.symantec.com/connect/blogs/online-casinos-easy-bet-phishers (last accessed on August 3, 2009).

M palmer, Maija, “EU plans tougher cybercrime laws,” FT com, June 14, 2009,

http://www.ft.com/cms/s/0/10a407b6-5913-11de-80b3-00144feabdc.htmli (last accessed on Angust 2, 2009).

¥ See Id.
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in Australia’s Northern Territory requires license applicants to submit their information
technology security protocols for a risk assessment, and their controls must adhere to Australian
and New Zealand AS/NZS 4444 standards for information security.**

The issue of hacking is not completely unfamiliar to bricks-and-mortar casinos. They use quite
sophisticated electronic systems, which are vulnerable as well™ A regulatory strategy for
online gambling would require implementation and maintenance of state-of-the-art security
controls, cooperation with law-enforcement on cybercrime issues, comprehensive testing of site
and account security for the sake of defending consumers’ privacy and interests, and mandatory
reporting of any attacks,**

3. Relevant Technologies for Risk Mitigation

The key technologies for gambling website security are the same as those used by other on-line
merchants. These include (1) network firewalls that isolate databases, administrative systems,
and development systems from the Internet, (2) high-quality servers with up-to-date security
patches, (3) a continuing process of monitoring and logging attempts to break into the system
over the Internet, (4) sccure database and transactional software, and (5) the use of secure,
encrypted protocols for communications between users and the gambling website. 2

Intruders who gain access to a user’s credentials and use those credentials to open a fraudulent
connection can be combated in several ways. Many gambling sites work by having uscrs
download and install dedicated client software to access the site rather than relying on standard
web browsers. This dedicated client software can implement security protocols that resist a
variety of exploits such as keystroke loggers and “man-in-the-middie” attacks.**® For cxample,
the gambling site could use encryption keys based, in part, on information exchanged at
registration and stored on the user’s computer. This approach, however, is not as user friendly as
a simple login (e.g., user name and password), as it would make the use of any computer other
than the user’s regular computer more difficult.

22 As noted m an August 31, 2009 correspondence with John Sealy, Manager of Information Systems and

Technology Services at the Licensing, Regulation and Alcohol Strategy division of the Northem Territory
Department of Justice (Australia).

* See John McMullan and David Perrier, “The Security of Gambling and Gambling with Security: Hacking, Law
Enforcement and Public Policy,” Inzernational Gambling Studies 7, No. 1 (2007); 43-58 at p. 44,

1 Seeld atp. 53.
#5 Keys Botzum, WebSphere Application Server V6 advanced security hardening -- Part 1, Overview and
approach to security hardening, IBM WebSphere Developer Technical Journal, December 2005,
http://www.ibm.com/developerworks/websphere/techjournal/0512_botzum/0512_botzum1.htmi

(last accessed on September 14, 2009)

H6 Keystroke loggers are programs that record users® keystrokes for the purpose of garnering private information
such as passwords. “Man-in-the-middle” attacks are cryptographic attacks in which an eavesdropper relays
messages between two vietims, The eavesdropper can read and even alter the messages.
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Another approach is to add a feature to the user’s password. It is common for high-value
websites to put an additional password on a physical device, such as a small keyfob that displays
a six-digit number that changes once per minute.”*’ The user logs in by supplying the user name,
password, and the number on the fob, and thesc arc passed through to the server, which
authenticates them and permits the user to log in. This technology protects against lost and easy-
to-guess passwords but not against man-in-the-middle attacks. However, if the site requires the
user to employ dedicated clicnt software, that client software can use the 6-digit number as part
of the encryption key for establishing the connection between the user’s computer and the web
server; this technique would successfully protect against man-in-the-middle attacks.>*®

Gambling site operators are alrcady aware of some of these options. For example,
PartyGaming’s privacy policy states that it stores all players’ personal information in a
password-protected database behind a state-of-the-art firewall, and the site itself supports SSL
version 3 security with 128-bit encryplion,249 It also states that it ensures that affiliates,
subsidiaries, agents, and suppliers use secure technology. The site 888.com claims that it uses
advanced SSL and PGP protocols for security along with public/private key encryption and
firewalls.”® Both sites employ secure, dedicated client software. Other gambling sites also
enumerate details about their security policies and procedures, all of which are designed to
prevent unauthorized access to personal information.

Denial-of-service attacks present a particular challenge to gaming site operators. The harmful
traffic usually arises from thousands or tens of thousands of computers that have been infected
with a virus that permits the author of the virus to remotely control the infected computer. The
individual commanding such a network can dircct the entire network to begin loading pages from
the gambling website. If the website is designed to serve a thousand active users but ten
thousand computers begin loading web pages at ten times the rate of a normal user, service from
the website could collapse.

Some technological countermeasures arc available to the website operator—for example the
website could place limits on the number of new computers from which it will accept
connections. However, if the flow of incoming traffic is big enough it will overload the
connections between the gambling site and the rest of the Internet. Thus, the ultimate control of
denial-of-service attacks must come from web administrators, providers of operating system
software, and network service providers.

7 This process is called two-factor authentication. One factor is the normal password which the user types, and
the other is the code from the key fob. The interactive role-playing game service World of Warcraft provides
such key fobs to its users for a fee of $6.50. See
http:/iwww blizzard.com/store/details.xml?id=1100000622 (last accessed on September 9, 2009).

8 If the 6-digits are used as a shared secret to generate part or all of the encryption key for the communications

between the user and the game site, then a man-in-the-middle attack is impossible because the attacker lacks the
shared secret.
* See https://secure partyaccount.com/about/privacy_s.do (last accessed on August 24, 2009).

30 See http:/Awww.888.com/ (last accessed on August 24, 2009).
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Security failures in computer operating systems are the gateway through which most viruses
infect computers. Network service providers have the ability to monitor traffic flows on many
different paths and can detect patterns of activity that indicate the beginnings of a denial-of-
service attack. They may also be able to control denial-of-service attacks at locations far from
the connection to the gambling site.

For this reason, sites must work closely with regulators and government agencics to identify and
deal with cybercriminals. Regulators should develop cooperative rclationships with private
security experts and advocate for cost-effective, industry-wide benchmarks for cyber-security !
Finally, legislators should consider imposing civil liability on site operators for any harm caused
by comp;xstzer intrusions, at least when site security precautions were not up to the requisite
standard.

Finally, gambling site operators, like all other online merchants, should implement anti-phishing
measures to prevent financial harm to consumers and maintain the integrity of their operations.
The sites should play their role in helping to educate consumers about safe browsing habits and
how to recognize phishing.”*®

4. Conclusion

Significant international attention is already being paid to cybercrime in gencral. Website
security is a malter of global concern for businesses and government alike, by no means specific
to online gambling. According to a Cyberspace Policy Review report released in 2009 by the
Cybersecurity Chief at the National Security Council, “a growing array of state and non-state
actors are compromising, stealing, changing, or destroying information and could cause critical
disruptions to U.S. systems.”* The report recommends a coordinated effort by federal, state,
and local governments along with security experts in the private sector, and it urges the
government to “identify procurement strategies that will incentivize the market to make more
secure products and services available to the public.”™* It goes on to recommend *“adjustments
to liability considerations (reduced liability in exchange for improved security or increased

See John McMullan and Aunshul Rege, Cheating and Cybercrimes @ Gambling Sites.com, presentation to the
Alberta Garobling Research Institute Annual Conference, March 2009, shide 23.

2 John McMulian and David Perrier, “The Security of Gambling and Gambling with Security: Hacking, Law
Enforcement and Public Pohicy,” International Gambling Studies 7, No. 1 (2007): 43-58 at p. 56.

3 MarkMonitor, “Rock Phishing: The Threat and Recommended Countermeasures,” White Paper, August 2007,

http://www.markmonitor.com/download/wp/wp-rockphish.pdf (last accessed on August 3, 2009), at p. 7-8.
1 Cyberspace Policy Review, Assuring a Trusted and Resilient Information and Communications Infrastructure,
National Security Council, May 2009, http://www.whitehouse.gov/asset.aspx?Assetid=1906 (last accessed on
August 2, 2009), p. iii. Also see http://www.whitehouse.gov/cyberreview!/.

3 See Id at p. iv-v.
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liability for the consequences of poor security), indemnification, tax incentives, and new
regulatory requirements and compliance mechanisms.”*®

While all online merchants would benefit from increased governmental and law enforcement
support, onlinc gambling operators are uitimately responsible for their own sites’ security. Site
operators will naturally be concerned with their reputations for integrity and reliability, but
regulation can introduce new incentives to ensure that operators deploy effective security. The
regulator might choose to mandate some specific technologics, such as SSL encryption and
dedicated client software; and it can sharpen the incentives for effective control by imposing
higher levels of liability for any sites that fail to implement adequate precautions.

J. Problem Gambling
1. Problem Gambling

We expcct that problem gambling behaviors may receive more attention in the upcoming debates
than any of the other categories of risk. Therefore, we discuss problem gambling in more detail
in Section I1I below.

8 See Id atp. v.
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III.  SPECIAL ATTENTION TO PROBLEM GAMBLING

A. Introduction

Unlike the other nine risks, the potential effect of legalization on problem gambling is less
obvious a priori. On the one hand, in a well-regulated online environment, gamblers (including
existing U.S.-based online gamblers) would have more access to mechanisms with which to try
to curb their problem behavior. These include tools for self-exclusion and scif-limits as well as
greater awareness of and access to clinical and self-help resources. On the other hand,
pathological or addictive gambling behaviors might nevertheless be exacerbated by the increased
opportunity to gamble at any time and from anywhere.

B. What is Problem Gambling?

1. Terminology

Problem gambling is a term without a specific definition that refers to the fact that some
individuals who gamble do so irresponsibly and damage or disrupt personal, financial, or social
pursuits.””’  The term can apply to a wide spectrum of cases, from less severe ones where
individuals experience some degree of gambling-related problems to more severe cases in which
individuals are clinically diagnosed with pathological gambling—an impulse control disorder.”*®

Lack of specific definition noted in an August 5, 2009 interview with Phill Brear, Head of Gambling Regulation
at the Gibraltar Regulatory Authority. National Council on Problem Gambling, FAQs — Problem Gamblers,
http://www.ncpgambling.org/i4a/pages/Index.cfin?pagelD=3315 (last accessed on July 11, 2009).

In 1980, the American Psychiatric Association (APA) first included pathological gambling in the Diagnostic
and Statistical Manual for Mental Disorders (DSM). It was described as a “chronic and progressive failure to
resist impulses to gamble, characterized by undesirahle outcomes ranging from borrowing money from family
or friends and losing time at work, to being arrested for offenses committed to support gambling.” National
Research Council, Pathological Gambling: A Critical Review, Washington, DC: National Academy Press
(2005), at p. 2. In the most current manual, DSM-IV, the APA lists 10 diagnostic criteria of which five have to
be met to make a clinical diagnosis of pathological gambling. See /d at p. 27. Various screening mechanisms
have been developed to assess levels of problem gambling, including the South Oaks Gambhing Screen (SOGS),
the Problem Gambling Sevenity Index (PGSI) of the Canadian Problem Gambling Index (CPGI), and the
National Opinion Research Center DSM Screen for Gambling Problems (NODS). See Michael Belletire et al.,
Legislating and Regulating Casino Gaming: A View from State Regulators, paper commissioned by the
Regutation, Enforcement and Internet Subcommittee of the National Gambling Impact Study Commussion,
1999, at p. 11. Also noted in interviews with Peter Collins, Professor of Public Policy Studies and Director of
the Center for the Study of Gambling at the University of Salford (U.K.), and Sam McQuade, Graduate
Program Coordinator at the College of Applied Science and Technology at the Rochester Institute of
Technology.
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2. Prevalence Rates and Trends

Worldwide: Most tesearch indicates that about 1% of the aduit population worldwide
expericnces severe probiem gambling.”® Moreover, studies indicate that severe problem
gambling ratcs globally have stabilized over time at about 1%.25°

United States: Various studies have been conducted to estimate the prevalence of problem
gambling in the United States. According to the National Council on Problem Gambling, about
1% of the U.S. adult population meets the criteria for pathological gambling in a given year.
Another 2% to 3% would be considered problem gamblers.®® In a meta-analysis of 120
previously conducted prevalence studies in the United States and Canada, researchers at the
Division of Addictions at Harvard Medical School derived point-in-time estimates of problem
gambling rates. They noted that 1% to 2% of the adult population met criteria for lifetime
pathological gambling.**?> A more recent estimate from a nationally representative survey in the
United States found lifetimc pathological gambling rates within the general population of
0.4%.2° In an interview in mid 2009, Howard J. Shaffer, an addiction expert at Harvard
University, noted that despite the substantial growth in gambling opportunities and overall
gambling volume over the last two decades in the United States, the rate of problem gambling
among the adult population has stayed roughly constant. Shaffer also stated that the incidence of
problezrbl} gambling in the United States had declined slightly since the 1970s, from 0.7% to
0.6%.

Online Gambling and the Incidence of Problem Gambling: Some studies have claimed an
association between increased gambling cxposure and increased incidence of problem

# Jamie Wiebe et al., Problem Gambling Prevalence Research: A Critical Overview, a report to the Canadian
Gaming Association, December 2007, at p. 2,
http://canadiangamingassociation.com/media_uploads/pdf/78.pdf (last accessed on September 10, 2009).

™ See Jd. Also see D. A. LaPlante and H. J. Shaffer, “Understanding the Influence of Gambling Opportunities:
Expanding Exposure Models to Include Adaptation,” American Journal of Orthopsychiatry, 77, No. 4 (2007):
616—623 atp. 619.

' See Supra at footnote 257, Also noted in a June 5, 2009 interview with Keith Whyte, Executive Director of the
National Council on Problem Gambling
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Howard Shaffer et al., “Updating and Refining Prevalence Estimates of Disordered Gambling Behaviour in the
United States and Canada,” Canadian Journal of Public Health, 92, No. 3 (2001): 168172 at p. 169. Also see
Howard Shaffer et al., Estimating the Prevalence of Disordered Gambling Behavior in the United States and
Canada: A Meta-Analysis, Boston: Presidents and Fellows of Harvard College, 1997, at p. iii. Also see Howard
Shaffer et al., “Estimating the Prevalence of Disordered Gambling Behavior in the United States and Canada: A
Research Synthesis,” American Journal of Public Health, 89, No. 9 (1999): 13691376 at p. {370.

¥ N. M. Petry et al,, “Comorbidity of