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ASSESSING DATA SECURITY:
PREVENTING BREACHES AND
PROTECTING SENSITIVE INFORMATION

Wednesday, May 4, 2005

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON FINANCIAL SERVICES,
Washington, D.C.

The committee met, pursuant to call, at 10:03 a.m., in Room
2128, Rayburn House Office Building, Hon. Michael Oxley [chair-
man of the committee] presiding.

Present: Representatives Oxley, Bachus, Castle, Kelly, Gillmor,
Biggert, Tiberi, Kennedy, Hensarling, Brown-Waite, Harris, Renzi,
Pearce, Price, Davis of Kentucky, McHenry, Frank, Maloney, Velaz-
quez, Watt, Hooley, Carson, Sherman, Lee, Moore of Kansas, Crow-
ley, Clay, Israel, McCarthy, Matheson, Lynch, Scott, Green, Cleav-
er, Bean, Wasserman Schultz, and Moore of Wisconsin.

The CHAIRMAN. The committee will come to order.

This morning the committee meets to consider a topic we have
been hearing about on an almost daily basis during the past few
nillorflths: data security and its connection to the crime of identity
theft.

Several recent high-profile security breaches have focused public
attention as never before on the vulnerabilities of companies’ data
security systems. Congress now has to ask: Are we doing enough
to protect against the theft and misuse of sensitive commercial in-
formation on consumers?

Protecting sensitive information is an issue of great importance
for all Americans. In recent years, criminals in the United States
and abroad have become increasingly inventive in finding ways to
access and exploit information systems in order to commit identity
theft.

According to a Federal Trade Commission estimate, over 10 mil-
lion Americans are victimized by identity thieves each year, costing
consumers and businesses over $55 billion per year, not counting
the estimated 300 million hours spent by victims trying to repair
damaged credit records.

The financial costs are staggering, with over $10,000 stolen in
the average fraud.

The Financial Services Committee has worked tirelessly over the
past several Congresses to identify and enact solutions to this de-
structive crime.

During the 108th Congress, over 100 witnesses came before this
committee to testify on the reauthorization of the Fair Credit Re-
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porting Act. Through that process, under the leadership of the gen-
tleman from Alabama, Mr. Bachus, the committee developed an ex-
haustive record on the need to increase safeguards designed to pro-
tect consumers and businesses alike from identity theft.

Through bipartisan cooperation on this committee, we ultimately
produced strong consumer protection in anti-identity theft legisla-
tion known as the Fair and Accurate Credit Transactions Act, or
FACT Act.

The FACT Act places new obligations on financial institutions to
prevent identity theft, entitles consumers to a free annual credit
report from each of the three major credit bureaus and creates a
national fraud alert system to simplify a consumer’s ability to de-
tect and report fraudulent activity.

The FACT Act was signed into law on December 4, 2003, and is
currently in the process of being fully implemented by federal regu-
lators in the financial services industry.

The federal banking regulators have also been hard at work on
other initiatives to protect sensitive information.

On March 29, 2005, the Federal Reserve, FDIC, OCC and OTS
issued final data security standards for depository institutions that
are required in Title 5 of Gramm-Leach-Bliley. The standards call
for every financial institution to implement a response program to
address incidents of unauthorized access to consumer information
maintained by the institution and to notify the affected customer
as soon as possible.

In light of continuing guidance from the regulators, it is my hope
that we can focus today on the broader issue of data security and
how best to protect sensitive information from being improperly
accessed, and ensure that consumers receive prompt and effective
notice when sensitive information has been compromised and is
likely to have been misused.

One of my concerns in this regard is that given the dramatic rise
in recent reports on data breaches, there will be a headlong rush
toward notification in every instance.

When no evidence surfaces to indicate that their information has
been misused, consumers may begin to ignore these notices as just
that many more pieces of unsolicited junk mail.

California recently enacted legislation requiring disclosure of any
data security breach to any state resident whose unencrypted per-
sonal information was or is reasonably believed to have been ac-
quired by an unauthorized person. Only a small percentage of
these cases, however, have actually resulted in any fraudulent ac-
tivity.

Other states are considering legislation similar to California’s. It
is important that this committee take a look at what is being con-
templated in the States and consider whether a national breach no-
tification standard will work best for American consumers.

I would like to welcome our witnesses to today’s hearing, and I
look forward to hearing your testimony and working with you to
find ways to prevent future data security breaches and continue
our efforts to combat identity theft.

The Chair’s time has expired. I now yield to the gentleman from
Massachusetts and the Ranking Member.

Mr. FRANK. Thank you, Mr. Chairman.
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Before I yield my time to the gentlewoman from Illinois, Ms.
Bean, who has been a very energetic person involved in this, I did
want to note: I was somewhat pleased to hear you say that there
was some concern, and I assume the industry shares this concern,
on too much unsolicited junk mail going to individuals.

If they, in fact, the industry is worried about, the financial serv-
ices industry, about too much unsolicited junk mail going to indi-
viduals in this instance, it is a breakthrough, because I have not
found them in the past to be terribly sensitive to that. At least my
mailbox will welcome this new sensitivity. And I hope it spreads
from just notification here to maybe some other areas.

And with that I want to yield to the gentlewoman from Illinois,
Kho has been a real leader in this in her very first few months

ere.

Ms. BEAN. Thank you, Mr. Frank. I appreciate the opportunity
to speak today.

First, I would like to thank you and Chairman Oxley for your
leadership on this very important issue of consumer data security.

The recent high-profile data security breaches at ChoicePoint,
Bank of America and LexisNexis have continued to fuel ongoing
concerns about the safety and security of Americans’ personal fi-
nancial data. These concerns have forced Congress to once again
examine how industry and government can work together to better
ensure that an individual’s private personal information is ade-
quately protected.

As a new Member of Congress and a new member of this com-
mittee, I am honored to join in this endeavor. I know that many
of my colleagues, particularly Representative Hooley, have worked
hard on this issue for many years, and I look forward to working
with them as we move forward.

In March, Americans were shocked to learn that the private
data—including Social Security numbers, credit files and personal
health information—of nearly 150,000 Americans were sold by
ChoicePoint to fraud artists posing as legitimate businesses. How-
ever, as illustrated by the subsequent data breaches nationwide,
the ChoicePoint case was not an isolated incident. In fact, accord-
ing to the privacy right center, up to 10 million Americans are vic-
tims of I.D. theft each year, and these numbers are on the rise.

Even though victims do not usually end up paying their impost-
ers’ bills, they are often left with a bad credit report and must
spend months and even years regaining their financial health.

In a recent profile of an individual who fell victim to identity
theft, the Chicago Tribune explained that these victims often learn
the hard way that the crime is like a chronic disease that goes into
remission only to stir up again when least expected.

It is not uncommon that for years after an identity theft, victims
have difficulty getting credit, obtaining loans, renting apartments
and even getting hired by employers.

As the volume of personal data held by corporations, data bro-
kers and business continues to increase, the issue of securing this
data and protecting one’s privacy takes on particular importance.

To begin addressing this issue, in early March I joined with Rep-
resentative Maloney and Representative Gutierrez in introducing
H.R. 1069, the Notification of Risk to Personal Data Act, or H.R.
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1069. It is the companion bill to legislation introduced by Senator
Feinstein and is based on the California notification law, with
which I am sure you are familiar.

I believe this bill is a good first step and is based upon sound
principles. However, I am mindful that even legislation with the
best intentions can create unnecessary and unforeseen burdens. We
must find a solution that provides consumer protection but is via-
ble and meaningful in its execution.

I am optimistic that this can be done, because I know both con-
sumers, business and Congress sharing a common goal: to keep
Americans’ personal information secure.

I thank the witnesses for testifying before the committee today,
and I appreciate your taking the time to share your thoughts.

I am particularly interested in your testimony as it relates to no-
tification and triggering of notification.

I yield back the balance of my time.

The CHAIRMAN. The gentlelady’s time has expired.

The gentleman from Alabama, Mr. Bachus?

Mr. BAcHUS. I thank the Chairman.

I think this is a very important issue, and I think the thing, as
we go forward, we ought to remember is that there are different
kinds of data or different documents. There are financial docu-
ments, there are personal documents, there is credit card informa-
tion, there is even health records—and all of those can be used to
some extent to perpetrate identity theft.

Also, that data, sometimes it i1s stored, sometimes it is disposed
of, sometimes the problems are the security in how it is stored,
sometimes the problems are how it is disposed of.

And there are different institutions that have it, and different
laws that apply to that data storage. The FACT Act sets up one
standard, Gramm-Leach-Bliley sets up another standard, HIPAA
sets up another standard.

I think, as a result of the high degree of I.D. theft that we have
and the different statutes we have, sometimes there are gaps in the
statutes where they may or may not cover certain documents.

We do need a national standard. And we need a national stand-
ard on notification.

If we do not have that, it is going to be simply impossible for
businesses to know what to do or how to comply or know what
standard.

I would think that one thing this committee ought to do is look
at the existing law. When we come up with legislation, we ought
to at least allow the regulators, the FTC, as they have done in the
disposal rules, to fashion some parameters and try not to get too
immersed in the finite details as we do this.

I want to commend Mr. Castle and Ms. Pryce and others on the
other side for pushing this issue.

And I would like to yield the balance of my time to Mr. Castle,
who has been a leader in this effort.

Mr. CASTLE. I thank the gentleman very much for yielding and,
of course, for all his work in this and many other areas in banking.

It is clear that we do live in a world that is becoming increas-
ingly complicated in relying on technology and dependent on data
for instant decisions. Therefore, I believe, Mr. Chairman, it is
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worthwhile for us to explore the practicality of requiring data base
security and safeguards for most of the public and private sectors,
while our financial institutions, as defined by Gramm-Leach-Bliley,
are already required to secure their sensitive data. It may be that
we should do likewise across other sectors.

In the coming weeks, we are planning to introduce a comprehen-
sive bill that in part requires many more databases to have a
standard level of protection.

In addition, we will define what constitutes a breach so that af-
fected entities, regulators and consumers can be notified when ap-
propriate and in a coordinated manner.

I am also pleased to be working with the gentlewoman from
Ohio, Ms. Pryce, on this legislation that is intended to adjust a
number of these and other concerns.

And finally, I am interested in hearing from our panelists about
steps they took to ensure the future safety of the breached parties’
sensitive information. Some companies have provided free credit
monitoring for all those that were subject to the breach. I think
this is an enormously positive step that helps consumers and re-
stores confidence and peace of mind to many.

So we appreciate you being here.

And I appreciate, again, the gentleman yielding.

I yield back to the gentleman from Alabama.

The CHAIRMAN. The gentleman yields back.

The gentlelady from Oregon, Ms. Hooley?

Ms. HooLEY. Thank you, Chairman Oxley and Ranking Member
Frank, for convening this hearing today.

In my opinion, data security is one of the most important issues
that will be brought before this committee in the 109th Congress.
Its impact is immense. Consumers, businesses, local and federal
law enforcement all have a stake in the manner in which we solve
the problem created by data security breaches.

I look forward to all of the members that have taken an interest
in this, particularly Representative Bean.

I look forward to continuing in a bipartisan manner in which this
committee has operated in recent past to build a broad consensus
for an effective solution.

Identity theft represents a fundamental threat to e-commerce,
our economy, as well as our homeland security. No longer are we
facing just hobbyist hackers creating a nuisance. Increasingly these
attacks are driven by skilled criminals.

Identity theft is big business. The Federal Trade Commission es-
timates that 9 million to 10 million Americans are victims of iden-
tity theft every year to a total cost to business and consumers ap-
proaching $50 billion. For that reason, it is imperative that Con-
gress and the private sector work together to make certain that
sensitive personal information is protected by adequate safeguards.

The committee made progress in this respect in the 108th Con-
gress with the passage of the FACT Act, and now we have to build
on that success.

This will not be easy. There are many tough questions that need
to be answered.

First and foremost among them will be how we notify consumers
whose information has been compromised. Under what cir-
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cumstances should they be notified about a breach? When a notice
of breach is issued, what information should that notice include?
What form should a uniform notice of breach take? These are just
a couple of the questions that we are going to have to answer.

I am confident that by working together we can find practical so-
lutions that will provide consumers with landmark protections
while also avoiding an undue burden on enterprises who possess,
for legitimate purposes, very personal information.

I thank you and yield back the remainder of my time.

The CHAIRMAN. The gentlelady yields back.

We now turn to our distinguished panel.

The first witness is Ms. Barbara Desoer, Global Technology,
Service and Fulfillment executive from Bank of America followed
by Mr. Eugene Foley, president and CEO of Harvard University
Employees Credit Union; Mr. Don McGuffey, senior vice president
for Data Acquisition and Strategy at ChoicePoint; Mr. Kurt P. San-
ford, president and CEO of U.S. Corporate and Federal Govern-
ment Markets at LexisNexis; and Mr. Bestor Ward, president of
Safe Archives-Safe Shredding LLC—which I understand has some
Alabama connections, is that right, Mr. Bachus?

Mr. BacHus. Yes. In fact, Mr. Chairman, I would like to com-
mend Mr. Ward for his testimony. I have read his testimony. He
represents the NAID and their membership. They are experts and
committed to the proper destruction of paper records and other
media containing sensitive information financial or personal nature
that is often misused by identity thieves.

Sometimes we sort of focus on people breaking into data storage,
but there is a tremendous need for, as these records are disposed
of, to have them properly shredded. And we actually, today, have
people that actually dive into the dumpsters and get this informa-
tion and cause a lot of destruction and pain.

I commend Mr. Ward. He is quite an expert on this.

He also is on the board of directors of one of the largest banks
in the United States and has counseled them and has become an
expert in this field.

Thank you.

The CHAIRMAN. The gentleman from Massachusetts is going to
introduce one of our witnesses.

Mr. FRANK. Thank you, Mr. Chairman.

I am very pleased to have Eugene Foley, who is the president
and CEO of the Harvard University Employees Credit Union.

The credit union had been speaking with me about problems
they have had with regard to breaches of security and the difficult
position they have sometimes been put in, vis-a-vis the people who
are their credit card holders. They have been caught, I think un-
fairly, in the middle on some of these cases.

So I would particularly even have them talk about addressing
this.

I appreciate Mr. Foley’s willingness to accommodate this. The
credit union movement in our state as elsewhere, is a very highly
regarded one. He speaks for a very important credit union on an
issue that I think is clearly of relevance to all financial institutions,
not just the credit unions.

The CHAIRMAN. The gentleman from Georgia, Mr. Scott?
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Mr. ScorT. Thank you very much, Mr. Chairman.

I certainly want to take this opportunity to welcome ChoicePoint,
Mr. Don McGuffey, for your testimony on this, this morning.

As every member of this committee, we have all been following
the challenges at ChoicePoint. I certainly want to take this oppor-
tunity to commend ChoicePoint for responding to this challenge. It
is a difficult one.

We certainly want to welcome you here today and certainly look
forward to your testimony. Thank you.

Thank you, Mr. Chairman.

The CHAIRMAN. And the gentleman from Georgia as well, Dr.
Price?

Mr. PrICE. Thank you, Mr. Chairman.

I wish to associate my comments with Mr. Scott regarding
ChoicePoint. They are located in my district. They have been a
wonderful corporate citizen, extremely responsible in dealing with
the matters that they have been confronted with. I commend them
for that and look forward to their testimony.

The CHAIRMAN. We now turn to our distinguished panel—and I
probably butchered your name. Is it Desoer?

Welcome to the committee.

STATEMENT OF BARBARA DESOER, EXECUTIVE OF GLOBAL
TECHNOLOGY, SERVICE AND FULFILLMENT, BANK OF
AMERICA CORPORATION

Ms. DESOER. Thank you very much.

Chairman Oxley, Congressman Frank, committee members, good
morning.

I am Barbara Desoer, Global Technology Service and Fulfillment
executive for Bank of America. I am a member of Chairman and
CEO Ken Lewis’s direct executive leadership team.

On behalf of leadership of our company and all Bank of America
associates, thank you for the opportunity to appear here today be-
fore this committee to provide our perspective on the loss of com-
puter backup data storage tapes that were reported by Bank of
America earlier this year.

I would like to express how deeply all of us at Bank of America
regret this incident.

We pursue our professional mission by helping people manage
their financial lives. This work rests on a strong foundation of
trust. One of our highest priorities, therefore, is building and main-
taining a track record of responsible stewardship of customer infor-
mation that inspires our customers’ confidence and provides them
peace of mind.

On February 25, 2005, Bank of America began proactively com-
municating to the United States General Services Administration
SmartPay charge cardholders that computer data backup tapes
were lost during transport to a backup data center.

The missing tapes contained customer and account information
for approximately 1.2 million government charge cardholders. The
actual data on the tapes varied by cardholder and may have in-
cluded name, address, account number and Social Security number.

Now, backup tapes such as these are created and stored at re-
mote locations as a routine industry contingency practice in the
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case of any event that might interrupt our ability to service our
customers.

After the tapes were reported missing, Bank of America notified
the GSA, and also engaged the Secret Service, which began a thor-
ough investigation into the matter, working closely with our cor-
porate information team internally.

Federal law enforcement initially directed that, to preserve the
integrity of the investigation, no communication could take place to
the public or the cardholders. While the investigation was moving
ahead, we put in place a system to monitor the affected accounts
and researched account activity retroactively to the date of the data
shipment to identify any unusual or potentially fraudulent activity
in the accounts.

The Secret Service advised GSA management and us that their
investigation revealed no evidence to indicate that the tapes were
wrongfully accessed or their content compromised.

In mid-February, law enforcement authorities advised that com-
munication to our customers would no longer adversely impact the
investigation.

Following our initial cardholder notifications, we continued to
communicate with our customers to ensure that they understood
the additional steps we were taking to help protect their personal
information and to assist them with any questions they might
have.

We established a toll-free number that government charge card-
holders could use to call with questions or request additional as-
sistance.

We offered credit reports and enhanced fraud-monitoring services
to cardholders at our expense.

Government cardholder accounts included on the data tapes have
been and will continue to be monitored by Bank of America, and
cardholders will be contacted should any unusual activity be de-
tected.

According to standard Bank of America policy, these cardholders
will not be held liable for any unauthorized use of their cards.

The incident was unfortunate and regrettable. That said, we feel
that it has shed helpful light on a critical element of the industry’s
practices for data transport. We view this as an opportunity to
learn and to lead the industry to better answers that will give our
customers the confidence and the security that they deserve.

Our recent actions demonstrate our belief that our customers
have a right to know when there is reason to conclude that their
information may have been compromised and that timely notifica-
tion in the appropriate circumstances could help to minimize any
associated risks.

Furthermore, our approach and existing polices and practices
also are in accordance with the recently issued Interagency Guid-
ance. We believe this guidance strikes the correct balance with re-
spect to when notification is appropriate and what steps should be
taken when a security breach has put a customer’s personal infor-
mation at risk.

In our experience, the best solutions often arise out of the work
we do together, implemented through the voluntary cooperation of
private sector organizations.
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The information security environment, by its very nature, is fluid
and rapidly evolving, and demands solutions and counter-measures
that can evolve and advance with speed and flexibility.

We look forward to helping promote that speed and flexibility
and to taking part in the ensuing legislative dialogue.

Members of the committee, I can assure you that all of us at
Bank of America will do everything that we can to ensure that our
customers can manage their financial lives, secure in the knowl-
edge that their personal information will be respected and pro-
tected by the institutions in which they place their trust.

This concludes my prepared testimony. I look forward to answer
any questions.

[The prepared statement of Barbara Desoer can be found on page
64 in the appendix.]

The CHAIRMAN. Thank you, Ms. Desoer.

Mr. Foley?

STATEMENT OF EUGENE FOLEY, PRESIDENT AND CEO,
HARVARD UNIVERSITY EMPLOYEES CREDIT UNION

Mr. FoLEY. Chairman Oxley, Ranking Member Frank, members
of the committee, I would first like to thank you for providing this
opportunity for me to speak about the impact of data security
breaches on the small-community institutions that issue credit and
debit cards.

Harvard University Credit Union is a $200 million organization
located in Cambridge, Massachusetts.

Currently there are about 4,600 card-issuing credit unions in this
country, supporting over 12.5 million accounts for our members.

I have experience with this issue not only as the CEO of a credit
union that had about 700 of our 10,000 card accounts compromised
in just one incident last year but also as a recent victim of identity
theft myself.

While I was sitting in my office with my own debit card securely
in my wallet, my checking account was cleaned out by a series of
transactions that happened 3,000 miles away.

Although I had other sources of funds to draw on throughout the
process of reestablishing my account balance, this is often not the
case for many credit union members and small-bank customers
who are living paycheck to paycheck. They cannot afford any inter-
ruption in their cash flow.

Given my position, I am particularly responsive in protecting my
own sensitive information. But this caution is meaningless when
entities that have captured and retained the data contained on the
card stripe are careless or not compliant with security standards.

The frequency of large-scale data compromises is increasing, and
the smaller card-issuing institutions are struggling to keep up the
constant vigilance it takes to immediately react in notifying and
crediting our cardholders for their losses.

Within the past 2 weeks alone, we have read of three major
breaches which have compromised the accounts of millions of
American consumers.

The first large security breach to have an impact on small banks
and credit unions came to light last year as a result of hackers
stealing a large amount of consumer information from the retailer,
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BJ’s Wholesale Club. This case exemplifies the merchant in direct
violation of card association rules and regulations.

While card issuers are required to fastidiously comply with pro-
tecting sensitive account data, the resources they expend in this ef-
fort are squandered if merchants are not held to the same stand-
ard.

A recent article in the Wall Street Journal cited a $5.7 million
lawsuit filed last month against BJ’s Wholesale Club by CUNA
hMlllgual Insurance Corporation on behalf of 163 credit union bond-

olders.

Individual banks have also brought suit for their losses.

These costs include not only the amounts lost to fraud, but also
the costs for reissuing and blocking cards, for notifying cardholders
and monitoring accounts.

There are card association rules in place regulating how the con-
sumer information, which is imbedded on the magnetic stripe on
the back of each card, should be handled. But these rules have
proven to both insufficient and laxly enforced.

Absent card association enforcement or legislative redress, banks
and credit unions have had to resort to litigation in order to find
a remedy for their losses.

The surest way to limit the potential damage when a merchant’s
files are hacked and a large base of card information is stolen is
to cancel the existing cards and reissue new cards. As small banks
and credit unions hold a close relationship with their cardholders,
this is most often the action that they take. It is costly, time con-
1s:luming and puts a significant strain on the scarce resources we

ave.

Unfortunately, our best effort to protect our members and cus-
tomers is often met with another penalty by causing the consumer
to question the safety and security of the card issuer rather than
the merchant who has inadequately safeguarded their personal in-
formation.

This means that in addition to the significant monetary losses,
small banks and credit unions are also unfairly exposed to reputa-
tion risk as a result of this problem.

Even after a breach has been identified by the merchant, issuing
institutions cannot count on getting accurate and timely notifica-
tion to pass along to the consumer. Most times, the issuer is rely-
ing on reports in the media to determine the nature of the breach.

Without accurate information, it is impossible to appropriately
inform our members as to how their information was stolen, and
they are often left with the impression that the bank or credit
union is at fault.

While we have had the benefit of seeing the California law re-
quiring disclosure of security breaches in action for nearly 2 years,
and their experience offers us some guidance, there is room for im-
provement.

It is our hope that the committee will put its authority and en-
ergy behind initiatives that will require the major card companies
to notify financial institutions immediately in a format that 1s usa-
ble for the affected issuer. That information should include: when
a breach occurred, which merchant is responsible for that breach
and what accounts are affected.
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It should also detail what type of personal information was com-
promised.

Specifically, any new statute would benefit from explicit defini-
tions. For example, clarity with regard to which businesses would
be covered, along with what constitutes personal information, are
areas where the California statute has been questioned.

A particular concern is an exclusion that the California law pro-
vides for encrypted data. Unfortunately, advances in hacking seem
to match advances in encryption, and those that can breach credit
ﬁlﬁs are quite likely to be able to gain access to decryption tech-
nology.

In addition, to ensure that all consumers have the utmost protec-
tion from this insidious threat, we believe that as a best practice
all issuers should be required at a minimum to inform consumers
when their account has become compromised and their personal fi-
nancial information has been stolen. These consumers should then
have the right to determine if they wish to have their cards can-
celed and reissued in a timely fashion at no cost to them.

Mr. Chairman and members of the committee, thank you for af-
fording me this opportunity.

[The prepared statement of Eugene Foley can be found on page
69 in the appendix.]

The CHAIRMAN. Thank you, Mr. Foley.

Mr. McGuffey?

STATEMENT OF DON MCGUFFEY, SENIOR VICE PRESIDENT,
DATA ACQUISITION, CHOICEPOINT INC.

Mr. McGUFFEY. Chairman Oxley, Ranking Member Frank and
members of the committee, good morning.

I am Don McGuffey, senior vice president for Data Acquisition
and Strategy of ChoicePoint. I have been with the company since
its inception in 1997.

ChoicePoint has previously provided Congress with testimony
about the recent improper data access and the criminals who per-
petrated this fraud, the steps we are taking to protect affected con-
sumers and the measures that we are taking to prevent similar
violations from occurring in the future.

While I have described the company’s actions in my written
statement to the committee, I would like to specifically offer a sin-
cere apology on behalf of ChoicePoint to those consumers whose in-
formation may have been accessed by the criminals who per-
petrated this fraud.

What I hope you see in ChoicePoint is a company that has lis-
tened to consumers, privacy experts and government officials, and
learned from this experience. Accordingly, we have responded rap-
idly and in fundamental ways.

We have provided benefits to potential affected consumers that
no other information company had done before and that several
companies have since emulated, including voluntary nationwide no-
tification, dedicated call centers and Web sites, free three-bureau
credit reports and 1 year of credit monitoring at our cost.

We learned that there are few places for consumers to turn for
help if their identity is stolen. This alone increases the fear and the
anxiety associated with identity theft. For this reason, we have re-
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cently formed a partnership with the Identify Theft Resource Cen-
ter, a leading and well-respected nonprofit organization dedicated
exclusively to assisting identity theft victims.

Most importantly, we have shifted our focus to ensure our prod-
ucts and services provide a direct benefit to consumers or to society
as a whole. While this has meant exiting an entire market, we de-
cided that consumers’ interests must come first.

We have already made broad changes to our products, limiting
access to personal identifiable information, and more changes are
under development.

Mr. Chairman, before delving into the specifics of various policy
proposals, as my letter I had requested, perhaps it would be helpful
if I give members of the committee a brief overview of our com-
pany, the products we provide and some insight as to how we cur-
rently are regulated.

The majority of transactions our business supports are limited
and initiated by consumers. Last year we helped more than 100
million people obtain fairly priced home and auto insurance. More
than 7 million Americans get jobs through our pre-employment
screening services, and we helped more than 1 million consumers
obtain expedited copies of their families’ vital records: birth, death
and marriage certificates.

These transactions were started by consumers with their permis-
sion, and they provide a clear, direct benefit to consumers.

Not all of our other work is as obvious, but the value of it is. At
a time when the news is filled with crimes committed against chil-
dren, we are helping our nation’s religious institutions and youth-
serving organizations protect those in our society who are least
able to protect themselves.

Our products or services have identified 11,000 undisclosed fel-
ons among those volunteering or seeking to volunteer with chil-
dren, 1,055 with convictions for crimes against children, 42 of those
felons were registered sex offenders.

Consumers, business and nonprofits are not the only ones that
rely on ChoicePoint. In fact, government officials have recently tes-
tified to Congress that they could not fulfill their mission of pro-
tecting our country and its citizens without the help of ChoicePoint
and others in our industry.

Last month, ChoicePoint supported the U.S. Marshal Service in
Opertion Falcon, which served approximately 10,000 warrants in a
single day for crimes ranging from murder to white collar fraud.

Mr. Chairman, apart from what we do, I also understand that
the committee is interested in how our business is regulated at
both the Federal and State levels.

The majority of our products are already governed by the FCRA
and other Federal and State laws, including the recently enacted
companion FACT Act, the Gramm-Leach-Bliley Act and the Drivers
Privacy Protection Act, as well State and Federal do-not-call and
do-not-mail legislation. We believe consumers benefit from these
regulations.

While a small percentage of our business is not subject to the
same level of regulation, we believe additional regulation will give
consumers greater protections.
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And finally, I want to state for the record ChoicePoint’s position
on future regulation of our industry.

We support independent oversight and increased accountability
for those who handle personally identifiable information, including
public records. This oversight should extend to all entities, includ-
ing public sector, academic and other private sector organizations
that handle such data.

We support a preemptive national law that would provide for no-
tification to consumers and to a single law enforcement point of
contact when personally identifiable information has fallen into in-
appropriate hands, ensuring that the burden of notice follows the
responsibility for breach and that consumers do not become desen-
sitized to such notices.

ChoicePoint supports providing consumers with the right to ac-
cess and question the accuracy of public record information used to
make decisions about them consistent with the principles of FCRA.
There are technical and logistical issues that we will need to solve,
but they are solvable.

We have already taken steps to restrict the display of full Social
Security numbers and would support legislation to restrict the dis-
play of full Social Security numbers modeling existing law, includ-
ing GLB and FCRA, which extending those principles to public
record information.

We have all witnessed the significant benefits to society that can
come with the proper use of information. But we have been re-
minded, firsthand, the damage that can be caused when people
with ill intent access sensitive consumer data.

As a company, we have rededicated our efforts to creating a
safer, more secure society. We look forward to participating in con-
tinued discussions of these issues and will be pleased to answer
any questions that you may have.

[The prepared statement of Don McGuffey can be found on page
73 in the appendix.]

The CHAIRMAN. Thank you, Mr. McGuffey.

Mr. Sanford, welcome.

I might point out that Mr. Sanford’s company is located in Day-
ton, Ohio. Since we had several parochial interests represented in
the introductions, I thought I would add that as well.

STATEMENT OF KURT SANFORD, PRESIDENT AND CEO, U.S.
CORPORATE AND FEDERAL MARKETS, LEXISNEXIS

Mr. SANFORD. Thank you, Mr. Chairman.

Chairman Oxley, Ranking Member Frank and distinguished
members of the committee, good morning.

My name is Kurt Sanford. I am the president and chief executive
officer for corporate and federal markets at LexisNexis.

I appreciate the opportunity to be here today to discuss the im-
portant issues surrounding data security, privacy and the protec-
tion of consumer information.

LexisNexis is a leading provider of authoritative legal, public
records and business information. We play a vital role in sup-
porting government, law enforcement and business customers who
use our information services for important uses, including detecting
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and preventing identity theft and fraud, locating suspects, pre-
venting money laundering and finding missing children.

LexisNexis products are used by financial institutions to help ad-
dress the growing problem of identity theft and fraud.

In 2004, 9.3 million consumers were victimized by identity fraud.
Credit card companies report $1 billion in losses each year from
credit card fraud. With the use LexisNexis, a major bank-card
issuer experienced a 77 percent reduction in the dollar loses due
to fraud associated with identity theft.

1 LexisNexis products are also used to help prevent money laun-
ering.

We have partnered with the American Bankers Association to de-
velop a tool used by banks and other financial institutions to verify
the identity of new customers to prevent money laundering and
other illegal transactions.

Finally, LexisNexis works closely with Federal, State and local
law enforcement agencies in a variety of criminal investigations.
For example, information provided by LexisNexis was recently used
to locate and apprehend an individual who threatened a district
court judge and his family in Louisiana.

These are just a few examples of some of the important ways in
which are products are used by our customers.

While we work hard to provide our customers with effective prod-
ucts, we also recognize the importance of protecting the privacy of
the consumer information in our databases. We have privacy poli-
cies, practices and procedures in place to protect this information.

Our chief privacy officer and Privacy and Policy Review Board
work together to ensure that LexisNexis has strong policies to help
safeguard consumer privacy.

We also have multi-layered security processes and procedures in
place to protect our systems and the information contained in our
databases.

Maintaining security is not a static process. It requires continu-
ously evaluating and adjusting our security procedures to address
the new threats we face everyday.

Even with these safeguards, we discovered earlier this year some
security incidents at our Seisint business, which we acquired last
September.

In February 2005, a LexisNexis integration team became aware
of some billing irregularities and unusual usage patterns with sev-
eral customer accounts. Upon further investigation, we discovered
that unauthorized persons, using I.D.s and passwords of legitimate
Seisint customers, may have accessed personally identifying infor-
mation such as Social Security numbers and driver’s license num-
bers.

No personal financial, credit or medical information was involved
since LexisNexis and Seisint do not collect that type of information.

In March, we notified approximately 30,000 individuals whose
personal identifying information may have been unlawfully
accessed.

Based on these incidents at Seisint, I ordered an extensive re-
view of data security activity going back to January 2003 at our
Seisint unit and across all LexisNexis databases that contain per-
sonal identifying information. We completed that review on April



15

11 and concluded that unauthorized persons, primarily using 1.D.s
and passwords of legitimate Seisint customers, may have accessed
pell“sonal identifying information on approximately 280,000 individ-
uals.

At no point was LexisNexis or Seisint technology infrastructure
hacked into or penetrated, and no customer data was accessed or
compromised.

We sincerely regret these incidents and any adverse impact they
may have on the individuals whose information may have been
accessed. We took quick action to notify those individuals. We are
providing all individuals with a consolidated credit report and cred-
it-monitoring services.

For those individuals who do become victims of fraud, we will
provide counselors to help them clear their credit reports of any in-
formation related to fraudulent activity.

We will also provide them with identity theft insurance to cover
expenses associated with restoring their identity and repairing
their credit reports.

We have learned a great deal from the security incidents at
Seisint and are making substantial changes in our business prac-
tices and policies across all LexisNexis businesses to help prevent
any future incidents.

I have included details of these enhancements in my written
statement.

I would like to focus the remainder of my time on policy issues
being consider to further enhance data security and address the
growing problem of identity theft and fraud.

LexisNexis would support the following legislative approaches.

First, we support requiring notification in the event of a security
breach where there is a significant risk of harm to consumers. In
addition, we believe that it is important any such proposal contain
Federal preemption.

Second, we would support the adoption of data security safe-
guards modeled after the safeguard rules of GLBA.

Finally, it is important that any legislation strike the right bal-
ance between protecting privacy and ensuring continued access to
critically important information.

Thank you again for the opportunity to be here today to provide
the committee with our company’s perspective on these important
public policy issues. We look forward to working with the com-
mittee as it considers these important issues.

[The prepared statement of Kurt Sanford can be found on page
79 in the appendix.]

The CHAIRMAN. Thank you, Mr. Sanford.

Mr. Ward?

STATEMENT OF BESTOR WARD, PRESIDENT, SAFE ARCHIVES-
SAFE SHREDDING, LLC

Mr. WARD. Good morning. Thank you, Representive Bachus, for
your kind words.

Chairman Oxley, Ranking Member Frank and members of the
committee, it is a pleasure to be here.

My name is Bestor Ward. As Representative Bachus noted, I am
a member of the National Association for Information Destruction,
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or NAID. I am also the president of Safe Archives-Safe Shredding,
a business that provides secure records management, media stor-
age and information destruction services in Mobile, Alabama.

NAID is the international nonprofit trade association of the infor-
mation destruction industry. NAID’s mission is to champion the re-
sponsible destruction of confidential information by promoting the
highest standards and ethics in the industry.

I am honored to appear before you today to discuss the important
role that proper information destruction plays in the fight against
identity theft.

NAID commends this committee for addressing this critical issue.

As you know, much discussion has recently focused on controlling
or limiting the sale or transfer of confidential information. Yet that
type of control is undermined when disposal of this information is
left unregulated. It simply does not make sense to implement infor-
mation-transfer controls without ensuring that the same sensitive
information is not left out on the curb for anyone to take.

Enormous costs, inconvenience and a sense of violation can be
avoided through proper disposal of all documents containing sen-
sitive consumer information.

There are number of laws that help fight identity theft, including
the Fair and Accurate Credit Transactions Act, or FACT Act, the
Gramm-Leach-Bliley Act, and the Health Insurance Portability and
Accountability Act.

However, the scope of these laws is limited to particular indus-
tries and particularly records. For instance, the FACT Act only cov-
ers consumer report information. But we know that many other
documents can be used to facilitate identity theft.

It is critical that we protect all sensitive consumer information,
including Social Security numbers, credit card and bank informa-
tion, telephone numbers and addresses maintained by any busi-
ness, whether it comes from a consumer report or whether it comes
from any other document.

Accordingly, NAID encourages the Congress to take further steps
to enact comprehensive legislation that covers all sensitive con-
sumer information in all industries.

Oftentimes, more regulation is not the answer to our country’s
problems. However, in this context, NAID believes that it is appro-
priate for two reasons.

First, the costs of identify theft are enormous. Beyond the bil-
lions of dollars in losses to customers and businesses, it is difficult
and expensive to capture and prosecute perpetrators of this crime.
It is much easier to prevent those crimes of opportunity in the first
place by eliminating the criminal opportunities, requiring proper
methods of disposal as a simple, low-cost means of prevention.

It makes far greater sense to enact strong laws that prevent so-
called “Dumpster divers” and other criminals from accessing sen-
sitive information than to impose a massive burden on the law en-
forcement community to address a problem after substantial losses
have been incurred.

I would like to convey to my single point with an anecdote.

Shortly after Georgia enacted information destruction legislation
in May of 2003, NAID received a phone call from an employee of
a well-known corporation. The caller asked for a list of Georgia
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companies that it could retain to shred documents covered by the
state’s new disposal requirements.

The caller was located in the company’s corporate headquarters
outside of the State of Georgia, and our NAID representative of-
fered to send a broader list of NAID member-companies that oper-
ate in other states where the company does business. The caller’s
response was, “Well, no thanks. The other states do not have these
shredding laws.”

This response highlights the need for strong Federal legislation
that closes the gaps between existing laws by requiring all busi-
nesses to properly dispose of sensitive personal information that is
subject to misuse.

This type of legislation is necessary to ensure that these docu-
ments are destroyed before someone’s identity is.

Mr. Chairman, thank you for inviting me to participate in this
hearing today. I am honored to be here, and I would be delighted
to answer any questions that you all may have.

[The prepared statement of Bestor Ward can be found on page
92 in the appendix.]

The CHAIRMAN. Thank you, Mr. Ward.

Thank you to all our panelis