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A SURVEY OF GLOBAL TERRORISM
AND TERRORIST FINANCING

Wednesday, April 22, 2015

U.S. HOUSE OF REPRESENTATIVES,
TASK FORCE TO INVESTIGATE
TERRORISM FINANCING,
COMMITTEE ON FINANCIAL SERVICES,
Washington, D.C.

The task force met, pursuant to notice, at 10:03 a.m., in room
HVC-210, the Capitol Visitor Center, Hon. Michael Fitzpatrick
[chairman of the task force) presiding.

Members present: Representatives Fitzpatrick, Pittenger, King,
Stivers, Ross, Wagner, Rothfus, Schweikert, Dold, Hill; Lynch,
Sherman, Meeks, Green, Ellison, Foster, Kildee, and Sinema.

Ex officio present: Representative Hensarling.

Chairman FrrzPATRICK. The Task Force to Investigate Terrorism
Financing will come to order. The title of today’s task force hearing
is, “A Survey of Global Terrorism and Terrorist Financing.”

Without objection, the Chair is authorized to declare a recess of
the task force at any time.

The Chair now recognizes himself for 3 minutes for an opening
statement.

Thank you, everyone, for joining us today for the first hearing of
the House Financial Services Committee’s Task Force to Inves-
tigate Terrorism Financing. I would like to begin by first thanking
Chairman Hensarling and Ranking Member Waters for working to
establish this important task force and reaffirming this committee’s
commitment to using its role to address the threat of terrorism.

It is estimated that the terrorist attacks of September 11, 2001,
cost al Qaeda just $500,000 to plan and execute. Today, in 2015,
the United States once again faces the specter of terrorism, this
time from groups such as the Islamic State, which has a reported
net worth of over $2 billion, the product of self-funding methods
such as illicit oil sales, human trafficking, regional taxation, and
antiquity dealing.

Today’s terror organizations are more evolved, thanks in no
small part to better methods of funding and financing their dan-
gerous brands of hate, extremism, and violence. The threats to free-
dom and democracy posed by the Islamic State and groups like it
circle the globe, and the United States can ill afford to combat
these enemies on the battlefield alone. Any global strategy against
terror groups worldwide must attack at their funding source. Orga-
nizations, no matter how ideologically fanatical, can’t effectively
function without requisite resources.
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To address this vital piece of our Nation’s anti-terrorism strat-
egy, this bipartisan task force has been established and charged
with ensuring the Federal Government is using every tool at its
disposal to deprive groups like the Islamic State, Boko Haram, and
other terrorist organizations of the funds they rely on to advance
their warped ideology.

Over the course of the next 6 months, the task force will inves-
tigate financing and will work to determine if the rules and regula-
tions the United States Government has in place are effective.

As legislators entrusted with protecting the American people, we
cannot sit back and wait for terror to come to us. While our mili-
tary engages with terrorists on the battlefield, and law enforcement
works to protect our homeland, Congress needs to make sure that
we understand the nature of the threat and how we can strike our
enemy by every means. By working together, Congress will find
substantive, bipartisan solutions to expand and strengthen Federal
policies as well as set an example internationally, ensuring that
America leads at every level of the global response to terror, from
the Islamic State to drug cartels.

So it is my hope that today’s dialogue between our diverse bipar-
tisan group of Members and the expert panel of witnesses joining
us leads us to a better understanding of the challenges facing us,
and shapes our discussion of long-term solutions moving forward.

At this time, I would like to recognize the task force’s ranking
member and my colleague, Mr. Lynch from Massachusetts. He has
been a valuable asset and trusted bipartisan partner as we begin
this important investigation. Mr. Lynch?

Mr. LYNCH. Thank you, Mr. Chairman. I appreciate your kind re-
marks.

Mr. Chairman, this new iteration of the Task Force to Inves-
tigate Terrorism Financing is sort of a continuation of an effort
that has been under way for some years. I want to just thank
Chairman Hensarling and Ranking Member Waters really for the
insight. We have been doing this work, but not under the auspices
of this committee, sort of out as a separate task force, and I am
just very thankful and delighted that Chairman Hensarling and
Ranking Member Waters have seen the importance of this and
have really resourced it and taken a very serious approach to the
work that we were doing basically as volunteers, myself and Mr.
King of New York and others who preceded us.

But we all understand, I think, that detecting and disrupting the
flow of funding to terrorist groups is a crucial part of our fight
against terrorism. And while it has proven to be challenging work,
it is also vital and worthwhile, and I am honored to serve as the
ranking member. And I want to thank Ms. Waters especially for al-
lowing me to head this up for the Democratic side, and I look for-
ward to working with Chairman Fitzpatrick, Vice Chair Pittenger,
and the rest of my colleagues on the task force to improve our ef-
forts to halt terrorist financing.

Now, we are all very much aware of the threats presented by ter-
rorist organizations, including ISIL and al Qaeda in the Middle
East, and Boko Haram and Al Shabaab in Africa. Without the fi-
nancial resources, these organizations will not be able to effectively
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carry out their attacks, pay their fighters, and otherwise support
their operations.

Thus, one way to disrupt and to stop these groups, we believe,
is to cut off their funding. In particular, we must support the im-
portant work of the Financial Action Task Force, an intergovern-
mental body consisting of over 30 member jurisdictions, which is
dedicated to strengthening our worldwide anti-terrorism financing
and anti-money-laundering policies. And also financial intelligence
units (FIUs), the national centers that receive, investigate, and
share financial intelligence with law enforcement agencies and
international financial intelligence counterparts across the globe.

This, of course, includes our own Financial Crimes Enforcement
Network (FinCEN) which is our FIU responsible for safeguarding
our financial system from illicit use by collecting, analyzing, and
sharing financial intelligence with U.S. law enforcement agencies
and others around the world. And they have been terrific. I have
worked with them in Jordan, in Afghanistan, and recently in Nige-
ria, Morocco, and Tunisia. They have been doing wonderful, won-
derful work and they, as well as the Treasury Department, have
been an outstanding presence on our behalf around the globe.

According to the U.S. State Department’s 2014 International
Narcotics Control Strategy Report, many of the terrorist hot spots
around the world, including Kenya and Somalia, do not have ade-
quate systems in place to track and stop the flow of funds to ter-
rorist groups. This makes them increasingly vulnerable to money
laundering and financial fraud.

Last month, members of our committee had a chance to travel
to Nigeria as part of a congressional delegation through the House
Committee on Oversight and Government Reform, and while there,
we had an opportunity to examine the progress of regional counter-
terrorism efforts to combat the terrorist group Boko Haram. We ar-
rived in Nigeria amidst media reports that Boko Haram had offi-
cially pledged its allegiance to ISIL, and in the immediate after-
math of a series of terrorist bombings perpetrated on March 7,
2015, in Maiduguri, the capital of Borno State in northeastern Ni-
ggria, which killed over 50 people and left about 140 people wound-
ed.

While in Nigeria, I met with the Nigerian Financial Intelligence
Unit’s acting director, Francis Usani. During our meeting, it be-
came apparent that the effectiveness of the government of Nigeria’s
counterterrorism efforts against Boko Haram will greatly depend
on its ability to address regional terrorist financing and money
laundering activities.

So we in the United States can play a significant role by sup-
porting the Nigerian FIU in further developing its anti-terrorist fi-
nancing and anti-money-laundering capabilities through advanced
legal and operational training and technological assistance.

Witnessing the important work of Nigeria’s FIU during this re-
cent congressional delegation demonstrated the need for the United
States to continue to support international government efforts to
develop robust legal, regulatory, and operational frameworks to
combat terrorist financing and money laundering. This should be
done in accordance with the landmark recommendations issued by
the Financial Action Task Force on Money Laundering (FATF).
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While the United States Government is highly committed to its
counterterrorism efforts, we must ensure that our government is
also doing all it can to curb the flow of funding to terrorist groups,
and evolve as these organizations constantly shift their funding
methods.

So in closing, I look forward to hearing the testimony from our
witnesses so we can examine the issues further. I yield back the
balance of my time. Thank you, Mr. Chairman.

Chairman FITZPATRICK. I now recognize for an opening statement
the vice chairman of the task force, the gentleman from North
Carolina, Mr. Pittenger, for 1 minute.

Mr. PITTENGER. Thank you, Mr. Fitzpatrick. Thank you for your
leadership as chairman here. And I want to pay particular thanks
to Chairman Hensarling for the role that he has played and the
leadership, as he understands the role of the Financial Services
Committee and what we can do to help intercept the funding, the
terrorist funding and, as a result, not enable our adversaries to
bring about their objectives. I would like to thank Ranking Member
Lynch for his continued dedication to these issues, and also thank
all of the Members who have committed their time and their efforts
to this important task force.

As Members of Congress, our first constitutional duty is to pro-
vide for the safety and the defense of our country. It is a duty to
which we all are wholly committed. The threats around the world
are growing, whether it is ISIL, Iran-backed terrorists in the Mid-
dle East, China, North Korea and Asia, Russian aggression, or Al
Shabaab and Boko Haram in Africa, not to mention the drug lords
right here in the Americas.

I believe one of the most effective tools we have to counter these
groups is through undermining the funding for those who seek to
harm America and our way of life. Now is the time for great vigi-
lance on the part of our counterterrorist financing system, and our
successes in intercepting these funds will save countless lives.
Whether it is through international organizations such as the U.N.,
or FATF, NATO, or through bilateral partnerships, but through ef-
forts of our own government and private sector, we need to look at
these issues carefully.

I look forward to working together with each of you on this task
force, and as such, creating solutions to the many problems we are
facing. Thank you, and I yield back.

Chairman FITZPATRICK. I now recognize the ranking member of
our Oversight and Investigations Subcommittee, the gentleman
from Texas, Mr. Green, for 1 minute.

Mr. GREEN. Thank you, Chairman Fitzpatrick. And I thank Mr.
Lynch, the ranking member, as well. I also would like to become
one of the many who will thank the honorable chairman and the
ranking member of the full Financial Services Committee, Chair-
man Hensarling and Ranking Members Waters. I think this is a
most appropriate opportunity for us to do a good many things that
will reap good benefits.

Let me ask, Mr. Chairman, unanimous consent to include in the
record an opening statement from the Honorable Maxine Waters if
there are no objections.

Chairman FITZPATRICK. Without objection, it is so ordered.



Mr. GREEN. Thank you.

Mr. Chairman, I think this gives us a unique opportunity to fol-
low the money. And I think following the money can give us an op-
portunity to understand who our friends are, which is exceedingly
important, who our frenemies are, and who our enemies are. We
have a duty, as has been indicated, to protect the American people.
This committee will work, my belief is, in a bipartisan fashion. And
I think we have to do this, because, to be very candid, those who
want to terrorize and take lives, they don’t do it in a partisan way.
This is an opportunity for us to show the kind of unity that can
benefit the American people.

I thank you so much for the time, and I yield back.

Chairman FITZPATRICK. I now recognize for an opening statement
the gentleman from Illinois, Mr. Dold, for 1 minute.

Mr. DoLD. Thank you, Mr. Chairman. And I want to echo my col-
leagues’ thanks to our chairman, Chairman Hensarling, for his
leadership and vision to create this task force, and the ranking
member as well.

This is a really important topic. The United States and our allies
are currently facing threats from a constantly evolving array of ter-
rorist organizations operating around the world. Many of the ter-
rorist organizations depend on a common source of funding, mainly
from the Islamic Republic of Iran. Some may mistakenly be under
the impression that a nuclear deal is the only thing standing in the
way of Iran’s acceptance as a good, legitimate actor on the inter-
national stage. Such an interpretation would be horribly incorrect.
The fact remains that the government of Iran continues to be the
world’s leading state sponsor of terrorism, providing funding to
Hezbollah in Lebanon, Hamas, al Qaeda in Somalia, Bashir Assad’s
regime in Syria, the Houthi rebels in Yemen, Iran’s own Islamic
Revolutionary Guard Corps and more, including funding for attacks
in the western hemisphere.

We must prevent Iran from having the resources to create insta-
bility and terror activity around the world. I am greatly concerned
by the recent reports that Iran would receive what amounts to a
(s;ligliing bonus of up to $50 billion upon completion of a nuclear

eal.

I am interested in hearing today from our witnesses to under-
score how Iran would use those billions to finance increased terror
activity around the globe and more specifically in the western
hemisphere. Thank you.

Chairman FITZPATRICK. I now recognize the gentleman from New
York, Mr. Meeks, for an opening statement of 1 minute.

Mr. MEEKS. Thank you, Mr. Chairman, and Mr. Ranking Mem-
ber.

It has now been a little over a decade ago since we witnessed one
of the most devastating attacks on our homeland, and it happened
to be in the City that I love, New York City. Since then, we have
enhanced our ability to choke off terrorist financing around the
globe. However, global threats continue to emerge, and we need to
continue to respond in an aggressive and vigorous way. These
issues are very important to my City and to us as a Nation, espe-
cially having witnessed firsthand the atrocities of terrorism, while
also being the financial capital of the world, New York, with a
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large concentration of international financial institutions that are
also facing enormous challenges dealing with this evolving and
complicated risk.

Terrorism financing is clearly an emerging threat, and as rank-
ing member on the House Foreign Affairs Committee’s Sub-
committee on Europe, Eurasia, and Emerging Threats, it is a topic
on which I spend a lot of time. Therefore, Mr. Chairman, I look for-
ward to working with you and all of my colleagues on the task
force in seeking more effective approaches that do not overly re-
strict financial institutions, but ensures that we have the proper
protection and safeguards in place for all of our citizens. I yield
back.

Chairman FITZPATRICK. I now recognize for an opening statement
the gentleman from New York, Mr. King, for 1 minute.

Mr. KiNG. Thank you, Mr. Chairman. And at the outset, let me
also thank Chairman Hensarling for establishing this task force.
And I thank the ranking member, Ms. Waters, and also Steve
Lynch for the interest and effort that he has shown in this vital
issue over the years.

Like Mr. Meeks, coming from New York we saw firsthand the
horrors of an al Qaeda attack. I lost over 150 friends, neighbors,
and constituents. None of us ever wants to go through anything
like that again. So this is absolutely essential, because financing is
an integral part of the terrorist network. I think it is especially
true now in ISIL, because while al Qaeda may have been able to
carry out attacks with limited financing, the fact is that ISIL does
require large amounts of funding because of the extent of its power
right now, because of the land mass it controls, and because of the
large numbers of personnel for whom it has to provide funding.

So with that, I look forward to the work of this task force, I
thank the chairman for establishing it, and I look forward, as I
know we all do, to working in a very bipartisan way. I yield back
the balance of my time.

Chairman FITZPATRICK. I now recognize the gentlelady from Ari-
zona, Ms. Sinema, for 1 minute.

Ms. SINEMA. Thank you, Mr. Chairman, and Ranking Member
Lynch for forming and leading this important task force.

The Islamic State has become one of the world’s most violent,
dangerous, and well-financed terrorist groups. In 2014, the Islamic
State generated approximately $1 million per day. These funds
were raised predominantly through the sale of smuggled oil, but
other funding streams include taxation, extortion, and kidnapping
for ransom. Over the past year, this group raked in $45 million in
ransom payments, and the terrorist kidnapping operation only con-
tinues to grow.

Kayla Mueller, from my home State of Arizona, was one of these
captives. She was kidnapped while leaving a Doctors Without Bor-
ders hospital in Aleppo, Syria. The Islamic State demanded $6.6
million and the release of U.S. prisoners in exchange for Kayla’s
life. After spending 18 months in captivity, Kayla died in the cus-
tody of the Islamic State.

I met Kayla when she was a student at Northern Arizona Uni-
versity, working to stop genocide in Darfur. She was mature,
thoughtful, dedicated, humble, and above all, caring. Her work on
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behalf of humanitarian causes will never be forgotten and her leg-
acy of love and generosity, even in the face of terror, will be forever
remembered.

Terrorist groups such as the Islamic State constantly develop
new ways to finance their deadly operations and threaten America.
To keep our country safe, we must be one step ahead of them. I
am committed to working with my colleagues to keep money out of
the hands of terrorists and find solutions that protect America’s
safety and security. I yield back.

Chairman FITZPATRICK. And I now recognize for an opening
statement the chairman of our full Financial Services Committee,
the gentleman from Texas, Mr. Hensarling, for 1 minute.

Chairman HENSARLING. Thank you, Mr. Chairman. First, I don’t
recall a hearing where I have ever been thanked so often by so
many Members on the other side of the aisle. I am very glad this
is on the record. But on a serious note, I think what it shows is
that when it comes to protecting our homeland, when it comes to
protecting our citizens, we, again, are Americans first. I want to
thank the ranking member for working to put together this bipar-
tisan task force.

I want to thank you, Mr. Chairman, for your commitment to the
issue, and I want to thank you in advance for your leadership. I
want to thank the ranking member, Mr. Lynch, as well, and the
vice chairman, Mr. Pittenger of North Carolina, and all the Mem-
bers. You are charged with an incredible responsibility here. We
know that the terrorist threat is constantly evolving, morphing,
metastasizing, and so are their finances, and so you are each
charged to ensure this task force thoroughly examines and evalu-
ates any need to upgrade and improve our Nation’s ability to starve
the terrorists of the financial resources they need to carry out their
evil attacks. I can think of no more somber responsibility than you
have. I thank you for undertaking it, I look forward to the task
force getting on with its work, and I look forward to hearing the
witnesses in this hearing. Thank you, Mr. Chairman.

Chairman FITZPATRICK. We now welcome our witnesses. Mr.
Juan Zarate is currently senior advisor at the Center for Strategic
and International Studies. He is also chairman and senior coun-
selor for the Foundation for Defense of Democracies. Mr. Zarate
served as the Deputy Assistant to the President, and the Deputy
National Security Advisor for Combating Terrorism from 2005 until
2009. Prior to joining the National Security Council, Mr. Zarate
was the first Assistant Secretary of the Treasury for Terrorist Fi-
nancing and Financial Crimes. He also served as a prosecutor in
the Department of Justice’s terrorism and violent crimes section.
Mr. Zarate received his undergraduate degree from Harvard Col-
lege and his law degree from Harvard Law School.

Dr. Jonathan Schanzer is vice president of research for the Foun-
dation for Defense of Democracies. Prior to this assignment, Dr.
Schanzer worked as a Terrorism Finance Analyst at the United
States Department of the Treasury. He is also a former research
fellow at the Washington Institute for Near East Policy. Dr.
Schanzer has an undergraduate degree from Emory University, a
master’s degree from the University of Jerusalem, and a Ph.D.
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from King’s College, London. He also studied Arabic at the Amer-
ican University in Cairo.

Mr. Seth Jones is director of the International Security and De-
fense Policy Center at the RAND Corporation. Mr. Jones served as
the representative for the commander, U.S. Special Operations
Command to the Assistant Secretary of Defense for Special Oper-
ations. Prior to that, he served as a plans officer and advisor to the
commanding general, United States Special Operations Forces in
Afghanistan. Mr. Jones holds a bachelor’s degree from Bowdoin
College, and a Ph.D. and a master’s degree from the University of
Chicago.

The witnesses will now be recognized for 5 minutes to give an
oral presentation of their testimony. Without objection, the wit-
nesses’ written statements will be made a part of the record. Once
the witnesses have finished presenting their testimony, each mem-
ber of the task force will have 5 minutes within which to ask ques-
tions.

On your table, there are three lights. Green means go, yellow
means you are running out of time, and red means you are out of
time. The microphone is very sensitive, so please make sure that
you are speaking directly into it.

And with that, Mr. Zarate, you are now recognized for 5 minutes.
Thank you.

STATEMENT OF THE HONORABLE JUAN C. ZARATE, SENIOR
ADVISOR, CENTER FOR STRATEGIC AND INTERNATIONAL
STUDIES (CSIS), AND CHAIRMAN AND SENIOR COUNSELOR,
CENTER ON SANCTIONS AND ILLICIT FINANCE, FOUNDA-
TION FOR DEFENSE OF DEMOCRACIES

Mr. ZARATE. Chairman Fitzpatrick, thank you very much for the
kind introduction and the invitation, and Ranking Member Lynch,
Vice Chair Pittenger, and distinguished members of the Task Force
to Investigate Terrorist Financing, I am honored to be testifying
before you today and I thank you for the invitation.

I am very pleased to be sharing the panel, and will certainly
defer hard questions to my colleagues to my right, Jonathan
Schanzer and Seth Jones. I count them both as friends, but these
are two of the Nation’s best experts on the continued evolution and
threat from terrorism, and I know they will be a great resource to
you and to the Congress.

I have been privileged to work on the fight against terrorism
since before 9/11, first as a Federal prosecutor, then as a Treasury
official, and later as the Deputy National Security Advisor for these
issues. Now, I sit on the outside with others studying, analyzing,
and writing problems of terrorism and the evolution of terrorist fi-
nancing.

I will tell you that the threat of terrorism is growing more di-
verse and dangerous, and the work of this new task force and of
the committee in focusing on terrorist financing is more important
now than ever before. The global threat of terrorism is adapting
quickly, with the ideology spawned by al Qaeda taking hold in cri-
sis regions and ungoverned spaces around the world. The so-called
Islamic State has taken territory and erased borders in the heart
of the Middle East, and runs a diversified war economy, earning
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hundreds of millions of dollars as it attempts to govern and expand
its reach.

At the same time, terrorist organizations have adapted to the
pressure placed on their global financial networks since 9/11 and
have learned to raise and manage their own budgets by becoming
for-profit organizations that take advantage of the economic re-
sources and opportunities where they operate.

Just as the problem of terrorism is more global and diversified
today than ever before, the means and resources that networks and
groups have to raise and move money have become more varied
and localized. To contain the global reach of terrorist groups and
to thwart the manifestation of their ambitions, we must disrupt
t}ﬁeir financing and force them to make operational and strategic
choices.

After 9/11, we all understood that defending the country and un-
dermining terrorism required deterring, disrupting, and disman-
tling terrorist funding sources and networks. Whether it is al
Qaeda, the Islamic State, or Hezbollah, the reality is terrorist
groups need money to operate their networks, implement logistics,
maintain territory or influence, and to plan strategically against
the United States.

Any terrorist group, illicit network, or even a rogue state seeking
significant global reach and impact, needs access to the financial
and commercial system. Financial flows and budgets become even
more important as groups like the Islamic State, Boko Haram, and
Al Shabaab attempt to govern and operate local economies, often
baking bread and mending wounds while fighting. Money is their
enabler, but it is also their Achilles heel. If you can cut off funding
flows to rogue groups of states, you can restrict their ability to op-
erate and govern, and force them to make choices, not only budget
decisions, but also strategic choices.

No doubt one terrorist operation can cost as little as a thousand
dollars to execute, but if that organization cannot pay for all the
sophisticated training it would like, cannot adequately maintain its
international and local alliances, cannot maintain and develop all
the programs and operations it imagines, then its ultimate impact
will be limited.

In maximalist terms, we can alter the enemy’s behavior and con-
strain its reach by affecting its bottom line. We have had much
success in the past doing this, but the economy and ecosystem in
which the enemy operates is constantly adapting, and our playbook
must not remain static. We know that terrorist groups have de-
vised new ways to run local economies and take advantage of the
territory they control. The Islamic State runs a diversified war
economy, from oil to the antiquities trade. al Qaeda and the Islamic
Maghreb has mastered the kidnap-for-ransom business. The al
Qaeda affiliate in Somalia, Al Shabaab, runs a very creative char-
coal-trade-based money laundering scheme to raise millions of dol-
lars. Dangerously, the conflict in Syria and the growing Sunni-Shia
divide is resurrecting old, established networks and means by
which terrorists have justified support for their cause.

All the while, new technologies and innovations in the storage
and movement of money and value are reshaping the international
financial landscape.
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There are also systemic concerns. The European system remains
under stress, and inherent and dynamic tension has emerged be-
tween the isolation of suspect behavior and the need for financial
inclusion. In addition, the U.S. economy and its power and its
reach and the role of the dollar remains central to the ability to
use these authorities. But there are real opportunities to continue
to be effective in our campaign. The playbook designed over the
past 13 years is still sharp and can be wielded with effect against
targeted actors and networks of concerns.

The blending of terror and criminality exposes networks and ter-
rorist groups to law enforcement and other pressure. We can
operationalize the type of financial and strategic suasion that has
made the campaign against terrorist financing effective, finding
new allies around the world. For example, to combat the looting of
antiquities for profit by the Islamic State, the United States should
help empower and enlist a whole set of actors and networks al-
ready committed to the preservation of people, texts and cultures.

And finally, Mr. Chairman, a new coalition should be galvanized
to stop the funding in terror and conflict from the illicit wildlife
trade, especially the decimation of elephants and rhinos in Africa
for their valuable ivory, which is going to fund groups like Al
Shabaab and the Lord’s Resistance Army.

The campaign against terrorist financing cannot be treated as a
static venture, but it is an ongoing and critical part of the changing
landscape and the fight against terrorism. We must constantly do
everything possible to make it harder, costlier, and riskier for ter-
rorist groups around the world to raise and move money.

And with that, I thank you for your time and attention, and I
look forward to your questions.

[The prepared statement of Mr. Zarate can be found on page 76
of the appendix.]

Chairman FITZPATRICK. The gentleman’s time has expired.

Dr. Schanzer, you are now recognized for 5 minutes.

STATEMENT OF JONATHAN SCHANZER, VICE PRESIDENT FOR
RESEARCH, FOUNDATION FOR DEFENSE OF DEMOCRACIES

Mr. ScHANZER. Chairman Fitzpatrick, Ranking Member Lynch,
Vice Chair Pittenger, and members of the task force, on behalf of
the Foundation for Defense of Democracies (FDD) and its Center
on Sanctions and Illicit Finance, thank you for the opportunity to
testify today. I am honored to appear here alongside Juan and
Seth.

For the brief time that I have allotted today, I would like to talk
about two areas of concern: Iran and Turkey. Mr. Chairman, as you
know, Iran is the world’s leading state sponsor of terrorism. Fol-
lowing the nuclear framework announced on April 2nd and with
the final deal expected by June 30th, the White House appears
poised to provide Iran with billions of dollars in sanctions relief.
This includes an estimated $100 billion that has been held in semi-
restricted accounts in China, India, Japan, South Korea, and Tur-
key. Plus, after sanctions are suspended, Iran will be able to sell
an extra $18 billion in oil. In total, Iran is set to receive up to $120
billion from this deal.
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Mr. Chairman, a lot has been said about the nuclear deal, but
one thing is worth noting for today’s hearing: The sanctions relief
could amount to the largest infusion of cash to a state sponsor of
terrorism in modern history. Iran will now have more cash to bank-
roll terrorist groups like Hezbollah, Palestinian Islamic Jihad, the
Houthis in Yemen, Shiite militias in Iraq, and more. And, actually,
in today’s Wall Street Journal there was a note about tens of mil-
lions of dollars from Iran flowing to the terrorist group Hamas.

Mr. Chairman, congressional oversight on the Iran deal will
therefore be crucial, and so will oversight over the remaining sanc-
tions architecture if a deal is reached. The enforcement of existing
Executive Orders, and the creation of new ones when appropriate,
will be vital to curbing Iranian support to terrorism.

Mr. Chairman, Congress must also do more to halt the flow of
terrorism finance in Turkey. This NATO ally of ours has quietly be-
come a real problem. Turkey’s southeastern frontier, the territory
along its 565-mile border with Syria, is now akin to Peshawar,
Pakistan, in the 1990s. It is the primary gateway for today’s
jihadists, including the Islamic State and the Nusra Front.

Turkish authorities have not only turned a blind eye to the bor-
der traffic, they have also been accused of actively assisting fight-
ers to cross the border and shipping weapons as well. Multiple re-
ports further suggest that extremist financiers, mainly from Per-
sian Gulf countries, have been camped out in hotels along the
southeastern Turkish frontier.

The Islamic State also continues to profit from the sale of oil and
antiquities through Turkish territory. At its peak, between $1 mil-
lion and $2 million worth of oil was reportedly smuggled daily to
Turkey’s border area to be sold through middlemen. It is difficult
to calculate the exact amount the Islamic State receives from the
antiquities trade, but The Guardian reports that the group made
an estimated $36 million by selling artifacts from one area alone.

Meanwhile, Turkey has become the top external headquarters for
Hamas. Living there is Saleh Arouri, the founder of the Qassam
Brigades from the West Bank. Arouri is suspected of raising funds
for Hamas and of leading the group’s West Bank operations. There
is also Imad al-Alami, about a dozen other Hamas figures, and two
well-known Hamas financiers.

There are further indications that Turkey has been assisting
jihadists in Libya since 2013. Greek and Egyptian authorities have
snared some weapons shipments, while Libyan authorities have
stopped others. In February, Libya’s internationally recognized
prime minister accused Turkey of arming the Fajr coalition, and a
recent U.N. Report found that Turkish firms are violating the arms
embargo and shipping weapons to anti-government factions.

Turkey, it should also be noted, facilitated a massive Iran sanc-
tions busing operation between 2012 and 2013. This “gas-for-gold”
scheme was shut down by Congress, but not before Iran hauled in
some $13 billion in gold.

Based on a leaked prosecutor’s report last year, Iran may have
also benefited from another roughly $100 billion in illicit Turkish
transfers. This scheme included gold traders from Istanbul, UAE
money traders, Iranian and Chinese banks, and an astounding list
of senior Turkish government officials.
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Looking ahead, Washington must challenge Turkey on its wide-
ranging support for illicit actors. Economic pressure, a review of
military cooperation, or even a review of its NATO status could be
used to alter Turkey’s behavior.

Mr. Chairman, my written testimony covers a range of other
issues, including the intersection of crime and terrorism, challenges
associated with Gulf Arab states, and Egypt’s successful attempts
to combat Hamas finance. I am happy to discuss if these are of in-
terest. On behalf of FDD, I thank you for inviting me to testify.

[The prepared statement of Dr. Schanzer can be found on page
58 of the appendix.]

Chairman FITZPATRICK. Thank you, Dr. Schanzer.

Mr. Jones, you are now recognized for 5 minutes.

STATEMENT OF SETH G. JONES, DIRECTOR, INTERNATIONAL
SECURITY AND DEFENSE POLICY CENTER, RAND CORPORA-
TION

Mr. JoNES. Thank you, Mr. Chairman, Ranking Member Lynch,
Vice Chair Pittenger, and other members of the task force. Thank
you for arranging and organizing this task force, and thank you for
its bipartisan nature. I think those outside of government right
now support the way in which you are doing this and the subject
as well.

I am going to divide my comments into two sections: the first
provides an overview of the evolving landscape, including the finan-
cial components; and the second offers some preliminary conclu-
sions. Let me say before I begin, as I look around the world and
see attacks over the past several months in Sydney, Australia, in
Paris, in Ottawa, Canada, just north of us, and even the arrests
within the last couple of days in Minnesota and San Diego of the
ISIL-inspired individuals who were planning to go there to conduct
jihad in the Levant, do demonstrate the important nature of the
work that the task force is doing and the threats that continue
against the United States.

Let me begin by focusing first on the nature of the threat and
the financing component, and I am going to focus on really three
sets of groups which I consider most important: the first is al
Qaeda and its affiliates; the second is ISIL and its affiliates, which
are growing; and then the third is the Hezbollah component.

What is interesting, as I look at these groups, these sets of
groups, is how diverse the funding is, how challenging the anti-fi-
nancing, the counter-financing efforts have to be, and the redun-
dancy which these groups have had in trying to protect themselves
from our and our allies’ efforts.

On the al Qaeda front, there still is a threat. We tend to focus
predominantly, including in the media, on the ISIL threat, but
there is a threat that emanates from Somalia, from Yemen, from
North Africa, from Syria, and now with al Qaeda’s newest affiliate,
the one in the Indian subcontinent from this organization. It con-
tinues to receive financing and funding from a range of different
sources. I think Juan mentioned earlier that kidnapping is one
source from which they have brought in hundreds of millions of
dollars over the last several years.



13

I will note interestingly on the al Qaeda in the Arabian Penin-
sula front, which I still consider the most dangerous threat to the
United States, based on its consistent plotting against the home-
land, again, diverse set of funding from zakat, from mosque collec-
tions, from a range of licit and illicit activities, including from terri-
tory that they control and increasingly control with the collapse of
governance in the country that is running farms, that is kidnap-
ping in the country, that is taxing locals. But it is also very impor-
tant—they have raided a number of banks over the past several
months, including in Al Mukalla along the Gulf of Aden that has
brought in hundreds of millions of dollars, by one account, about
$325 million over the last several months from bank raiding.

Second would be Da’ish, or ISIL, and its affiliates. As one of my
colleagues, Patrick Johnston, testified several months ago, they
have really done an important different step from other al Qaeda
groups in limiting their financing from Gulf donors and focusing
mostly on financing from within the Levant itself, smuggling oil, as
several people have noted here, selling stolen goods, kidnapping
and extortion, seizing bank accounts, and then as Juan noted ear-
lier, smuggling antiquities. There is considerable diversity among
a number of affiliates, including Boko Haram.

And then finally, the Hezbollah dimension should not be forgot-
ten. Hezbollah continues to have a notable presence in Latin Amer-
ica and an important role in the drug financing as well.

In terms of next steps, let me just conclude by highlighting three
sets of issues which I would stress are worth considering. One is
that there are more jihadist and terrorist groups than we have
seen since I began focusing on this in 1988. That means being very
careful on the groups that we are focusing on. And I would say I
would put into this category of high-threat groups a small subset
that is focusing on strikes in the U.S. homeland and strikes against
the United States overseas. That is al Qaeda in the Arabian Penin-
sula; that is core al Qaeda, including Khorasan group in Syria; that
is Da’ish, or the Islamic State; some of the inspired individuals;
and Hezbollah, depending on how the Iran deal goes and Hezbollah
continues to operate; the focusing on a subset of groups as being
the most dangerous to U.S. security.

Second, using a range of the tools, including sanctions of individ-
uals, attacking money laundering and charitable organizations con-
tinue to be important.

My final comment really is the third area, which I think we are
the weakest at, which is targeting local sources of revenue, and
that is identifying and targeting where they are keeping money. It
is not just in banks anymore. We know in Yemen that they are tar-
geting it in warehouses. So I would just focus, again, and in the
question-and-answer period on the local sources of funding in addi-
tion to the formal banking and other apparatuses as a key element.
Thank you very much for your time.

[The prepared statement of Mr. Jones can be found on page 47
of the appendix.]

Chairman F1TZPATRICK. The Chair thanks the witnesses for their
opening statements, and now recognizes himself for 5 minutes.

I want to say just sort of at the outset that I believe we all ap-
preciate not just the time that you have spent here with us today,
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but the significant amount of time with our committee and each of
us leading up to today’s hearing as each of the witnesses has really
dedicated yourselves to public service, service for our Nation in one
of the most important and sensitive and significant areas that I
can think of. So we want to start out by thanking you for every-
thing you have done for our country.

Mr. Zarate, in your opening statement, you talked about the com-
plement of the different organizations, from al Qaeda to Al
Shabaab, from 2001 to 2015, from operations that cost as little as
$1,000 to multi-million-dollar operations. So a lot has changed over
the last 15 years; some has not changed, some has stayed the
same.

I was wondering, if you could, just a sort of deeper discussion on
this question of terror financing, how it has changed, has it in-
creased, has it diminished as a global threat, say, during the last
10 to 15 years?

Mr. ZARATE. Mr. Chairman, thank you. And, again, it is an honor
:cio be here, so any help we can provide, I am absolutely willing to

0 s0.

I would categorize this in three different ways. I would say that
there remains the networks that have long been the historic
sources of funding for violent jihadi groups around the world as
well as state sponsors, and so those sources are there. What we did
post-9/11 was to disrupt, dismantle them, deter them, suppress
them, but with the rise of the Sunni-Shia fight, with the festering
conflict in Syria, with, again, the need for humanitarian and chari-
table giving, some of those same networks, deep pocket donors,
charities, again, are important and come to the fore.

You saw just the other day the U.S. Treasury in concert with the
Kingdom of Saudi Arabia jointly designated the Al Furqan Founda-
tion, a renamed charity from the past that continued to operate
and continues to raise funds in Pakistan for purposes of al Qaeda.
And so that is a demonstration that these networks, including net-
works, by the way, al Qaeda networks in Iran, which the Treasury
has exposed, continue to operate to raise and move money. So that
is there.

Secondly, to Seth’s point, and this is embedded in the testimony,
these groups have grown more local in raising funds, and much of
that revolves around their control of territory.

The reality of terrorist financing in 2015 is that in order to dis-
rupt terrorist financing of the type that we are describing, you
have to dislodge these groups from territory. And so there is an
even more important complement between our counterterrorism
and our military campaigns and our counterterrorist financing
campaigns than ever before, because to dislodge ISIL from its
sources of resources, you have to dislodge them from Mosul; you
have to take away the oil resources they have; you have to cut off
the channels that they use to get money and antiquities to brokers
in Turkey and Kurdistan. So there is a physical dimension to the
problem that you didn’t necessarily see in the 2002—-2005 period.

Finally, I think you have a blending of these groups. There is a
quickening of the terrorist threat and the adaptation, where not
just terrorist groups are beginning to operate. General Carter Ham
talked about the coordination between al Qaeda and the Islamic
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Maghreb, Boko Haram, and Al Shabaab, for example, sharing
money and weapons. But you also have groups like Hezbollah deep-
ly embedded and working with organized crime and drug traf-
ficking groups. And so what you have in this fluid global environ-
ment are groups and networks, terrorists and criminals, beginning
to operate for profit with each other. And that, in addition, I think,
creates not just challenges, but also opportunities.

So that is a way I would frame this. I would say you have the
old networks that are still of concern and are being resurrected, the
local dimension, which revolves around control of territory, and
then the blending of these networks and threats that raise and
move money.

Chairman FITZPATRICK. Dr. Schanzer, any follow-up?

Mr. SCHANZER. Yes. I would agree with just about everything
that Juan has just stated, but I think I would note two things. One
thing that has not changed at all is the challenge of deep pocket
donors in the Gulf states. We knew that this was a problem in the
immediate aftermath of 9/11, and when you look at the statements
that have come out of the Treasury Department, we continue to see
challenges out of Saudi Arabia, Kuwait, Qatar, et cetera. This is an
issue that we have not fully tackled yet. There has been better co-
operation in some cases, but in some cases we continue to see these
intransigent countries where they are not cracking down enough.
I am thinking of Qatar in particular. It is an incredibly problematic
jurisdiction.

One other note, and that is that we have, to a certain extent, be-
come victims of our own success. The Treasury has done an excel-
lent job of driving all these actors out of the formal financial sector.
It is a lot harder for them to move money in our banking system,
so what they have done, as Juan has just noted, is they are now
working more underground, with local sources of funding. It makes
it that much harder. And we heard from Mr. Lynch earlier about
the cooperation that is needed, for example in Africa and other
areas of weak central authority. This becomes incredibly crucial
once the formal financial sector has been shut down.

Chairman FITZPATRICK. My time has expired. I now recognize the
ranking member of the task force, Mr. Lynch, for 5 minutes.

Mr. LYNCH. Thank you. And, again, thanks for your work on be-
half of our country. I appreciate it.

The way ISIL, or Da’ish, is configured is qualitatively different
than what we have been dealing with in the past with al Qaeda
and Hezbollah. They actually control a huge swath of territory in
Iraq and Syria. They also control some of those oil fields up around
Mosul. So we have had a really hard time with their cross-border
transfers. And we have been out to Al Qaim on the Iraq-Syrian bor-
der, and it is a very porous area in terms of security. Those smug-
gling routes have been in operation for 1,200 years, and they are
still going strong.

Mr. Schanzer, your comments on Turkey are spot on. We went
up—myself and Mr. Ellison went up to the Syrian border, a couple
of the refugee camps there, and we were able to look at some of
our aerial and satellite imagery where you have trucks going across
from Da’ish-controlled areas going into Turkey selling that oil, and
yet when we confronted the senior members of the Turkish govern-
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ment, they were in complete denial even though we pointed out the
evidence.

So we have some real trust issues there, and I am glad you spoke
to that issue. But it appears that, as you said in your recent re-
marks, we are a victim of our own success in a way by driving out
through this regulatory deployment of disincentivizing banks be-
cause of the reputational damage and the risk for them to engage
in terrorist financing.

We have done very well on that part, but FinCEN and Treasury
and the way we have deployed against this threat doesn’t seem to
address this new iteration, which is cross-border transfer of re-
sources, whether it is oil or cash or whatever it is, we don’t seem
to be really configured in a way to address that.

Do you have a sense of how we could better post up against what
they are doing now?

Mr. SCHANZER. Thank you for the question. And look, it is a chal-
lenge. Part of the structures right now entail FATF working with
countries to establish norms to which they will be able to better,
for example, handle cross-border trafficking in both cash smuggling
and weapons transfers and the like, but at the end of the day,
speaking to Turkey in particular, the issue is about cooperation.
And as you note, if the Turks, for example, are not willing to work
with us, are not willing to acknowledge the problem, we are going
to have some challenges.

And so my assessment is that we need to work with the Turks
to perhaps address some of their concerns about Syria. We know
that a lot of the reason why they have opened this border is be-
cause they seek the downfall of Bashar al Assad, and they are very
frustrated with us because we have reneged on our promises with
regard to the red line, et cetera, from a couple of years ago.

Mr. LYNCH. Yes.

Mr. SCHANZER. That said, as legitimate as those grievances may
be, we are going to have to get tougher with the Turks about that
border. It is 565 miles long. It is manageable, but we are going to
need better cooperation; they are going to have to stop the flow of
weapons, the flow of fighters.

Mr. LyNcH. Thank you. I have one more minute. And Mr. Jones
and Mr. Zarate, thank you as well.

One of the other things that we have been having a hard time
getting at is the resource flow through hawalas. Have there been
any—and I know, Mr. Jones, you mentioned zakat in terms of rev-
enue source as well, and I think there is straight-out taxation going
on in parts of the territory that Da’ish controls right now, but have
we been able to get at this informal value transfer system, the
hawalas and hawaladars that operate in these areas, because a lot
of it is based on trust, I know it is tied closely to the mosque, and
I know there is some reluctance of even our friends in that region
to get involved or disrupt that. Have we had any measurable suc-
cess in that regard?

Mr. JONES. Mr. Lynch, that is a great question. The hawalas
have been clearly identified by multiple U.S. agencies as being a
source of serious concern, and they have been for some time. There
has been some success in interdicting some of the money that has
flown through hawalas if they are putting it in the financial sys-
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tem, so if they are putting it in bank accounts that have been dis-
rupted. The challenge, though, is almost an intelligence one if they
are using second, third, and fourth parties to hide that money in
whether it is bank accounts or, in some cases, we have seen it in
Yemen in warehouses, storing it in warehouses, is identifying the
location of it.

So that is one issue. And, frankly, it is more of an intelligence
challenge than it is necessarily of at least immediately disrupting.

Mr. LyNcH. Yes, Mr. Zarate?

Mr. ZARATE. Mr. Lynch, it is a great question. The U.S. Govern-
ment has been focused on this for quite some time. I was in Abu
Dhabi for the issuance of the first declaration on the need to regu-
late hawalas. And since then, the FATF, the U.S. Government, and
others have focused on this in a regulatory perspective, and so
countries like the UAE have tried to register hawalas as money
service businesses, tried to impose anti-money-laundering regula-
tions to try to bring transparency and accountability.

But Seth is right, much of this is getting into the networks. And
the United States has done that relatively well, I think. If you look
at the Afghan Threat Finance Cell, which was established by the
DEA and the military, they have actually raided and gotten into
some suspect hawaladars. Treasury has designated some of them.
And at the end of the day, hawaladars, which basically rely on
trusted brokers to transfer value across borders, really do provide
an ability to follow the money. They keep meticulous records, they
often know their customers better than bank tellers know their
customers, and it is a matter of ensuring that those hawalas and
hawaladars are not doing anything illegal and not dealing with ter-
rorists. And I think that is a regulatory challenge, it is an enforce-
ment challenge, and it is also an intelligence challenge.

Chairman FITZPATRICK. The gentleman’s time has expired.

Mr. LYNCH. Thank you.

Chairman FITZPATRICK. I now recognize the vice chairman of the
task force, Mr. Pittenger, for 5 minutes.

Mr. PITTENGER. Thank you, Mr. Chairman. And thanks to each
of you again for the extraordinary availability and access that we
have had to you for briefings on these issues.

Dr. Schanzer, with the influx of likely hundreds of billion dollars,
$50 billion at the signing of an agreement, as described, what capa-
bilities do we have in terms of intelligence and manpower to inter-
cept the transfer of these funds and the use of these funds that
would clearly be diverted to Hamas or Hezbollah, the Houthis, or
even a growing interest in Latin America? Can you address that?

Mr. ScHANZER. Thank you, Congressman, it is a good question.
And the way that I would answer it is this: that we already have
a number of Executive Orders that could help us enforce counter-
terror finance. I am talking about Executive Order 13224, for ex-
ample, which is our primary counterterrorism Executive Order.
And so, we have those things in place.

The question is, can Treasury, in relatively short order, begin to
identify the people who will be responsible for moving that money
and to block them from the formal financial sector, to name and
shame them? And we are talking about—we already have a lot of
these people identified, but there are many, many more, and so if
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we are going to start to remove some of this sanction’s architecture
that has kept Iran out of our formal financial sector, I believe we
are going to need to backfill right now and really place a lot of ef-
fort on trying to identify the ways that they may try to swarm the
system with terror finance.

It is a question, I think, of Treasury’s priorities, Treasury’s staff-
ing, and the overall will of the international community. My con-
cern is that we are going to try to placate the Iranians right now
and to give them as much leeway as possible under this new frame-
work, with the idea that it is very delicate diplomacy and that we
don’t want to disrupt it, but if we are going to be going about our
counterterrorism finance taskings, we really should be looking at
ways to designate more and more right now with those few months
we have remaining.

Mr. PITTENGER. Just very quickly, if you could as a follow-up,
how realistic are we on these snap-back sanctions on Iran?

Mr. SCHANZER. Snap-back sanctions, I think, are a fallacy, from
my perspective. The idea that we are going to start to allow a num-
ber of multi-national corporations to go in and start to invest hun-
dreds of millions of dollars into Iranian infrastructure, and then 3
months later tell them that they are no longer able to be there be-
cause of a violation, you are going to see a lag time, you are going
to see negotiations and bartering, you are going to see—the coun-
tries involved who are going to stand to lose a lot of money, they
are going to try to negotiate an extension, they are going to prob-
ably try to define down the definition of what cheating looks like.

And to be clear, we expect Iran to be engaged in incremental
cheating, smaller cheating, not large-scale, because they know that
if they go too large-scale, it could trigger something like this. So
there is going to be a very delicate dance here with the reimposi-
tion of sanctions. I do not have a lot of confidence that we will be
able to snap them back as the Administration says we might.

Mr. PITTENGER. Thank you.

Mr. Zarate, give me some idea in terms of information-sharing
among agencies within our own government, and also with the fi-
nancial private sector. Can we do a better job of improving that to
track the data?

Mr. ZARATE. Congressman, there is no doubt you can always im-
prove how the system is operating, but I think in the context of
counterterrorism and then in particular, counterterrorist financing,
information-sharing is about as good as you get in government.
That is not just the Treasury agencies, but the other agencies in
government that have a role to play, the FBI, DHS, the intelligence
community. So it works incredibly well.

And T think one thing that I saw develop over time was not just
the pipes and transoms that allow information to be shared be-
tween organizations, but also communities of interest who actually
know and like working with each other around the issue of ter-
rorist financing. And so you have a counterpart, I think, within the
executive, within the interagency that knows how to work these
issues.

Now with the private sector, that is a bit more delicate, of course.
They are obligated to share information under the Bank Secrecy
Act, suspicious activity reports, currency transaction reports, that
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happens by obligation, more pressure on banks to do that properly,
of course. And banks now have gotten the picture that they are on
the front lines, they are the gatekeepers to the financial system
and have a role to play. Like it or not, that is their role. And they
are now devising internally better systems to understand their own
exposure and to share that information with government.

The problem I see, Congressman, is that is done in stovepipes
still, that is done institution to government agency, as opposed to
thinking about where is the exposure in the banking sector writ
large, or in other non-bank financial sectors in the United States,
and that is where you see the seams in the system that terrorists
exploit, Russian organized crime exploits, and others that are try-
ing to use and access the U.S. financial system for illicit purposes.
So I see that as really the main challenge moving forward.

Mr. PITTENGER. Thank you. I yield back.

Chairman F1TZPATRICK. The Chair now recognizes the gentleman
from New York, Mr. Meeks, for 5 minutes.

Mr. MEEKS. Thank you, Mr. Chairman.

Let me just pick up, because that is where some of my concern,
Mr. Zarate, is also where we are not looking. I listened, and most
of you have said that we have done a pretty good job dealing with
our financial institutions, are doing all that we can in that area,
but it seems as though that—and I think, Mr. Zarate, you talked
about it a little bit in your testimony about social media and this
new technology, and then the dark web to raise funds and cover
tracks. Can you talk to me a little bit, how is that—do you see a
lot of this terrorism funding now, are people trying to hide their
money through these—the webs, different webs, dark web and so-
cial media and things of that nature?

Mr. ZARATE. That is a great question, Congressman. I think you
have two dimensions to this. One is the reality that you have so-
phisticated actors using the formal financial system in creative
ways, layering their activities more and more over time, and using
those seams in the system that I described to their advantage. For
example, you have seen FinCEN put out recently a Section 311
designation of an Andorran bank. As part of that designation, they
laid out three individuals and schemes where individuals were pro-
viding money laundering advice and schemes for the customers of
that bank and others involved in that network, in Venezuela, in
China, and elsewhere. And so there are formal mechanisms and so-
phisticated actors that take advantage of the blind spots we have
in our system.

In one respect, Congressman, we have not done well in under-
standing where there is beneficial ownership held by criminal ac-
tors or illicit actors in our system. We still don’t have a regulation
out that lays out what the requirements are consistently across-
the-board for the financial community as to what beneficial owner-
ship and control actually means and what the requirements are for
those institutions. Believe it or not, in 2015 we are still not there.
So that is an example in that first dimension.

Mr. %V[EEKS. Is that something that this committee should be tar-
geting?

Mr. ZARATE. I think you should be asking hard questions of the
Treasury and the Administration, my former friends and col-
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leagues. This is something they have been working on for a long
time, but you need to ask that question, and things like, where are
investments going in the United States, how are bank accounts
being used, who is opening corporations in the United States, and
using those corporations as fronts? These are critical questions.

Secondly, the dark web dimension of what you described, the dig-
ital currency space, I see sort of two elements emerging. One, those
in the digital currency space that actually want digital currency to
be part of the formal financial system, or at least a helpful part of
financial payment systems, and they are trying to finds ways of
complying, they are trying to create their technological design in
ways that allows that to happen.

The other side of it are sort of the more anarchist types, the folks
who started things like Darkwallet, that are actually intended to
not only hide movement of money, but to actually break the sys-
tem. The designer of that program, somebody I have debated on the
radio, who has literally said, “I want to create this as a money
laundering vehicle.”

And so, yes, there are those out there who are trying to use new
technologies to actually evade scrutiny and counter the very notion
of an open and transparent financial system.

Mr. MEEKS. And listening to your testimony—and anyone could
answer this—because I am really concerned, and I have heard and
know and understand the threat with Iran and what they are
doing to help finance. And then on the other side with al Qaeda,
you mentioned Saudi Arabia and Qatar, et cetera, and we need co-
operation some kind of way between the countries in the region
and others, Turkey, in order to be successful to try to wipe this
thing out.

What are we missing? What can this committee look at and dig
deep and ask other questions in that regard so that we could make
sure that this crossing of financing is not taking place and more
cooperation with the various countries in the region?

Mr. SCHANZER. I will take just a quick shot at this.

In short, we need to learn how to walk and chew gum at the
same time. We need to figure out how to go after the Sunni net-
works. We need to figure out how to go after the Iranian networks.
And in some cases it has gotten very complicated because, of
course, the Iranians are working with us on some level to combat
ISIL, and then we are working with the Sunnis to combat the Ira-
nian proxies in Yemen, for example, against the Houthis. And so
it has gotten incredibly complicated.

The long and short of it is that we need to hold the same stand-
ards for both sides. We need to continue to go after the Sunni ac-
{,)orﬁ and the Shiite actors and to try to just keep our eye on the

all.

I don’t think we have done a good job at that. I think we con-
tinue to make deals with one side or the other. We are afraid to
go after some of these Turkish actors because the Turks are train-
ing up a force right now that is supposed to fight Da’ish. It is a
Gordian knot that we are going to need to untangle at some point.

Chairman FITZPATRICK. The gentleman’s time has expired.

The Chair now recognizes the gentleman from New York, Mr.
King, for 5 minutes.
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Mr. KiNG. Thank you, Mr. Chairman.

Let me thank all the witnesses for their testimony today and also
for the service they have rendered. I know Mr. Jones has testified
before the Homeland Security Committee a number of times. Mr.
Zarate and I have been on panels. And, Dr. Schanzer, I have cer-
tainly admired your work over the years. So thank you for what
you are doing.

And I am going to try not to repeat the same questions that have
been asked. Certainly follow up on Mr. Lynch or Mr. Meeks. It
seems that because of the work done by people like Mr. Zarate and
others, the financial institutions—let me just go back.

I would like to focus on ISIL. And it would appear that much of
the work that you did and Treasury did in the early 2000s would
prevent ISIL from using financial institutions to obtain funding. So
let me ask you, how can this committee and how can the Treasury
Department, just focusing on ISIL, what powers do we have to pre-
vent ISIL from raising funding since so much of it seems to come
from within the areas that they occupy?

Mr. Jones, you can go first.

Mr. JONES. Yes, Mr. King, that is a very good question.

One area that I would strongly suggest, and having been in-
volved in some of this myself, is encouraging our—I think, as Juan
noted earlier, there has been pretty good cooperation, especially on
the terrorism financing realm. And I would say that is probably
most true back in Washington. But where I think there is room for
improvement is on the ground.

I will take the special operations community, which does a pretty
good job of putting target packages together and going after indi-
viduals or networks. I think the financial side has been a sec-
ondary or a tertiary concern, including in places like Iraq, so the
focus ends up being people who are building bombs and IEDs.

And so I would strongly suggest that we elevate the importance
of targeting the financial nodes in places like Iraq. That means our
military forces on the ground, including our SOF, our intel commu-
nity folks on the ground, working with the Treasury and the intel
community to identify the key financial nodes, including the ones
that Jonathan mentioned earlier, the ones that are going across the
border into Turkey. And this will be using and working with our
Iraqi, our local partners, including in northern parts, our Sunni al-
lies along the border, and targeting those financial nodes.

The air strikes and other aspects of operations are focusing on
the security components, in my view, not the financial components.
I think that should be a very, very important part of this at the
tactical and operational level. I think that is probably our biggest
weakness.

Mr. KING. Dr. Schanzer?

Mr. SCHANZER. Look, for me, it is somewhat simple. In actually
trying to implement it, it is not simple, but you can break it down
into its components parts. You have to stop the oil smuggling. And
for that, you have to work to shut down the border areas where it
is being done. It is primarily Turkey, although Kurdistan and to a
certain extent Iran. And we need to work on those borders. We
need to make sure that the oil can’t get across.
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That is going to represent some, let’s say, 30 percent of the—ob-
viously, we don’t know the exact numbers, but let’s just say it is
30 percent right now of the income for the Islamic State.

Then you have to shut down the donor networks. That means
you need to start working with these Gulf countries that continue
to supply money to the Islamic State. It means doing it in their
own jurisdictions.

It also means doing it in these border towns that we have seen
across southern Turkey where they are camped out in hotel rooms,
and they are literally doling out cash to the jihadists when they
come back. And they will show them, they will hold up their phone
and they will show them the videos of the attacks that they carried
out in exchange for more payment from these donor financiers.
That has to stop, and we have to start to work with these Gulf
countries.

You have to shut down the antiquity sales. We have to figure out
who these people are who are paying for the antiquities after these
cities are being looted by the Islamic State.

Mr. KiNG. I am running out of time. If I could go to Mr. Zarate
on that, as a follow-up on that.

If you were in Treasury today, what could you do to address the
issues Mr. Jones and Dr. Schanzer mentioned?

Mr. ZARATE. The first thing I would do, sir, is reinstate the Iraq
Threat Finance Cell, which we had created in 2006, to look at how
al Qaeda in Iraq and the insurgents were funding themselves. They
are engaged in bank robbery, oil smuggling, kidnap for ransom. All
the things we are talking about now, they were doing on a
microscale then. And you need the intelligence and analysis to map
it, Congressman.

Second, they do touch the formal financial system. Keep in mind,
there are approximately 90 banks in Iraq that fall under ISIL’ ter-
ritory. They control some banks, we think, in Syria. And so at some
dimension, they are still touching the formal financial system.

And then to Jonathan’s point, these markets are very important.
I think I would have a mapping project around the particular mar-
kets, oil, antiquities, look at the brokers, the money service busi-
nesses, all that at some point begin to touch the formal financial
system.

And then I would bring in the law enforcement community more
aggressively to say, look, we have trade transparency units at cus-
toms. We have agents at DEA who know how to get into these net-
works. We have to get to the customs and port authorities to cut
this off.

And so I would have an all-out effort that isn’t just about Treas-
ury authorities, but it is about the complement of authorities on
the ground with the intelligence community, the military, and law
enforcement.

Mr. KiNG. Thank you.

Let me apologize to Dr. Schanzer. The clock was running out,
that is why I had to go to Mr. Zarate.

Thank you very much for your testimony.

And thank you, Mr. Chairman.

Chairman FITZPATRICK. Thank you.
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The Chair recognizes the gentleman from Texas, Mr. Green, for
5 minutes.

Mr. GREEN. Thank you, Mr. Chairman.

Permit me to ask about the U.N. We have talked about the ne-
cessity for cooperation. And I would like to know to what extent is
that achievable through the U.N., and are there obstacles to
achieving success in the U.N.? And just be brief, because I have a
couple of other areas that I would like to explore, so I will trust
that you will move forward quickly.

Mr. ZARATE. Congressman Green, good question.

The U.N. is incredibly important in this regard. The sanctions re-
gimes that are established under the Chapter 7 obligation, making
it mandatory for all countries to put in place the provisions, has
been a very important parallel and complement to all of the tar-
geted sanctions programs that the United States has put in place.

And so Executive Order 13224, which is our terrorist financing
Executive Order that has been implemented, is complemented by
U.N. Security Council Resolution 1267, and more broadly, 1373.
There is, from February of this year, a new U.N. sanctions resolu-
tion on ISIL funding.

And that is important because it obligates countries then to do
what the U.N. demands. And in some countries there isn’t really
independent authority other than what is demanded by the U.N.
And so that in many ways enables the global community to try to
shut down financing in other markets for these terrorist groups.

Mr. GREEN. I am going to accept that answer, and I will come
back to you if there are others who would like to give an additional
answer, because I want to talk for a moment about Hezbollah in
Latin America. I understand that they are there for a reason. They
seem to be in the drug business, according to what I have been
told.

Can you give me some indication as to whether or not they are
spending some of this capital in Latin America to produce a certain
outcome, and if so, what do you think that outcome is?

Mr. JoNES. That is a very good question. I think there is a lot
on Hezbollah’s activities that we are not entirely clear about, but
I think that what we are clear about is that they are raising sub-
stantial funds, and they do have relationships with a number of
drug cartels in Latin America.

As for their broader goals, one goal, in addition to financing, does
appear to be their interest in spreading what I would call this
broader Shia network operating not just in South America, but also
in Central America. That means developing a relationship with
IRGC Quds Force, Iran’s paramilitary arm, and then spreading
that relationship into places like Venezuela, Ecuador, and Peru.
There are informal Shia community centers across Latin America
where we know Hezbollah individuals have gone in and established
relationships.

I think there is also a potential concern down the road that if
they were to need to strike at some point, as they have in the past,
including in Argentina, they have cells in place that they could use
to conduct terrorist strikes.

Mr. GREEN. Anyone else care to add anything more?
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Mr. SCHANZER. I would just add one thing to what Seth said. We
have been watching Argentina very closely lately after the appar-
ent murder of Alberto Nisman. This is the investigator who was
looking into an alleged, very deep relationship between the current
government in Argentina and the Iranians. We are still trying to
get a sense of what was happening, but he was prepared to provide
very significant testimony about this relationship and ended up
being shot in the head and killed.

And so, we are watching this very closely. There is a lot of con-
cern that Iran may be looking at Argentina as an area of influence
that they would like to expand upon. And that could include nu-
clear cooperation, include financial cooperation, looking to set some
kind of a perch in Latin America.

I would also just maybe add one more thing about the U.N.: It
has been crucial in terms of international cooperation against al
Qaeda and the Taliban. One thing that I would note is that it is
lacking in that it will not designate Hezbollah, it will not designate
Hamas. There is really a constrained group of actors that the U.N.
is willing to designate, and so it allows for countries to say, well,
we don’t need to go after Hezbollah or Hamas because they are not
part of the U.N. system.

Mr. GREEN. Thank you.

With the time left, I am very concerned about young people in
this country who travel to these distant places at some amount of
expense. To travel from the United States to Turkey for a teenager
requires some amount of money, and I am curious as to whether
or not these organizations are sending money to them or finding
some way to fund this travel, or are they doing it with their own
resources?

Mr. JoONES. I think, Mr. Green, the answer depends on which
cases we are looking at. I think with the recent case of the six indi-
viduals from Minnesota, two of whom were arrested in San Diego,
they used that money themselves. They were going to be paid once
they landed in either Turkey or Syria. And so, the networks would
have picked up their funding once they got into territory controlled
by ISIL.

But my understanding is they used their own money to buy the
plane tickets, and they cleared out their accounts before they left.
It doesn’t cost a lot to fly over there, but it does cost a lot for them
to stay once they are there.

Mr. GREEN. Thank you.

And thank you for being generous with the time, Mr. Chairman.

Chairman FITZPATRICK. The Chair recognizes the gentleman
from Florida, Mr. Ross, for 5 minutes.

Mr. Ross. Thank you, Mr. Chairman.

Mr. Zarate, to follow up on what one of my colleagues, Mr.
Pittenger, was talking about, prior to 9/11 there was this almost
independent activity amongst the investigative agencies of the
United States. Since 9/11, have you seen greater cooperation, in-
cluding in information technology, so that there is a greater shar-
ing of resources and intelligence?

Mr. ZARATE. I think the answer is yes, absolutely. Part of that
is the necessity of the threat. Of course, part of it is the institutions
that have been created to do that precisely as their mission, the
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National Counterterrorism Center, for example, some of the intel-
ligence offices. Keep in mind that in 2004 the Treasury created the
first-ever Office of Intelligence and Analysis that Jonathan was a
key part of, the only finance ministry in the world, by the way, that
has an Office of Intelligence embedded in it.

Mr. Ross. And is there still room to grow, or do we have the safe-
ty net in place?

Mr. ZARATE. No, there is room to grow, in two respects. One,
there is need in the government, despite the post-Snowden criti-
cism, for better technology to consolidate information. I think the
reality is we do not correlate data as well as most citizens think
we do, the government.

Mr. Ross. Right.

Mr. ZARATE. And I think that technology needs to improve.

I think there also needs to be, as I alluded to before, a better sort
of dynamic of sharing information with the private sector to under-
stand where the real vulnerabilities lie in the system. Not the one-
off cases, not the one-off suspicions, but where are the real sys-
temic weaknesses in key sectors? That is still to be done.

Mr. Ross. And those vulnerabilities are even significantly domes-
tic, are they not? In other words, is there not a significant threat
of terrorist dollars being invested domestically here and that we
are having problems following?

Mr. ZARATE. Terrorist, criminal, illicit, and they often blend, and
I think that is a real danger. You saw, for example, with the
Hezbollah case tied to the Lebanese Canadian bank, the use of 20
used car lots in the United States, and financial mechanisms in
North America to funnel money from South America into West Af-
rica, back into Lebanon, into the coffers of Hezbollah to the tune
of hundreds of millions of dollars.

And so there is no question that in a global financial commercial
system, the United States remains central, and we have
vulnerabilities just like other parts of the system.

Mr. Ross. Any particular regulations or anything that you would
recommend at this point domestically that we would use that aren’t
?lre‘;lc‘l?y in place to try to track the investment of these terrorist
unds?

Mr. ZARATE. I would go back to Treasury and the U.S. Govern-
ment and ask, where are we on the beneficial ownership rules that
are required of the system? This is part of the customer due dili-
gence that is required of financial institutions by regulation. And
the reality is we don’t have a common set of expectations put out
by regulation as to what that really means and what that means
in terms of State cooperation formation and in terms of how we
monitor beneficial ownership in our banking system.

Mr. Ross. One other question. With regard to, Dr. Schanzer,
when you talked about the $50 billion that may be a signing bonus
for Iran in the nuclear deal, is there any way to follow that? Do
we have anything in place that would allow us to follow that?

Mr. SCHANZER. Technically, if they move this money through the
formal financial sector and you could watch electronic transfers—

Mr. Ross. But that is unlikely, isn’t it?

Mr. SCHANZER. That is exactly right. You are looking at a coun-
try that has gotten very good at working through cutouts and
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through front companies. In some cases, we have been hearing
about pallets of cash arriving in Hezbollah-controlled territory in
Lebanon or in Yemen. And so that is, of course, incredibly difficult
to follow. You just have to have great intelligence of the fact that
it is on its way.

Mr. Ross. Right. And, in fact, would you say that there is a great
deal of cooperation between the various terrorist groups, between
Hezbollah, Hamas, Al Shabaab? Would one ever draw the conclu-
sion that there is a terrorist central bank?

Mr. SCHANZER. I would say that Iran is probably the terrorist
central bank in terms of the connections that it has across all these
various terrorist groups. And there is this notion out there that
Sunnis and Shiites don’t work together, but as Juan mentioned
earlier, there is a significant cell of al Qaeda operatives and fin-
anciers who are based in Iran.

Mr. Ross. And I will give you my last minute here to follow up
on what Mr. Zarate talked about with regard to, what would you
do if you were in charge? I know we want to work with Turkey,
but if they are not going to work with us, how do we enforce? We
have the U.N. that does resolutions but won’t enforce resolutions
in non-U.N. countries. What would you do? What would you sug-
gest, what action should we take in order to make sure that there
is an enforcement provision to stop the flow of these dollars?

Mr. SCHANZER. I think there are a couple of options available,
and all of them will make people a little bit uncomfortable because
we have this very deep relationship with the Turks, a longstanding
friendship, a NATO alliance. But I think that we could, for exam-
ple, start to designate individuals that we understand are part of
this trade.

You could look at financial institutions as well that are part of
these networks. Now, this could induce a certain amount of shock
to the Turkish system, and, of course, President Erdogan has
been—

Mr. Ross. But it might get their attention.

Mr. SCHANZER. Yes, it will get their attention. I am not saying
to do it all at once and sort of drop napalm.

Mr. Ross. Right, an incremental way to do it.

Mr. SCHANZER. But really targeted financial sanctions that could
start to spook them a little bit.

Mr. Ross. Thank you. I yield back.

Chairman FITZPATRICK. The gentleman from Minnesota, Mr. Elli-
son, is recognized for 5 minutes.

Mr. ELLISON. I would like to thank the chairman and the rank-
ing member.

Gentlemen, thanks for all the good work you are doing to protect
our country. It is really important. And I just want to echo the sen-
timents of my colleagues who have asked good questions and
praised you for the hard work you do.

But I want to get your views on the other side of the problem,
which is doing such a good job that good people earning money in,
say, my district in Minnesota, have a tough time getting it to their
good family members in Somalia. It is not just a problem that my
constituents come to me about, there is also a national security
angle here too, because it is not good for Somalia, which relies on
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40 percent of its gross domestic product for foreign remittances, to
lose that and then be subject to the truly bad people.

I think it is important for me to point out that the people who
recruit my constituents, or try to, or send money to Al Shabaab
with money that they try to raise, are the true enemies of the So-
n}llali people and my constituents. And I thank you for trying to stop
them.

But how do we thread the needle such that we stop the bad
money, which you guys are really good at doing, but allow the peo-
ple who are legitimately just trying to make sure school fees and
meals and all that, that money is getting through, which I think
youhwg)uld agree is the overwhelming majority. Could you all speak
to this?

Mr. ZARATE. Congressman, this is a critical point. It is something
I mentioned in my testimony, and I mentioned in my book, that the
strategies of financial exclusion, which is really what we have been
perfecting over the last 13 years, could reach a tipping point where
you begin to harm the very important policies of financial inclu-
sion.

And to your point, that begins to do several things. One, it is de-
nying access to the financial system to those who need it and who
we want to have access to it. That is everything from charities to
money remitters to those in the financial system trying to get
money abroad.

And that has been an effect of the de-risking that the financial
community has been engaged in. Banks are saying: Look, it is not
worth our time or the risk to engage in Somali remittances, for ex-
ample. We don’t know if Al Shabaab, pirates, or some other crimi-
nals are going to be on the back end of that receiving money.

And so I think there is a range of things that need to be done,
first and foremost, I think with the industries involved, both the
banks and the money remitters, organizations like Dahab-shil,
which is the big Somali remitter, which is dealing with this issue
not just in the United States, as you know, Congressman, but also
in the U.K. acutely with the Somali British community.

They need to come up with ways of understanding who their cus-
tomers are on the back end, because without that last mile of as-
surance, there aren’t going to be many legitimate financial institu-
tions that are willing to stick their neck out to say: We want to do
business with these folks without knowing who we are doing busi-
ness with. And so I think that is first and foremost.

Second, we need to be creative with what governments can do in
terms of safe harbors or safe corridors.

Mr. ELLISON. I agree.

Mr. ZARATE. The U.K. government is experimenting. I know you
have been working with the Treasury and the White House on this.
And I think that is important. I think we need to be creative.

Third, we need to be better with our intelligence. To Seth’s point,
we actually need to understand where these money flows are going
because, as you say, much of it is going for good causes, to feed
families.

Some of these charities are doing good things, and we don’t want
to shut that out of the system, in part because that provides infor-
mation and intelligence, in part because it is good for the global
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economy, and in part because you do want compliance and legiti-
mate actors in these spaces. You don’t want these spaces absented
and filled by nefarious actors or those who aren’t really going to
care about what the U.S. Congress or what the U.S. Treasury says.

And so we are really at an interesting moment because it is not
just what your constituents are dealing with, sir, but it is really
what the financial community is dealing with in terms of derisking,
because the banks feel at risk and other sectors need to do their—

Mr. ELLISON. Let me dive back in with my minute here. I just
want to point out that as I talk to OCC, Treasury, FinCEN, the
whole gang, I think that we had one Member of Congress who
asked them all—we had a meeting with all of them and the ques-
tion was asked, “Who is in charge?” And they all said, “We all have
a piece of it.”

I think that for the financial services sector it would help a lot
if we could say, “You can do this, you cannot do this,” and try to
get on the same page with that too.

Look, the United States spends a lot of money on AMISOM,
which is the international security force in Somalia. What if we
spent some money to help stand up a Somali central bank that met
international AML standards?

I don’t have any time left, but I wonder if you could try to re-
spond to that. It seems like a dollar well-spent to me.

Mr. ZARATE. I think a central bank in Somalia would still have
to deal with some of those last-mile risks that we are talking
about. And I agree with you, there needs to be creativity, there
needs to be more clarity. I think the real challenge when you talk
about terrorist financing writ large and conflict zones is there is al-
ways going to be ambiguity, and the question then is how do you
manage the risk around money flows in that ambiguous space.

And I think you see it in spades in Somalia, you see it obviously
in Syria, you see it around the world, where you actually do want
funds to go in for proper and good purposes, but you have to figure
out a way that those dollars or pounds aren’t getting into the
wrong hands.

Mr. ELLISON. Thank you.

Chairman FITZPATRICK. The gentleman from Pennsylvania, Mr.
Rothfus, is recognized for 5 minutes.

Mr. RotHFUS. Thank you, Mr. Chairman.

And thank you, gentlemen, for being here today, and for your
long service to the country and the work you have been doing.

Dr. Schanzer, I wanted to ask you a question. In your testimony
you detailed the actions of Iran, Turkey, Saudi Arabia, Kuwait,
Qatar, and Egypt to fund terrorism around the world. And you all
mentioned, the entire panel mentioned that apart from Iran, all
these countries are widely regarded as allies of the United States.

Dr. Schanzer, out of these allies that you mentioned, which coun-
try is the worst offender in terms of terrorism financing, and what
are we doing to address it?

Mr. ScHANZER. Thank you, Congressman. I should just note as
a caveat that I wanted to note that Egypt is doing a particularly
good job right now. I don’t want to include them in the hit list that
I provided you.
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But look, when we look around right now, the Treasury Under
Secretary, David Cohen, who is now at the CIA, noted last year
that Kuwait was the worst. Although I think we have less insight
into all of the different actors, and we have identified one minister,
for example, who was ultimately forced out of his job because he
himself was involved in fundraising for ISIL and other extremist
groups.

But, again, we don’t have a lot of insight there. The Qataris are
another major problem. We know that Hamas is based there. We
know that a number of individuals who have been designated by
the U.S. Government, in fact designated by the U.N., have re-
turned home to Qatar and they are there with impunity. They are
not in jail. They are able to travel. So the Qataris have done a
rather horrible job of enforcing our designations, and they don’t
seem terribly concerned.

Mr. RoTHFUS. I want to follow up on that point, because you
mentioned “deep-pocket donors” in Gulf states. Do we know the
identities of these donors?

Mr. SCHANZER. In many cases, we do.

Mr. RoTHFUS. And where are their deep pockets? Where are they
keeping assets that they can then draw on to fund terror?

Mr. SCHANZER. This is the ultimate question that we are trying
to answer. And this is where cooperation with the United States
Government, I think both carrot and stick, is going to be incredibly
important. The fact that we know these people are there, we know
the fact that they are involved in this illicit financial activity—

Mr. ROTHFUS. Are they holding assets in Kuwaiti banks or
Qatari banks?

Mr. SCHANZER. We believe so.

Mr. RoTHFUS. Mr. Jones and Mr. Zarate, same question with re-
spect to identifying donors. And we had some discussion here about
individuals who set up at hotels in Turkey and fund terror. Do we
know the identities of some of these people?

Mr. JONES. Yes, in many cases we do.

If T can just add one caveat: The challenge that we have with
groups like ISIL, though, is that they are increasingly not relying
on state donors for their assistance. That is what makes this group
different from some of the other ones we have identified. They are
specifically trying to get away from this vulnerability and not rely
on Gulf donors.

Virtually every piece of declassified intelligence documents that
have come out from the Counterterrorism Center have strongly
suggested they are getting away—something like 1 or 2 percent
comes from outside donors. So some groups—and this is why I
think it becomes important to differentiate—are really trying to get
away from that.

Mr. ZARATE. Seth is right, but that may be increasing over time
as their control of oil resources, for example, is diminished and
their brand continues to expand. And so what you have seen I
think in recent months has been more not only momentum inter-
nationally with more groups flying the banner of ISIL, but more
micropayments in.

So you have seen cases, for example, from Australia, from North
America, from around the world where it is not so much that ISIL
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is sending funds out, but they are demanding micropayments in.
And so you have the problem of deep-pocket donors potentially, but
also micro-investors in the Islamic States venture, and so that is
a real challenge.

In terms of deep-pocket donors, this has always been the golden
fleece of the counterterrorist financing mission. Who are these indi-
viduals? And I am a little less optimistic that we know exactly who
they are.

Mr. RoTHFUS. But we know some of them.

Mr. ZARATE. We know some of them. And we also aren’t always
sure we know what their motivations are. In the context of Syria,
this is what makes it so complicated. Are these individuals raising
funds for humanitarian needs for refugees or are they intending
their funds to go to Jabhat al-Nusra and the Islamic State to buy
bombs and bullets?

It is very hard to figure that out. And so, who is a deep-pocket
donor or not becomes a very difficult question and an intelligence
challenge.

Mr. RoTHFUS. I wanted to just talk to, really quickly, Dr.
Schanzer, about Iran. I agree with you that Iran continues to be
the worst actor and presents the greatest threat to the United
States and our allies in the Middle East. So assuming there is a
deal agreed to by June 30th, how much of a sanctions architecture
will remain at all, and will it be effective in preventing Iran from
sponsoring terrorism, whether Hezbollah, Hamas, the Houthi
rebels, militants in Afghanistan, or the Islamic Revolutionary
Guard?

Mr. SCHANZER. As we understand it, we are going to see the ero-
sion of the U.N. sanctions architecture, the erosion of the European
sanctions architecture. It is likely that they will be put back on—

Mr. ROTHFUS. But just really quick, given their sponsoring of ter-
ror, wouldn’t sanctions be justified independent of a nuclear pro-
gram?

Mr. SCHANZER. This is where I think congressional oversight
should be crucial.

Mr. RoTHFUS. Thank you, Mr. Chairman.

Chairman FITZPATRICK. The gentleman’s time has expired.

The gentleman from California, Mr. Sherman, is recognized for
5 minutes.

Mr. SHERMAN. Thank you.

One of the things we ought to be worried about is the financing
of ISIL intentionally by our friends. You have the Iraqi government
making payments to civil servants in Mosul. That money is taken,
in part or in full, by ISIL. I have asked numerous Administration
witnesses, and they haven’t answered it one way or the other, but
it is my understanding that the Iraqi government provides elec-
tricity to Mosul and ISIL collects the electric bill.

So the government of Iraq does not seem to be all 