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PROTECTING CONSUMERS: FINANCIAL
DATA SECURITY IN THE AGE OF
COMPUTER HACKERS

Thursday, May 14, 2015

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON FINANCIAL SERVICES,
Washington, D.C.

The committee met, pursuant to notice, at 10:01 a.m., in room
2128, Rayburn House Office Building, Hon. Jeb Hensarling [chair-
man of the committee] presiding.

Members present: Representatives Hensarling, Royce, Lucas,
Garrett, Neugebauer, Pearce, Posey, Fitzpatrick, Westmoreland,
Luetkemeyer, Huizenga, Duffy, Hurt, Stivers, Fincher, Stutzman,
Mulvaney, Hultgren, Ross, Pittenger, Barr, Rothfus, Messer,
Schweikert, Guinta, Tipton, Williams, Poliquin, Love, Hill; Waters,
Maloney, Sherman, Meeks, Capuano, Hinojosa, Clay, Lynch, Scott,
Green, Cleaver, Moore, Ellison, Perlmutter, Himes, Carney, Sewell,
Kildee, Murphy, Delaney, Beatty, and Vargas.

Chairman HENSARLING. The Financial Services Committee will
come to order.

Without objection, the Chair is authorized to declare a recess of
the committee at any time.

Today’s hearing is entitled, “Protecting Consumers: Financial
Data Security in the Age of Computer Hackers.”

Members, welcome home. I assume many of our colleagues are
furiously running here from HVC-210 as we speak. For our wit-
nesses and for the audience, we have been nomads since the begin-
ning of the year.

So you will notice a few changes in the room. This renovation
was caused by an upgrade of the audiovisual systems. Although I
did not specifically request it, I now notice there are twice as many
microphones in our hearing room as before. I wish to notify Mem-
bers that that does not mean they can speak for twice as long. That
doesn’t go along with the microphones.

In addition, you will notice that our witnesses are quite a ways
away, and that we have less room for the public. As hearing rooms
are renovated, they must be made and should be made compliant
with the Americans with Disabilities Act (ADA). This room com-
plies with the ADA statute, which means that every row has been
enlarged. This means that we have lost part of our gallery, but the
overflow room is still alive and well.

In addition, for those who have ever moved into a new home or
new apartment, there is such a thing known as a “punch list.” And
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so, for some of the subcommittees, you may be kicked out of this
room over the next 5 to 7 days as that punch list is completed.

Another change in our committee room: If you will look over my
left shoulder, you will see the portrait of our most recent chairman,
Spencer Bachus. For those who have some tenure on the com-
mittee, including myself and the ranking member, to have Barney
over one shoulder and Spencer over the other kind of seems like
old times.

We certainly know of Barney’s fierce intellect and tenacity, but
I also hope that Members will remember Spencer’s gentle and kind
leadership of this committee. And sometimes when emotions and
passions start to run high, let’s remember the example he set for
us with respect and decency and, yes, humor.

Somehow, at any moment, I expect these two to carry on one of
their classic debates. We will see if that actually happens or not.

I believe that is all I need to say about the hearing room at the
moment, in which case the Chair now recognizes himself for 3 min-
utes for an opening statement.

At today’s hearing, we will be focused on protecting consumers
and their private financial information in an age of computer hack-
ers.

The world has experienced a technology revolution, one that has
brought remarkable benefits to consumers and the broader econ-
omy, but has also increased risks on consumers by making the
theft of personal financial information a profitable enterprise for
cyber criminals and computer hackers.

In the era of big data, large-scale security breaches are unfortu-
nately all too common. And every breach leaves consumers exposed
and vulnerable to identity theft, fraud, and a host of other crimes.
We have certainly all read about the high-profile, headline-grab-
bing breaches at Target and Home Depot. According to the Identity
Theft Resource Center, there were 783 U.S. data breaches in 2014,
an increase of more than 27 percent over the prior year. The Cen-
ter for Strategic and International Studies and McAfee Security es-
timate that such attacks cost the U.S. economy $100 billion—that
is “billion” with a “B”—annually.

American consumers rightfully expect their personal information
to be protected by their financial institutions, and by retailers, card
networks, payment processors, and, yes, their Federal Government.
Consumers shouldn’t be left to simply hope and pray their personal
information will be safe every time they swipe their debit or credit
card or enter their information online. They deserve protection.

So today the committee will hear from representatives of organi-
zations whose members constitute the major participants in the
payment system. We welcome their expertise and insight.

My hope is that this hearing affords Members on both sides of
the aisle an opportunity to better understand what security meas-
ures are currently in place to prevent data breaches, how con-
sumers are notified following a breach, what types of emerging
technologies will help reduce the frequency and severity of
breaches, what steps are being taken by the merchants and finan-
cial services communities to address the problem, and where addi-
tional Federal legislation may be warranted.
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I further hope that the committee will engage in a thoughtful
and constructive dialogue on a bipartisan basis. And, in that re-
gard, I wish to thank Chairman Neugebauer and the gentleman
from Delaware, Mr. Carney, for starting this bipartisan dialogue off
on the right foot by introducing a bipartisan bill to address this im-
portant problem.

I will now yield back the balance of my time and recognize the
ranking member for 3 minutes.

Ms. WATERS. Thank you, Mr. Chairman.

Americans are increasingly reliant on electronic means to com-
municate, shop, and manage their finances. While new technologies
bring substantial opportunity, they also bring a range of new
vulnerabilities for consumers. Massive attacks on some of our Na-
tion’s largest retailers and financial institutions are impacting vir-
tually every sector of our economy and our national security.

Consumers are not the only ones who pay the price of a breach.
The cost of recovering losses by retailers and card issuers can be
extensive and weigh particularly heavy on small community banks
and credit unions.

We all know companies face a number of challenges in deter-
mining how best to secure customers’ financial and personally iden-
tifiable information. In addition, we know that there are significant
costs to complying with various State laws and providing notice
after a breach.

However, as we consider setting national standards for safe-
guarding consumers’ personal information and ensuring timely no-
tification, we must again acknowledge the good work of those
States that for years have been at the front lines of this fight. I
believe that any Federal preemption should complement States’
protections and ensure at a minimum that State attorneys general
continue to play an important role in enforcement and notification
standards.

In setting minimum standards, we need to be careful not to ham-
string our State and Federal regulators’ ability to continue adapt-
ing and strengthening protections for consumers. Otherwise, we
will limit regulators’ ability to keep up with technological change.

And we must preserve a private right of action for consumers
and for financial institutions to ensure that affected entities and
breach victims have legal recourse.

Further, consumers must be consistently provided with clear dis-
closures of the rights and remedies available to them so that they
remain aware of the various ways in which they can protect them-
selves from identity theft, fraud, and other cyber crimes.

Mr. Chairman, efforts to guard against cyber threats are criti-
cally important and shouldn’t devolve into the same partisan fault
lines we have seen on far too many other issues before this com-
mittee, such as the baseless attacks on watchdogs like the CFPB,
and blocking efforts to reauthorize the charter of the Export-Import
Bank, which expires in just 22 legislative days.

With that, I look forward to hearing from the witnesses today,
and I yield back the balance of my time.

Chairman HENSARLING. The gentlelady yields back.

The Chair now recognizes the gentleman from Texas, Mr. Neuge-
bauer, chairman of our Financial Institutions Subcommittee.
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Mr. NEUGEBAUER. Thank you, Mr. Chairman.

We live in a world where the global marketplace is supported by
a global payments system. It delivers payment services to con-
sumers in the blink of an eye. Immense amounts of sensitive con-
sumer information is transferred and processed and stored in any
one transaction.

The security of the system is only as strong as its weakest link,
and today I look forward to learning more about new payment
technologies that continue to facilitate payment efficiency, speed,
and security. I am hopeful we can have a robust policy discussion
about what new data security standards are needed to level the
playing field.

This month, Congressman Carney and I introduced bipartisan
legislation which builds on the work of Senators Carper and Blunt.
Our starting point was to look at Gramm-Leach-Bliley, which laid
out a robust data security framework for financial institutions. Al-
most 16 years later, this framework has worked very well.

The data security standards in H.R. 2205 are based on certain
core principles.

First, because we have a global payment system, we need a na-
tional data security standard and a national breach notification
standard. This standard must minimize regulatory requirements
but must carry with it a strong Federal enforcement mechanism.

Second, the data security standard must be technology-neutral
and process-specific. It must reasonably identify certain core ele-
ments in the absence of an FTC rulemaking.

Third, it is absolutely necessary that the data security standard
is scalable based on the size of the business, the scope of the oper-
ation, and the type of information that it holds. Legislation must
recognize that the corner market cannot and should not have the
same standard as the largest retailer operating in 50 States.

While I am confident in our bipartisan legislation, I am open to
working with any member of the interested groups to minimize un-
intended consequences and to continue tailoring this legislation.
We have a shared interest in seeing this legislation signed into
law, giving consumers the safest payment system possible.

And with that, I want to thank our panel for being here this
morning. Based on my review of the testimony that has been sub-
mitted, I think this is going to be very informative for our Mem-
bers. And I think it is good that we have these different interests
at the table today.

And so, Mr. Chairman, I look forward to a very informative hear-
ing.

Chairman HENSARLING. The gentleman yields back.

The Chair now recognizes the gentleman from Delaware, Mr.
Carney, for 2 minutes.

Mr. CARNEY. Thank you, Mr. Chairman.

Mr. Chairman, over the last decade alone, data breaches have
compromised nearly a billion records containing sensitive consumer
financial information. Experts estimate that when a data breach
occurs in the United States, it directly costs consumers an average
of $290 per victim. Studies show that cyber criminals are costing
U.S. companies approximately $100 billion a year.
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One thing is clear: The current patchwork of 47 different State
data breach laws is failing to protect American consumers. That is
why Mr. Neugebauer and I have worked together on a bipartisan
effort to develop a data security and breach notification framework
within which all relevant stakeholders can operate. We think con-
sumers and the companies that handle their personal financial
data should all know the rules of the road when it comes to the
standard for protecting this data.

Our bill, H.R. 2205, the Data Security Act, builds off the efforts
by Senators Carper and Blunt across the Capitol. The bill imple-
ments a strong national data breach notification standard. It re-
quires companies to enact a data security program that is robust
and scalable and with the goal of protecting consumers’ personal
information from breaches. And it sets reasonable standards for ac-
curate and timely notice to consumers when a breach occurs.

Importantly, the bill’s requirements avoid a one-size-fits-all ap-
proach and allow companies of varying sizes and complexity to find
a program that is tailored and effective for their business.

As with any comprehensive piece of legislation, our bill can al-
ways be improved. The example clarifying that the preemption pro-
vision does not have unintended consequences outside the issues
covered in this bill merits further attention. I am looking forward
to working with my colleagues on both sides of the aisle to make
improvements to this legislation where necessary.

The fact is, though, that the White House, Congress, and the pri-
vate sector and consumers all agree that the status quo is not ac-
ceptable. And I am encouraged that this committee is having this
hearing today and that we are moving forward to protect con-
sumers, businesses, and the American economy.

I would like to thank Mr. Neugebauer for his leadership on this
issue, and I look forward to hearing the witnesses’ testimony and
feedback in this hearing.

Thank you. I yield back.

Chairman HENSARLING. The gentleman yields back.

And, indeed, it is time to hear from our witnesses. We welcome
each and every one of them to the panel.

The Honorable Tim Pawlenty is the president and chief executive
officer of The Financial Services Roundtable, and a former Gov-
ernor of the State of Minnesota.

Mr. Brian Dodge is the executive vice president of communica-
tions and strategic initiatives at the Retail Industry Leaders Asso-
ciation.

Mr. Jason Oxman is the chief executive officer of the Electronic
Transactions Association.

Mr. Stephen Orfei is the general manager at PCI Security Stand-
ards Council.

And last but not least, Ms. Laura Moy is a senior policy counsel
at New America’s Open Technology Institute.

Several of you have testified before Congress before; I am not
certain about all of you. So we have a rather simple lighting sys-
tem. Green means go. Yellow means hurry up because the red light
is soon to follow. And red means stop. The yellow light comes on
with 1 minute to go.
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Each of you will be recognized for 5 minutes to give an oral pres-
entation of your testimony. And without objection, each of your
written statements will be made a part of the record.

And since we are brand-new in our refurbished space—in the old
hearing room, you had to pull these microphones very close to you.
I think now you can keep them a somewhat comfortable distance
from your mouth.

Governor Pawlenty, you are about to be our guinea pig on the
new sound system. And, Governor Pawlenty, you are now recog-
nized for your testimony.

STATEMENT OF THE HONORABLE TIM PAWLENTY, PRESIDENT
AND CHIEF EXECUTIVE OFFICER, THE FINANCIAL SERVICES
ROUNDTABLE

Mr. PAWLENTY. Good morning, Chairman Hensarling, Ranking
Member Waters, and members of the committee. Thank you for the
opportunity to share a few thoughts with you this morning about
one of the most pressing issues facing our country, and that is the
emerging, growing, and exponentially threatening cyber warfare
that is taking place both commercially and otherwise across the
globe and being visited upon American businesses and consumers
in ways that I think deserve the Congress’ attention.

Just to give you a sense of a few measures of what we are up
against in this regard, 80 percent of the companies that were
breached in 2014 did not know they were breached until somebody
else told them, a third party told them—sometimes the govern-
ment, sometimes a vendor, but a third party. And the average
length of time between the breach actually happening and the dis-
covery was months after the fact.

In addition, here is another interesting fact. Over half of the
adult American population had their personal data exposed last
year, according to a CNN published report.

And the list goes on, including that we now know through public
and confirmed reports that this is no longer college kids in their
basements having some fun trying to get into some systems. These
are nation-state actors, including—or semi-state-nation actors, in-
cluding China, North Korea, Iran, Russia, and former Soviet
Union-sponsored states and individuals and enterprises associated
with them, and very sophisticated international crime syndicates.

If one of those entities triangulates on a company, it is likely not
going to end well for that company or their customers. So we need
a more robust, more muscular response to these threats. And we
appreciate very much the fact that this committee is paying atten-
tion to these issues.

And, Mr. Chairman, thank you to the House for passing on more
than one occasion threat information legislation, CISA and CISPA
legislation. We hope the Senate does the same. And, again, we are
not talking about sharing personal information, but that threat-in-
formation-sharing bill is very helpful to this cause and making the
country more prepared to defend against these threats.

As it relates to the financial services sector and the payment sys-
tem, our sector, as the chairman mentioned, has been dealing with
these issues in a regulated context for quite some time. The
Gramm-Leach-Bliley Act passed in 1999. Part of that Act, of
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course, was to visit upon this industry data security standards and
enforcement mechanisms, including part of the examination proc-
ess.

That, I think, has served the industry well. As you look at the
percent of breaches that have taken place in recent years, our sec-
tor has the lowest breach incident rate. We still have a lot of work
to do, but compared to other major sectors, that is progress. And
that is because of some of the good work that has been done since
Gramm-Leach-Bliley and otherwise.

We are about to launch some more secure top-level domains, dot-
bank and dot-insurance, which should help with these issues. We
have been involved in an information sharing and analysis center,
one of the first in the country that is most robust, the FS-ISAC,
and more.

As it relates to the payment system, it is about to get a lot bet-
ter. We are going to move, as a next step, to the chip-enabled
cards. It is already happening. The networks have said, look, if you
want to avoid fraud liability, you have to make this transition to-
wards the end of 2015. There are some saying, “Look, we are not
ready. It is going to take a little longer.” But over the course of the
next couple of years, almost all cards are going to be chip cards,
and that is going to help.

But don’t be focused just on that. That is technology from the
1960s. Magnetic strips were invented in the 1960s. PINs were in-
vented in the 1960s; chips, of course, more recently. But it is mov-
ing well beyond that discussion. The new technologies that are
coming forward and being actively considered include voice recogni-
tion, facial recognition, biometrics, location confirmation, gesture
recognition, and a lot more. So this space is evolving extremely rap-
idly and is going to continue to evolve as new technology emerges.

As to the legislation that is before you, Congressman Neuge-
bauer, Congressman Carney, thank you very much. We strongly
support H.R. 2205. We think it is an excellent piece of work. May
need some modifications, as Congressman Carney mentioned, but
it does some important things.

It creates for all sectors, not just the healthcare sector or the fi-
nancial services sector, a data security standard, which is really
important. And it is flexible. We are only as strong as the weakest
link in the chain. If we have strong standards but one of the other
links in the chain doesn’t, the whole system is exposed. So thank
you for putting the marker down on a strong national data security
standard. We strongly support that.

Another important piece of the bill is a uniform data breach noti-
fication law. Many States, including my own, have strong laws in
this regard, but as you think about cyberspace and how commerce
gets conducted now, it doesn’t make a lot of sense to have 50 dif-
ferent standards, 50 different approaches, 50 different responses to
a breach and the notification relating to it.

And, in closing, as you think about this, we are not asking for
any current State initiatives to be diluted. We think, if you set a
standard, set it high. Make it nation-leading.

And I am out of time. Mr. Chairman, again, thank you for the
chance to be here this morning. Thank you to Congressmen Neuge-
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bauer and Carney for their leadership on these issues. We strongly
support what you are trying to do.

[The prepared statement of Mr. Pawlenty can be found on page
110 of the appendix.]

Chairman HENSARLING. Thank you, Governor.

Mr. Dodge, you are now recognized for 5 minutes for your testi-
mony.

STATEMENT OF BRIAN A. DODGE, EXECUTIVE VICE PRESI-
DENT, COMMUNICATIONS AND STRATEGIC INITIATIVES, THE
RETAIL INDUSTRY LEADERS ASSOCIATION (RILA)

Mr. DoDGE. Thank you, and good morning.

Chairman Hensarling, Ranking Member Waters, and members of
the committee, my name is Brian Dodge, and I am an executive
vice president with the Retail Industry Leaders Association. Thank
you for the opportunity to testify today about data security and the
steps the retail industry is taking on this important issue and to
protect consumers.

RILA is the trade association of the world’s largest and most in-
novative retail companies. Retailers embrace innovative technology
to provide American consumers with unparalleled services and
products. While technology presents great opportunities, nation-
states, criminal organizations, and other bad actors are also using
it to attack businesses, institutions, and governments.

As we have seen, no organization is immune from attacks. Retail-
ers understand that defense against cyber attacks must be an on-
going effort. As leaders in the retail community, we are taking new
3nd significant steps to enhance cybersecurity throughout the in-

ustry.

To that end, last year RILA formed the Retail Cyber Intelligence
Sharing Center, or R-CISC, in partnership with America’s most
recognized retailers. The Center has opened a steady flow of infor-
mation-sharing between retailers, law enforcement, and other rel-
evant stakeholders.

Also, the R-CISC has recently established a formal working rela-
tionship with the Financial Services ISAC, a move that will, among
other things, ensure collaboration across the payments ecosystem
on these issues.

RILA applauds the House for passing cyber information-sharing
legislation, and we hope the Senate will quickly take up and adopt
H.R. 1560’s flexible approach to electronic sharing.

While I expect we will discuss many cybersecurity topics today,
one area of security that needs immediate attention is payment
card technology. The woefully outdated magnetic stripe technology
used on cards today is the chief vulnerability in the payments eco-
system. Retailers are estimated to be investing more than $8.6 bil-
lion to upgrade card terminals to accept chip cards by later this
year. However, the new cards will not be issued with PINs.

Chip and PIN technology has proven to dramatically reduce
fraud when it has been deployed elsewhere around the world. In
contrast, chip and signature technology falls short of providing
American consumers the best security available today.

Retailers believe that the two-factor authentication enabled
through chip and PIN will prevent criminals from duplicating cards
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with ease and devalue the data that retailers collect at the point
of sale. Ultimately, these steps have been proven to substantially
reduce the economic incentive for cyber criminals to launch these
kinds of cyber attacks.

Before I discuss what RILA believes are important data breach
policy considerations, I will briefly highlight the significant data se-
curity and data breach notification laws with which retailers cur-
rently comply.

Forty-seven States, the District of Columbia, Guam, Puerto Rico,
and the U.S. Virgin Islands have adopted data breach notification
laws. In addition, retailers are subject to robust data security regu-
latory regimes. The Federal Trade Commission has prosecuted
more than 50 cases against businesses that it charged with failing
to maintain reasonable data security practices. These actions have
created a common law of consent decrees that clearly spell out the
data security standards expected of businesses.

Additionally, inadequate data security measures for personal in-
formation can lead to violations of express State data security laws.
Also, many States have so-called “little FTC acts” that can be used
to enforce against what attorneys general deem to be unreasonable
data security practices.

Finally, retailers voluntarily and by contract follow a variety of
security standards, including those maintained by PCI, NIST, and
ISO.

While retailers diligently comply with this range of data breach
notice and data requirements, a carefully crafted Federal data
breach law can clear up regulatory confusion and better protect
and notify customers. RILA supports Federal data breach legisla-
tion that is practical and proportional and sets a single national
standard.

RILA supports data breach legislation that creates a single na-
tional notification standard that allows businesses to focus on
quickly providing affected individuals with actionable information;
that ensures that targeted notice is required only when there is an
actual risk of identity theft, economic loss, or harm; that ensures
that the responsibility to notice is that of the entity breached but
provides flexibility for entities to contractually determine the noti-
fying party; that establishes a precise and targeted definition for
“personal information;” and that recognizes that retailers already
have robust data security obligations and that security must be
able to adapt over time.

I thank the committee for inviting me today, and I look forward
to answering your questions.

[The prepared statement of Mr. Dodge can be found on page 67
of the appendix.]

Chairman HENSARLING. Mr. Oxman, you are now recognized for
5 minutes for your testimony.

STATEMENT OF JASON OXMAN, CHIEF EXECUTIVE OFFICER,
THE ELECTRONIC TRANSACTIONS ASSOCIATION (ETA)

Mr. OxMAN. Thank you, Mr. Chairman, Ranking Member
Waters, and members of the committee for the opportunity to be
here today.
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I am Jason Oxman, the CEO of the Electronic Transactions Asso-
ciation. ETA is the trade association of the payments industry. Our
more than 500 member companies are focused on providing the
world’s most secure, reliable, and functional payment systems to
American merchants and consumers.

Electronic payments in the United States are largely invisible to
consumers because, simply put, they just work. U.S. consumers
carry 1.2 billion credit, debit, and prepaid cards in their wallets,
and they can use those cards to pay electronically at more than 8
million merchants in the United States. Indeed, ETA member com-
panies process more than $5 trillion in U.S. consumer spending
every year. That means thousands of transactions are moving
across our network every second.

Now, consumers enjoy a wide variety of ways to pay electroni-
cally, including in person, with a card or a mobile device or a
watch, or remotely via phone or over the Internet. And from the
moment that a consumer initiates a payment, the transaction is se-
curely transmitted, authorized, and processed within a matter of
seconds. ETA member companies take very seriously the obligation
to protect the security of their customers’ information.

Consumers in the United States choose electronic payments be-
cause they benefit from zero liability for fraud, making electronic
payments the safest and most secure way to pay. Today, criminal
fraud amounts to less than 6 cents of every $100 processed in
transactions. It is a fraction of a tenth of 1 percent.

Now, even though fraud represents a tiny percentage of overall
transaction volume, we are deploying cutting-edge new technology
and using self-regulatory industry guidelines to bolster the fight
against fraud. I would like to highlight three concrete steps our in-
dustry is taking to protect consumer information and prevent data
breach.

First, ETA members are deploying EMV-enabled chip cards to
fight the number one cause of card fraud: counterfeit cards. Coun-
terfeit cards represent about two-thirds of card-present fraud in the
United States today. Chip cards prevent cards from being counter-
feited. They don’t stop data breaches, but they do make it harder
for criminals to reap the rewards of those data breaches.

Chip migration happening now in the United States is the most
complicated overhaul of our payments technology system in the 40
years since the magnetic stripe card was introduced. Our banks
need to replace more than 1 billion cards. Merchants need to up-
grade point-of-sale equipment at more than 10 million locations.
But we are working together, and we are getting it done.

Second, our industry is deploying new tokenization technology
that replaces card information with a one-time-use token. Even if
intercepted by criminals, these tokens cannot be used to generate
fraudulent transactions. Think of a token as a mathematical cryp-
togram that can’t be reproduced.

One well-known implementation of tokenization is in mobile pay-
ments, where the customer’s phone or watch generates that token
for use. Tokens can also be used in card environments, as well. And
we are working with our merchant partners to deploy tokenization
technology at both brick-and-mortar and online retail.
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Third, ETA members are helping merchants secure the point of
sale by deploying new encryption technologies. Point-to-point
encryption is a way to secure all entry points against an attack. It
denies cyber criminals the access they need to install malware and
other cyber hacking tools.

As our industry deploys all of these layered technologies, I also
want to affirm KETA’s strong support for legislation that creates
uniform national data standards and data protection breach stand-
ards as well. Such standards must be industry-neutral, and they
must be preemptive of State law. And this is the approach set out
in H.R. 2205, which ETA strongly supports. We applaud Chairman
Neugebauer and Mr. Carney for engaging in this important dia-
logue with this legislation.

ETA also supports legislation to promote information-sharing.
Sharing of information across government and across technology
and manufacturing companies will support prevention of and inves-
tigation of breaches and ensure against cyber attacks.

Cyber criminals are increasingly sophisticated, they are global in
scope, and we are working proactively to address every threat. We
must not forget that these data breaches of merchants and con-
sumers make them victims of crime. We share a desire to stamp
out fraud, and we take seriously our responsibility to all of our cus-
tomers to do so.

Thank you for the opportunity to be here, and I look forward to
your questions, Mr. Chairman.

[The prepared statement of Mr. Oxman can be found on page 96
of the appendix.]

Chairman HENSARLING. Mr. Orfei, you are now recognized for
your testimony.

STATEMENT OF STEPHEN W. ORFEI, GENERAL MANAGER, PCI
SECURITY STANDARDS COUNCIL

Mr. ORFEIL Thank you, Mr. Chairman.

Good morning. My name is Steven Orfei. I am the general man-
ager of the PCI Security Standards Council. I have the privilege of
leading a talented and deeply committed membership organization
that is responsible for the developing and maintaining of the global
data security standards for the payment card industry.

Our approach combines people, process, and technology. Contin-
uous effort in applying our standards is the best line of defense
against organized crime, state-funded actors, and criminals who
threaten our way of life and attempt to undermine our confidence
in the financial system. Everyone has been victimized by these
criminals, and we know the very real harm caused by breaches.

Developing standards to protect payment card data is something
the private sector and specifically PCI is uniquely qualified to do.
Consumers are understandably upset when their payment card
data is put at risk. The Council was created to proactively protect
consumers’ payment card data.

Our community of over 1,000 of the world’s leading businesses is
tackling data security challenges, from simple issues—for example,
the word “password” is still one of the most commonly used pass-
words—to complex issues like encryption.
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Our standards are a solid foundation for a multilayered security
approach. We aim to remove payment card data if it is no longer
needed. Simply put, if you don’t need it, don’t store it. If it is need-
ed, then protect it, and reduce the incentives for criminals to steal
it.

And here is how we do that. The data security standard is built
on 12 principles, covering everything from logical to physical secu-
rity and much more. It is updated regularly through feedback from
our global community. We manage eight other standards that cover
card production, PIN-entry devices, payment applications, and
much, much more. We work on technologies, best practices, and
provide market guidance. We have laboratories to vet solutions
that we list on our Web site. All of our information is free. Our
mission is to educate, empower, and protect.

Now, our end-game strategy is to devalue the data so that it is
useless in the hands of the bad guys. We have three technologies
that will allow us to do so: EMV at the point of sale; point-to-point
encryption; and tokenization. When bundled and implemented
properly, the data becomes useless; then there is no reason to
break in.

That is why the Council supports adoption of the EMV in the
United States through organizations such as the EMV Migration
Forum, and our standards support EMV today in other worldwide
markets.

But EMV chip is not a silver bullet. Additional controls are need-
ed to protect the integrity of payments online and in other chan-
nels. This includes encryption, tamper-resistant devices, malware
protection, network monitoring, and more. All are vital parts of the
PCI standards.

Effective security requires more than just standards, for stand-
ards without supporting programs are just tools, not solutions. The
Council’s training and certification programs have educated tens of
thousands of security professionals and make it easier for busi-
nessgs to choose products that have been lab-tested, certified as se-
cured.

Finally, we conduct global campaigns to raise awareness of pay-
ment card security.

The committee’s leadership on this critical issue is important,
and there are clear ways in which the Federal Government can
help—for example, by leading stronger cooperative law enforcement
efforts worldwide, by encouraging stiff penalties for these crimes,
and recent initiatives on information-sharing are also proving to be
invaluable.

The Council is an active collaborator with government. We work
with NIST, DHS, Treasury, the Secret Service, and many other
government entities, including global law enforcement such as
Interpol and Europol.

In conclusion, payment card security is complex. Silver-bullet so-
lutions do not exist. Unilateral action is usually a disappointment.
Alliances, partnerships, information-sharing, and collaboration be-
tween the public and private sector is critical.

The PCI Council stands ready and willing to do more to combat
global cyber crimes that threaten our way of life and confidence in
the financial systems of the world. We thank the committee for
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taking a leadership role and seeking solutions to one of the largest
security concerns of our time.

Thank you.

[The prepared statement of Mr. Orfei can be found on page 90
of the appendix.]

Chairman HENSARLING. Thank you.

And Ms. Moy, you are now recognized for your testimony.

STATEMENT OF LAURA MOY, SENIOR POLICY COUNSEL, NEW
AMERICA’S OPEN TECHNOLOGY INSTITUTE

Ms. Moy. Thank you. Thank you so much, Chairman Hensarling.
And thank you, Ranking Member Waters, and members of the com-
mittee. Thank you so much for your commitment to addressing
data security and data breaches and for the opportunity to testify
on this important issue.

Consumers today share tremendous amounts of information
about themselves. Consumers benefit from sharing information, but
they can be harmed if that information is compromised.

For the most part, the States are actively dealing with this issue
in ways tailored to address the needs of their own residents but
with a large body of common elements. At least 29 States have in-
troduced or are considering breach notification bills or resolutions
this year alone. Bills in 27 of those States would amend existing
laws to account for changing needs and changing threats.

Only three States have no breach notification law on the books,
and two of those States have considered bills this year to change
that.

Consumers would therefore be best served by a Federal bill on
this subject that sets a floor for disparate State laws, not a ceiling.
But to the extent Congress seriously considers broad preemption,
any new Federal standards should strengthen or at least preserve
important protections that consumers currently enjoy at both the
State and Federal levels.

Because any broadly preemptive Federal bill would bring an end
to the rich legislative activity on the issue taking place in State
legislatures, it would also need to provide a similarly agile mecha-
nism for quickly adjusting the law in the future to match devel-
oping technology and new threats.

Unfortunately, a number of recent legislative proposals would ac-
tually diminish consumer protections in a number of ways by re-
placing strong and broad State protections with a weaker Federal
standard. In addition, a number of the bills do not provide the
flexibility we need to make sure consumers’ personal information
remains protected as the information landscape changes.

Don’t get me wrong. Most of the bills we have seen would cer-
tainly offer some new benefits for consumers, but many consumer
and privacy advocates, myself included, question whether those
new benefits outweigh the potential harm to State jurisdictions and
to consumers’ existing protections.

I will therefore focus today on four potential shortcomings of Fed-
eral legislation that would need to be addressed in order to ensure
that any new bill represents a net gain for all consumers.

First, Federal legislation should not ignore the serious physical,
emotional, and other nonfinancial harms that consumers could suf-
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fer as a result of misuses of their personal information. A bill that
would both preempt State laws and condition breach notification on
demonstrated risk of financial harm could actually reduce con-
sumer protections in 33 States and the District of Columbia, where
the existing law either has no harm trigger or has one that is not
limited to financial harm.

Second, Federal legislation should not eliminate data security
and breach notification protections for types of data that are cur-
rently protected under State or Federal law. Some current legisla-
tive proposals feature a narrow class of protected information along
with broad preemption. Such legislation would eliminate protec-
tions consumers currently rely on at the State and sometimes Fed-
eral level. For example, many bills would eliminate protections in
10 States for health information or eliminate Federal protections
for telecommunications, cable, and satellite records.

Third, Federal legislation should provide a means to expand the
range of information covered by the bill as technology develops.
The 10 State breach notification laws that now cover health infor-
mation represent a clear trend, as States are currently updating
existing consumer protections to respond to the growing threat of
medical identity theft.

We can’t always forecast the next big threat years in advance,
but, unfortunately, we know that there will be one. Federal legisla-
tion on this topic must provide flexibility to meet new threats,
whether by continuing to allow States to protect classes of informa-
tion that fall outside the four corners of the bill or by establishing
agency rulemaking authority on the definition of “personal informa-
tion.”

Fourth, and finally, Federal legislation should include enforce-
ment authority for State attorneys general. Thousands of data
breaches are reported each year, many of which affect only a small
number of consumers. Federal agencies are well-equipped to ad-
dress large data security and breach notification cases, but they
could be overwhelmed if they lose the complementary support of
State AGs, especially when it comes to handling smaller cases, pro-
viding guidance to small businesses, and providing resources for
local consumers.

I and many of my fellow privacy stakeholders are not unequivo-
cally opposed to the idea of Federal data security and breach notifi-
cation legislation, but any such legislation must strike a careful
balance between preempting existing laws and providing con-
sumers with new protections. The Open Technology Institute there-
fore appreciates your close examination of this issue, and I am
looking forward to your questions.

Thank you.

[The prepared statement of Ms. Moy can be found on page 74 of
the appendix.]

Chairman HENSARLING. The Chair now yields himself 5 minutes
for questioning.

So, based on my unofficial survey of the good folks in the Fifth
District of Texas, whom I have the privilege of representing, data
breach, although they don’t typically use that phrase, certainly
make their top 20 anxiety list and probably their top 10 when they
think of identity theft, other forms of theft, or privacy loss.
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So it is a very serious matter, but, as Ms. Moy was positing in
her testimony, there is a cost and a benefit associated with any-
thing we do around here. To state the obvious, we are lawmakers.
And there was a law made about 15 years ago, Gramm-Leach-Bli-
ley, that dictated standards. There has been a lot of innovation
since Gramm-Leach-Bliley was written into law.

Let’s start with you, Governor Pawlenty. What exactly is broken?
What needs fixing here? Where does Gramm-Leach-Bliley work?
Where doesn’t it work?

Mr. PAWLENTY. Mr. Chairman, thank you. It is a great question.

If you just step back from how individuals might characterize it
and ask them this question: How is the current system working?
Half of the adult American population has their personal data ex-
posed in one year. It is not a stretch of the imagination to think
somebody could get into the electrical grid and shut it down in a
big part of the country, not for a day but for a month or months
on end. You do that, and you lose electricity in your district, lose
pressure for natural gas pipelines, points of sales go down, you
can’t transact anything electronically. You have a very—not exis-
tential but very dramatic impact on the country.

So it requires, I think, a sense of urgency and a sense of under-
standing regarding the magnitude of the threat.

As to Gramm-Leach-Bliley, it works. It is flexible; it makes ac-
commodations for the size of the business. But it says, given the
importance of this infrastructure to the country, if the payment
system doesn’t work, if it is stalled or people lose confidence in it,
you are going to have a big piece of the economy grind to a halt.

There are trillions of dollars of payments that flow through the
northeastern United States per day. If that gets shuts down or dis-
rupted or interrupted, you have a material, I would say bordering
on existential, threat to the economy of the country.

So this is an urgent deal. It is growing in terms of its concern
exponentially. Gramm-Leach-Bliley works. However, no institution
is immune. We have some of our biggest institutions that have
been breached. The best in the world, the NSA, by everybody, 10
out of 10 in terms of world-class capabilities in this regard,
breached by an insider threat.

So there is much more work to be done on all fronts. And we are
the best of class. Financial services gets breached from time. We
manage it. People get their money back. It is convenient. But the
other sectors that don’t have these kind of standards and capabili-
ties need to up their game, and you can help lead that effort.

Chairman HENSARLING. Mr. Oxman, you, in your testimony, I
think, were lauding the elements of the legislation by Mr. Neuge-
bauer and Mr. Carney, about preemption and national standards.
It seems to be an open question in Ms. Moy’s mind regarding pre-
emption and perhaps national standards. So why do you consider
preemption and national standards to be so important?

Mr. OXMAN. Mr. Chairman, as a number of witnesses noted, we
all share an interest in ensuring that consumers and merchants
are protected. But when something does go wrong, we also need to
make sure that we get the word out as quickly and efficiently as
possible and make sure those protections that are available under
law kick in.



16

The reason consumers use electronic payments is because they
are 100 percent protected against any liability for fraud, but we
still need to get information out to them.

There are 47 different regimes that companies have to subscribe
to. And it is not just the payments industry; it is every company
in the country that has to subscribe to these 47 different regimes.
They all appoint different time, place, and manner for the notifica-
tion. They all have different triggers for what kind of notification
has to take place.

Some of them are even contradictory. There is one State that ac-
tually requires the breach notification to include detailed informa-
tion about the breach itself. There is another State that makes it
illegal to include any information about the breach itself. So, in
some cases, they are contradictory.

If we had a uniform national standard, it would allow everyone
in the ecosystem to work together toward the same goal, which is
to provide that reasonable notice that needs to be provided as
quickly as possible.

Chairman HENSARLING. In my remaining time, Governor
Pawlenty, back to you. Our colleagues on the Energy and Com-
merce Committee have reported a piece of legislation with regard
to a national breach notification law that only impacts retailers.
Should this committee not act, from your vantage point, what does
the world look like if that Energy and Commerce bill becomes law?

Mr. PAWLENTY. Mr. Chairman, I know time is short. Don’t let the
perfect get in the way of the good. We would like to have these
standards apply across-the-board, otherwise, their effect is diluted.

We can be really good, but if our partner in payments has a
flawed, outdated, weak system at a point of sale or in a back room
at, say, fill-in-the-blank retailer or a different sector, the whole
chain of events gets compromised.

So it is only as good as the whole chain. And if you just do one
piece, you are missing a very important part or opportunity to up
the game of the whole system. It is an ecosystem. It has to be ad-
dressed holistically, or the whole system is compromised.

Chairman HENSARLING. My time has expired.

The Chair now recognizes the ranking member for 5 minutes.

Ms. WATERS. Thank you very much, Mr. Chairman.

First, I would like to thank Mr. Carney and Mr. Neugebauer for
the work that they have done on this legislation.

I believe that both sides of the aisle are concerned about getting
a strong piece of legislation that will protect our consumers. This
is a bipartisan issue, and we should not spend a lot of time fighting
about some aspects of this initiative, but, rather, we should work
out whatever the differences may be.

From what I understand, there are those who believe that the
Federal law should be a floor rather than a ceiling. And there are
those who believe that, where you have States who have stronger
laws, we should not preempt those States.

As I understand it, despite the fact that we have varying laws
in our States now, they all have similarities. And so, rather than
thinking about this as States with such different laws that would
somehow cause great complications, let’s think about this in terms
of the fact that we want our State attorneys general to be involved.
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We want them to be involved in enforcement. I think that is very
important.

So let us take a look at what I think is the biggest obstacle to
us getting the best legislation and deal with the preemption ques-
tion and think about States like California.

Ms. Moy, can you tell us, for example, in my State of California,
what are we doing with the cybersecurity? And is that stronger
than what is being proposed here now?

Ms. Moy. Sure. Yes. Thank you.

That is a good question and a good place to start because Cali-
fornia passed the first breach notification law years ago and has
really been a leader in this area. So thank you for your work on
that.

For one thing, California recently passed a law to include log-in
and password for account authenticators, so not just for financial
accounts but for other types of accounts as well. For example, my
email account, if my log-in and my password were breached, I
would get a notification, which I certainly would want to, because
there is a lot of information in there that, while it may not lead
to financial harm, could lead, certainly, to emotional harm if that
information were breached and if it were misused.

California also has a reasonable security standard, much like the
Federal standard right now, but California does enforce that stand-
ard and has had a number of cases over the past few years and,
along with that, has some very rich guidance for businesses at-
tempting to comply with the reasonable security standard.

So one thing that I think California is also very strong on is the
type of guidance that the State AG’s office provides to the con-
sumers and the way that the State AG’s office interacts with con-
sumers and businesses to provide that important guidance.

Ms. WATERS. Thank you very much.

I am sure that none of us would want to interfere with States’
abilities to have the strongest possible laws for cybersecurity.

And so, Ms. Moy, don’t you think that perhaps the Federal law
should be a floor and that we should certainly allow States that
have tougher laws to be able to enforce those laws? And that would
require the attorneys general to be involved. Do you think that is
the best way to approach this?

Ms. Moy. I do think from the consumers’ perspective, that would
provide the strongest protection.

And you had mentioned previously that there is a discernible
pattern among the various States’ laws. I think that is the case.
When you look at the various breach notification laws of the States,
most of them cover a core of common information and have very
similar requirements in terms of what ought to be provided in the
notification, when the State AG and the consumer reporting agen-
cies ought to be notified.

And then, in addition to that, some States have added on to that.
And so that is where, for example, you see States like Texas and
Wyoming and just this year Hawaii and Montana have added med-
ical information to the class of protected information in order to ex-
tend protection to categories where they see a developing threat
that must be addressed.
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Ms. WATERS. So we certainly would not want Texas to be pre-
empted, with the good law that they have, particularly as it relates
to medical information, would we, Ms. Moy?

Ms. Mov. I do think that it is important not to preempt the pro-
tection for pieces of information like medical information in, includ-
ing other States, the very State of the chairman, Texas.

Ms. WATERS. Thank you very much.

And I yield back.

Chairman HENSARLING. The Chair understood the subtle point.

The Chair now recognizes another gentleman from Texas, the
chairman of our Financial Institutions Subcommittee, Mr. Neuge-
bauer, for 5 minutes.

Mr. NEUGEBAUER. Thank you, Mr. Chairman.

I would note that if you let the Federal standard be the floor and
all the States then have an opportunity to start one-upping each
other, then basically we are right back where we are now, and it
defeats the purpose of having a Federal standard.

Mr. Dodge, in reading your testimony last night on our proposed
data security legislation, there is actually a lot that I think you and
I agree on. I am hoping that maybe today we can discuss some of
the provisions where we maybe have a little bit of a difference of
opinion, in hopes that we could have a better understanding of
where everybody is on this issue.

On page 7 of your testimony, you state, “Retailers support a care-
fully calibrated, reasonable data security standard.”

Under H.R. 2205, Mr. Carney and I laid out a data security
standard that is process-specific and based on certain key elements
of data security programs that have worked well under Gramm-
Leach-Bliley. To ensure the smaller retailers are not unduly bur-
dened, we calibrate the standard to match the size, scope, and type
of information that those entities hold. Where there are some proc-
ess requirements that don’t apply to you, you don’t have to nec-
essarily implement them.

So the question is, can you identify the specific processes we
have laid out that aren’t carefully calibrated and reasonable, in
your estimation?

Mr. DoDGE. Thank you for the question.

And I think, first, it is important that we are having this debate
about proper national data security standards to help businesses
address this growing and sophisticated threat.

It is the perspective of retailers that the Gramm-Leach-Bliley
Act, which is the baseline for the legislation you introduced, espe-
cially the data security standards within it, were expressly written
for the financial services community. The industries are very dif-
ferent. Anybody who has ever filled out a mortgage understands
that the information that a bank holds is very different from that
of a retailer.

If we were to pursue legislation that replicated the—or
shoehorned the Gramm-Leach-Bliley Act to apply to the rest of the
business community, we would be applying this law to industries
beyond the retail industry, of course, well beyond us, into high-
tech, Internet, app makers big and small.

And so we think that the history of enforcement through the
Federal Trade Commission provides a good standard that is very
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clear and strong for businesses to adapt to, to meet today’s chal-
lenges, and it evolves for the future.

We don’t think that you can regulate your way to security, that
we need to employ layers of security. We need to start with the
baseline that we believe is a strong standard and embolden the
Federal Trade Commission to enforce these standards and then
look at other ways for us to work together, including strengthening
the payments system by advancing the security that is in that sys-
tem today.

Mr. NEUGEBAUER. Now, you mentioned, I think, 50 FTC enforce-
ment actions since 2001. That would be 3.1 a year. And so, if you
believe that the FTC is your enforcement agency, do you support
giving the FTC rulemaking authority to make a uniform standard?

Mr. DODGE. The FTC has enforced these cases under the Unfair
and Deceptive Practices Act or Section 5 of the FTC Act. We think
that giving them the express authority from Congress is the right
way to go about it, and it would preserve that flexibility that they
needed in order to adapt to the threats as they changed over time.

Mr. NEUGEBAUER. Yes. The question is, would you support them
then promulgating standards that make sure that the playing field
is level and that you are doing the things that are specifically nec-
essary in your industry to have a uniform standard?

Mr. DoDGE. We wouldn’t support rulemaking, because we think
that is the purpose of passing a law. We think Congress has the
privilege of defining the law and then leave it to the agency to
adapt it over time. They have the flexibility under current law—

Mr. NEUGEBAUER. Isn’t that what we are trying to do, then? Con-
gress is trying to pass a uniform standard—

Mr. DoDGE. Exactly. And we believe that providing the FTC the
authority to enforce data security laws based on the case law today,
the common law based on the 50 cases, would provide businesses
not only with the clarity that they need on what the expectations
are of government but the flexibility for the enforcement agency—
in this case, the FTC—to evolve over time to meet new threats.

Mr. NEUGEBAUER. So do your members take steps to protect con-
sumers’ data?

Mr. DODGE. Absolutely. There is no more important relationship
in the retail business than that which they build and maintain
with their customers. And obviously a breach, a data breach, would
be a breach of trust with those consumers. They work extremely
hard to prevent data breaches.

Mr. NEUGEBAUER. So, if they are already doing it, what is the ob-
jection, then, to just codifying that those are standards and they
are reasonable and they should be applied across the industry?

Mr. DODGE. You are speaking specifically about a law that was
written for the financial services community.

Mr. NEUGEBAUER. I am talking about the law written for—I am
talking about my bill.

Mr. DoDGE. Right. So , which you would be expanding under
your legislation, expanding Gramm-Leach-Bliley to the rest of the
business community. What we are saying is that we should stick
within the current regulatory structure that has the Federal Trade
Commission as the regulator for most industries, and Gramm-
Leach-Bliley can remain for the financial services community.



20

Mr. NEUGEBAUER. Yes. We took principles from that, but this
isn’t a Gramm-Leach-Bliley rewrite. This is a uniform national
Federal standard.

Chairman HENSARLING. The time of the gentleman has expired.

The Chair now recognizes the gentleman from Delaware, Mr.
Carney.

Mr. CARNEY. Thank you, Mr. Chairman, and thank you to the
panelists for coming today.

I would like to talk a little bit about this preemption issue be-
cause I know it is a concern for many of the members, and we have
worked hard to try to address it.

I said in my opening comments that the preemption provision in
our bill should not have unintended consequences outside the
issues covered in the bill. So we don’t believe that it affects the
medical debt issue which was raised a moment ago with respect to
California. We would certainly be willing to make that plain.

Ms. Moy, I thought I heard you say that 50 different standards
is not the answer. Is that what you said, or did I mishear your
comments?

Ms. Moy. What I have said is that I think that the best for con-
sumers would be to create a floor not a ceiling so that States can
continue to—

Mr. CARNEY. So set a national standard and then allow States
to—

Ms. Moy. Allow States to protect additional categories of infor-
mation. For example—

Mr. CARNEY. Right. So my understanding is that 13 States cur-
rently have data breach notification and standards like this, and
that our legislation, our Federal legislation, would be better than
all of all of them, except maybe one, which is Massachusetts, and
I have been talking to some of my colleagues from Massachusetts.

Would you agree with that?

Ms. Moy. I think that Oregon also has a pretty good standard,
and I also think that there are elements of other State laws that
you might not consider specific data security lawsuits, but they do
have elements—

Mr. CARNEY. So a pretty high standard.

Ms. Moy. It is a pretty high standard, yes.

Mr. CARNEY. So that is the starting point for us.

How about the—there has been some discussion about the stand-
ard in Energy and Commerce. Would you say that is a high stand-
ard or a higher standard than what our bill would propose or—

Ms. Moy. That standard is a reasonableness standard that looks
more like what the Federal Trade Commission is currently doing.
And so I think the difference here is not only might be there be
a difference in what the language says in that bill, I think also, we
would be looking to the common law of the Federal Trade Commis-
sion and others to flesh out what the specific requirements are. But
it is also really important as we are thinking about how strong the
security standard is to think about who has the enforcement power
and who is actually going to be guiding the parties there because
if the Federal agencies are solely responsible for it, then even a
very strong standard might not provide a strong protection as a
general reasonableness standard that allows State AGs to continue



21

t(i work on a piecemeal basis with entities that are trying to com-
ply.

Mr. CARNEY. Okay. So you think that the standard in our bill is
a pretty good, pretty high standard in terms of a Federal standard,
but you believe that the States ought to have the flexibility to go
beyond that, notwithstanding some of the issues that might create
in terms of having different standards.

How about this enforcement question? Have you looked at our
bill in terms of the enforcement provisions in the bill, and how
would you suggest that they be improved, from your point of view?

Ms. Moy. I have looked at it, but unfortunately, I am not pre-
pared to provide a detailed response on the enforcement provision.
So I would be happy to respond in writing if you would prefer that,
but I do think that the key issue with respect to enforcement is
that I believe your bill would only facilitate enforcement by Federal
agencies, and, as I said, I really think—

Mr. CARNEY. You have said a number of times—I think what I
heard you say is that allowing the State AGs some kind of role
there would be an improvement, again, not having looked at the
details there. Not to put words in your mouth.

Ms. MovY. Yes. I believe that a very critical element here is that
we must have enforcement authority.

Mr. CARNEY. I explore these issues just because, as I said in my
opening statement, Mr. Neugebauer and I are willing to try to im-
prove the bill so that we can get a greater consensus around—we
believe, I think as you said, that a national standard is important
to have, and 50 different standards is not the way to go. It has to
be a high bar and one that is enforceable.

Would any of the other panelists like to comment on the con-
versation that we have just had about preemption, about the stand-
ard and the enforceability of that standard?

Mr. OxMAN. If T could, Congressman Carney, I think the bill on
a bipartisan basis really takes on this issue in the right way, and
that is to recognize that the act of legislating to unify 47 disparate
State regimes with a Federal regime that is not preemptive would
merely be adding a 48th regime and wouldn’t serve the purposes
that the legislation seeks to undertake, which is to protect con-
sumers’ financial information. And, from ETA’s perspective, the bill
takes the right approach to ensure that the Federal regime is oper-
ative and is not interfered with.

Mr. CARNEY. And everybody agrees that we need a higher stand-
ard and kind of one standard across the country?

Mr. DoDGE. We fully agree that there should be a national stand-
ard. We think that the States deserve a tremendous amount of
credit for having acted in a place where the Federal Government
has not yet. And that is why we believe that, as a broad concept,
preemption—a strong law should offer State preemption and, as a
broad concept, State AGs should have the ability to play a role in
the enforcement of it.

Mr. CARNEY. I see I am out of time.

Thank you, Mr. Chairman.

Chairman HENSARLING. The time of the gentleman has expired.

The Chair now recognizes the gentleman from New Jersey, Mr.
Garrett, chairman of our Capital Markets Subcommittee.
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Mr. GARRETT. Thank you, Mr. Chairman.

Thank you for holding this hearing on an issue that really hits
home for a lot of folks.

Let me just start—I also have a couple of questions—with the ba-
sics, if I can.

And, Governor, I will throw it to you.

When there is a breach or if someone does steal your card and
they go to a retailer and buy a TV, who actually is responsible for
that? Does Target have to pay the bill for that? Is it the bank or
is it the Visa or MasterCard or Discover that is paying for that?

Mr. PAWLENTY. Congressman Garrett, the answer is a little com-
plicated, but the oversimplified version is that—

Mr. GARRETT. That is what I am looking for, the oversimplified
version.

Mr. PAWLENTY. The consumer is made whole, and the issuing
bank is the one who makes them whole.

However, there is a secondary process managed and run by con-
tract between the payment networks and various players in the
payment system that gets resolved through a, shall we say, con-
tractual process between Visa and MasterCard retailers, merchant
acquirers, the issuer—people take issue with how that all works
from time to time, but that is how it gets sorted out after the fact.

Mr. GARRETT. Oh. Okay. Does anybody else want to give an
over—

Mr. DoDGE. I would just add to that, yes, it is obviously—the
merchant ultimately pays for fraud in the wake of a data breach,
should the data breach have occurred at a retailer. They also pay
a variety of fees. There are three real fees that they pay in total.
The first one is on every transaction ever processed. It is an inter-
change fee. A component of it is a prepayment of fraud or prepay-
ment of the data breach should one ever occur. And then post-
breach there is a fee associated with reissuing the cards and—

Mr. GARRETT. Right. So that is where the banks actually end up
having to pay the 15 bucks or whatever it is to actually pay to send
me a new card every so often.

Mr. DODGE. But the merchant reimburses for those fees based on
a_

Mr. GARRETT. Really? Because I hear different stories on that.

Mr. DODGE. Yes. I have included a schedule of that repayment
in my written testimony.

Mr. GARRETT. I will look it up.

So, I just got one of these cards that have the little chip on it.
And, also, just to be clear on this, putting this chip on the card may
help to some degree as far as the lost card or the stolen card and
the data breach as far as going to the retailer, but as someone else
on the panel said, and I know it was in the testimony, this chip
does absolutely nothing with regard to when they steal that infor-
mation and they use it online. Is that correct?

Mr. DODGE. I think it is important to note, the chip—the tech-
nology that is available in the United States today, predominantly
the magnetic stripe, is 1960’s-era technology. Europe introduced
something called chip and PIN technology more than a decade ago.
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Mr. GARRETT. Right. And, in Europe, my understanding is that
you saw an uptick of the data breaches not on—at the store any-
more or the retailer anymore but now online. Is that correct?

Mr. DODGE. That is true. In fact, fraud moved in two directions
when chip and PIN went into place in Europe. It moved online, and
it moved to the United States because suddenly the United States
had the weakest security in the world. It still does today.

When chip-only goes into effect later this year, the United States
will still have the weakest card technology in the world.

Mr. GARRETT. Right. And somebody said—and maybe down here.
You said that all—we can’t solve all this stuff, and putting—so the
bottom line is, doing the chip is not going to solve it entirely, but
also to the point of what seems to be a lot of discussion in the bill
as well as far as the disclosure information that—as Ms. Moy is
talking about a lot and others as well—that doesn’t do anything
to—actually none of this—that doesn’t do anything to do as far as
preventing the fraud in the first place. That just tells me as a con-
sumer: You were robbed, and now this is who is going to pay for
it.

Mr. OxMAN. Yes. Congressman, if I could answer your specific
question about the chip, you are absolutely right. The chip in the
card prevents the card from being counterfeited.

Mr. GARRETT. Yes.

Mr. OxMAN. And that is today the number one source of card
fraud in the United States. It is about two-thirds of card fraud at
retail, but it does not address the online issue.

The online fraud issue is addressed by those other layers—

Mr. GARRETT. And really quick on this, because my time is run-
ning out a little faster than I want it to, the data that is on the
card when I use this chip and I put it through has my number
right on it. I hope nobody can see this. Does the retailer keep that
information?

Mr. DODGE. The retailer transacts that information—

Mr. GARRETT. Yes. So they have that information. So if somebody
now breaches in—

Mr. DODGE. But retailers are instituting—many have and all are
moving towards it to make sure that information—

Mr. GARRETT. So it is still a place that—it is still a target for,
not to use that company, but it is still a target for the hacker to
go into the—or any of them. Not—medical or whatever. The hos-
pital keeps that information too, I guess as a data source where
they will go, try to breach it, and they won’t be going to the retailer
to use it, but they will be doing it online. So it is still a target and
maybe even a larger target. Is that true now with the chip? Gosh,
my time is going quickly. Is it a larger target because of that well?

Mr. ORFEIL I think it is important that we recognize the chip
technology is really designed to button down the point of sale to de-
fend against counterfeit, lost, and stolen. It is but one critical layer
of security. There are other technologies that have been referenced
in testimony here today, such as point-to-point encryption and
tokenization, that will protect that data from the cyber breach you
are referencing, Congressman.

Mr. GARRETT. Okay.
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Ms. Moy. If I may just add a short comment in response to the
point about notification and—

Mr. GARRETT. Fine with me.

Chairman HENSARLING. Short.

Ms. Moy. Thank you. Thank you so much.

Yes, I just wanted to say I think that notification does actually
provide an important incentive for companies to keep information
more secure. I can’t remember actually whose written testimony it
was, but someone’s written testimony pointed out that companies
do suffer reputational harm as a result of reporting breaches. And
I also think it is important because that provides information to
consumers who are considering where to vote with their wallet, so
to speak, as they are determining which service to go with.

Mr. GARRETT. I get that. Thanks.

Chairman HENSARLING. The time of the gentleman has expired.

The Chair now recognizes the gentlelady from New York, the
ranking member of our Capital Markets Subcommittee, Mrs. Malo-
ney.

Mrs. MALONEY. Thank you, Mr. Chairman, and Ranking Member
Waters, for putting this hearing together. It is an incredibly impor-
tant issue because it affects everyone: consumers; government; re-
tailers; and financial institutions.

And I also want to commend Mr. Carney and Mr. Neugebauer for
putting forward a bill that would create a national data security
standard for all businesses that handle sensitive financial informa-
tion for consumers. And this bill would significantly strengthen the
data security procedures for businesses but in a way that is flexible
and can evolve as cyber threats change and evolve.

I am still concerned about the scope of the state of preemption
in the bill, and I want to keep working on the preemption and en-
forcement provisions, but I have signed on to this bill as a cospon-
sor because I think it is a serious good-faith effort to tackle what
is a critically important issue to our economy.

And, again, I would like to commend Mr. Neugebauer and Mr.
Carney for their hard work and leadership on this issue, and I look
forward to working with them, particularly in the enforcement pro-
visions in it.

My first question is to Governor Pawlenty. I would like to ask
you about the data security standards that Gramm-Leach-Bliley
put in place for the financial institutions. You mentioned they had
worked well in the financial institutions, but I also want to know,
have they proven to be overly burdensome for smaller banks and
credit unions?

Mr. PAWLENTY. Congresswoman Maloney, no. The standards
have been flexible, and I think Congressman Neugebauer and Con-
gressman Carney have done a good job in doing the same thing in
their bill, which is to say: Look, we are going to have standards,
but we are going to allow them to be scaled to the size and com-
plexity of the enterprise in question. I think that is a good model.

Mrs. MALONEY. In other words, they have worked well and not
been too burdensome for smaller financial instructions, and they
won’t be too burdensome for smaller retailers.

And I would also like to know your feelings about having a min-
imum or a floor standard. I know that California and Oregon have



25

a standard that is higher. I think it is important—you have to have
a floor. Do you think it should be a floor, or do you think it should
be a ceiling, and why?

Mr. PAWLENTY. Congresswoman, again, another great question,
and if—right now we have nothing—

Mrs. MALONEY. Right.

Mr. PAWLENTY. —in many sectors. So something is better than
nothing.

Mrs. MALONEY. Absolutely.

Mr. PAWLENTY. And so the floor would be progress, but a ceiling
if it is set high. I would just encourage you—in Minnesota, when
I was Governor, we passed what we thought were Nation-leading
data protection standards and notification standards. You wouldn’t
want a bill that undercuts the 13 or so States that have done this.
If you are going to set it, set it high. Set it aspirationally, and I
think that would be the best place to be, and it would serve the
country best. And think about the way that people place data cen-
ters, where they store data, how they store data. The fact that
there is going to be wide variance between States doesn’t sync with
how we know cyber commerce gets done.

Mrs. MALONEY. But as a Governor, you know how valuable the
creativity of the State system is to come out with solutions that—
and are adopted in this area. It seems to evolve every day with new
technologies, new ways to threaten consumers, and really the secu-
rity of our information.

I would like to ask Stephen Orfei, given your organization’s expe-
rience in establishing data security protocols and procedures, what
would you say are the most important aspects of a company’s data
security plan? In other words, what is the most important thing
that a company could do to protect their customers, to protect their
company against data breaches?

Mr. OrrEl. Thank you, Congresswoman, for that question. I
think what is most important is that the PCI standard is, in our
view, the best defense against cybercriminal attacks. It really be-
comes a question of vigilance and being methodical and disciplined
in your approach and looking at and paying special attention to the
fundamentals. Doing the blocking and tackling. Looking at the
physical and logical security. It is day in and day out. It needs to
be 24/7. It needs to be built into the DNA of an organization from
the CEO right down to the working level.

Mrs. MALONEY. Okay. Thank you.

And you mentioned in your testimony, Mr. Oxman, that you
thought that sharing information was so important, and can you
just expand on that, on what we need to do additionally in expand-
ing information in this area?

Mr. OxMAN. Thank you, Congresswoman Maloney. The issue is
companies are barred from sharing cyber threat information with
each other and, in some cases, even with the government. The
House fortunately passed a measure that we support that will
eliminate those impediments to that kind of important information
sharing. We support that legislation. We hope the Senate will move
forward on it. And we need to make sure that companies can, with-
out liability, share information with each other and the government
to prevent future threats.
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Mrs. MALONEY. Okay. Great. Thank you. My time has expired.
Thank you.

Chairman HENSARLING. The Chair now recognizes the gentleman
from Missouri, Mr. Luetkemeyer, chairman of our Housing and In-
surance Subcommittee.

Mr. LUETKEMEYER. Thank you, Mr. Chairman.

I am kind of curious—I want to approach this from a little bit
different angle this morning from the standpoint of, when we have
a data breach, whose fault is it? If there is somebody at all, there
is going to be some liability. It would seem to me—and my experi-
ence has been from the—of institutions I have been aware of, and
I appreciate the Governor’s description a minute ago of who winds
up paying the bill on this, but generally the banks wind up—or the
financial institution who issues the cards originally are the ones
that wind up footing most of the bill.

And it would seem to me to be that at some point, as a regulator,
I would think that you would go into a financial institution and see
a number of retailers, a Target line of credit, for instance, or any
other local line of credit—in our area, we had a supermarket that
issued debit cards. The information was accessed, and suddenly ev-
erybody in the whole area—whole region, actually, their informa-
tion was broached, and as a result, there was a tremendous cost
to the financial institutions. And it would seem to me that as a reg-
ulator, you would look at this as a liability exposure for the bank
from the standpoint of what you are going to have to incur by all
of these retailers not having adequate protections.

From Mr. Dodge’s perspective, it looks like—I would think that
the regulators would ask the financial institutions to force the re-
tail folks to have a policy in place, an insurance policy in place that
would protect them against a data breach so that the banks would
not be the fallback position for a data breach.

Governor, would you like to comment on that thought process?
Am I off on that?

Mr. PAWLENTY. I think you have connected the dots exactly cor-
rectly, Congressman, and I think on your last point about cyber in-
surance, that is an evolving area. There are some who think their
traditional insurance covers it. There are some disputes around
that. There is some uncertainty about how you underwrite it when
you can’t get your arms around the magnitude of it and what it
looks like in the future. So that is an evolving and developing
space, and one that is—

Mr. LUETKEMEYER. How do the standards fit into that situation?

Mr. PAWLENTY. The standards fit into that because I think if you
set standards, like the financial services sector has, on other sec-
tors and we get more resilient better systems as a result of that,
you decrease risk. You de-risk the system. That is good for finan-
cial institutions. It is good for the payment system. And, frankly,
it is good for everybody involved.

I will say to the chairman’s point on Energy and Commerce’s bill,
that is a bill that says, “Have reasonable standards.” We are going
to get a standard one way or the other in this country because ev-
erybody is suing everybody. And, over time, the courts are going to
develop a standard, and it is going to say, “Be reasonable.” And
that is a 10-year pathway. It is too slow, and it is too vague. Or
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you are going to have a bunch of States doing a hodgepodge of
standards, some of which will be great, and some of which will be
not so great. So Congress can play a really important role here
bringing this debate forward more quickly and at a more—a level
of rigor in the standard, and it will help.

Mr. LUETKEMEYER Mr. Dodge, would you like to comment on my
question?

Mr. DODGE. Yes. First, the suggestion that banks are not reim-
bursed in the wake of a data breach is simply not true. As we
talked about earlier, there are three major ways in which they pay,
and there are certainly more than just those three. But the first
is in the fees that they pay on every transaction. Then, after a
breach, through the contracts that they sign with the card net-
works, there is a formula for reimbursement which—

Mr. LUETKEMEYER. They still suffer a loss, Mr. Dodge. From a
business, I can tell you—

Mr. DODGE. But the issuing bank—the issue is—if the banks
have an issue with that, it is with their facilitator, which in this
case is Visa and MasterCard. Retailers sign those contracts, and if
there is a suggestion that there has been a violation of those con-
tracts, then there is certainly the legal avenue for resolving that.

Mr. LUETKEMEYER. Okay. My question, though, is with regards
to the exposure, liability exposure, that a bank would have with re-
gards to this situation. You have lots of retailers. And this seems
to be almost an epidemic. Every week you have another entity that
has been breached. If that is the case, pretty soon those institu-
tions are going to have a tremendous liability sitting there. And if
you have lots—if you do a lot of commercial lending to retailers, I
see that as a problem that is going to have to be fixed. And I would
assume that you would be supportive of the idea of having the re-
tailers purchase a liability policy of some sort that would protect
them as well as the institution against a breach.

Mr. DoODGE. As Governor Pawlenty said, the cybersecurity insur-
ance market is a new market, but many retailers are buying that
kind of insurance. There is no question about that. But the level
of standard—the suggestion that there are no standards on retail-
ers is belied by the fact that there were 50 cases, some of which
were retailers, but many were not, where strong enforcement was
brought down by the Federal Trade Commission, enforcement of
that includes not only substantial fines, but the prospects of con-
sent decrees that allow the Federal Trade Commission to take up
residence in the business for 20 years. So there are very, very
strong standards that retailers are bound by today.

Mr. LUETKEMEYER. I just have a few seconds left. Just one com-
ment: Mr. Orfei, I am disappointed that you gave everybody my
password to my computers.

But with that, I yield back. Thank you, sir.

Chairman HENSARLING. The gentleman yields back, and he bet-
ter put a fraud alert on all of his credit cards.

The Chair now recognizes the gentleman from California, Mr.
Sherman.

Mr. SHERMAN. Governor Pawlenty, I do weird things that cause
my credit card company to get very concerned, like I buy gasoline
in Los Angeles, and a day later, I buy gasoline in Washington. So,
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of course, their computers flip out. And you would think what they
would do is send me an email. But they don’t. They either call me,
usually at the worst possible time, or if they are too lazy to do that,
they freeze the account and force me to call them.

Is this entirely because they are not handling it right, or is there
something in our statutes that we could do to facilitate or prod
credit card companies to check with their cardholders by email
rather than by telephone?

Mr. PAWLENTY. Congressman, great question. I have had some
interesting experience with cards myself personally. So—

Mr. SHERMAN. You engage in similar unusual activity?

Mr. PAWLENTY. I am not admitting to unusual activity, sir, but
anyhow, as to—

Mr. SHERMAN. Another guy—we have another guy going to Iowa.

Mr. PAWLENTY. I think the concern that you raise is a good one,
but it is being addressed in realtime by technology. The controls
that you can now set on many cards—and it is advancing by the
day and the month—are getting really good. So, for example, on
one card that I have, I can get a text or email alert if it goes over
a certain amount, any transaction. I can get a text or email alert
if it goes over a certain number of transactions per month. I can
get a text or email alert if it goes over a certain amount. And soon,
I think, I am going to be able to get an alert if—

Mr. SHERMAN. I am not looking for more alerts. I am simply look-
ing for them to contact me by email rather than by phone, rather
than by freezing my account without telling me about it.

Mr. PAWLENTY. The short answer is, I think if you can’t, many
cards already do or will soon offer you the chance to be in the driv-
er’s seat as to exactly how you want to get that message.

Mr. SHERMAN. I am sure your members are aware of email—we
are here talking about how to upgrade to technology, and I am hop-
ing that email is—

Mr. PAWLENTY. If you can’t, I can recommend a card that—we
will get it to you.

Mr. SHERMAN. Yes, but not with the United Airlines miles.

Basic economic theory is that you apply liability against the enti-
ty that should be investing in safety measures so that you get that
entity to spend the appropriate amount of money on safety meas-
ures.

Retailers ought to be spending more on safety to protect con-
sumers and to protect the entire business system from the extraor-
dinary costs that happen every time somebody hacks into one of
these accounts. But retailers face no liability except the
reputational liability, which Ms. Moy referenced.

But then we have these lesser known data breaches where the
media doesn’t know or barely reports to the general public some of
the data breaches.

Is it problematic that consumers at some stores may have their
data hacked, but they never hear about it? And does this mean
that the merchant that has mishandled the data faces no liability
and no reputational risk?

Ms. Moy, in order to have that reputational risk, do we have to
do more to make sure that every data breach is known by the pub-
lic?
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Ms. Moy. Yes, I think we do. And I think that there are a couple
of ways to do that. And one is to make sure, as I mentioned mul-
tiple times, that the bill is written in such a way that it covers
classes of information that entities may hold that consumers con-
sider personal but they would want to be notified about but cur-
rently might not be notified about. So, for example, email address
and password. That is one that a lot of retailers hold. It is one that
could be breached. If my email address and my password are
breached, I would certainly like to know about it.

And another thing that could be done is, again—sorry to be a
broken record—but providing State AGs with the authority to en-
force is really important because they will help work to make sure
that these breaches are notified. And, in particular, many States
have a threshold for notification of State AGs and for consumer re-
porting agencies that is much lower than what we have in a lot of
Federal legislations. And in a lot of the Federal bills that we have
seen proposed, the threshold would be 10,000 affected consumers.
Many States have a threshold of 1,000, for example.

I believe that just a couple of months ago, the Massachusetts
State AG’s office appeared at another hearing on breach notifica-
tion and data security and they said that the average breach—the
size of the average breach was about 74 consumers. So it is really
important that we have State AGs working to ensure that con-
sumers are notified.

Mr. DoDGE. Congressman, if I could just jump in on that?

Mr. SHERMAN. Yes, and I will add another question and let you
jump in on both.

We are proposing Federal legislation. Is the work of the State
AGs and the States enough to prod retailers to spend enough on
safety?

Mr. DODGE. So, to your question about liability, retailers face
considerable liability. Obviously, there is reputational harm. You
cited that. But under the enforcement available through the FTC’s
current authority and what we have endorsed for stronger author-
ity and at the State level, there is enforcement liability and the
prospects of consent decrees that could take—allow the FTC to take
up residence in a business for 20 years.

Mr. SHERMAN. I will see if the Governor can just chime in.

Do the retailers face enough reputational and financial liability
to spend enough on safety, or do we need to do more?

Mr. PAWLENTY. Congressman, I would respond with a rhetorical
question. How is the current system working? Not so good.

Mr. DODGE. The Verizon report, which is the gold standard for
reporting on data breaches, says there were 2,100 breaches last
year: 277 were financial institutions; 166 were merchants. There
were 1,000 times more merchants. So the standards that are ap-
plied to the financial industry are not perfect.

Chairman HENSARLING. The time of the gentleman has expired.

The Chair now recognizes the gentleman from Michigan, Mr.
Huizenga, chairman of our Monetary Policy and Trade Sub-
committee.

Mr. HUIZENGA. Thank you, Mr. Chairman.

And I appreciate the opportunity to spend a little time with you
all.
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Mr. Orfei, while we are on the breaches, I would be remiss not
to say that Mr. Garrett’s credit card has now purchased at least
three things online and is available widely on a Russian Web site.

But, in all seriousness, that is the concern all of us have. Right?
When we are calling in somewhere or buying something online in
the very transient kind of economy that we have, I think we all
have a legitimate and serious concern.

But I am curious, Mr. Orfei, from your perspective, have you
evaluated how many breached companies are in compliance with
your PCI standards at the time of their breach? Or have they had
those standards, and then it has caused them to take action? Or
did they have them already, and they still were breached?

Mr. ORFELI. What I would reference is the Verizon report, which
is an objective third party that looks at the data for breaches for
the past 10 years. And the findings—there are two significant data
points that I would give you, Congressman. One is that 99.9 per-
cent of the breaches that have occurred were preventable and cov-
ered by the PCI standard.

The second point is that I think that the PCI standard has done
a very effective job, and there hasn’t been one single compromise
where the merchant or the entity was found in compliance.

Mr. HUIZENGA. Okay. I am a former State legislator as well, and,
Governor, it is good to see you again.

And I, like you, had those situations where we were sitting in the
State capitals saying, “What in the world is Washington trying to
do to us now?” Yet, at the same time, I understand when you have
States doing various actions and not coordinating, and oftentimes
that is somebody like the Council of State Governments and ALEC
and other organizations like that are trying to get States to har-
monize oftentimes.

But what I am struggling with on this—and, Ms. Moy, you had
mentioned this earlier, as did my friend, Mr. Neugebauer—is how
is setting a national floor but then allowing States to maintain a
patchwork of other requirements different than what we have now?
And I think maybe it was you, Mr. Oxman, who said we would go
from 47 regimes to 48. So help me out, somebody, with what we
do on this. I would love to hear from Governor Pawlenty.

Mr. PAWLENTY. Congressman, I would think about this—I am a
big fan of the 10th Amendment. I am a big fan of States’ rights.
I am a big fan of laboratories of democracy for public policy at the
State level. I believe in all of that profoundly. But I have come to
think of this issue as a threat to the national security and critical
infrastructure of the United States of America, not just in the pay-
ment space but in the ability to do most of what we do. And so I
think it rises to the level of being worthy of being viewed in that
light and setting the table nationally because it does threaten our
ability to function. It presents, taken to any sort of reasonable ex-
tension, an existential threat to our economy and to our Nation’s
security. And I could walk you through the scenarios, and they
don’t take a lot of imagination. But I think if you view it in that
light, it rationalizes an aggressive and muscular Federal involve-
ment.
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Mr. HUIZENGA. And that is where I struggle as well, and we can
have a constitutional debate later, whether this is part of a com-
merce clause or how this is affected.

But, Ms. Moy, I don’t know—quickly. Briefly.

Ms. Moy. Thank you. Thank you so much. Yes. So just to repeat
again, I think most States certainly with breach notification, there
is a common core of elements that we see across the various—
across the 47 plus, I think, three territories, laws. And then there
are some additional elements above that. But I do think that it is
really important. For example, I believe in your own State, there
is a harm trigger for the breach notification law that is broader
than just applying to financial harm. It is really important that we
take that into account, as Governor Pawlenty has said. If we are
going to set a preemptive Federal standard, let’s set it high. Let’s
not reduce protections like those in your own for consumers who
are benefitting from that.

Mr. HUIZENGA. And I would agree. I think it would have to be
high. And somebody help me out on what—as Mr. Sherman had
said, he doesn’t want more notifications. Now, I am a little con-
fused as to how, if you have an email breach, are they supposed
to notify you through email if that has been breached? But what
of this “cry wolf” overnotification, is that a real concern?

Mr. DoDGE. Congressman, we think that it is. We think it is im-
portant and on—I align myself with the most recent points made
by the Governor. We agree entirely on this. We think it is impor-
tant that consumers be able to get information quickly and infor-
mation that they can take action on in order to protect themselves
from financial harm.

A standard beyond the financial harm would subject customers
to repeat notifications. And the worst case scenario is the customer
would stop paying attention to those notifications and not take ac-
tion to protect himself or herself in the wake of something that
could put them at risk.

Ms. Moy. If I may just add a brief point about that, which is that
I think in order to determine the answer to that, we should really
look to the State AGs, who have a ton of contact with consumers
who are suffering from breaches. And in the words of Illinois attor-
ney general, State AG—I'm sorry—Illinois Attorney General Lisa
Madigan, “Consumers may be fatigued over data breaches, but they
are not asking to be less informed about them.”

Chairman HENSARLING. The time of the gentleman has expired.

The Chair now recognizes the gentleman from Massachusetts,
Mr. Capuano.

Mr. CAPUANO. Thank you, Mr. Chairman.

I can barely see you guys. They kind of moved everybody apart,
but we will try to communicate.

Mr. Chairman, I would like to submit a letter from the Massa-
chusetts Attorney General for the record.

Chairman HENSARLING. Without objection, it is so ordered.

Mr. CAPUANO. Thank you, Mr. Chairman.

Did anybody at this table think that 5 or 10 years from now the
data security—the issues and the challenges you face will be the
exact same that you face today? Does anybody believe that to be
true?
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Mr. OxMAN. Technology is changing so quickly, Congressman, I
think it is highly unlikely that the issues will be exactly the same.

Ms. Moy. Yes. I think it is highly unlikely. I mention in my writ-
ten testimony the example of several apps that now exist that
allow you to photograph your physical keys to your house and your
car—

Mr. CapuANO. That is great. Well, thank you. I don’t think so ei-
ther, but then, again, I don’t know much about technology. I strug-
gle with a cell phone. And that is life.

But the one thing I do know is that something is going to be
changing, and I guess I raise the issue because to advocate for a
congressional solution with no ability to change a year, or 2, 3, or
4 years from now when the problems change except to come back
to Congress, you are sitting here today because the Congress is last
to the issue. States are first to the issue, like in most issues. The
Federal Government is oftentimes the last one to the fight because
we are the biggest; we are the most diverse; and that is the way
it has always been. And yet you are advocating for a situation that
we have one great—let’s assume it is a fantastic law that has no
ability to be upgraded through regulation, which is why we have
regulatory bodies, because they can act quicker than us, except to
come back to us and ask us to do this all over again, which in and
of itself, to me, is the main problem here.

But the other issue I ask, do—I don’t know where any of you
live, but I am going to presume that since I think you are all part
of associations and like that you must live in the general Wash-
ington area, at least have an apartment here. Do you think that
the Federal Government, the EPA, should tell the State of Mary-
land that they have to have only Federal standards on their drink-
ing water, that the State of Maryland would then be totally pre-
empted from saying, “No, no, no, we like a little less arsenic in our
drinking water than the Federal Government requires, and, there-
fore, we would like to do it?” Do you think that the State of Mary-
land should be told, “Sorry, you can’t do that?”

Mr. OXMAN. Congressman, I spent 7 years in the great Common-
wealth of Massachusetts. I had the pleasure of living there for a
long time, and I think you raise a very important question, and
that is, how can we bring uniformity to an issue that has nation-
wide implications, and indeed international implications when we
are talking about cybercrime without interfering with the power of
the Commonwealth of Massachusetts?

Mr. CAPUANO. Not just the power, the responsibility, as I look at
it. I actually like the idea. I am very happy that we are talking
about Federal standards. I have gotten in trouble on a regular
basis because what the heck, I am a liberal Democrat. I am all for
Federal regulation. My friends over they, they know it. I would reg-
ulate everything. Don’t worry about it. But then again, I didn’t
know that some of my friends on the other side apparently want
to join the Socialist Party. They are welcome to; Bernie Sanders
has cards and you can sign up.

That is my problem. I don’t have any problems. I love the idea
of creating Federal standards and a Federal floor, but I like two
other things: I like flexibility in that because, let’s be honest, most
Members of Congress are not technologically capable. I know some
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guys here, but every one of us fumbles with our cell phones. I call
my staff all the time. I kick the damn things. I drop them. This
one was broken 7 times because I threw it. And I know none of you
have done that because you are technologically capable. We need
flexibility. We need the ability to move quickly because whatever
the threat is today is going to change tomorrow. That is the only
thing I know.

Mr. OxmaN. That is right. And, Congressman, I would submit
that ETA, on behalf of the payments industry, supports the ap-
proach that Chairman Neugebauer and Mr. Carney have taken in
this bill because it has the exact flexibility you are—

Mr. CapuaNoO. That is critical.

Mr. OXMAN. It doesn’t dictate any technical standards. And, in
fact, it makes very clear that it is not up to the Federal Govern-
ment to dictate how we protect data security, but it is a require-
ment of the Federal Government that security be implemented.

Mr. CAPUANO. And we also have to have somebody who knows
what they are talking about, not necessarily the United States
Congress, number one. And, number two, I really don’t see why you
would want to take away the ability of the States to be more flexi-
ble than anybody else. Holding to a minimum standard? Absolutely
totally agree. And, again, we have the same issue on everything
that we do. Every financial issue we deal with, we deal with this
issue. How much of a Federal standard, including, we deal with in-
surance every day. Insurance is totally regulated at the State level,
and every time we come close to even thinking about the Federal
involvement, everybody gets all worked up because the States do
it. And I strongly suggest the concept is right. The approach needs
to be significantly changed on those two issues, to provide flexi-
bility, number one, and to maintain the States’ ability to deal with
it as they see fit. Thank you.

Mr. NEUGEBAUER [presiding]. I thank the gentleman.

And now the gentleman from Wisconsin, Mr. Duffy, the chairman
of our Oversight Subcommittee, is recognized for 5 minutes.

Mr. DUFFy. Thank you, Mr. Chairman, and it nice to see that we
are making news today with Mr. Capuano endorsing Bernie over
Hillary, my good friend. Also great visuals of you throwing your flip
phone around the Capitol.

As Mr. Huizenga said, he was a State legislator. I was not, Gov-
ernor, but I was a former hockey player like yourself.

Do you agree with Mr. Dodge that the banks don’t pay any fees
v&ihen there is a data breach? I haven’t heard you respond to that
claim.

Mr. PAWLENTY. Congressman Duffy, the banks—again, the sys-
tem of how this all gets sorted out is complicated, but it is certainly
true that the issuing banks pay in all sorts of ways if there is a
breach, including the cost of reissuing the cards, subject to possible
partial reimbursement in the future, as well as making the con-
sumer whole through a complicated series of transactions. So—

Mr. DuFFry. Okay. And just to be clear, does the whole panel sup-
port Federal preemption? Does anyone disagree with that concept?
I think I have heard everyone say they agree.

Ms. Moy. Only if it is a high standard that preserves protections
for consumers.
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Mr. OxMAN. We support it.

Mr. Durry. Okay. So, quickly, just so I understand, talking about
when the card is present, what percentage of the fraud comes from
a fraudster who steals data and reproduces cards and makes pur-
chases as opposed to the guy who had his wallet lifted, and some-
one goes in and uses actually the cards—

Mr. PAWLENTY. The majority of it—excuse me, Congressman. The
majority of it is people scraping cards and using counterfeit cards.
And the people who do the lost and stolen, some of that happens,
butﬁi‘shat 1s the minority of the transactions, not counting the online
stuff.

Mr. DUFFY. So when we talk of chip versus chip and PIN, if we
just at least get to chip, we are going to address a vast majority
of the fraud that is talking place right now when the card is
present. Is that fair to say?

Mr. DODGE. I would say in a static world, it would have an effect.
But we don’t live in a static world. The reality is that there is a
single line of defense between the fraudsters and their ability to
commit fraud. In this case, it would be chip. And they will focus
all of their energy on breaking that. We have seen examples where
they have done it already, and we have simply argued that one of
the baseline tactics of cyber hygiene is two factor authentication.
We should require that at the point of sale as well.

Mr. DUFFY. But by you saying that, are we going to see more
pocket thieves out there?

Mr. DoDGE. No, no, no. I am saying that fraudsters will develop
new and innovative ways to crack the chip and commit fraud.

Mr. DUFFy. Is that happening—

Mr. OrRFEI. Congressman Duffy, if I may—

Mr. DUFFY. You may.

Mr. ORFEIL. —the chip will defend against counterfeit, lost, and
stolen at the point of sale. It will button down the point of sale at
physical environment. Once that environment is secured, fraud will
then move to the card-not-present environment. It is what we ob-
served in the Asia-Pacific and European theaters who have had
chip technology. Now, the chip technology is—you cannot clone it.
So what we will see is, it will migrate.

Mr. DUFFY. So how far away are we from tokenization for online
purchases?

Mr. ORFEIL Tokenization is a technology that has been around for
10 years. And now the acquiring community and technology vend-
ers and the price points have come down. So point-to-point
encryption coupled with tokenization coupled with EMV at the
point of sale is how we get to devaluing the data so that it is use-
less.

Mr. DUFFY. So if the card-not-present online purchases, the tech-
nology is there but just not implemented yet to secure—

Mr. PAWLENTY. Apple Pay has a—what I call an early stage
version of—I don’t want to say primitive—but early stage version
of tokenization, and it has had some other breach issues, but it is
kind of the first—one of the first kind of tokenization platforms to
come to market.

Mr. DurFy. I just want to be clear. So, when we have a chip,
does a retailer—are they able to maintain data about the card in
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their database if you just have a chip card as opposed to a mag-
netic strip?

Mr. ORFEIL Again, Congressman, the chip is just going to work
at the point of sale. How that merchant stores data—

Mr. DUFFY. But can they store—so what my question is—listen.
We have heard about all the retailers who have had data breaches.
If we migrate to the exclusive use of chips, does that mean that re-
tailers are no longer keeping personal consumer data in their data-
bases, which means—

Mr. ORFEI No. No, sir.

Mr. DUFFY. —they are not at risk to have breaches any longer?

Mr. OrRFEL No. Again, it is just taking off the threat at the point
of sale. So it is a critical layer, but it is not a silver bullet.

Mr. DUFFY. But on the back end, retailers still keep informa-
tion—

Mr. ORFEL On the back end, the information could be replaced,
though, by tokenization, could be protected by point-to-point—

Mr. DUFFY. Do you have recommendations on how long retailers
are recommended to keep financial information about consumers?
How long should a retailer keep that information?

Mr. ORFEL It is really not necessary to keep that information.

Mr. DUFFY. So—

Mr. DoDGE. Congressman, if I could just jump in.

Mr. DUFFY. Sure.

Mr. DODGE. A couple of things. First, many retailers have insti-
tuted encryption for that information when it comes in so that if
it ever was acquired, it would be in a format where it would be use-
less to a criminal. Further, they have no desire to keep information
they don’t need nor to keep information—

Mr. DUFFY. But do they need any information, is my question?
Could retailers, after 30 days, wipe those databases clean so you
don’t have 6 months of consumer data or a year of consumer data;
you might only have 15 days or 30 days of consumer data? Isn’t
that really one of the risks that we have with so much data being
collected and stored, not just from the government, but from retail-
ers?

Mr. DODGE. The information that retailers collect is designed to
allow them to provide the concierge-type services that they want.
Consumers generally want receipt-less returns. So there is an ele-
ment of information that consumers have voluntarily said: We
want to be able to—you have this information so that we can do
these—

Mr. DuFrFY. I don’t know that I have ever been asked to volun-
teer to enter into one of the concierge services. I think they are just
offered to me, and that information is kept on my card. And I do
think there is a consumer protection issue here when we are not
asked, it is just given to us, and you keep that information on—
my time—

Chairman HENSARLING. The time of the gentleman has expired.

The Chair now recognizes the gentleman from Texas, Mr. Hino-
josa.

Mr. HINOJOSA. Thank you, Chairman Hensarling and Ranking
Member Waters, for holding this important hearing today.

And thank you to our panelists for your testimony.
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Mr. Chairman, before asking my questions, I request unanimous
consent that my opening statement be made a part of today’s
record.

Chairman HENSARLING. Without objection, it is so ordered.

Mr. HiNnoJosA. My first question is to the Honorable Tim
Pawlenty and Ms. Laura Moy.

How can a Federal data security standard that creates a floor
provide for more consumer financial security while at the same
time providing certainty to industries that would need to imple-
ment such a standard across all 50 States?

Mr. PAWLENTY. Congressman Hinojosa, thank you for your ques-
tion.

For certain sectors, not including financial services and health
care and a couple others, they don’t have standards currently other
than in the 13 States or so where they have them. So, by Congress
creating a floor or a ceiling—but we hope a high standard—that is
for the whole country, you will lift the game and the expectations
and the legal responsibilities for those sectors in those places that
don’t have a standard currently. And, again, this has migrated to
international proportions, and I think if the members of this com-
mittee knew that Russia or China or semi-state agents were about
to compromise the payment system, the electrical grid, you
wouldn’t say: Yes, let’s kick it to the States; let’s let them handle
it. I don’t think you would do that. So whatever you do will be
helpful, even if directionally, it will be better than what we have
now for those sectors that don’t have any standard in those States.

Mr. HINOJOSA. Ms. Moy?

Ms. Moy. I would say a couple of things. One is that consumers
are protected right now by the Federal Trade Commission Section
5 authority, and the FTC is enforcing that. As we have heard, they
have enforced over 50 cases since 2001. And consumers in 47
States and 3 jurisdictions are protected by breach notification laws.
So there are protections existing for consumers. I think setting a
floor and not a ceiling, as I have mentioned before, there is a clear
pattern in terms of what is covered even by the disparate State
laws. So, as a practical matter, most companies that have to com-
ply with the laws of multiple States are just complying with the
strongest standard and are mostly okay under the other States, in-
cluding—in fact, many States have a provision that allows an enti-
ty to notify some consumers who have been affected by a breach
under the standard of another State.

But I would add to that, if we are going to have a Federal pre-
emptive standard, as I said before, it has to be a high one, and it
has to provide flexibility to adapt to changing technology, not only
in terms of what the security standard is but also in terms of what
information is covered by the bill. That is a critical element that
I think we might be missing here.

Mr. HINOJOSA. Thank you for your response.

My second question is addressed to Mr. Jason Oxman and Mr.
Brian Dodge.

Given the ever-increasing sophistication and sheer number of
cyber attacks on our financial institutions and markets, do you
think a catastrophic attack, which can have severe repercussions
on the financial system as a whole, is imminent, and what can the
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Federal Government do to help prevent such an attack or prepare
to respond to such an attack?

Mr. OxMAN. Thank you for the question, Congressman Hinojosa.

The possibility of such an attack is always on the minds of the
payments companies that ETA represents, and preparation for
those attacks is, of course, something that is always included in all
the operational plans of all the companies that we represent. Our
sincere hope is that something like that never happens, but we do
recognize the important role that the payments infrastructure
plays in empowering commerce in this country. And protecting our
customers, be they merchants or consumers, is always at the top
of our minds. So we are focused on that. We are prepared for it,
and it is our sincere hope that nothing like that ever comes to—

Mr. HINOJOSA. Thank you.

Mr. Dodge?

Mr. DODGE. So, in terms of your question about what Congress
can do, I think the focus on data security to avoid such a cata-
strophic event is incredibly important. We believe that the way
that you get yourself to a stronger environment is layers of secu-
rity. And Congress can help with that by, as the House did last
month, passing information-sharing legislation, but also as we are
talking about today, providing clear and strong guidance for busi-
nesses on how they should maintain their systems to ensure cyber-
security, and then providing the flexibility for businesses and for
regulators to adapt to that threat over time. There is no doubt that
the threat is increasing. The level of sophistication is growing ex-
tremely fast. And we need to be able to stay involved in it.

The last point is we need to look to where our greatest
vulnerabilities are, and right now our greatest vulnerability from
the merchant community is the cards that we accept at the point
of sale. They are the weakest security technology enabled in the
world today, and when we move to chip technology without the PIN
like has been instituted in the rest of the industrialized world, we
will still have the lowest level of security in the world, and fraud
will continue to flow towards us.

Mr. HiINOJOSA. Thank you.

My time has expired and I yield back, Mr. Chairman.

Chairman HENSARLING. The time of the gentleman has expired.

The Chair now recognizes the gentleman from South Carolina,
Mr. Mulvaney.

Mr. MULVANEY. Thank you, Mr. Chairman.

And thank you to everybody on the panel for helping us try to
do something we don’t do enough here, which is just try and collect
information, which is what I am going to try and do. I am not here
to try and beat anybody up. I actually have an honest-to-goodness
question. And I think it is directed to Mr. Pawlenty and Mr. Dodge,
but I would welcome everybody to chime in on this. Okay?

Let’s say that Mr. Capuano steals my credit card, which is pos-
sible because he is that kind of guy, even though he is not here yet,
and he goes to my local gas station or his local gas station, slides
it in there, happens to—maybe he knows my ZIP code and buys the
gasoline with my stolen credit card. I catch it when my statement
comes in the next week or maybe I get an email notification, which
I think is a service my bank actually provides, which I enjoy very
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much. I catch it. I call my bank and I say, “Someone stole my cred-
it card. And they just used it to buy gas in Massachusetts.” And
they say, “Okay, Mr. Mulvaney, thank you very much. We will take
it off your bill.”

Who eats that loss? Is it the retailer? Is it the bank that issued
my card? Is it Visa or is it somebody else? Who eats that loss for
that gasoline bought with a stolen credit card?

Mr. DoDGE. First, I would say if a PIN was required in that
transaction, the fraud would have never occurred in the first place.
You wouldn’t have had that.

Second, there is a difference between data breach fraud repay-
ment and traditional fraud repayment. And so there would be,
based on the contracts that the retailer signed with the card net-
works, an evaluation of where was the weakest link in the system.
So if it was a stolen card and it was reused, then it would prob-
ably—actually, I don’t know the answer to that question as how it
would go, but it is determined by—

Mr. MULVANEY. Whoa, whoa, whoa. Is that—

Mr. DODGE. But in many cases, in almost all cases, fraud—an
element of that fraud is charged back to the retailers.

Mr. MULVANEY. Mr. Pawlenty?

Mr. PAWLENTY. Initially, somebody has to give the cash back
where it is a debit transaction or the value to—

Mr. MULVANEY. Again, it was a credit transaction.

Mr. PAWLENTY. It is the issuing bank, and then they sort it out
afterwards as to who pays what. But, in terms of who eats most
of it initially, in our view, over the long term of the discussion, it
is the banks.

Mr. MULVANEY. All right. Mr. Dodge, and here is why I asked
the question, because I have my banker friends come in, and they
say, “Look. We have to do something about this because we eat all
of this loss.” And just last week, I had some of my convenience
store people come in and say, “Look, we have to do something
about because this because we eat all of this loss.” Are both of
them eating a little bit of the loss? Is that what it comes down to?
I see some people in the back row nodding their heads, which is
usually a good sign.

Mr. DODGE. I included in my testimony a schedule of repayment
that shows the fees of the structure of the contracts that obligates
merchants to repay in the wake of a breach. Those are reissuance
costs, the cost to reissue the cards, and then fraud, fraud that is
associated with the breach. But every single day on every trans-
action that is processed, a merchant pays a fee. It is called an
interchange fee. Sometimes it is called the swipe fee. And an ele-
ment of that fee is a prepayment of fraud. It goes into the account.
Whether fraud happens or not, they are prepaying it every single
day. So how that is divided up by the banks, is a great question
for them. But we know we pay it on every single transaction.

Mr. MULVANEY. Okay.

Mr. OxMAN. Congressman, if I could—

Mr. MULVANEY. Yes.

Mr. OxMAN. The hypothetical you asked actually has a pretty
simple answer, and that is the card issuer is responsible for that
fraud. The lost and stolen fraud you described is never the respon-
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sibility of the merchant. Since your card was stolen out of your
pocket, and you hadn’t yet reported it stolen when that card was
used and the transaction was authorized by the issuing bank at the
gas station, the issuing bank has a responsibility for that. You
don’t and the merchant doesn’t.

Mr. MULVANEY. Thank you, Mr. Oxman, because I think that
leads me to the next question, which is, does the analysis change—
I think I got it now for a stolen card out of my pocket. Mr. Capuano
steals my credit card. I get it. And he would do that too. He is—
what if the card is counterfeit? Is it any different? If someone gets
it from Target, gets my information from Target, and they create
a counterfeit card and then use it, is the outcome any different? Is
the distribution of who bears the loss different? Mr. Oxman?

Mr. OXMAN. So, as it stands today, the analysis is exactly the
same. In the case of a counterfeit card, the issuer would have re-
sponsibility for that and the merchant would not.

The migration to EMV chips that we have been talking so much
about this morning actually changes that calculus, and the respon-
sibility for the fraud, after October of this year, will actually fall
on the party to the transaction, whether it is the merchant side or
the issuing side, that has deployed the lesser form of security. Not
to get too complicated, but if that card that you are talking about
has been counterfeited and it was a chip card and the issuer has
issued chip cards but the merchant hasn’t installed the chip read-
ers, then the merchant will have responsibility for that fraud. So
that is a change to the current system, which is the issuer takes
responsibility.

Mr. MULVANEY. And then, finally, if I can have the indulgence
of the chairman for 15 more seconds, the third example of the
fraud we have talked about today is the online fraud, which is
there is no card present, we are online buying airplane tickets.
Who bears the risk of loss on that one?

Mr. DoDGE. Merchant, 100 percent; 100 percent the merchant is
subject to the fraud cost.

Mr. MULVANEY. I thank the witnesses very much. I really appre-
ciate the information.

Chairman HENSARLING. The time of the gentleman has expired.

The Chair now recognizes the gentleman from Missouri, Mr.
Clay, the ranking member of our Financial Institutions Sub-
committee.

Mr. CLAY. Thank you, Mr. Chairman, and I wanted to note that
I am so glad to be back in this refurbished hearing room.

Mr. Orfei, you note at the end of your testimony that not a single
company has been found to be compliant at the time of their
breach, but in many cases, firms that have been breached were at
one point PCI-compliant.

How does your compliance framework lend itself, if at all, to on-
going monitoring of the PCI compliance, and what role does the
PCI play in monitoring compliance?

Mr. ORFEL Thank you for that question. Yes, 99.9 percent of the
compromises were preventable and covered by the standard. And
if you think about our standard, what we are advocating is a move
away from compliance to a risk-based approach, and we are advo-
cating vigilance and discipline and being methodical in close adher-
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ence to the standard. Security is a 24/7 responsibility. It is not a
matter of compliance. What we see happens is a company works
diligently to bring its organization into compliance. They high-five
each other on Thursday, and on Friday, the environment starts to
deteriorate. So it is about being disciplined, methodical, and paying
attention to the fundamentals, sir.

Mr. CrAY. Thank you for that response.

And, Mr. Oxman, although chip technology is fairly new to the
United States, it has been around for decades and is ubiquitous in
other parts of the world.

Given the rapid pace of technological development, are we not at
the point where other types of security measures are more appro-
priate for use in connection with U.S. payment cards and payments
in general?

Mr. OxMAN. Thank you for that question, Congressman Clay.
You are absolutely right that the chip is a well-developed tech-
nology, and the good news is the payments industry recognizes, as
you have heard this morning, that the chip addresses one type of
fraud. That happens to be the most prevalent form of fraud here
in the United States today, and that is counterfeit card fraud. So
the chip implementation will address that type of fraud. But, as
you noted, other types of security are important as well, which is
why our industry is deploying a layered security technology ap-
proach, which includes the chip in cards, but also tokenization,
which replaces account information with a one-time use mathe-
matical cryptogram that can’t be intercepted and reused. It also in-
cludes point-to-point encryption, which secures all entry points into
the payment systems. So that layered approach with multiple dif-
ferent technologies, as you suggested, is in recognition of the fact
that the chip card addresses one type of fraud, but we need to do
much more because criminals are much more sophisticated.

Mr. CLAY. Thank you.

And for anyone on the panel, how prevalent is fraud in the case
o}fl ogline checking? Is that pretty secure? Can anyone respond to
that?

Mr. DODGE. Online checking?

Mr. CLAY. Yes.

Mr. DoDGE. Certainly, e-commerce is an environment where
there are limited security options for merchants to employ right
now. It is a frustration of merchants. The fact that e-commerce is
such a big part of the economy and there is no strong means of se-
curity is a considerable frustration.

Back to your first question a moment ago, though, I want to note
that Jason’s point about all the levels of the different layers of
technology is a good one, that we need to be evolving to the next
generation of technology, we need to be finding ways to make
tokenization, encryption, and all these other things work, specifi-
cally for the e-commerce environment.

But today there are 1.2 billion cards circulating in the United
States, most of which have 1960s-era technology in them. And later
this year, when we start to see more chip cards, we are going to
see early-2000s technology issued in the United States. So we
aren’t keeping up with the biggest area where transaction is occur-
ring, and we need to do a better job of that.
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Mr. CrAy. All right. Thank you so much for your responses.

And, Mr. Chairman, I yield back.

Chairman HENSARLING. The gentleman yields back.

The Chair now recognizes the gentleman from North Carolina,
Mr. Pittenger.

Mr. PITTENGER. Thank you, Mr. Chairman. Thank you for
hosting this hearing.

And thank you to each of you for being with us today.

Governor Pawlenty, according to the Identity Theft Resource
Center, financial institutions were responsible for less than 6 per-
cent of all breaches in the United States in 2014.

Some could draw a connection with this fact and the fact that fi-
nancial institutions have been subject to the Gramm-Leach-Bliley
Act since 1999. Do you think this is a fair connection to make?

Mr. PAWLENTY. Congressman, I do. I don’t think there would be
much dispute that the financial services sector has the best cyber
defenses, cyber capabilities, and most resiliency in this space. But,
as everyone in this room knows, even financial institutions get
breached. But, relative to other sectors, we are more advanced and
get breached less.

So that is not a bragging point; it is just a point of, well, what
caused that? It is caused by investment, hard work, and tech-
nology. And I do believe that Gramm-Leach-Bliley set a standard
and people tried to adhere to the standard. Plus, we get examined
by our regulators to that standard. And I would say that contrib-
uted to the state of the industry’s cyber defenses and the relatively
good quality of it.

Mr. PITTENGER. Thank you.

Yes, sir, Mr. Dodge?

Mr. DoDGE. Congressman Pittenger, I would note that the
Verizon report, the annual Verizon cybersecurity report, is sort of
considered to be the gold standard for cyber reporting. And it found
that last year there were 2,100 data loss cybersecurity intrusions.
Of that, 277—

Mr. PITTENGER. You mentioned that.

Mr. DODGE. —were financial institutions, and 167 were retail
businesses. There are 1,000 times more retailers operating in the
United States.

So I don’t think we should have the philosophy that a single reg-
ulation can guide us to a successful cybersecurity—

Mr. PITTENGER. Mr. Dodge, let me build on that. Building on
Chairman Neugebauer’s statement earlier and the reference to leg-
islation, it says, “to develop, implement, and maintain a com-
prehensive information security program that ensures security and
confidentiality of the sensitive information that is appropriate to
the size, scope, and sensitivity of this information.”

This was written to create some measure of flexibility so the
standards are modified in ways. Do you think this is a good ap-
proach, in terms of creating these flexibilities of standards?

Mr. DoDGE. We applaud Congress for looking at lots of ways to
address this issue.

I think what is important is that we look at the regulatory envi-
ronment as it exists today and recognize that the Gramm-Leach-
Bliley Act was written specifically for the financial services commu-
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nity and that there is a very strong regulatory regime that applies
to most of the rest of the business community, and that is enforced
through the FTC.

The FTC has moved aggressively on this over the last decade,
and they have established a clear and strong set of standards that
businesses have to comply with. We think that is the way to go—

Mr. PITTENGER. Let’s refer to this. The provision of the bill says,
“A covered entity’s information security program shall be appro-
priate to the size and complexity of the covered entity, the nature
and scope of the activities of the covered entity, and the sensitivity
of the consumer’s financial information to be protected.”

What other flexibilities do you see would be needed that would
ensure that consumers are protected but not prevent adaptability
for new future threats?

Mr. DoDGE. The language that you cite is not dissimilar from
what we have endorsed for authority to the FTC. We think that
businesses need to have a clear understanding of what their obliga-
tions are, and that the enforcement agency, as the FTC does today,
has the ability to evolve their interpretation of that law over time
to meet new threats, and that businesses of different sizes and
businesses that collect different kinds of data should be treated
based on their size and the kind of information—

Mr. PITTENGER. And this legislation seeks to do that; isn’t that
right?

Mr. DODGE. Based on what you quoted, that sounds right. But,
as I said, we believe that you need to look at the regulatory envi-
ronment as it exists today and work within that.

The debate here today is about how do we pass a law that could
provide businesses with more clarity and the ability to evolve with
the threat. I don’t think that the objective should be to shoehorn
a law that was written for one industry to apply to the entire busi-
ness community. We should—

Mr. PITTENGER. And I don’t think that is what this law does, ac-
cording to what I just read. I think it clearly states that the provi-
sions in there would reflect the size, complexity, the nature and
scope. It personalizes it. It creates that flexibility.

Mr. DODGE. And I appreciate your focus on that, because we
agree with the need for that flexibility. We simply are looking at
the proposal in its entirety, and it is hard to separate things out
without talking about how it would affect it when it is all merged
together.

Mr. PITTENGER. Thank you.

I yield back.

Chairman HENSARLING. The gentleman yields back.

The Chair now recognizes the gentleman from Massachusetts
who did not steal Mr. Mulvaney’s credit card in his hypothetical,
Mr. Lynch, for 5 minutes.

Mr. LYNCH. Thank you, Mr. Chairman. I appreciate that.

I want to thank the witnesses for your testimony.

Ms. Moy, on the question of Federal preemption, when we talk
about complete Federal preemption, we are talking about a Federal
standard, and, at least as far as this legislation goes, we are talk-
ing about Federal enforcement, as well, that is being taken away
from the attorneys general of the States.
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And, even further, it looks like the notification for breach will be
taken away from the FEC and given to the FTC. So we are consoli-
dating that, as well.

And, as well, it might involve, if I am—I am not sure if I am get-
ting this correct. If we have a Federal standard, and a retailer or
a business complies with that Federal standard, does that imply
some type of immunity for that individual retailer? If they are com-
plying with what the Feds require, is that also holding them harm-
less from any liability?

Ms. Moy. I'm sorry. You mean in an environment where this cre-
ates a floor and not a ceiling and States continue to have—

b Mr. LYNCH. This would be a complete obliteration. This would
e_

Ms. Moy. Right.

Mr. LYNCH. —just total preemption so you will have one stand-
ard. You could call it—well, it would be a ceiling. It would be a ceil-
ing.

So is that implying some type of immunity or protection from li-
ability for the complying company?

Ms. Moy. Yes, a company would then only be liable as it would
be held liable under the Federal law, and any additional obliga-
tions of the State law that had previously existed would no longer
be actively enforced against them.

Mr. LyncH. Right. And, under this legislation, that would be
problematic, because, as your testimony indicated, it only recog-
nizes financial harm, right? There is a trigger—actually, personal—
there is a financial harm trigger, and I think there is also a trigger
for a very narrow set of personal information.

Ms. Moy. Actually, I am not sure if there is. I was under the im-
pression that the financial harm trigger applies to everything, but
perhaps you are right. I will take a look at that and—

Mr. OxMAN. If I may, Congressman—

Mr. LyNCH. Sure.

Mr. OXMAN. —the provisions of the bill, of H.R. 2205, also pro-
vide for triggers related to identity theft as well as financial harm.

Ms. Moy. Right. Yes, although many States, as I noted in my
written testimony, have either no harm trigger at all, recognizing
that consumers want to be notified of the breach of certain classes
of information and want to be able to safeguard that information
regardless of whether or not it could be used for identity theft or
financial harm, and a clear majority of States have either no trig-
ger or a trigger that is broader than just financial in nature.

Mr. LYNCH. One of the problems I have is that this introduces
a Federal standard and it takes out the States. Massachusetts hap-
pens to have a very robust consumer protection privacy framework
that I think will be harmed.

And we also have—we have been blessed with attorneys general
who have been very active in defending consumers. And some of
those cases, as you pointed out—I think the average case of breach
in Massachusetts—we had 2,400 last year, but the average size
was about 74 consumers. So that is not the type of thing that the
FTC is going to go after, in my opinion.

Ms. Moy. That is right. And that is why we think it is so criti-
cally important—if we want to ensure that all consumers are pro-
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tected by a Federal standard, it is really important that we have
as many people keeping an eye on what is happening with
breaches and working with companies to help develop their secu-
rity standards and working with consumers to respond after their
information has been breached and to watch out for potential harm
that could be coming down the pike. It is really important to have
the involvement of the State AGs in all of that.

Mr. LYNCH. And if we did introduce—and I am in favor of intro-
ducing a very high floor across-the-board that I think would sub-
sume maybe close to 40 States. But I would like to have that flexi-
bility for States that—number one, they are more flexible. Congress
is not known for its speed at all. And so having the States out
there with the ability to provide additional protections, especially
in the face of the sophistication of some of these hackers, is very,
very important, in my mind.

There is some incongruity in this bill. It talks about a Federal
standard, but then it says every covered entity will be responsible
for adopting a system of security protection that is commensurate
with their size and their complexity. The gentleman from North
Carolina just brought this up in a different context.

But how do we deal with that, where a pizza shop, a coffee shop,
a bank—well, banks are a different class—but each and every com-
pany is going to be able to right-size the level of protection, but,
in reality, that stream of information that is breached may not be
compartmentalized?

Ms. Moy. I'm sorry. What do you mean by the information may
not be compartmentalized?

Mr. LyNcH. If they hack into, as you said, your email and your
password, that opens up a whole other door of information that
they can access that might not be readily evident, based on where
they entered the stream of information.

Ms. Moy. Right.

May I just respond to him?

Chairman HENSARLING. A very brief answer.

Ms. Moy. Sure.

Yes, I would just say there are certainly log-in credentials that,
because people recycle passwords, can be used across accounts. And
that is an important reason for—

Mr. LyNcH. All right. Thank you.

Chairman HENSARLING. The time of the gentleman has expired.

The Chair now recognizes the gentleman from California, Mr.
Royce, chairman of the House Foreign Affairs Committee.

Mr. ROYCE. Thank you, Mr. Chairman.

There has been a lot of discussion here about the current liabil-
ity, what it looks like. I guess one of the questions is what it should
look like.

And if T could ask Governor Pawlenty—I had a question here.
When a data breach occurs, how should we allocate financial re-
sponsibility for that breach?

For example, if a breach of sensitive customer information occurs
at a financial institution and it is shown that the institution did
not protect the customer information, as Gramm-Leach-Bliley re-
quires, do you agree that the financial institution should be respon-
sible for the cost of the breach?
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Mr. PAWLENTY. Congressman Royce, yes. We believe that the en-
tity that was negligent, or entities, plural, should be responsible for
their negligence.

Mr. Royce. Okay. Then, Governor, should the same be true of
the merchant? If there is a breach with a high likelihood of harm
being done to the consumer, should the merchant be responsible for
the costs associated with that breach to the extent that the entity
has not met minimum security requirements?

Mr. PAWLENTY. Congressman Royce, absolutely.

Mr. RoYCE. And, Mr. Dodge, do you agree on that point?

Mr. DODGE. I would tell you that we do agree because that is
what happens today. Today, merchants are obligated, if they have
a breach, by contracts signed with the card networks to reimburse
the banks for the fees associated with the costs, in addition to the
fees that they pay every day every time a transaction—which is ob-
ligated to prepayment of fraud, if it happens or even if it doesn’t
happen. So those fees are being paid constantly.

Mr. ROYCE. So the next question I was going to ask Governor
Pawlenty is: It has been proposed by some that consumers should
receive notification of a data breach directly from the company that
was breached even if they have no relationship with that company.

Wouldn’t a simpler solution be to allow the notice to come from
the company that the consumer gave their financial information to
directly, while also allowing the company to identify where the
breach occurred if it is known?

It is my understanding that there is currently no law, no contrac-
tual obligation that would preclude a financial institution from
identifying the institution where a data breach occurred when
sending out a notification to their customer. Is that your under-
standing, as well?

Mr. PAWLENTY. Congressman Royce, yes.

And, of course, you might imagine, if there is a breach, it unfolds
in the early hours and days with a great deal of uncertainty and
sense of crisis around it. So, as people think about what they are
going to say publicly in sending out notices, particularly if it in-
criminates another company, you want to make very sure that you
are articulating that correctly and accurately, for fear of liability.
And so I think some companies don’t name names in those initial
notices over some of those concerns.

Mr. ROoYCE. As we look at the cyber attacks, and we see this in-
creasingly as we talk to European and Asian governments, a lot of
these are being conducted now by state-sponsored or state-sanc-
tioned entities. We actually, for example, see individuals traveling
from a certain bureau in North Korea to Moscow to be trained, and
then we see their conduct with respect to the banking system in
South Korea and the attempt to implode the financial system in
South Korea with those direct attacks.

What can or should be done, in the view of some of the panel
here, to hold these countries accountable in situations like this?
And how do we do that?

Mr. PAWLENTY. Congressman, to the extent this has evolved into
an international dynamic and you have state-sponsored or semi-
state-sponsored activity, the United States is going to have to re-
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spond in kind at a level of country-to-country discussions and po-
tential consequences.

As you may know, under current law, the only entity that can
fire back, if you will, in cyberspace is the U.S. Government. Private
entities cannot hack back. And so the deterrent or consequences for
this potential behavior can only come from the U.S. Government.

And then, lastly, there needs to be rules of the road internation-
ally. We have rogue states, semi-rogue states acting recklessly, ir-
responsibly, in a very concerted fashion. And what you see now in
terms of payment disruption is relatively minor. The consumers get
reimbursed. It is inconvenient, it is menacing, it is concerning, and
you should act on that alone. But compared to some not-too-fanciful
scenarios where the entire payment system is disrupted or another
piece of critical infrastructure is disrupted, that is something you
need to be thinking about.

Mr. RoYCE. We have seen Iranian attempts here. Have you seen
that in your industry?

Mr. PAWLENTY. We are cautioned not to attribute, other than
what has been reported publicly. But it has been reported publicly
that North Korea was involved in an incident, an attack that was
attributed to them. And I think you have seen public reports of
Russian or Russian-sponsored entities, and Iranian and Iranian-
sponsored entities, and on down the list.

Mr. RoYCE. Thank you very much, Governor. My time has ex-
pired.

Mr. Chairman, thank you.

Chairman HENSARLING. The time of the gentleman has expired.

The Chair now recognizes the gentleman from New York, Mr.
Meeks.

Mr. MEEKS. Thank you, Mr. Chairman.

First, I guess, Mr. Oxman, let me ask you this question in the
same line. After 9/11, we talked about having all of our intelligence
agencies working closely together, et cetera. And so here, when you
talk about preventing data breaches, there are a number of entities
that are concerned, whether you are a device manufacturer, wheth-
er you are a network operator, whether you are a financial institu-
tion or an app developer. It seems to me that it would be important
that these entities work together to develop effective mobile data
protection solutions.

In your estimation, is industry working in a collaborative way,
all of the interested parties, in doing that? And what, if anything,
do you think that Congress can do to ensure greater collaboration
so that we can make sure that everybody is working together to try
to eliminate this huge problem?

Mr. OxXMAN. Thank you, Congressman Meeks.

I think the good news is that the short answer to your question
is yes. The industry, the ecosystem is working enormously smooth-
ly together to deploy the next-generation security products and
services that we need out there in the market to secure against
these increasingly sophisticated cyber attacks.

The industry is working collectively through standards bodies,
like PCI, to deploy next-generation security technologies like chip
technology in cards, like tokenization to take account information
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out of the system, and like encryption to secure points of entry
against intrusion from cyber attacks.

The industry, as you noted, is enormously complicated. It does
involve a number of different players, from financial institutions to
payment processors, merchants, consumers, and device manufac-
turers. And as we move to new technology, like mobile payments
and wearables, it is going to get even more complicated.

But, again, I think the good news is we are working very well
together to deploy all these next-generation technologies because
we all share an interest across the ecosystem in ensuring that our
customers feel comfortable shopping at our stores and using elec-
tronic payments.

As to the second part of your question, Congressman, what can
Congress do, I think H.R. 2205 represents the ideal vehicle for ad-
dressing what we do need Congress’ help with, and that is unifying
a patchwork of State laws that are inconsistent and, in some cases,
incompatible with one another to address how we let consumers
know when something does go wrong. Because criminals are so-
phisticated and they are going to keep acting, and we need to make
sure we are all on the same page when we let our customers know
if something happens. And that is where I think Congress can be
helpful.

Mr. MEEKS. Thank you.

Let me ask Mr. Pawlenty, I know and you believe—in reading
your testimony, you noted that the EMV chip cards have proven
very effective. And I have a number of my cards now that are com-
ing, have to switch out on them, make sure you have the chip.

But one of the questions—and this happens with my daughters,
et cetera, now, that they are doing more and more shopping online.
People are not going to the store as much, and they are doing shop-
ping online. And it seems as though there is more fraud that is
now taking place when people are doing this shopping online.

So can you discuss ways in which firms are innovating to prevent
customers or consumers who rely more on the online shopping so
that we can prevent fraud in that regard? And, again, like I asked
Mr. Oxman, ways that Congress can ensure greater data breach
protection as we move away from in-store purchases? It just seems
that with this new generation, it is just online. My daughters won’t
go to stores anymore; everything is online. What can we do, in that
regard?

Mr. PAWLENTY. Congressman, that is a great question. And as
was mentioned earlier, the chip cards will go a long way towards
eliminating or greatly reducing card-present fraud for the reasons
that were mentioned earlier. So that is progress and good, and we
applaud that and enthusiastically embrace it.

But as we have seen in the other EMV-adopted countries, the
fraud then shifts to the online environment. And what happens, of
course, is, if you make an order online, over the phone, or other-
wise, you enter in your credit card number, you enter in your
three- or four-digit code and your expiration date, and away you go.
And so, if I have that information from you, I can make that trans-
action online, and it is—let’s just say it is loose, to put it mildly.

So the future of that in the near term is a technology platform
called tokenization, which will allow that transaction to occur with
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a unique set of data that connects needed data to finalize the
transaction, but the personally identifiable information isn’t nec-
essarily transmitted as part of it. It is a token, one unique signal
that goes.

That is coming. It is just around the corner. And it is already
into market, to some extent. But as was mentioned earlier, the cost
of it is coming down, it is becoming more ubiquitous. So that will
be a big part of the solution. It was invented 10 years ago. So there
will be something else that will come next.

Chairman HENSARLING. The time of the gentleman has expired.

The Chair now recognizes the gentleman from Maine, Mr.
Poliquin.

Mfl PoLIQUIN. Thank you, Mr. Chairman. I appreciate it very
much.

And thank you, all you folks, for being here today. I really appre-
ciate it.

Mr. Oxman, I know you and I are both from Maine, probably the
safest State in America. And we invite all kinds of other folks to
come up there and enjoy our State.

That being said, we are not immune to folks who are stealing our
credit card numbers, or using our debit cards fraudulently, and
what have you. So we know there is a problem. The problem is
across the country, even in our great State of Maine.

That being said, one of the things that I have heard this morning
that I am delighted about is that there seems to be some common
ground, a lot of common ground, when it comes to the fact that
there is an issue with cybersecurity. We all know it is there, and
you folks all agree to it, even though you are from different parts
of this space, if you will.

And I have also heard, if I am not mistaken, that there is a con-
sensus that we need, instead of 48 individual laws that we have
to deal with, that one national standard would be very helpful
when it comes to notification.

What I would like to hear from each of you—we will start with
you, Governor, if you don’t mind terribly—is what else is on the top
of your list. What else would you like to inform this committee
about that would be very helpful for all the players in this space
to make sure our consumers in Maine’s Second District and
throughout the country are well-protected with their bank accounts
and their credit cards and what have you? What could you advise
us today?

Because your members are the folks who are on the ground. You
are much closer to this problem than we could ever be. Please tell
us.
Mr. PAWLENTY. That is a great question. And when you think
about notification, it helps notify people that there was a problem
and now we need to clean up the mess.

Mr. PoLIQUIN. Right.

Mr. PAWLENTY. That is little consolation for people who have the
mess visited upon them. And so it is helpful.

As to standards, again, it will help as people raise their game.
I think this entire space is going to evolve in a very interesting and
probably disruptive fashion over the next 10 years. The things that
we are talking about here today in terms of technology platforms,
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as was mentioned earlier, will look very different 10 years from
now. I don’t think we are going to be walking around with pieces
of plastic and PINs. The whole thing is shifting increasingly to mo-
bile and other ways to make payments.

So I would say it is going to come from the technology sector, big
changes and good changes.

Mr. POLIQUIN. Mr. Dodge?

Mr. DODGE. I am glad some attention is being paid to collabora-
tion, because I think that is an important outcrop from these catas-
trophes, this focus.

Last year, we collaborated with the Financial Services Round-
table and the Electronic Transactions Association, with a whole
bunch of merchant and financial services associations, to talk about
these challenges, and to try to find some common ground.

Collaboration has also found its way into the threat-information-
sharing world, where businesses can share threat information, sort
of a rising tides—for a Maine term, “rising tides lift all ships”—the
ability to see a threat, deflect it, and share with others what you
saw and how you did it. That is really important. And we congratu-
late Congress for passing legislation on that last month.

I think one of the things that we really look towards is, how do
we enhance security to the 21st Century and beyond? Card security
today is weak. It needs to improve. There is a half-step on the cal-
endar for later this year, but it is only a half-step. We need to get
beyond that. And we really want to see Congress focus on that, and
we certainly want to see the business community that is respon-
sible for creating those cards focus on it, as well.

Mr. PoLIQUIN. Mr. Oxman?

Mr. OXMAN. Thank you, Congressman Poliquin.

I am excited about the changes in technology that we are seeing
in our industry. And I think if there were one thing for the com-
mittee to be aware of, it is that there actually is no need for an
inquiry into that technology because the industry is working to-
gether to deploy it.

My first job was as a bank teller, during the summer after my
first year in college, at Mechanics’ Savings Bank in the heart of the
Second District of Maine.

Mr. POLIQUIN. You bet.

Mr. OxMAN. And the hot technology back then in the 1980s was
the ATM machine. Today, consumers can buy things with a watch.
It is absolutely amazing what is happening out there.

And I think the good news from Congress’ perspective is that the
industry is deploying that technology safely, securely, and reliably,
and we are going to get it done.

Mr. PoLiQUIN. What about Apple Pay, Google Wallet, Square,
these pieces of technology that are being developed much more
quickly than I can understand for how to pay for the goods and
services you buy online or through a mobile device? Do you see any
problems coming down the road with those types of technology, or
is that where it is going to go and where it should go, in your opin-
ion?

Mr. OxMAN. Yes, I think this kind of technology is incredibly ex-
citing, particularly because it allows us to deploy more robust secu-
rity alongside.
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The way to think about it is, it is a new means of implementing
a payments transaction, of initiating that transaction. You are
using your watch or your phone instead of a plastic card. And that
watch or phone or whatever device it is has many more security
capabilities to it than the plastic cards, so it is actually a good
thing for consumers.

Mr. PoLIQUIN. Mr. Orfei, unless here in this country we go down
this path where we continue to work on this problem and find solu-
tions to it, aren’t we exposing our consumers and our families and
our businesses to more cyber risk if Europe is ahead of us and
other developed countries or parts of the world are ahead of us?

Mr. OrRFEL. May I answer that question?

Mr. NEUGEBAUER [presiding]. Quickly.

Mr. ORFEL I think the technology is going to evolve here, and we
will have good answers. Particularly, mobile will be the future of
payments.

But I think what is really key is this information-sharing effort
that is in progress right now. Being able to collect that information,
translate it so it is actionable intelligence, and then that will allow
us to preempt attacks from organized crime, rogue states, and
state-funded actors.

Mr. PoLIQUIN. All right.

Thank you all very much. I appreciate it.

Thank you, Mr. Chairman. I yield back.

Mr. NEUGEBAUER. I thank the gentleman.

Now the gentleman from Georgia, Mr. Scott, is recognized for 5
minutes.

Mr. ScoTT. Yes. Governor Pawlenty, I would like you to address
this, and anybody else can chime in, as well. But with the chal-
lenge for our migration of the EMV chip technology in the United
States basically due by October 15th, why are U.S. consumers only
now receiving the chip cards when consumers in Europe and Can-
%dial?have had them for many years? Why are we behind the eight

all?

Mr. PAWLENTY. There is some unique history as it relates to how
Europe got to where it is relating to technology, their telecommuni-
cations system, how they did batch processing, how that works rel-
ative to how we did it in the United States.

I think, to sum it up here, I would say the transition from what
we had to what we need and where we are headed next is a very
big transition. You think about the millions and millions and mil-
lions of point-of-sale terminals that would have to be chip-ready.
Right now, only about 25 percent of retailers can even take a chip
card. So they will have to flip over their systems, their point-of-sale
systems, their backroom systems. Payment networks have to do the
same; the banks have to do the same. So it is a massive transition.

Would we have benefited from it being done earlier? Probably.
But we are where we are, and now we just need to get it done as
quickly as possible. And all of this is highlighting the urgency of
it

Mr. Scort. Okay.

Now, since we have such a brain trust of cybersecurity before us
in this distinguished panel, I want to shift gears for a moment. Are
you satisfied and how would you describe the national security
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threat to our country as a result of cybersecurity, as a national se-
curity issue? I think it is one we really, really have to deal with.

And how would you relate that, particularly when we have had
attacks on our cybersecurity from China, from Russia, from Iran,
from North Korea, ISIS, Al Qaeda, other terrorists. Now our mili-
tary bases are being put on heightened terrorist attack alert at a
level we haven’t seen since 9/11.

What is it that we need to do more? And how do you address and
how do you rate this threat at its present time as a national secu-
rity issue?

Governor Pawlenty, or any of you?

Mr. PAWLENTY. I will say, Congressman, I would rate it as a
clear and present danger. And that is why I said what I said ear-
lier. I think, particularly for folks who are on the Republican side
of the aisle, it is not as comfortable to say we are just going to do
something uniform across the country, but I think this is elevated,
not just the card and processing but many other aspects, to a na-
tional security issue.

We have known, identifiable threats to critical infrastructure of
this country that would impair not just the economy but the health
and well-being of our citizens if they are deployed to any sort of
scale. And so it is a clear and present national security threat that
I think needs to be addressed with that kind of urgency and that
kind of seriousness and that kind of weight behind it.

Mr. OxMAN. And, Congressman Scott, it is a question that is an-
swered largely by technology. And thank you for your leadership in
taking a founding role in the Congressional Payments Technology
Caucus, because technology companies, including many from the
great State of Georgia, are out there deploying systems to secure
networks against intrusion.

And there is no question that the payments industry is focused
relentlessly on this. Because the security of networks and the reli-
ability of networks and systems is why consumers choose electronic
payments as their preferred method of engaging in commerce. And
we need to make sure that remains a confident factor for con-
sumers.

Mr. ScoTT. And, Mr. Oxman, how ready will we be? October is
right around the corner. What are your expectations? Have we set
that date? Is it accomplishable?

Mr. OxMAN. Yes, Congressman Scott, the migration in October to
the chip cards is a date that we have set as a milestone, and it is
a lot of work to do: 1.2 billion cards in consumers’ wallets need to
be replaced, and more than 8 million merchants in the United
States need to upgrade their systems in order to accept chip cards.
That is going to take some time.

Will we be completely finished by October? The answer, frankly,
is, no, we won’t be all done. But we will be largely there. And, most
importantly, the industry is entirely unified in recognizing the im-
portance of making this infrastructure upgrade. We are doing it.
We are working together—merchants, financial institutions, pay-
ments companies, and consumers. And we are going to get it done.

Mr. Scort. Thank you, Mr. Chairman. I yield back.

Mr. NEUGEBAUER. I thank the gentleman.
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The gentleman from Arkansas, Mr. Hill, is recognized for 5 min-
utes.

Mr. HiLL. Thank you, Mr. Chairman.

And I thank the panel for being with us this morning.

On Mrs. Maloney’s comments about Gramm-Leach-Bliley and the
impact on banks, having run a community bank for the entire his-
tory of Gramm-Leach-Bliley’s existence, I do think it was flexible
in the standards when it comes to examination and practice, both
in scope of business and not. So I think that is something that has
worked well in the financial services industry.

One question I have I would like the panel to react to is, what
role does liability insurance coverage play here when you think
about standards?

I know in our company we took out the coverage at the very
modest premium for notification coverage, which was sort of what
was recommended by the underwriters. I didn’t find it very compel-
ling or particularly useful, but in a large breach it certainly would
be helpful to pay the out-of-pocket expenses.

But what is happening in the liability arena on insurance cov-
erages for our entities beyond that? What standard are they setting
when they come to underwrite a retailer—let’s start with you, Mr.
Dodge—about data breach. Because there is obviously a mathe-
matical loss potential for one of your members.

Mr. DODGE. Sure. I will acknowledge at the outset that I don’t
claim to be an expert on cybersecurity liability insurance; however,
my exposure to it offers me a little bit of perspective.

First is it is a pretty immature market, pretty new, and it is rap-
idly involving. And I know the Administration is working on ways
to make that a more mature, more competitive market.

Many retailers are looking into, many have purchased liability
insurance as it relates to cybersecurity. I don’t have a number for
that, but I suspect that number is growing by the day. And one of
the challenges that they all face is where exactly to price it. They
don’t know how much to get, and they don’t know if they are get-
ting a great value for it. But they know that it is important to
have, and they are working on making sure that improves over
time.

But I think your point is a good one, sure.

Mr. HiLL. Also, in the Verizon report that has been mentioned,
only about 20 percent of those breaches are as a result of the retail
and the banking industry, which means 80 percent aren’t. And we
haven’t heard one question about that today.

Just last week, I got a letter from the Arkansas Medical Society,
where over 60 physicians had their identity stolen when they filed
their income tax return. They didn’t know it until they went to hit
“send” electronically to the IRS, and they suddenly learned they
had already filed their return, which, of course, they hadn’t.

So can you reflect on standards that we have talked about today
for that other 80 percent that is not represented here today?

Or maybe, Mr. Oxman or Mr. Orfei, you might take that one?

Mr. OxMAN. Yes. Thank you, Congressman Hill. And I do think
that is an important issue because the harm that consumers suffer
from identity theft can in some circumstances be as impactful as
the harm suffered from the theft of financial data.
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And I think H.R. 2205 does a good job of making sure that all
entities, not just retailers and financial institutions and payments
companies, but all entities that have the storage or access to sen-
sitive personal information are required to abide by the Federal
standards that H.R. 2205 would put in place. And I do think that
is a very important component of the bill.

Mr. HiLL. Would anybody else like to add to that?

Mr. ORFEL I think the fundamentals of the PCI standard are ap-
plicable across all vertical markets.

I also share your concern in my discussions with law enforcement
that the healthcare systems, in particular, will be a next big target.
Protecting that data and following adherence to the PCI standard
would benefit those industries, as well.

Mr. HirL. I think it is a little odd that HIPAA—we can’t even
have a conversation about our aunt’s health with the doctor with-
out everybody jumping through hoops, but we obviously have
healthcare data at risk. It is financial data, and this IRS situation
is financial loss. I think this is a serious matter, certainly as seri-
ous as having your credit card number compromised.

So I am glad to hear you say that you have some comfort that
the standards in this bill will help in this other 80 percent of the
issue that we are not addressing today. Thank you.

Mr. Dodge?

Mr. DoDGE. I would say that we also endorse a strong reason-
ableness standard, one that provides businesses with the strong ex-
pectations of what government considers to be a reasonable stand-
ard. We believe that it should be enforced by the FTC, and we have
endorsed the legislation that came out of the Energy and Com-
merce Committee to do just that.

We think it is important, as we are addressing this issue, that
we first look at the regulatory landscape as it is today and design
solutions that fit within that, rather than moving a regulation de-
sign for one industry—in this case, the financial services indus-
try—to apply to the entire rest of the economy.

Mr. HiLL. Right. Thank you for that comment.

I yield back. Thank you.

Mr. NEUGEBAUER. I thank the gentleman.

And now the gentlewoman from Wisconsin, the ranking member
of our Monetary Policy Subcommittee, Ms. Moore, is recognized for
5 minutes.

Ms. MOORE. Thank you so much, Mr. Chairman.

I just want to thank all of the witnesses for taking the time and
for being patient with us. And I can tell you that you guys almost
and Ms. Moy almost answered my questions when other Members
gvere asking, and so I do want to apologize if things seem redun-

ant.

Let me start with you, Ms. Moy. You talked about having a Fed-
eral standard, a floor standard. And you talked about the FTC real-
ly providing that service at this point. I guess I want your opinion
or knowledge about whether or not you think the FTC is currently
staffed up and resourced up enough to continue this stewardship.

How much more would it cost to do it? How many more employ-
ees do you anticipate? Or is there a necessity to create a new agen-

cy?
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Ms. Moy. I apologize because I don’t have those numbers for you,
although I could do some research and try to help you answer that
question.

I do think that the FTC is doing a pretty good job enforcing data
security, specifically with the biggest cases. And at the State level,
the States are active in this area, as well, also enforcing sometimes
their own data security standard and sometimes a standard that
they are drawing from the authority of their general consumer pro-
tection acts, their many FTC acts.

I think it is really important, though, to preserve the ability of
what the States are doing, to preserve the ability of State AGs to
continue to provide that important service, and to set our new
standards at a level that will continue to preserve protections for
pieces of information that would not be covered by the legislative
proposals we have seen.

For example, in your own State of Wisconsin, the breach notifica-
tion standard would extend to DNA and biometric data that is not
necefsarily covered by what we have seen in some legislative pro-
posals.

Ms. MOORE. I really would like to know how much this will cost.

And in keeping with the same theme, Mr. Mulvaney was sort of
going down this road about who pays for the cost of a breach. And
on October 1, 2015, there is going to be a merchant liability shift.

And so we are at Gwen Moore’s custard stand here, and I have
just gotten my little smartphone to be able to swipe my card. How
much is this going to cost me? Or do I just take risks and say, I
will just take chances for a few years until I get my business up
and start franchising my custard store? How much will it cost me
to be compliant?

Mr. OxMAN. Congresswoman Moore, the good news is for a small
business that is interested in upgrading their infrastructure, the
costs are actually very low. You can get an EMV chip device from
Square for $30—

Ms. MOORE. Oh, okay.

Mr. OxmaN. —if you want to go that route, or you can get it from
a payments processor for not much more. So the cost is actually
very low for the merchant.

And the good news is that October liability shift date that you
are talking about, if the merchant makes that small investment in
the upgrade to accept chip cards, and if the card issuer has issued
chip cards, then the liability for a fraudulent transaction and coun-
terfeit card actually rests with the issuer. So the merchant is ex-
actly the same as they would be today. As long as they have made
that investment in the infrastructure, they don’t have liability for
a counterfeit card transaction in that scenario. So it is good news
for the merchant.

Ms. MoORE. That was the answer that was escaping me this en-
tire hearing; how much is it going to cost Gwen’s custard stand to
be able to do it.

Obviously, there will be a lot of costs for ATMs, and I guess that
is a little bit more costly. How much will it cost to update all the
ATMs?

Mr. OxMAN. Yes, the ATMs and, actually, fuel dispensaries, so
gas stations—
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Ms. MOORE. Right.

Mr. OXMAN. —actually have an extra 2 years to upgrade their in-
frastructure simply because it is pretty complicated to actually take
the credit card equipment out of an ATM or out of a gas pump. So
they don’t have to worry about upgrading their infrastructure until
October of 2017 for those two industries.

Ms. MOORE. Okay.

In my remaining time, for Governor Pawlenty, as the head of the
Financial Services Roundtable, I guess I am just curious about why
it has taken us so long to do this, why we are behind Europe and
Canada? And you guys have testified that we are going to stay be-
hind.

Mr. PAWLENTY. Yes. Some of the countries that went to EMV
didn’t have much legacy technology to begin with, so they could
just jump to it as first adopters. Other countries have other his-
tories, like the U.K., for example. In an era where telecom was
really expensive, they loaded up all their transactions and proc-
essed them at the end of the day, called batch processing. So the
ability to do, kind of, realtime communication via telecom had
something to do with how and when things evolved.

All that being said, I think the United States has been slow to
this issue, but the fact of the matter is we do see the need, obvi-
ously—everybody does—and we are moving as quickly now as pos-
sible to implement it and for good cause.

Ms. MOORE. Mr. Chairman, I realize my time has expired, but
I just want to ask Governor Pawlenty, are the Vikings going to be
as bad as they were last season?

Mr. PAWLENTY. Did you say the Packers? The Vikings. Well—

Mr. NEUGEBAUER. I think the big question is, how do we get
some of that custard?

Mr. PAWLENTY. The Vikings are going to be better this year, Con-
gresswoman.

Mr. NEUGEBAUER. The gentleman from Florida, Mr. Ross, is rec-
ognized for 5 minutes.

Mr. Ross. Thank you, Mr. Chairman.

And thank you, panelists.

I can only preface my remarks by thinking back to the early
1980s when I was installing computer systems, little 16-bit proc-
essors in pharmacies across the eastern United States, and we
would use a dial-up modem to update their drug prices and to proc-
ess data. And then, at that time, the movie “WarGames” came out,
starring Matthew Broderick, that showed how we can hack into the
WOPR, the intelligence computer that started an international war
game. And we have evolved today to where you go to Walt Disney
World and you get a magic band you wear that has all your data,
shows Disney exactly where you are, what you are doing, what ride
you want to be on, all your billing information.

The evolution of technology has been a tremendous benefit to us.
It has given us a path of expanding our commerce and our economy
tremendously. And, obviously, it has given opportunities to give
those who seek ill will against us, and that is why we are here.

One of the institutions of higher education, the University of
South Florida, rests in my district. And 2 years ago they were des-
ignated by the Florida legislature to be the center of cybersecurity,
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an academic program. Now, they have over 100 students seeking
masters in this particular arena.

My question is, is there a great deal of cooperation between the
private sector and the academic sector in trying to innovate ways
to continue to fight cybersecurity? If anybody can address that?

Mr. DODGE. I would just speak up and say, I know that the re-
tailers who have sought such partnerships have found welcome
partnerships in it.

Last year, we established something called the Retail Cyber In-
telligence Sharing Center. And at the core of that is a retail ISAC,
but wrapped around that is an opportunity for educational opportu-
nities. And I know that group has found great partners already in
the academic community looking for ways to identify ways to bring
future chief information security officers up through the ranks but
also to share information so that everybody has the best skills
available today.

Mr. Ross. It would seem to me that would be a good partnership,
even though I would say that well over 80 percent of our commerce
in the cyber world is through the private sector.

Mr. Dodge, let me ask you this particular question, because as
my colleague, Mr. Mulvaney, was asking you about who bears the
cost of a fraudulent transaction, is it between the banks and the
retailers? Is there not in existence any particular either expressed
or implied right of indemnification between the parties that would
allow? that to be resolved absent statutory or legislative involve-
ment?

Mr. DODGE. The fraud payment requirements, who pays after a
breach or in the instance of fraud, is spelled out in the contracts.
So the retailers are bound by those contracts, and their unwilling-
ness to—if they violate those contracts, they risk losing the right
to accept cards.

Mr. Ross. So there is a limited negotiation, I guess, is what you
are telling me in order for a retailer—if a retailer wants to accept
a MasterCard, they accept all the terms and conditions without,
really, negotiation.

Mr. DODGE. It is not a negotiation. You sign the contract pre-
sented to you.

Mr. Ross. Okay.

And, Mr. Oxman, one of the things that we have talked about—
you talked about very well and in depth is the EMV, the electronic
MasterCard/Visa chip. Now, for some time this has been in practice
in the European markets, has it not?

Mr. OxmAN. It has.

Mr. Ross. And, just recently, had it not been for, I guess, an Ex-
ecutive Order, we would not be pursuing it as fast as we are in the
United States.

What has been the reason for the delay of the implementation of
the chip technology here?

Mr. OxXMAN. The reason that chip technology is being deployed
today in the United States and has been deployed already in Eu-
rope is the following: In Europe, they don’t have the ability that
we have here to authorize a transaction online.

When you swipe your card at the point of sale, what happens is
that transaction is transmitted through a payment network to the
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card issuer for a “yes” or “no” answer. And when the receipt is spit
out 1.4 seconds later with a “yes” answer, it is because that trans-
action was authorized and approved online.

Mr. Ross. I see.

Mr. OxMAN. In Europe, they don’t have the infrastructure to do
that. The card authorizes the transaction—

Mr. Ross. I see.

Mr. OXMAN. —which means that chip with the swipe machine
isn’t going anywhere—

Mr. Ross. It is making the decision right there.

Mr. OxMAN. It is making the decision right there.

Mr. Ross. I see.

Mr. OXMAN. And that is why the chip infrastructure is necessary
in Europe and hasn’t been necessary—

Mr. Ross. And now we move into tokenization, which is essen-
tially protecting the database of all the private information, and it
is encoding or encrypting that particular transaction with a one-
time identification, and then that allows anybody who captures
that to have really nothing.

Mr. OxmAN. That is exactly right. The way the system works
today, in many cases, your actual account number is transmitted.

Mr. Ross. Right.

Mr. OxMAN. So what are cyber thieves looking for? They are
looking for credit card numbers. Why do they breach retailers? Be-
cause there are tens of millions of them there.

In a tokenized environment, it takes the actual account number
out of the equation, so there is nothing to steal and—

Mr. Ross. How fast are we moving in that direction? Are we—

Mr. OxMAN. We are moving in that direction very quickly.

Mr. Ross. So it is going to become the predominant barrier, if
you will?

Mr. OxMAN. It is being ubiquitously deployed across all retail
segments. Again, we have an existing infrastructure that needs to
be replaced. It will take some time to get there, but we will get
there. It is a great technology, and everyone is working together to
make it happen.

Mr. Ross. Good.

One last thing. I know we have talked about point-of-sale de-
fenses predominantly today, but, after the data has been breached
and then the consumer’s identity is stolen, how effective are some
of these companies out there that allegedly protect consumers from
having their identity stolen? Is that good, or is it bad, or is it just
somebody else’s opportunity?

Mr. DODGE. I can’t speak to any one of those companies. I think,
again, everybody needs to be vigilant. You need to monitor yourself
in addition to services you may provide.

But I want to go back to a point you made a second ago, which
is about advancing to the technology in cards to get to where we
are in Europe and have been in Europe for a decade. The migration
that is happening in the United States is only a half-step. We are
only instituting a chip; we are not requiring a PIN.

Mr. Ross. Right.

Mr. DoDGE. A PIN authenticates the cardholder, and we believe
that there is a redundancy. It is a belt-and-suspenders approach to
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security that is needed in the card. It has worked in Europe. It has
worked in Canada. It has brought fraud down. And so we should
have it here.

Mr. Ross. So PIN and the chip eliminated almost—

Mr. DODGE. You need to have it together. And we are not moving
to that here in the United States because of decisions made by the
card networks.

Mr. Ross. Thank you.

I yield back.

Mr. NEUGEBAUER. I thank the gentleman.

And now the gentleman from Arizona, Mr. Schweikert, is recog-
nized for 5 minutes.

Mr. SCHWEIKERT. Thank you, Mr. Chairman.

Okay. This may be a little way from the legislation that is being
vetted. Mr. Oxman, from my listening, you seem to be the most
technical member of the panel. Is that a fair—

Mr. PAWLENTY. Yes.

Mr. SCHWEIKERT. Yes. He says yes.

Mr. OxmMAN. I guess I have been voted most technical.

Mr. SCHWEIKERT. As the Governor says, “Yes, give it to him.”

Okay. Can we walk through a couple of mechanics? And, first,
the philosophical box I want to work from is, if you and I wanted
to design as robust a system as possible—I am not asking practical,
but possible today, where I still have the use of my financial in-
struments, my credit cards, online, at the retailer, in any fashion
it may be, what would I be doing?

Because when we sat through something in this regard a couple
of years ago, we had such high hopes for the tokenization handoffs
and the randomization of the designs of those tokens.

Is it token-plus? If you and I were designing a system here and
making sure that, as we work on the legislation, it has enough
openness to grab tomorrow’s technology, what should we be doing?

Mr. OXMAN. A system designed from scratch would ensure that
actual information that can be tied back to you or your account
cannot be intercepted. Put another way, you would make sure that
you didn’t transmit actual information in a way that could be taken
by somebody else and used in the same form.

That is the real goal of all of the layered security technologies
that you see deployed today. It is dynamic, and it makes sure that
intercepted information cannot be useful.

We haven’t really talked about how the chip works in the chip
card, for example. But the real difference between the chip and the
mag stripe is it generates a unique dynamic security code—

Mr. SCHWEIKERT. Yes.

Mr. OxMAN. —with each transaction. So even if you intercepted
the chip information or tried to create a counterfeit chip, you
wouldn’t know the code for the next transaction, so it would be use-
less to you.

So, again, does that—

Mr. SCHWEIKERT. It is the handoff.

Mr. OxMAN. Yes, designing a system from scratch would make
sure that the information was dynamic and couldn’t be tied back
to anything, even if it were intercepted.
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Mr. SCHWEIKERT. Now, is it a blend of, okay, here is my
tokenization, handoff mechanics, and a biomechanic? If I am doing
online, an IP algorithm behind saying, is this an IP that matches—
what am I doing to make these things work?

Mr. OxMAN. Right. That is kind of the interesting thing about
mobile payments, for example, which a lot of ETA-member compa-
nies, great technology companies, are moving to deploy—

Mr. SCHWEIKERT. You beat me to our last minute of conversation,
but we might as well move on to that. As we all move to the mobile
pay and sort of catching up with the rest of the world, is the tech-
nology in my payment systems on this, is that my future of trans-
action security?

Mr. OxXMaAN. It is a great future of transaction security, because
what that mobile device has on there is the token that we were
talking about earlier—

Mr. SCHWEIKERT. It could have all three. It could have the
tokenization. It could have my bio data with my fingerprint.

Mr. OxMAN. Exactly.

Mr. SCHWEIKERT. And it obviously has its version of—it is, as
you know, not technically an IP, but it has—

Mr. OxMAN. It is encrypted.

Mr. SCHWEIKERT. —the ability to hand over, saying, here is the
device that goes with this.

Mr. OxMAN. That is right. So the future of technology that we
are all working together to deploy has all of those elements to it.
So it is almost as if we have an opportunity, thanks to the ad-
vances in technology, to devise that utopian system from scratch.

Mr. SCHWEIKERT. Okay.

Now, for everyone else on the panel, how do I incentivize that?

Mr. DoODGE. The one point that I would make at the outset is,
Jason is absolutely right, the future of payments is in mobile tech-
nology, and we are going there, but we are not there yet. There are
1.2 billion cards circulating in the United States, and we need to
make sure we are locking down that before we move to the next
generation or while we are moving to the next generation.

But I think I won’t try to wade into the deep technological com-
ments, but we believe that tokenization is a great opportunity and
a great, great potential. And, certainly, mobile technology and the
e?cryption that is in place today I think will work for a long period
of time.

Mr. ORFEL So the end game, really, is you devalue the data so
that it is useless in the hands of criminals. And the three tech-
nologies that we have talked about today do exactly that: EMV at
the point of sale; point-to-point encryption; and tokenization. If you
bundle those correctly, and you implement it properly, the value is
useless. There is no reason to break in. And even if you did, what-
ever you stole, you can’t use anywhere else.

Mr. SCHWEIKERT. Okay.

Much of today’s conversation was, who holds the liability, who
pays. And my fear, at one level, is that is an absurd conversation
to have. We should be having the conversation of, how do we build
the robust technology so we don’t have the problem?

Mr. PAWLENTY. Congressman, I know we are out of time. The
good news is, it is happening. While mobile payments and some of
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the things you mentioned are a small part of the picture, the rate
at which they are growing is rapid, and the adoption rate, particu-
larly for younger people, is very high. So the future that you are
foreshadowing is unfolding.

Mr. SCHWEIKERT. I yield back, Mr. Chairman. Thank you.

Mr. NEUGEBAUER. I thank the chairman.

And now the gentleman from Indiana, the chairman of the Re-
publican Policy Committee, Mr. Messer, is recognized for 5 min-
utes.

Mr. MESSER. I thank the panel for being here. Thank you for
your stamina. I think we are getting close to wrapping up.

I wanted to talk a little bit further about breach notification, and
I think, Mr. Dodge, a couple of times you got pretty close to this,
but I just want to make sure I better understand your position and
your organization’s position.

You stated earlier that you wanted clarity for the business com-
munity, and I know you support the one sentence standard that
was based on reasonableness found in the Energy and Commerce
Committee bill.

Now, I think if you look at Section 4 of H.R. 2205, it has a set—
a process that is laid out that, frankly, is much clearer and I think
more scalable. It is based and modeled off of what banks have been
doing for 16 years under Gramm-Leach-Bliley.

Can you explain from your perspective why you believe H.R.
2205’s clarity isn’t sufficient?

Mr. DODGE. The Gramm-Leach-Bliley Act, and certainly the leg-
islation you are referencing, were designed primarily for the finan-
cial services industry. It was passed in 1990, 2000, and enforced
over the last 15 years.

What we have argued is that you have to look at the regulatory
landscape as it is today and look at what has been done for regula-
tions that apply to other industries. And there has been a substan-
tial body of work done by the Federal Trade Commission in enforc-
ing cybersecurity expectations of businesses. That has established
a decades-worth of case law that merchants or businesses all under
the authority of the FTC understand what the expectations are of
them.

Mr. MESSER. So am I hearing you say that while the Energy and
Commerce bill has a one-sentence standard, you believe that one
sentence incorporates the FTC standards that have been—

Mr. DODGE. I do. And I think any business that would be forced
to comply with it—and most businesses today are—don’t look at
the sentence that would be in the legislation, but they would look
at what the body of work is and the requirements that would be—

Mr. MESSER. Okay. And so that I make sure I understand your
objection, is your objection to who the regulator would be? That you
believe under the Energy and Commerce bill, it would be a dif-
ferent regulator?

Mr. DODGE. We think the way that the Energy and Commerce
bill is structured and how it builds upon the work that has been
undertaken by the FTC to date, it makes sense, and we believe
that is the best way to move the ball forward in terms of cybersecu-
rity.
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Mr. MESSER. Okay. Other members of the panel, I don’t know if
anybody would like to comment on the specificity and clarity of the
language in the—

Mr. PAWLENTY. Congressman, I would say while we recognize the
brevity of it, to simply say, “Hey, go act reasonably,” that is just
a negligence standards that is built into common law for every-
thing. We are all under a duty to go act reasonably in our daily
lives and not be negligent. So it doesn’t—when you are facing a
threat of this magnitude, this nature, which is exponentially accel-
erating, to have the Congress say, “Hey, act reasonably,” I think
is underwhelming as a standard and expectation as we enter the
age of cyber battles.

Mr. MESSER. Yes. I would agree, Governor, particularly when you
have a road map that has worked for 16 years in another industry
that you can lean on.

But, moving on to another topic, I would like to talk a little bit
about how unreasonable delay works in the real world. There is
talk about whether a notice should be immediate. Could you put
some specific timeframe on when a reasonable notice would occur?
Could anyone on the panel comment on whether it is realistic to
Eequgre a company to notify consumers within a specific number of

ays?

Mr. OxMAN. I think that the challenge of the existing State laws
is that different States have different requirements for what “rea-
sonableness” means. And, obviously, all of us in the industry across
the payments ecosystem and retail share an interest in making
sure our customers know what happened as quickly as possible,
but in some circumstances, there are issues that arise. For exam-
ple, law enforcement may ask that we delay notification because
they are pursuing the criminals, and they don’t want to interfere
with the investigation or the possibility of apprehension. So I do
think that kind of flexibility is important, Congressman, because
there are circumstances in which what one may think is reasonable
someone else may decide—

Mr. MESSER. And is that relatively unanimous on the panel?

Ms. Moy. I would just add that I think one of the problems with
having a harm trigger and having a risk analysis between the dis-
covery of the breach and notification of the consumers is that it can
delay notification to the consumers. One of the reasons that that
many States have no trigger at all is to ensure that consumers get
notification as quickly as possible.

Mr. MESSER. And in my very limited time, could anybody talk
about over-reporting? It seems to me one of the challenges of what
happens in the practical world when you have this big patchwork
of standards is companies go out and over-report and there are con-
sequences to consumers of that as well.

Ms. Moy. Once again, I would just turn to what the State AGs
are saying on this topic, which is that in their conversations with
consumers, they are not hearing that consumers want to hear less
about breaches of their personal information. Consumers are upset
about the fact that they are hearing about so many breaches be-
cause they are upset that so many breaches are taking place. But
they don’t want to forego the possibility of protecting themselves in
the event of a breach.
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Mr. MESSER. They want to be notified when they should be noti-
fied if there is a real problem.

Mr. OxMAN. I think that is right. That is fair.

Mr. MESSER. Okay. Thank you very much.

Mr. PAWLENTY. Congressman, on that last point, we do see in the
auto-manufacturing recall space dealers and others noticing people
paying less attention, unfortunately, to recall notices because they
think they get too many of them or they are not serious enough.
So they are just something to at least keep an eye on.

Mr. MESSER. Okay. Thanks, Governor.

Mr. NEUGEBAUER. I thank the gentleman.

I would like to thank our witnesses for their testimony today. It
has been a little 3-hour exercise here. We appreciate your patience,
but also I think the panel has been very informative. This is a very
important issue to our country. It is a very important issue to the
Americans that use the system on a daily basis, that we give them
the confidence that they can continue to use one of the most ag-
gressive and progressive payment systems in the world.

The Chair notes that some Members may have additional ques-
tions for this panel, which they may wish to submit in writing.
Without objection, the hearing record will remain open for 5 legis-
lative days for Members to submit written questions to these wit-
nesses and to place their responses in the record. Also, without ob-
jection, Members will have 5 legislative days to submit extraneous
materials to the Chair for inclusion in the record.

With that, this hearing is adjourned.

[Whereupon, at 1:05 p.m., the hearing was adjourned.]
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FINANCIAL SERVICES COMMITTEE

“PROTECTING CONSUMERS: FINANCIAL DATA
SECURITY IN THE AGE OF COMPUTER HACKERS”

MAY 14,2015

RAYBURN 2128
10:00 AM

CONGRESSMAN RUBEN E. HINOJOSA’S OPENING
REMARKS FOR THE RECORD

THANK YOU CHAIRMAN HENSARLING AND RANKING
MEMBER WATERS FOR HOLDING THIS IMPORTANT HEARING
TODAY AND THANK YOU TO OUR PANELISTS FOR YOUR

TESTIMONY.

BEFORE GETTING INTO THE MATTER AT HAND, I WOULD LIKE
TO TAKE A BRIEF MOMENT TO COMMENT ON ANOTHER
CRUCIAL ISSUE BEFORE THIS COMMITTEE - THE

REAUTHORIZATION OF THE EXPORT IMPORT BANK.
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THE EXPORT-IMPORT BANK IS A VITAL FREE MARKET
ECONOMIC ENGINE FOR OUR COUNTRY. NOT ONLY HAS THE
BANK CONTRIBUTED TO A RESURGENCE IN AMERICAN
MANUFACTURING, IT HAS HELPED CREATE AND SUSTAIN

MILLIONS OF AMERICAN JOBS.

IN MY SOUTH TEXAS DISTRICT ALONE, THE BANK HAS
SUPPORTED OVER 2,600 JOBS OVER THE LAST 5 YEARS. THESE
ARE GOOD JOBS IN A VERY HIGH-NEED AREA THAT WOULD
NOT HAVE BEEN POSSIBLE WITHOUT THE BANK. JUST THIS
FEBRUARY, THE BANK FINANCED OVER $800,000.00 WORTH
OF EXPORTS IN MY DISTRICT. IN MY STATE OF TEXAS, THE
BANK HAS HELPED OVER 1,000 DIFFERENT COMPANIES

FINANCE $19 BILLION DOLLARS IN EXPORTS.

CONTRARY TO THE MANY ASSERTIONS MADE AGAINST THE
BANK, THE BANK IS AN UNBRIDLED, MARKET-DRIVEN SUCCESS
STORY WHICH HAS LONG ENJOYED BIPARTISAN SUPPORT, AND

THE SUPPORT FROM BOTH UNIONS AND BUSINESS ALIKE.
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OPPOSITION TO THE EXPORT-IMPORT BANK IS ROOTED IN
MISGUIDED IDEOLOGY, NOT FACTS.

THE EXPORT-IMPORT BANK HAS PROVIDED AMERICAN
TAXPAYERS WITH A PROFIT OF NEARLY $7 BILLION DOLLARS,
AND THE CBO ESTIMATES THE BANK WILL GENERATE AN
ADDITIONAL $14 BILLION IN PROFIT FOR THE US TREASURY

OVER THE NEXT 10 YEARS.

BANK DOES NOT PICK WINNERS AND LOSERS. THE BANK
LEVERAGES PRIVATE SECTOR LENDERS IN 98% OF ITS
FINANCING AND ITS FINANCING DECISIONS ARE BASED ON
MARKET-DRIVEN DEMAND. UNFORTUNATELY, IT WILL BE
THIS CONGRESS WHO PICKS WINNERS AND LOSERS IF WE DO
NOT REAUTHORIZE THE BANK; AND THE WINNERS WILL BE
OUR FOREIGN COMPETITORS WITH ACCESS TO LARGER AND

BETTER-FUNDED EXPORT CREDIT AGENCIES.

WE SHOULD LET THE HOUSE VOTE ON THE

REAUTHORIZATION OF THE BANK.
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1700 N. Moore Street, Suite 2250, Arlington, VA 22209
Phone: (703} 841-2300 Fax: {703} 841-1184
Email: info@rila.org Web: www.rila.org

RETAIL INDUSTRY LEADERS ASSOCIATION
Educ Collab Ad:

TESTIMONY OF

BRIAN A. DODGE, EXECUTIVE VICE PRESIDENT,
COMMUNICATIONS AND STRATEGIC INITIATIVES

RETAIL INDUSTRY LEADERS ASSOCIATION
BEFORE THE
HOUSE COMMITTEE ON FINANCIAL SERVICES
HEARING ON

“PROTECTING CONSUMERS: FINANCIAL DATA SECURITY IN THE AGE OF
COMPUTER HACKERS”

May 14, 2015

Chairman Hensarling, Ranking Member Waters and Members of the Committee, my name is
Brian Dodge and I am the Executive Vice President of Communications and Strategic Initiatives
at the Retail Industry Leaders Association (RILA). Thank you for the opportunity to testify today
about data breach legislation and the steps that the retail industry is taking to address this
important issue as well as our broader efforts to guard against cyber-attacks and protect
consumers. Retailers appreciate Congress’ leadership in seeking to find a sensible path to federal
data breach legislation.

RILA is the trade association of the world’s largest and most innovative retail companies. RILA
members include more than 200 retailers, product manufacturers, and service suppliers, which
together are responsible for more than $1.5 trillion in annual sales, millions of American jobs
and more than 100,000 stores, manufacturing facilities and distribution centers domestically and
abroad.

Retailers embrace innovative technology to provide American consumers with unparalleled
services and products online, through mobile applications, and in our stores. While technology
presents great opportunity, nation states, criminal organizations, and other bad actors also are
using it to attack businesses, institutions, and governments. As we have seen, no organization is
immune from attacks and no security system is invulnerable. Retailers understand that defense
against cyber-attacks must be an ongoing effort, evolving to address the changing nature of the
threat. RILA is committed to working with Congress to give government and retailers the tools
necessary to thwart this unprecedented attack on the United States (US) economy and bring the
fight to cybercriminals around the globe.
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Key Cybersecurity Issues for Retailers

As leaders in the retail community, we are taking new and significant steps to enhance
cybersecurity throughout the industry. To that end, RILA formed the Retail Cyber Intelligence
Sharing Center (R-CISC) in 2014 in partnership with America’s most recognized retailers. The
Center has opened a steady flow of information sharing between retailers, law enforcement and
other relevant stakeholders. The R-CISC recently hired its first Executive Director and selected
the Financial Services Information Sharing and Analysis Center (FS-ISAC) to provide a cyber
threat sharing platform. The R-CISC portal will substantially increase the efficacy of the
information sharing already underway by contextualizing, prioritizing and cataloging the
information shared between retailers, other industries and law enforcement. These efforts
already have helped prevent data breaches, protected millions of American customers and saved
millions of dollars. The R-CISC is open to all retailers regardless of their membership in RILA.

For years, RILA members have been developing and deploying new technologies to achieve
pioneering levels of security and service. The cyber-attacks that our industry faces change every
day and our members are building layered and resilient systems to meet these threats. Key to
this effort is the ability to design systems to meet actual threats rather than potentially outdated
cybersecurity standards that may be enshrined in law. That is why development of any technical
cybersecurity standards beyond a mandate for reasonable security must be voluntary and
industry-led such as the standards embodied in the National Institute of Standards and
Technology Cybersecurity Framework.

One area of security that needs immediate attention is payment card technology. RILA members
have long supported the adoption of stronger debit and credit card security protections. The
woefully outdated magnetic stripe technology used on cards today is the chief vulnerability in the
payments ecosystem. This 1960s era technology allows cyber criminals to create counterfeit
cards and commit fraud with ease. Retailers continue to press banks and card networks to
provide US consumers with the same Chip and PIN technology that has proven to dramatically
reduce fraud when it has been deployed elsewhere around the world. According to the Federal
Reserve, PINs on debit cards make them 700 percent more secure than transactions authorized
by signature.l While retailers are estimated to be investing more than $8.6 billion to upgrade
card terminals to accept chip cards by later this year, the new cards will be issued without PIN
numbers, instead relying on only a signature to authenticate the cardholder.” Chip and signature
technology falls woefully short of providing American consumers with same level of security
provided to consumers in Europe, Canada and everywhere else in the developed world.

Retailers believe that American consumers deserve the best available card security and that
deploying the two-factor authentication enabled through chip and PIN will prevent criminals
from duplicating cards with ease, devaluing the data that retailers collect at the point of sale and
ultimately reducing cyber-attacks on retailers.

! Federal Reserve, 2011 Interchange Fee Revenue, Covers Issuer Costs, and Covered Issuer and Merchant Fraud

Losses Related to Debit Card Transactions, March 5, 2013,
: Reuters, Retailers face $8.65 billion bill for new generation of credit cards (March 3, 2015), availabie at
bttp://fortune.com/2015/03/03/retailers-face-§-65-billion-bill-for-new-generation-of-credit-cards/,

2
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Increasing cyber threat information sharing also is vital to defeating sophisticated and
coordinated cyber actors. RILA strongly supports cybersecurity information sharing legislation
that provides liability protections for participating organizations. RILA applauds the House for
passing H.R. 1560, the Protecting Cyber Networks Act, which is designed to strengthen law
enforcement and private sector sharing to together address the growing threat of cybercrime and
calls on the Senate to quickly take up and adopt H.R. 1560°s flexible approach to electronic
sharing. RILA also supports legislation that increases funding for government sponsored
research into next generation security controls, and enhanced law enforcement capabilities to
investigate and prosecute criminals internationally. The cyber-attacks faced by every sector of
our economy constitute a grave national security threat that must be addressed from all angles.

Data Breach Costs to Retailers

For retailers there are many costs associated with a data breach. In the hyper competitive retail
industry customers have many options when they shop. A data breach can undermine important
customer trust and cost the retailer business well into the future. Further, retailers face many
defined costs. Merchants are contractually obligated to compensate card issuers for losses
following a data breach where cards may have been compromised in multiple ways. First, a
portion of the fees retailers pay every time a card is swiped goes towards pre-paying fraud losses
(even if no actual fraud occur). These swipe fees total some $50 billion annually. Second,
following a data breach retailers pay for a portion of the cost of reissuing a card, and any
corresponding fraud that may have occurred, based upon a formula that every card issuer agrees
to by contract with Visa and MasterCard. Card issuers are compensated for card reissuance costs
even if no fraudulent activity has actually occurred on the account. For example, MasterCard
reimburses card issuers on the following schedule for card reissuance:’

Reimbursement Rate Per Tier

issuer-—

Gross

Dollar
Tier Volume Mag Stripe  Chip? PayPass Combo¥
t G200 MM USD 280 L8 3.86 USD 344 18D 404
2 2 MM-L B OUSD 2.3t USRI 229 US13 3.06 L3S0 366
3 > 1B LS 2.0 USD 298 USD 273 USD 335

A fixed deduaible of 40 percent is subtrecied from the gross eligible
reimbursement amount to sefled anicipated card expisstions and acoounts
published in previous MasterCard Alens,

The amount a card issuer is reimbursed for both card reissuance and actual fraud losses is
determined by many factors, including the number of cards requiring reimbursement, the
incremental fraud associated with each individual card, the age of the card and when it was due
for reissuance, etc. Visa and MasterCard privately negotiate and set these compensation rates

3

22,2012.

See 6.4.1 ADC Operational Reimbursement Factors, MasterCard Account Data Compromise User Guide, July
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with card issuers. Unfortunately, the conversation around which party should compensate whom
following a data breach misses the larger point that we need to find a way to devalue the data and
have more secure payment applications so that retailers are not targets for cybercrime in the first

place.

Existing Data Security and Breach Notification Laws

‘When attacks on consumer information are successful and will cause economic harm, retailers
believe that their customers have the right to be notified as promptly as possible. Retailers also
believe that they have an obligation to provide customers with information that is as accurate and
actionable as possible so that they can take steps to protect themselves. To that end, RILA
supports federal data breach notification legislation that is practical, proportional and sets a
single national standard that replaces the often incongruous and confusing patchwork of state
faws in place today. A single, clear, preemptive federal standard will belp ensure that customers
receive timely and accurate information following a breach. To place in context the need for
preemptive federal data breach legislation, we provide below a brief overview of the significant
data security and breach notification laws with which retailers currently comply.

Forty-seven states, the District of Columbia (DC), Guam, Puerto Rico and the US Virgin Islands
have adopted data breach notification laws. While there are many variations across these laws, as
a general matter, state data breach notification laws require notification to individuals, and under
some circumstances, state law enforcement, regulators, the media, or consumer reporting
agencies when there is a reasonable belief of unauthorized acquisition of or access to data that
compromises the security, confidentiality or integrity of an individual’s covered personal
information. The majority of jurisdictions include some type of risk of harm threshold that
mitigates the risk of over-notification to consumers of breach incidents. Retailers
operating in each of the 51 jurisdictions, must reconcile different notice time requirements,
disparate requirements regarding the content of the notice, as well as differing rules to notify the
jurisdictions themselves among many other requirements. For companies operating across many
jurisdictions, this fact dependent analysis must occur simultaneously, rapidly, and accurately.
Retailers face a significant regulatory burden to comply with the vast number and variety of
these breach notice laws.

In addition to 47 state data breach notice laws and the laws in DC and the US territories, retailers
are subject to robust data security regulatory regimes relating to protections for sensitive
personal information. At the federal level, the Federal Trade Commission (FTC) is the primary
regulator of data security for most businesses across a wide array of industry sectors, including
the retail sector. Under Section 5 of the FTC Act, the FTC has authority broadly to bring
enforcement actions against companies that engage in “unfair or deceptive acts or practices
in or affecting commerce.* Although the FTC has not promulgated data security rules, its
robust enforcement activity has collectively created a “common law” of consent decrees that
tend to signal what is expected from businesses regarding the collection, use, and protection of
personal information. The consent decrees usually involve non-monetary remedies requiring
the implementation of comprehensive company privacy or data security programs with

‘ 15 U.S.C. § 45¢2)(1).
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biennial audits for up to 20 years. The FTC can impose penalties of up to $16,000 per
violation for violations of a consent decree.

The FTC uses both its authority to prevent consumer deception and unfairness to enforce data
security standards.® Pursuant to its authority to prevent deceptive acts or practices, the FTC can
and does bring enforcement actions against companies that have failed to comply with their data
security representations and statements in their public-facing privacy policies or other
disclosures. Pursuant to its authority to prevent unfair acts and practices, the FTC has pursued
companies that have failed to deploy reasonable and appropriate security measures to protect the
sensitive personal information they possess or handle (e.g., Social Security numbers, financial
account or payment card information, and other information that can lead to fraud or identity
theft) using its Section 5 enforcement power.

Since 2001, the FTC has settled at least fifty cases against businesses that it charged with failing
to provide reasonable data security practices. The FTC conducts enforcement investigations with
a focus on reasonableness, and has stated that “a company’s data practices must be reasonable
and appropriate in light of the sensitivity and volume of consumer information it holds, the size
and complexity of its business, and the cost of available tools to improve security and reduce
vulnerabilities.”® Over time, the FTC’s enforcement actions and other guidance materials,7 have
created a robust set of data security expectations applicable to businesses under its jurisdiction.
The FTC expects that companies implement a comprehensive information security program
containing safeguards to address administrative, physical and technical risks to personal
information.

Inadequate data security measures for personal information also can lead to violations of state
laws. Many state laws require businesses to do some combination of the following: (1) comply
with data security rules for personal information; (2) maintain the confidentiality of Social
Security numbers; and (3) securely dispose of personal data. In addition to express statutory
provisions relating to data security, many states have so-called “Little FTC Acts” that also can be
used by state Attorneys General to enforce against what the Attorney General deems to be
unreasonable data security practices.

While retailers diligently comply with this patchwork of state data breach notice and data
security laws as well as federal data security requirements, a carefully crafted federal data breach
law has the potential to clear up regulatory confusion, remove conflicting rules, and better
protect and notify consumers.

s

FTC, US Senate Banking Committee Hearing on Safeguarding Consumers’ Financial Data (2014), available at
http://www.banking senate.gov/public/index. cfm?FuseAction=Files View& FileStore _id=e6{6163¢-ae31-4091-8e7c-

clOeleebbe8d,
¢ I
’ See FTC, PROTECTING PERSONAL INFORMATION: A GUIDE FOR BUSINESS (2011), available at

http://business. fic.eov/documents/bus69-protecting-personal-information-guide-business.
5



72

RILA Supports Sound Data Breach Legislation

RILA supports data breach legislation that includes a number of key elements that will protect
consumers and allow retailers to continue to grow and innovate in our global and interconnected
economy. The first goal of a successful federal statute should be to better protect customers and
reduce the state-level burden on interstate commerce. To address this goal, retailers support
strong preemption of state data breach notice and data security laws. Nobody benefits from the
confusing variety of data breach notification laws in forty-seven states plus the District of
Columbia, Guam, Puerto Rico and the US Virgin Islands. Strong preemption is necessary to
ensure that a federal law is not the fifty-second data breach law with which retailers must
comply. Similarly, a federal law should not include regulatory authority to allow the FTC to
change notification rules, which will undercut the goal of creating a single and predictable
national breach notification standard.

The second goal of data breach legislation should be to provide timely and accurate notice to
consumers. Retailers support a reasonable timeframe to provide notice. The timeframe should be
triggered by the confirmation of a breach and bound by the time it takes to investigate and verify
facts, as fact-based notification provides customers with proper information through which to
determine what action to take. Importantly, priority should be given to law enforcement seeking
to apprehend cybercriminals. Notification requirements should therefore be delayed if requested
by law enforcement. Moreover, requirements as to how notice must be given should be flexible
and include alternatives to allow a business to reasonably reach customers when a business does
not possess contact information at the time of the breach.

The third goal of data breach legislation should be targeted and clear notice when customers face
real harm. Retailers support providing reasonable notice to consumers. Notice should be
provided when there is a reasonable belief that a breach has or will result in identity theft,
economic loss, or harm. The majority of state laws recognize that linking notice to harm is vital
to enabling customers to be vigilant and potentially take action to mitigate harm. Inundating
customers with notice of every systems penetration would create a perverse outcome where
customers will be less likely to pay attention to breach notices or less likely to discern between
breaches that may impact them and those that have no customer impact.

The fourth goal of data breach legislation should be to require that notice be provided by the
entity breached. The obligation to notify and publicly acknowledge a breach creates a clear
incentive to enhance a company’s data security. Directing all notice obligations to entities with
first party relationships removes that important incentive. While the obligation should attach to
the party breached, the law should provide flexibility for entities to contractually determine the
notifying party.

The fifth goal of data breach legislation should be to avoid an overly broad scope. Retailers
support a precise and targeted definition of personal information. It is important that notice and
data protection occurs only when consumers face real peril from the exposure of sensitive data
and need to be vigilant and potentially take action. An overly broad definition that includes
harmless or publicly available data will both detract from the effectiveness of the notice (over-
notifying) and chill the innovative use of data by the private sector. Differentiating between truly



73

sensitive data requiring more restrictive security controls and harmless data that can be used
more dynamically to create the next great product, service, or customer experience is vital to
retailer innovation. Sweeping harmless data into the personal information definition undermines
product development and the future economic growth of 21 century retailers. Also, an
overbroad definition of personal information undermines a core goal of breach notice legislation,
which is to provide carefully calibrated notice allowing consumers to prevent harm. Consumers
that begin to ignore important communications are powerless to mitigate harm.

The sixth goal of data breach legislation should be to protect consumer data. Retailers support a
carefully calibrated reasonable data security standard. If policymakers choose to address data
security, the law must be carefully calibrated to recognize existing obligations and encourage
companies to adhere to leading security practices. Legislating technology and prescribing
technical standards will undermine cybersecurity innovation. The rapid pace of technological
change ensures the obsolescence of laws that are not technology neutral. Specific standards are
best left to multi-stakeholder open standards setting organizations with the technical expertise,
agility, and ability to move at Internet speed.

The final goal of data breach legislation should be to ensure fair, consistent, and equitable
enforcement of a data breach law. Enforcement of the law should be consistently applied by the
FTC based on cases of actual harm. Similarly, to the extent civil penalty authority is provided,
this authority should be capped based on actual harm to consumers. Also, any legislation should
deny a private right of action as it would undermine consistent enforcement.

We have and will continue to work with Congress to address each of the above goals.
Retailers are Committed to Protecting Customer Data and Enhancing Consumer Trust

Retailers are committed to protecting our customers through investments in cybersecurity
technology and personnel, increased cyber threat information sharing through a new law and the
Retail Cyber Intelligence Center, and support for sound federal data breach legislation that is
practical, proportional and sets a single national standard that replaces the patchwork of state
laws in place today. We are engaging with policymakers and all stakeholders to advance each of
these initiatives. I thank the Committee for considering the need for preemptive data breach
legislation and look forward to answering your questions.
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Written Testimony of Laura Moy
Senior Policy Counsel
New America’s Open Technology Institute

Before the House of Representatives Financial Services Committee

Hearing on
Protecting Consumers: Financial Data Security in the Age of Computer
Hackers

May 14, 2015

Chairman Hensarling, Ranking Member Waters, and Members of the
Committee:

Thank you for working to address data security and data breaches, and for
the opportunity to testify on this important issue. I represent New America’s Open
Technology Institute (OTI), where I am Senior Policy Counsel specializing in
consumer privacy, telecommunications, and copyright. New America is a non-
profit civic enterprise dedicated to the renewal of American politics, prosperity,
and purpose in the digital age through big ideas, technological innovation, next
generation politics, and creative engagement with broad audiences. OTI is New
America’s program dedicated to technology policy and technology development
in support of digital rights, social justice, and universal access to open
communications networks.

I have been invited here today to present my views as a consumer and
privacy advocate. Consumers today share tremendous amounts of highly personal
information with a wide range of actors both online and offline. Consumers can
benefit enormously from sharing personal information, buf distribution of personal

information beyond its original purpose can lead to financial, emotional, or even

OPEN TECHNOLOGY INSTITUTE | @NewAmerica 1
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physical harms. In recognition of those possible harms, 47 states and the District of
Columbia currently have data breach laws on the books, several states have
specific data security laws, and many states also use general consumer protection
provisions to enforce privacy and security.

Many states are currently doing a very good job passing and adjusting data
security and breach notification laws to respond to developing threats, monitoring
threats to residents, guiding small businesses, and selectively bringing
enforcement actions against violators. Federal agencies, as well, are successfully
enforcing the data security and breach notification authorities they currently have.
Consumers would therefore be best served by a federal bill on this subject that is
narrow, and that merely sets a floor for disparate state laws—not a ceiling.

But in the event that Congress nevertheless seriously considers broad
preemption, the new federal standard should strengthen, or at the very least
preserve, important protections that consumers currently enjoy. As this Committee
considers legislative proposals for a federal data security and breach notification
standard, we at the Open Technology Institute urge the consideration of several
elements that could ultimately be the difference between legislation that helps
consumers, and legislation that harms them.

In particular, federal legislation:

1) should not ignore the serious physical, emotional, and other non-
financial harms that consumers could suffer as a result of misuses of

their personal information,

2) should not eliminate data security and breach notification protections

for types of data that are currently protected under state law,

3) should provide a means to expand the range of information protected by

the law as technology develops,

OPENTECHNOLOGY INSTITUTE | @NewAmerica 2
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4) should not eliminate important protections under the Communications

Act for telecommunications, cable, and satellite records,
5) should include enforcement authority for state attorneys general, and

6) should be crafted in such a way as to avoid preempting privacy and

general consumer protection laws.!

1. Federal Legislation Should Address Physical and Emaotional

Harms that Consumers Could Suffer as a Result of Misuses of

Their Personal Information

This Committee’s attention to the issue of data security and breach
notification is driven first and foremost by the threat of identity theft and related
financial harms. Thus the bill currently before this Committee, and other bills the
Committee might consider, may allow covered entities to avoid notifying customers
of a breach if they determine that there is no risk of financial harm. Such “harm
triggers” in breach notification bills are problematic, because it is often very
difficult to trace a specific harm to a particular breach, and because after a breach
has occurred, spending time and resources on the completion of a risk analysis can
delay notification. Moreover, a breached entity may not have the necessary
information—or the appropriate incentive—to effectively judge the risk of harm
created by the breach.

In addition, trigger standards narrowly focused on financial harm ignore the

many non-financial harms that can result from a data breach. For example, an

* These points are closely related to concerns we have previously highlighted
elsewhere. See Testimony of Laura Moy before the House Energy & Commerce
Committee Subcommittee on Commerce, Manufacturing, and Trade regarding the
Data Security and Breach Notification Act of 2015, available at
http://docs.house.gov/meetings/IF/IF17/20150318/103175/HHRG-114-1F17-Wstate-
MoyL-20150318.pdf; Letter to Senators John Thune and Bill Nelson, Feb. 5, 2015,
https://cdt.org/insight/letter-to-senate-on-data-breach-legislative-proposals/.

OPENTECHNOLOGY INSTITUTE | @NewAmerica 3
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individual could suffer harm to dignity if he stored nude photos in the cloud and
those photos were compromised. If an individual’s personal email were
compromised and private emails made public, she could suffer harm to her
reputation. And in some circumstances, breach could even lead to physical harm.
For example, the fact that a domestic violence victim had called a support hotline
or attorney, if it fell into the wrong hands, could endanger her life.

Many state laws recognize these various types of non-financial harms.
Accordingly, 33 states and the District of Columbia either require breach
notification regardless of a risk assessment, or, if they do include some kind of
harm trigger, take into account other types of harms beyond the strictly financial.
There is no harm trigger at all in California,? Illinois,> Minnesota,* Nevada,> New
York, North Dakota,” Texas,® and the District of Columbia.? The majority of states

.

have a trigger that turns on “harm,” “misuse,” “loss,” or “injury” not specifically
financial in nature: Alaska, Arkansas, Colorado,? Connecticut,s Delaware,

Georgia, Hawaii,’s Idaho,* Louisiana,” Maine,*® Maryland," Michigan,»

2 Cal. Civ. Code § 1798.29.

3 815 111. Comp. Stat. § 530/10.

4 Minn. Stat. § 325E.61.

5 Nev. Rev. Stat. § 603A.220.

6 N.Y. General Business Laws § 899aa.
7 N.D. Cent. Code § 51-30-01, 51-30-02.
8 Tex. Bus. & Com. Code § 521.053.
9D.C. Code § 28-3852.

1 Alaska Stat. § 45.48.010.

1 Ark. Code Ann. § 4-110-105.

22 Colo. Rev. Stat. § 6-1-716.

1 Conn. Gen. Stat. § 36a-701b.

1 Del. Code tit. 6, § 12B-102.

s Haw. Rev. Stat. § 487N-1.

16 Jdaho Code Ann. § 28-51-105.

17 La. Rev. Stat. Ann. § 51:3074.

8 Me, Rev. Stat. Ann. tit. 10, § 1348.

19 Md. Code Ann. Com. Law § 14-3504.

OPEN TECHNOLOGY INSTITUTE | @NewAmerica
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Mississippi,» Montana,? Nebraska, New Hampshire,» New Jersey, North
Carolina,* Oregon,” Pennsylvania,?® South Carolina,» Tennessee, Utah,3
Vermont,* Washington,? and Wyoming.3

A bill with a narrow financial harm trigger that preempts state laws that
contemplate other types of harm would thus constitute a step backwards for
consumers in the majority of states. To address this problem, any legislation the
Committee approves should either limit preemption so as to leave room for states to
require notification even in circumstances where the harm is not clear or is not
financial in nature, or include a trigger provision as inclusive as the most inclusive

state-level triggers.

2. Federal Legislation Should Not Eliminate Data Security and
Breach Notification Protections for Types of Data Currently
Protected Under State Law
Many privacy and consumer advocates are concerned about recent

legislation proposals on data security and breach notification that define the

protected class of personal information too narrowly. A definition narrower than

20 Mich. Comp. Laws § 445.72.

2 Miss. Code Ann. § 75-24-29.

2 Mon. Code Ann. § 30-14-1704.
2 Neb. Rev. Stat. § 87-803

2 N.H. Rev. Stat. Ann. § 359-C:20
2 N.J. Stat. Ann. § C.56:8-163.

26 N.C. Gen. Stat. § 75-61; see N.C. Gen. Stat § 75-65.
27 Or. Rev. Stat. § 646A.604.

2873 Pa. Stat. Ann. § 2302.

29 5.C. Code Ann. § 1-11-490.

30 Tenn. Code Ann. § 47-18-2107.
3 Utah Code Ann. § 13-44-202.

32 Vt. Stat. Ann. § 2435.

33 Wash. Rev. Code § 19.255.010.
3¢« Wyo. Stat. Ann. § 40-12-502.
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that of state data security and breach notification laws, in combination with broad
preemption, would weaken existing protections in a number of states.

For example, under California’s breach notification law, entities must notify
consumers of unauthorized access to “[a] user name or email address, in
combination with a password or security question and answer that would permit
access to an online account.”ss Florida law also covers login information for online
accounts.3s Not only does coverage for online account login credentials help protect
accounts holding private, but arguably non-financial, information such as personal
emails and photographs, but it often protects a range of other online accounts,
because many consumers recycle the same password across multiple accounts. To
illustrate, consider the recent reports regarding Uber accounts that were hacked
into, resulting in fraudulent charges to customers for rides they never took. Last
week, reporter Joseph Cox wrote about how those accounts may have been broken
into using login credentials for unrelated accounts that were disclosed in other

breaches:

First, a hacker will get hold of any of the myriad data dumps of email
and password combinations that are circulated in the digital
underground. This list of login details will then be loaded into a
computer program along with the Uber website configuration file.
From here, the program will cycle through all of the login credentials
and try them on the Uber website, in the hope that they have also
been used to set up an Uber account.

“It's basically checking a database dump/account list against
a certain website and displaying results,” [a hacker who calls

himself] Aaron told Motherboard over encrypted chat.

35 Cal. Civ. Code § 1798.29.
36 Fla. Stat. § 501.171.
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Aaron then demonstrated this process, and had accessed an
Uber account within minutes. He tested 50 email and password
combinations sourced from a leak of a gaming website, and two
worked successfully on Uber. Aaron claimed one of these was a
rider’s account, and he then sent several censored screenshots of the

user’s trip history and some of their credit card details.>

A number of state laws also protect information about physical and mental
health, medical history, and insurance, including laws in California, Florida,3
Missouri,s New Hampshire,s North Dakota,* Texas, Virginia,+ and—beginning
later this year as recently passed bills go into effect—Hawaii,+ Montana, and

Wyoming.+” Attackers use information about health and medical care to facilitate

37 Joseph Cox, How Hackers Can Crack People’s Uber Accounts to Sell on the Dark
Web, Medium (May 4, 2015), http://motherboard.vice.com/read/how-hackers-
cracked-peoples-uber-accounts-to-sell-on-the-dark-web.

38 Cal. Civ. Code § 1798.29.

39 Several federal data security and breach notification legislative proposals include
a carve-out for entities already covered by federal laws that govern health
information privacy. However, there are entities not covered by those federal laws
that collect health-related information, and several legislative proposals would
preempt state laws that cover health information and extend to those entities,
without providing comparable coverage under the new federal standard.

40 Mo. Rev. Stat. § 407.1500.

4 N H. Rev. Stat. Ann. § 359-C:20

4 N.D. Cent. Code § 51-30-01, 51-30-02.

43 Tex. Bus. & Com. Code § 521.002.

44 Va,. Code Ann. 32.1-127.1C.

45 See Elizabeth Snell, Wyoming Security Breach Notification Bill Includes Health
Information, Health IT Security (Feb. 23, 2015), http://healthitsecurity.com/2015/
02/23/wyo-security-breach-notification-bill-includes-health-data/.

46 See Cynthia Larose, Mintz Levin, State Data Breach Notification Law Updates
(Mar. 10, 2015), http://www.privacyandsecuritymatters.com/2015/03/state-data-
breach-notification-law-updates/.

47 See Snell, supra note 45.
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medical identity theft, a rapidly growing threat.4® Not only does medical identity
theft often result in enormous charges to a patient for medical care she never
received, but it can also pollute her medical record with false information about
her health status, which could lead to additional complications or even physical
harm down the road#. Health and medical information can also be used to inform
“spear phishing” attacks, in which an attacker posing as a medical or insurance
provider sends a fake bill or email to a patient asking for billing information related
to recent treatment, thus tricking the patient into providing sensitive financial
information.

North Dakota’s breach notification law protects electronic signature, date of
birth, and mother’s maiden name, all pieces of information that could be used to
verify identity for the purpose of fraudulently creating or logging into an online or
financial account.se

Health and medical information, login credentials for online accounts, and
electronic signatures are just a few important categories of privéte information that
would not be covered by a number of federal legislative proposals we have seen
this term, including the one before this Committee. At the same time, most

proposals we have seen would eliminate all of the above-referenced state laws that

«8 Ponemon Institute, Fifth Annual Study on Medical Identity Theft 8 (2015),
available at http://medidfraud.org/2014-fifth-annual-study-on-medical-identity-
theft/; Dan Munro, New Study Says Over 2 Million Americans Are Victims Of
Medical Identity Theft, Forbes (Feb. 23, 2015), http://www.forbes.com/sites/
danmunro/2015/02/23/new-study-says-over-2-million-americans-are-victims-of-
medical-identity-theft/.

49 See Experian, Prevent Medical Identity Theft, http://www.protectmyid.com/
identity-theft-protection-resources/prevention-tips/medical-benefits.aspx (last
visited May 11, 2015) (“When the victim seeks care, he or she could end up with the
wrong medical history, wrong blood type, wrong allergies and other false
information that could lead to serious problems. Victims may also find that their
health insurance benefits have been exhausted due to a long period of misuse.”).
50 N.D, Cent. Code § 51-30.
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do protect that information, substantially weakening the protections that

consumers currently enjoy. We urge this Committee not to approve such a bill.

3. Federal Legislation Should Provide Flexibility to Adjust to New

and Changing Threats

Relatedly, we are concerned that a number of legislative proposals we have
seen would not provide the necessary flexibility to account for changing
technology and information practices. Consumers are constantly encountering new
types of threats as the information landscape evolves and creative attackers come
up with new ways to exploit breached data. Right now, states are doing a good job
responding to developing threats affecting their residents by adjusting data
security and breach notification protections as necessary. Indeed, the fact that
medical information is now covered by laws in ten states—including three that just
passed bills this year—signals a deliberate response to the growing threat of
medical identity theft, of which an estimated 2.32 million adult-aged Americans or
close family members were victims during or before 2014, an increase over 2013 of
21.7%.5

We can’t always forecast the next big threat years in advance, but
unfortunately, we know that there will be one. For example, there are now multiple
services that allow customers to upload photographs of physical car keys and
house keys to the cloud, then order copies of those keys through an app, over the
Web, or at key-cutting kiosks located at brick-and-mortar stores.s> Will malicious
attackers begin targeting photographs of keys to victims’ homes? It might be too

early to tell, but if they do, companies that collect and maintain that information

5t Ponemon Institute, supra note 48.

52 Andy Greenberg, The App I Used To Break into My Neighbor’s Home, WIRED (Jul.
25, 2014), http://www.wired.com/2014/07/keyme-let-me-break-in/; Sean Gallagher,
Now You Can Put Your Keys in the Cloud—Your House Keys, Ars Technica (Mar. 20,
2015), http://arstechnica.com/information-technology/2015/03/now-you-can-put-
your-keys-in-the-cloud-your-house-keys/.
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ought to notify their customers, and the law ought to be able to be quickly adjusted
to make sure that they do, without Congress having to pass another bill first.

The flexibility we need could be built into federal legislation in one of two
ways. First, Congress could limit preemption in a manner that allows states to
continue to establish standards for categories of information that fall outside the
scope of federal protection as, for example, Hawaii, Montana, and Wyoming did
just this year with respect to medical information.s3 Alternatively, Congress could
establish agency rulemaking authority to redefine the category of protected
information as appropriate to meet new threats. We urge the Committee not to
approve any data security and breach notification legislation that does neither of

these two things.

4. Federal Legislation Should Not Eliminate Important Protections
Under the Communications Act for Telecommunications, Cable,
and Satellite Records
Federal legislation should not supersede important provisions of the

Communications Act that protect the personal information of telecommunications,

cable, and satellite customers. Under some legislative proposals, certain types of

private information currently covered under the Communications Act would no
longer be protected,yand the information that would still be covered would be
covered by lesser standards.

The Communications Act protects telecommunications subscribers’ CPNI,
which includes virtually all information about a customer’s use of the service.s It
also protects cabless and satellitess subscribers’ information, including their

viewing histories. But as with email login information and health records, some

3 See Snell, supra note 45; Larose, supra note 46.
54 47 US.C. § 222,
s5 47 U.S.C. § 551.
56 47 U.S.C. § 338.
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bills we have seen this term—including the one currently before this Committee—
are too narrow to cover all CPNI, and would not protect cable and satellite viewing
histories at all. As a result, data security and breach notification protections for
those types of information would simply be eliminated.

Such a reduction of the Federal Communications Commission’s CPNI
authority could not come at a worse time for consumers, because the FCC has just
reclassified broadband Internet access as a telecommunications service under Title
II of the Communications Act, enabling it to apply its CPNI authority to broadband
providers. Indeed, the FCC just held a public workshop to explore issues associated
with the application of the privacy provisions of Title II to broadband.s” Applied to
broadband, the CPNI provisions will require Internet service providers to safeguard
information about use of the service that, as gatekeepers, they are in a unique
position to collect. This could include information such as what sites an Internet
user visits and how often, with whom she chats online, what apps she uses, what
wireless devices she owns, and even the location of those devices.

It would not make sense to replace the strong data security and breach
protections of context-specific federal laws such as the Communications Act with
narrow protections designed to combat identity theft and fraud. While the primary
purpose of many data security and breach notification standards is to protect
consumers against financial harms, there are other important policy justifications
for the data security and breach notification protections of other context-specific
laws. For example, the protections of HIPAA strive to protect the relationship
between medical patients and medical providers so that patients will be open and
candid about their health status and needs so as to facilitate the best medical

3

treatment possible. The protections of attorney-client privilege, as well as attorneys

s7 FCC, Public Workshop on Broadband Consumer Privacy (Apr. 28, 2015),
https://www.fcc.gov/events/wch-and-cgh-public-workshop-broadband-consumer-
privacy.
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ethical obligations to keep client communications confidential, are designed to
protect attorney-client relationships so that clients can be candid as they seek legal
advice.

Analogously, the data security and breach notification protections of the
Communications Act serve to foster citizens’ confidence in our communications
networks as safe places for the exercise of free and open speech and association.
Disclosure of the fact that a person privately called a prenatal clinic, visited an
online auction platform for firearms, or ordered an adult film on demand might not
lead to financial harm, but if she did not trust that information to be maintained
with the highest level of security protections, she might self-sensor her actions.

The consumer protections provided by the Communications Act are of
critical importance to consumers, and appropriately overseen by an agency with
decades of experience regulating entities that serve as gatekeepers to essential
communications networks. Federal data security and breach notification

legislation should not eliminate core components of those protections.

5. Federal Legislation Should Include Enforcement Authority for

State Attorneys General

In the event the Committee ultimately approves a bill that preempts state
data security and breach notification laws, the Committee should ensure that any
such bill nevertheless includes both a mechanism to notify, and an enforcement
role for, state attorneys general. At a minimum, state attorneys general should have
the authority to bring actions in federal court under the new federal standard.

State attorneys general play a critical role in policing data security and
guiding breach notification to match the needs of their own residents. In addition,
state attorneys general are essential in conducting ongoing monitoring after a
breach has occurred to help protect residents from any aftermath, especially where
small data breaches are concerned. According to the Massachusetts State Attorney

General’s Office, Massachusetts alone saw 2,314 data breaches reported in 2013,
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97% of which involved fewer than 10,000 affected individuals.s® Each data breach
affected, on average, 74 individuals.

Federal agencies are well equipped to address large data security and
breach notification cases, but could be overwhelmed if they lose the
complementary consumer protection support of state attorneys general in
thousands of small cases each year. To ensure that consumers receive the best
protection they possibly can—even when they are among a small handful of
individuals affected by a small breach—state attorneys general must be given the

ability to help enforce any new federal standard.

6. Federal Legislation Narrowly Designed for Data Security and
Breach Notification Should Be Crafted Not to Preempt a Wide
Range of Privacy and General Consumer Protection Laws
Federal legislation also must be careful not to invalidate a wide range of

existing consumer protections under state law and the Communications Act,

including provisions that are at times used to enforce data security, but that are
also used to provide other consumer or privacy protections. For example, the
preemption provisions of some legislative proposals we have seen extend only to

securing information from unauthorized access,5® but as a practical matter, it will

58 Testimony of Sara Cable before the House Energy & Commerce Committee
Subcommittee on Commerce, Manufacturing, and Trade regarding the Data
Security and Breach Notification Act of 2015, available at http://docs.house.gov/
meetings/IF/IF17/20150318/103175/HHRG-114-1F17-Wstate-CableS-20150318.pdf.

59 Id.

%o H.R. 2205 would preempt requirements or prohibitions imposed under state law
with respect to “safeguard[ing] information relating to consumers from (A)
unauthorized access; and (B) unauthorized acquisition.” H.R. 1770 would preempt
state law “relating to or with respect to the security of data in electronic form or
notification following a breach of security.” It would supersede several sections of
the Communications Act insofar as they “apply to covered entities with respect to
securing information in electronic form from unauthorized access, including
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be exceedingly difficult to draw the line between information security and breach
notification on the one hand, and privacy and general consumer protection on the
other.

Generally speaking, “privacy” has to do with how information flows, what
flows are appropriate, and who gets to make those determinations. Data or
information “security” refers to the tools used to ensure that information flows
occur as intended. When a data breach occurs, both the subject’s privacy (his right
to control how his information is used or shared) and information security (the
measures put in place to facilitate and protect that control) are violated.

Privacy and security are thus distinct concepts, but they go hand in hand.
From the consumer’s perspective, a data breach that results in the exposure of her
call records to the world is a terrible violation of her privacy. But the cause of the
privacy violation may be a breakdown in security.

Accordingly, agencies enforcing against entities for security failures cite
both privacy and security at the same time. For example, in the April 8, 2015 Order
issued by the FCC adopting a Consent Decree to resolve its investigation into a data
breach at AT&T, the FCC explained that “AT&T will be required to improve its
privacy and data security practices by appointing a senior compliance manager
who is privacy certified, conducting a privacy risk assessment, implementing an
information security program, preparing an appropriate compliance manual, and
regularly training employees on the company’s privacy policies and the applicable
privacy legal authorities.”® Similarly, in the complaint it filed in June 2010 against

Twitter for failing to implement reasonable security, the Federal Trade Commission

notification of unauthorized access to data in electronic form containing personal
information.”

6 AT&T Services, Inc., Order, para. 2 (2015), available at http://transition.fcc.
gov/Daily_Releases/Daily_Business/2015/dbo408/DA-15-399A1.pdf (emphasis
added).
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argued that Twitter had “failed to provide reasonable and appropriate security to:
prevent unauthorized access to nonpublic user information and honor the privacy
choices exercised by its users in designating certain tweets as nonpublic.”s

Not only does enforcement often address privacy and security
simultaneously, but many laws that protect consumers’ personal information could
also be thought of simultaneously in terms of both privacy and security. For
example, in California, the Song-Beverly Credit Card Act prohibits retailers from
recording any “personal identification information” of a credit cardholder in the
course of a transaction.ss In Connecticut, Section 42-470 of the General Statutes
prohibits the public posting of any individual’s Social Security number.s: These
laws could be framed as both privacy and data security laws. State-level general
consumer protection laws prohibiting unfair and deceptive trade practices
(sometimes known as “mini-FTC Acts”) are also used to enforce both privacy and
security.

Because each of these examples highlights a circumstance where privacy
and security regulations are blended together, consumer and privacy advocates are
very concerned that some legislative proposals that may intend to leave intact
privacy laws could nevertheless unintentionally eliminate some more privacy-
oriented consumer protections that have a data security aspect. We therefore urge
the Committee to carefully tailor the scope of preemption in any data security and
breach notification bill it approves to avoid invalidating numerous privacy

protections.

& Twitter, Inc., Complaint, para. 11 (2010), available at https://www.ftc.gov/
sites/default/files/documents/cases/2010/06/100624twittercmpt.pdf (emphasis
added).

&3 Cal. Civ. Code § 1747.08.

64 Conn. Gen. Stat. § 42-470.
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Conclusion

We are not unequivocally opposed to the idea of federal data security and
breach notification legislation, but any such legislation must strike a careful
balance between preempting existing laws and providing consumers with new
protections. The Open Technology Institute appreciates your commitment to
consumer privacy, and we look forward to working with you to strengthen this bill
and strike a better balance as it moves forward. I am grateful for the Committee’s

attention to this important issue, and for the opportunity to present this testimony.

OPEN TECHNOLOGY INSTITUTE | @NewAmerica 18



90

Iy Security
Standards Counail

Payraend Cardindustey
Security Standerds Councll, LU
4G Togevester Plage, Suite 800

Wakefield, MA 00850
Phong: 781 RIS BASY

Statement of Stephen W. Orfei
General Manager
PCI Security Standards Council

Before the Committee on Financial Services,
United States House of Representatives
Protecting Consumers: Financial Data Security in the Age of Computer Hackers
May 14, 2015
2129 Rayburn House Office Building

Introduction
Chairman Hensarling, Ranking Member Waters, members of the committee, on behalf of the PCI Security
Standards Council, thank you for inviting us to testify today.

My name is Stephen Orfei and | am the General Manager of the Payment Card Industry (PCI) Security
Standards Council (S5C), a global industry initiative and membership organization, focused on securing
payment card data. Working with a global community of industry players, our organization has created
data security standards—notably the PCI Data Security Standard (PCI DSS)—certification programs,
training courses and best practice guidelines to help improve payment card security.

Together with our community of over one thousand of the world's leading businesses, we're tackling data
security challenges from password complexity to proper protection of EMV Chip Terminals. Our work is
broad because there is no silver bullet to securing payment card data. No single technology is a panacea;
security technology is constantly evolving and requires a multi-layered approach across the payment
chain.

Work by the PCI Security Standards Councit demonstrates effective industry collaboration to develop
private sector standards. Simply put, the PCI Standards are the best line of defense against the criminals
who threaten our way of life by seeking to steal and utilize payment card data. And while recent high
profile breaches have captured the nation's attention, the PCI Council has stimulated great progress over
the past eight years in securing payment card data through a collaborative cross-industry approach, and
we continue to build upon the way we protect this data.

We understand that consumers are upset when their payment card data is put at risk of misuse and—
while the PCI Security Standards Council is not a name most consumers know—we are sensitive to the
impact that breaches cause for consumers. Consumers can take comfort from the fact that many of the
organizations they do business with have joined with the PCI Council to collaborate in an effort to better
protect their payment card data.
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Payment card security: a dynamic environment

Since the threat landscape is constantly evolving, the PCI Council expects its standards will do the same.
Confidence that businesses are protecting payment card data is paramount to a heaithy economy and
payment process—both in person and online. That's why to date, more than one thousand of the world's
leading retailers, airlines, banks, hotels, payment processors, government agencies, universities, and
technology companies have joined with the PCI Council as Participating Organizations and as part of our
community to develop security standards that apply across the spectrum of today's global multi-channel
and online businesses.

Our Board of Advisors Is a global, active, cross-industry group that includes merchants such as
Starbucks, Wal-Mart, British Airways; financial institutions such as Citi and Barclaycard; technology
companies such as Cisco, RSA; and service providers such as First Data,

Qur community members are living on the front lines of this battle and are therefore well placed, through
the unigue forum of the PCI Council, to provide input about threats they are seeing and ideas for how to
tackie these threats through the PCI Standards. The Council and the PCI community have the resources
to continually monitor and provide updates through standards, published FAQs, Special Interest Group
work, and guidance papers on emerging threats and new ways to improve payment security. Examples
include updated wireless guidance and security guidelines for merchants wishing to accept mobile
payments.

Now in version 3.1, the PCI Data Security Standard (PC! DSS) is our overarching data security standard,
built on 12 principles that cover everything from implementing strong access control, monitoring and
testing networks, to having an information security policy. During updates to this standard, we receive
hundreds of pieces of feedback from our community. This is almost evenly split between feedback from
domestic and international organizations, highlighting the giobal nature of participation in the PCI Council
and the need to provide standards and resources that can be adopted giobally to support the international
nature of the payment system.

This feedback has enabled us to be directly responsive to challenges that organizations are facing every
day in securing cardholder data. For example, in this latest round of PCI DSS revisions, community
feedback indicated changes were needed to secure password recommendations. Password strength
remains a challenge—as “123456” and “password” are still the most common passwords used by global
businesses—and is highlighted in industry reports as a common failure leading to data compromise.
Small merchants in particular often do not change passwords on point of sale (POS) applications and
devices. With the help of the PCI community, the Council has updated requirements to make clear that
default passwords should never be used, all passwords must be regularly changed and not continually
repeated, should never be shared, and must always be of appropriate strength. Beyond promulgating
appropriate standards, we have taken steps through training and public outreach to educate the merchant
community on the importance of following proper password protocols.

Recognizing the need for a multi-layered approach, in addition to the PCI DSS, the Council and
community have developed standards that cover payment applications, card production, PIN security,
EMV Chip Terminals and other PIN entry devices. in other areas, based on community feedback, we
have produced standards and guidance on other technologies such as tokenization and point-to-point
encryption. These technologies can dramatically increase data security at vulnerable points along the
transactionat chain. Tokenization and point-to-point encryption remove or render payment card
information useiess o cyber criminals, and work in concert with other PCI Standards to offer additional
protection to payment card data. Going forward, “de-valuing” payment card data is a key strategy for
erasing the monetary incentive for cyber criminals to commit data breaches.

in addition to developing and updating standards, every year the PCI community votes on which topics
they would like to explore with the Councii and provide related guidance. Over the last few years the
working groups formed by the Council to address these concerns have drawn hundreds of organizations
to colfaborate together to produce resources on third party security assurance, cloud computing, best

22
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practices for maintaining compliance, e-commerce guidelines, virtualization, and wireless security. Other
recent Council initiatives have addressed promoting security awareness by employees, ATM security, PIN
security, and mobile payment acceptance security for developers and merchants. A key topic this year is
daily log monitoring—a PCI DSS requirement that is critical for detecting (and stopping) early stages of a
data breach in progress.

EMV Chip & PCI Standards—a strong combination

One technology that has garnered a great deal of recent attention is EMV chip—a technology that has
widespread use in Europe and other regions. EMV chip is an extremely effective method of reducing
counterfeit and lost/stolen card fraud in a face-fo-face payments environment. That's why the PCl
Security Standards Council supports the deployment of EMV chip technology.

However, global adoption of EMV chip, including broad deployment in the United States, does not
preclude the need for a strong data security posture to prevent the loss of cardholder data from intrusions
and data breaches. We must continue to strengthen data security protections that are designed to
prevent the unauthorized access and exfiltration of cardholder data.

Payment cards are used in a variety of remote channels——such as electronic commerce—where today’s
EMV chip technology is not typically an option for securing payment transactions. Security innovation
continues to occur for online payments beyond existing fraud detection and prevention systems.
Technologies such as authentication, tokenization, and other frameworks are being developed, including
some solutions that may involve EMV chip-—yet broad adoption of these solutions is not on the shori-term
horizon. Consequently, the industry needs to continue to protect cardholder data across all payment
channels to minimize the ongoing risks of data loss and resulting cross-channel fraud, such as may be
experienced in the oniine channel.

Nor does EMV chip negate the need for secure passwords, patching systems, monitoring for intrusions,
using firewalls, managing access, developing secure software, educating employees, and having clear
processes for the handling of sensitive payment card data. These processes are critical for all
businesses—both large retailers and small busir who themselves have become a target for cyber
criminals. At smaller businesses, EMV chip technology will have a strong positive impact. But if smali
businesses are not aware of the need to secure other parts of their systems, or if they purchase services
and products that are not capable of doing that for them, then they will still be subject to the ongoing
exposure of the compromise of cardholder data and resuiting financial or reputational risk.

Similarly, protection from malware-based attacks requires more than just EMV chip technology. Reports
in the press and subsequent forensic analyses regarding recent breaches point to insertion of complex
malware into vuinerable back-office computers, which were used by attackers as a gateway to POS
systems containing unprotected cardholder data. EMV chip technology could not have prevented the
unauthorized access, introduction of malware, and subsequent exfiltration of cardholder data. Failure of
other security protocols required under PCl Standards is necessary for malware to be inserted.

Finally, EMV chip technology does not prevent memory scraping, a technique that has been highlighted in
press reports of recent breaches. Other safeguards are needed to do so. in our latest versions of security
standards for point of sale devices, (PC! PIN Transaction Security Requirements, or “PTS”), the Councit
includes requirements to further counter this threat. These include improved tamper responsiveness so
that devices will cease to operate if they are opened or tampered with and the creation of electronic
signatures that prevent applications that have not been "whitelisted” from being installed. Our newest
version of the standard, PTS 4.0, requires a default reset every 24 hours that wouid remove malware
from memory and reduce the risk of data being obtained in this way. By responding to the Council's PTS
requirements, POS manufacturers are bringing more secure products to market that reflect a standards
development process that incorporates feedback from a broad base of diverse stakeholders.

Used together, EMV chip, PCI Standards, complementary technologies and solutions such as
tokenization and encryption, along with many other tools can provide strong protections for payment card
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data. 1 want to take this opportunity to encourage all parties in the payment chain—whether they are EMV
chip ready or not——1{o take a multi-layered approach to protect consumers’ payment card data. There are
no easy answers and no shortcuts fo security.

Global adoption of EMV chip is necessary and important. indeed, when EMV chip technology does
become broadly deployed in the US marketplace and fraud migrates fo less secure transaction
environments, PCI Standards will remain critical.

Beyond PCl Standards - building a support infrastructure

An effective security program through PCl is not focused on technology alone; it includes people and
process as key parts of payment card data protection. PCI Standards highlight the need for secure
software development processes, regularly updated security policies, clear access controls, and security
awareness education for employees. Employees have to know not to click on suspicious finks, why it is
important to have secure passwords, and to question suspicious activity at the point of sale. For example,
“Many [retail data breach] incidents invoived direct social engineering of store employees (often via a
simple phone call) in order to frick them into providing the password needed for remote access to the
POS,” according to the Verizon 2015 Dala Breach Investigations Report.

Most standards’ organizations create standards, and no more. PCI Security Standards Council, however,
recognizes that standards, without more, are only tools, and not solutions. And standards alone do not
address the critical challenges of training people and improving processes.

Consequently, the Council is actively distinguishing between “point-in-time compliance” with PCi
Standards and “security.” Achieving an ongoing state of payment security requires continuous effort in
deploying security controls, monitoring their effective use, and diligently applying daily processes and
best practices. This is a challenge, as noted by the Verizon 2015 PCI Compliance Report. “Compliance
with the Payment Card Industry Data Security Standard (PC1 DSS) continues to improve, but four out of
five companies still fail at interim assessment. This indicates that they've failed to sustain the security
controls they put in place.” And, “But for most companies the DSS provides a useful baseline. While
validation is no assurance of security, not being compliant is pretty much a guarantee that you're not
secure.”

To help organizations improve continuous payment data security, the Councif takes a holistic approach to
securing payment card data, and its work encompasses both PCl Standards development and
maintenance of programs that support standards implementation across the payment chain. The Council
believes that providing a full suite of fools to support implementation and ongoing sustainment is the most
effective way to ensure the protection of payment card data. To support successful implementation of PCi
Standards, the Council maintains programs that certify and validate certain hardware and software
products to support payment security. For example, the Council wants to make it easy for merchants and
financial institutions to deploy the latest and most secure terminals and so maintains a public listing on its
website for them to consult before purchasing products. We realize it takes time and money to upgrade
POS terminals and we encourage businesses that are looking to upgrade for EMV chip to consider other
necessary security measures by choosing a POS terminal from this list. Similarly, we are supporting the
adoption of point-to-point encryption, and listing appropriate solutions on our website to take a solutions-
oriented approach to helping retailers more readily implement security in line with the PCI standards.

Additionally, the Council runs a program that develops and maintains a poot of global assessment
personnel to help work with organizations that deploy PCI Standards to assess and sustain their
performance in using PCI Standards. The Council also focuses on creating education and training
opportunities to build expertise in protecting payment card data in different environments and from the
various viewpoints of stakeholders in the payment chain. Since our inception, we have trained tens of
thousands of individuals, including staff from large merchants, leading technology companies and
government agencies. Finally, we devote substantial resources to creating public campaigns to raise
awareness of these resources and the issue of protecting payment card data.

4
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The PCI community and large organizations that accept, store, or transmit payment card data worldwide
have made important strides in adopting globally consistent security protocois. However, the Council
recognizes that small organizations remain vulnerable. Smaller businesses lack IT staff and budgets to
devote resources to foliowing or participating in the development of industry standards. But they can take
simple steps like updating passwords, firewalis, and ensuring they are configured to accept automatic
security updates. Additionally, to help this population, the Council promotes its listings of validated
products, and recently launched a program, the Qualified integrator and Reseller program (QIR) to
provide a pool of personnel able fo help small businesses ensure high quality and secure installation of
their payment systems.

The work of the Council covers the entire payment security environment with the goal of providing or
facilitating access fo all the tools necessary—standards, products, assessors, educational resources, and
training—for stakeholders to successfully secure payment card data. We do this because we believe that
no one technology is a panacea and effective security requires a multi-layered approach.

Public — private collaboration

The Council welcomes this hearing and the government’s attention on this critical issue. The recent data
breaches underscore the importance of constant vigilance in the face of threats to payment card data. We
are hopeful that this hearing will help raise awareness of the importance of a multi-layered approach to
payment card security.

There are very clear ways in which the government can help improve the payment data security
environment. For example, government can champion stronger law enforcement efforts worldwide,
particularly due to the global nature of these threats. It can aiso encourage stiff penalties for cybercrimes
to act as a deterrent. Also, there is much public discussion about simplifying data breach notification laws
and promoting information sharing between public and private sectors. These are all opportunities for the
government to help tackle this challenge.

The Council is an active participant in government research in this area: we have provided resources,
expertise and ideas to FS-ISAC, NIST, DHS, and the Secret Service, as well as global agencies such as
interpol and Europol. We remain ready and willing to do more.

Twenty years ago, through its passage of the Technology Transfer and Advancement Act of 1995,
Caongress recognized that government shouid rely on the private sector to develop standards rather than
to develop them itself. The substantial benefits of the unique, U.S. “bottom up” standards development
process have been well recognized. They include the more rapid development and adoption of standards
that are more responsive to market needs, representing an enormous savings in time to government and
in cost to taxpayers.

The Council believes that the development of standards to protect payment card data is something the
private sector, and PCl specifically, is uniquely qualified to do. It is unlikely any government agency could
duplicate the expansive global reach, expertise, and decisiveness of the PCI Council. High profile events
such as the recent breaches are a legitimate area of inquiry for the Congress, but should not serve as a
justification to impose new government regulations. Any government standard in this area would likely be
significantly less effective in addressing current threats, and less nimble in protecting consumers from
future threats, than the constantly evolving PCl Standards.

Conclusion

in March, the Verizon 2015 PCI Compliance Report said: "Of all the data breaches that our forensics
team has investigated over the last 10 years, not a single company has been found fo be compliant at the
time of the breach—this underscores the importance of PCI DSS compliance.”

But we recognize that compliance is not the endgame. Security is. That's why it's so critical that
companies maintain this effort through ongoing vigilance. N

-5-



95

Recent breaches at retailers underscore the compiex nature of payment card security and the need for
ongoing vigilance. A complex problem cannot be solved by any single technology, standard, mandate, or
regulation. it cannot be solved by a single sector of society—business, standards-setting bodies,
policymakers, and law enforcement—must work together to protect the financial and privacy interests of
consumers. Today as this committee addresses the issue of data breaches, we know that there are
criminals intent on inventing the next threat.

There is no time to waste. The PCI Security Standards Council and business must commit to promoting
stronger security protections and continuous effort of their effective use while Congress leads efforts to
combat global cyber-crimes that threaten us ail.

We thank the Commiittee for taking an important leadership role in seeking solutions to one of the largest
security concerns of our time. Our conversation should not end today. We embrace the opportunity to
work with you to develop the most practical and feasible solution to addressing cyber and data security
threats.

###
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Introduction:

Chairman Hensarling, Ranking Member Waters, and members of the Committee,
I am Jason Oxman, CEQ of the Electronic Transactions Association (ETA), and | submit
this written statement for the record for the hearing on Protecting Consumers: Financial
Data Security in the Age of Computer Hackers. By way of background, ETA is a global
trade association whose mission is to advance the payments technology industry. As
the trade association of the payments industry, the ETA represents more than 500 of
the world’s most innovative payments and technology companies, from Fortune 500
financial institutions, to small, local sales organizations, to the world’s largest
technology companies. ETA’s members are dedicated to providing merchants and
consumers in our country the safest, most reliable, most secure payments system to
facilitate commerce and power our economy. At the outset, | want to affirm ETA’s
strong support for legisiation that creates uniform, national data breach and data

protection standards that are industry neutral, preemptive of state law, such as H.R.
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2205 does, and we applaud Chairman Neugebauer and Rep. Carney, as well as the entire

Committee leadership, in this regard.

The Electronic Payments Ecosystem — Driver of Economic Growth:

To help put the electronic payments industry into context, when a consumer
buys something from a merchant, they often will use a form of electronic payment, such
as a credit card, debit card, gift card, prepaid card. Purchases can be made in person
with the card or with a mobile device, or remotely, over the phone or the Internet.
While the transaction is simply and securely completed within seconds of a swipe or tap,
it involves an enormous and complex electronic payments ecosystem, which includes:

o consumer card issuing banks;

e the card brand networks that connect merchants and consumers;

e payment processors that connect merchants with networks of banks (issuing and
acquiring) to ensure the transaction is authorized and processed;

s program managers that work with consumers and issuing banks to help
consumers obtain credit and prepaid cards;

* point of sale equipment hardware and software companies;

s program managers that work with consumers and issuing banks to help
consumers obtain credit and prepaid cards;

e enablers of payment technology and e-commerce;

* merchant acquirers, which provide payment acceptance services;
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* independent sales organizations that work directly with merchants to provide
access to the payments system;
¢ sponsor banks, which establish policies for merchant acquirers, sponsor their
registration with the card brands, and hold the risk of payment;
* anti-fraud companies that work with providers in the ecosystem to help ensure
fraudulent transactions do not occur; and
« security companies that work with all other providers in the ecosystem to
protect and secure transactions against intrusion.
This ecosystem is largely invisible to consumers and merchants because it works
seamlessly to process billions of transactions each year — that’s literally thousands of
transactions every second. Electronic payments are key drivers of commerce and
economic growth in our country. To put this into greater context: 70% of U.S. GDP is
attributed to consumer spending, and 70% of consumer spending is done electronically.
Last year, electronic payments surpassed 55 trillion and electronic consumer spending
will only continue to grow. Indeed, by 2017, we project that ETA member companies will

process 57.3 trillion in consumer spending in the U.S.

Lessons Learned from 2014: The Year of the Breach

You have asked me to address why and how data breaches occur. Some have
dubbed 2014 as “The Year of the Breach,” and this past year businesses of all sizes,

across various industries, those who store, transmit or process payment card data and
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those that contain other valuable information, experienced a breach. By and large, the
types of high-profile breaches we saw last year were caused by cyberattacks
perpetrated by highly-sophisticated, international criminals, and we should not forget
that those businesses who were attacked are, like consumers, also the victims of a
crime. Moreover, according to Trustwave, an ETA member company, there are a
number of important lessons learned based on information collected from hundreds of
post-breach forensic investigations:
1. Misconfiguration issues persist, including the use of weak passwords such as
“Password1” and using the same password for multiple logins.
2. Lack of resources limits the time or manpower necessary to make sure that
adequate security technology is installed, updated, monitored and continuously working
properly.
3. There are security weaknesses across third party providers. The industry has
taken steps to require third party providers to use a unique password for each client and
two factor authentication.
4, Lack of segmentation, whereby businesses mix all of their networks together so

that all of their data — sensitive and non-sensitive — flows through the same networks.

The Electronic Payments Industry’s Commitment to Securing Customer’s Information:

ETA member companies take seriously their affirmative and continuing
obligation to protect the confidentiality and security of their customers’ information.

Our payments systems are built to detect and prevent fraud -- and to insulate

4
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consumers from any liability. In fact, consumers in the United States choose electronic
payments over cash and checks in large part because they have zero liability for fraud,
making electronic payments the safest and most reliable way to pay. The liability is
borne by companies in the payments industry due to Federal law and even more
stringent payment network rules. In light of this financial responsibility and a desire to
preserve consumer confidence in the security of electronic transactions, ETA members
have a strong interest in making sure fraud does not occur, including through the misuse
by criminals of consumer data that happens to be compromised through a data breach.
Towards that end, payments technology businesses are bolstered by robust compliance
practices — whether their own in-house policies, or ETA’s own carefully crafted industry
Guidelines, which establish underwriting practices to help payments companies detect
and eliminate fraud.

Importantly, for those companies that follow them, self-regulatory guidelines
help ensure that consumer data is secure. The Payment Card Industry Data Security
Standard (PCI-DSS) created by the PCI Security Standards Council, is an example of one
such successful industry-led, multi-stakeholder program, safeguarding personal
information that should serve as a model. As a point of reference, fraud accounts for
less than six cents of every one hundred dollars spent on the payments systems —a
fraction of a tenth of a percent — and the payments industry is on the cutting edge of
technology to help further limit fraud. But inasmuch as we just emerged from 2014,

which the media dubbed “the year of the data breach” following several high profile
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breaches, | would like to highlight five concrete steps the payments industry is currently
taking to further combat data breaches and protect consumer information against
increasingly sophisticated cyber criminals:

(1) ETA Members: Embracing the EMV migration

ETA has long championed adoption of EMV enabled chip cards as one protection
for consumers. EMV enabled chip cards, which can be identified by a conspicuous chip
on the card’s face, currently only make up about 1%-5% of total card circulation in the
US, but this number is expected to increase to 90-95% within the next two years.

To incentivize more rapid migration to EMV adoption, the payments industry
faces an October 2015 liability shift for their card transactions, at which point any
participant in the transaction chain who is not EMV compliant will be responsible for
any resulting fraud. This industry-led initiative is an example of how payments
companies are proactively working to strengthen protection for consumers and the
payments system.

To explain further, EMV, which stands for EuroPay, Mastercard, Visa, is the
global standard for integrated circuit, or “chip” cards. Today, EMVCo {the body that sets
that EMV standard) is owned jointly by American Express, Discover, JCB, MasterCard,
UnionPay, and Visa, and includes other organizations from the payments industry. EMV
cards feature embedded microprocessor chips that store and protect cardholder data —
similar to magstripe, but safer. An EMV card is superior to a traditional magstripe card

because it supports dynamic authentication. EMV technology does this by encrypting
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account information and generating a unique, or “dynamic,” one-time security code for
each transaction, which makes the card nearly impossible to replicate. Counterfeiting
such cards is currently far more difficult than producing cards with data that is
“skimmed” from the magnetic stripes of genuine cards or stolen from stored payments
data, such as the high-profile merchant breaches of recent months. Because EMV cards
generate a dynamic security code with each transaction, unlike a magnetic stripe card
which uses the same static code with every purchase, a counterfeit card could not
successfully produce the correct security code and would not work in a card-present or
face-to-face transaction. Accordingly, EMV is an effective tool to combat the
manufacture and use of counterfeit cards and card-present fraud. But although chip
cards reduce the value of compromised data by inhibiting the creation of counterfeit
cards, they do not stop data breaches. Other initiatives within the industry further
augment the protections provided by EMV and will help erect additional barriers to bad

actors, while simultaneously reducing the value of the data they may attempt to obtain.

{2) ETA: Chip and Cardholder Verification Methods

A separate question, independent of the EMV migration, has arisen regarding
whether consumers should be required to use a personal identification number (PIN) for
each credit card transaction at the point of sale. The EMV chip functions as a fraud
prevention tool by generating a dynamic security code, thus preventing the production

of counterfeit cards, the single largest (by far) cause of fraud. Put another way, this
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ensures that the card itself is valid. It is important to note that a PIN is a method of
verifying the cardholder’s identity {not that the card itself is valid, but rather that, in
theory, the person presenting the card is the actual cardholder). Thisis referred toas a
cardholder verification method, or CVM. A CVM prevents a type of card fraud called
“lost and stolen” fraud ~ where a criminal has stolen a physical card from a wallet, for
example, and then attempts to use the card before it has been reported stolen. Other
methods of CVM include signature and, in some cases, no CVM is required, for example,
because the transaction is a low dollar amount or low risk of fraud, and a CVM would

not be beneficial to require.

ETA strongly supports the migration to EMV, and we believe that card issuers
should be permitted to make the choice that is best for their customers as to cardholder
verification method to accompany the chip cards, whether it be signature, PIN, or
neither, when authorizing a transaction. Consumers and merchants have benefitted
from flexibility in cardholder verification methods — including speedier checkout times
for low dollar, low risk transactions. For example, drive throughs, quick service
restaurants and convenience stores, in collaboration with payments companies and card
networks, allow consumers to move quickly through checkout lines through “swipe and
go” transactions that benefit all parties to the transaction and help maintain overall
consumer satisfaction. Similarly, new mobile payments technology replaces traditional
CVMs with even more secure biometrics that promise both fraud protection and

consumer convenience at a higher level. Animportant part of the decision of card

8
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issuers whether to require their customers to use a PIN is whether merchants have the
capability to accept PIN as a CVM. It should be noted that, at present, roughly 2/3 of
the nation’s merchants do not have a PIN pad and thus cannot accept a PIN transaction
from their customers. For such merchants, consumers who are required to use a PIN for

a transaction could represent lost customers.

Similarly, mobile payments cannot use a static PIN with the transaction. As
merchants and consumers move from plastic cards to mobile devices, including mobile
phones and wearables, this next generation of payments technology must not be
inhibited by plastic card-era systems. Also, many consumers prefer not to have to
remember PINs. Indeed, in 1967, the inventor of the ATM, John Shepherd-Barron, first
envisioned a six-digit numeric code for customer authentication, but his spouse could
only remember four digits, which became the commonly used length. Furthermore, the
PIN is static and can be stored on a card, making it vulnerable to interception or even
being guessed (there are only 10,000 possible 4 digit PIN combinations). As our industry
moves to dynamic security, biometrics, and other systems that are even more secure,
we must consider these important factors in making the right choice to secure

fransactions.

The fact remains that criminals are adaptive and constantly probe for
vulnerabilities. Focusing on one specific technology gives hackers an open invitation to
focus their energies on that technology and to detect and exploit loopholes in the

payments system. Strong security involves a multi-layer approach which has the ability
9
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to evolve in response to the changing threat environment, allowing the industry to be as
nimble as the bad actors it is attempting to thwart. At the end of the day, we all need to
work continuously and collaboratively across banks, payments companies, merchants

and consumers to find the most effective and efficient security mechanisms.

(3} ETA Members: Fostering other new technology

As previously mentioned, EMV is one part of the overall, multi-layered solution
to protecting data, consumers, and the payments system. ETA members are
simultaneously deploying new innovations to further enhance security. For example,
another technology, tokenization, removes sensitive information from a transaction by
replacing customer data with a unique identifier that cannot be mathematically
reversed. In its simplest form, it works like a secret code substituting symbols for
important information like a credit card number. This way, only banks and payment
processors know real account information. Tokenization is designed to work when a
consumer pays with plastic in person, online or with a mobile phone.

In a non-tokenized transaction, a consumer’s actual account number is
transmitted and, in some cases, stored by retailers, e.g., for purposes of facilitating
returns. This trove of information is what hackers typically seek in the case of retailer
data breaches. But in a tokenized environment, actual account numbers are replaced by
one time-use tokens that represent account numbers but cannot be tied back to the

actual number. If a breach occurs, the criminal only sees the tokenized code, which is

10
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useless to them because it cannot be used to generate a subsequent fraudulent
fransaction.

Another layer of protection deployed by ETA member companies is the use of
point-to-point encryption. Point-to-point encryption is an advanced risk management
tool that helps further protect data throughout the transaction lifecycle. With point-to-
point encryption, card data is encrypted from the moment the card is swiped or tapped,
while the data is in transit, all the way to authorization. This technology minimizes
opportunities for hackers and criminals to access data during a purchase.

Additionally, many payment companies continue to innovate advanced
computer systems that monitor transactions and data patters detect unusual activity
that may indicate an account has been hacked or a card lost or stolen. This monitoring
occurs in both traditional, card-present as well as in card-not-present transactions, such
as those taking place over the Internet or phone. Lastly, using a mobile device to initiate
a transaction will soon be as common as swiping a card. Mobile payments and digital
wallet cloud technology are actively employing new security technology that improves
on legacy systems, Mobile devices provide enhanced security, including passcode
protection for the phone, biometrics security features like a fingerprint, secure chip
technology, geo-locational information to assist with verification, as well as both device
and cloud based encryption and tokenization capabilities.

The payments industry is creating innovative solutions today to solve tomorrow's

security threats. This protection ensures the flow of information vital to helping

11
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consumers access and use electronic payments, promotes competition and ensures the
free flow of commerce, and maintains public confidence. It isimperative to find ways to
encourage new technologies and enterprises, ensuring that the payments revolution will
realize its maximum potential.

(4) ETA Members: Supporting Legislation to Promote Information Sharing

In addition to self-regulation and new security technology, ETA is working to
remove barriers that prevent government and industry from sharing information about
cyber threats. One lesson learned from recent high profile data breaches is that they
are being perpetrated against U.S. companies by highly sophisticated and global
cybercriminals. Along these lines, ETA is strongly supporting legislation, such as H.R.
1731, the “National Cybersecurity Protection Advancement Act of 2015” and H.R. 1560,
the “Protecting Cyber Networks Act,” both of which would promote sharing of Internet
traffic information between the U.S. government and technology and manufacturing
companies in order to help the government investigate cyber threats and ensure the
security of networks against cyberattacks. Such legislation would provide a simple and
effective means of sharing important cyber threat information with the government.’

{5} ETA Members: Supporting Legislation to Stream-line Consumer Notification
of Breaches and Data Protection

Perhaps most pertinent to this hearing today, this Committee and the U.S.
Congress have an important role to play in protecting consumers in the United States

from the criminals who prey upon the financial system. One area ripe for reform is the

1HR 1731 has been merged into HR 1560.
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unworkable and harmful state of regulations regarding consumer notification of breach
events.

Currently, there is a patchwork of 47 separate state data breach notification
laws with which retailers and the payments industry must comply, making uniform
notifications virtually impossible while simultaneously making the process of notifying
customers more costly, more cumbersome, and less timely. ETA is strongly supporting
legislation to create, as H.R. 2205 does, a uniform national standard, preemptive of
state law, for reporting financial data security breaches. One standard will provide
certainty and predictability to consumers and the industry.

On setting a uniform data protection standard, ETA strongly supports the
provisions in H.R. 2205, the Data Security Act of 2015, making data security a federal
requirement for non-banks. The provision in the bill is both technology- and industry-
neutral and flexible, reflecting the rapidly changing pace of technology and the wide
array of companies that serve a major role in the current payments ecosystem.
Protection of consumer data is crucial for all participants in the payments space to help
prevent cyber theft of consumers’ information. H.R. 2205 recognizes this, and ETA

supports the bill.

Conclusion:
Headline-grabbing events inevitably lead to calls for additional government
regulations. The members of the ETA are the first line of defense for consumers to

avoid the fraud perpetuated by criminals in the financial systems. As described, the

13
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payments industry takes seriously this charge and works hard every day to detect and
deter crime. ETA members are deploying multiple layers of protection, including EMV,
tokenization, encryption, biometrics, and other payments technologies that secure
systems against criminal intrusions and protect consumers and merchants. While we
support legislation to provide a uniform, federal breach notification law, and flexible
data protection standards for the payments industry, we believe that new burdensome
regulations that dictate payment technology would ultimately harm consumers and
retailers and would stifle nascent marketplace innovations that hold great promise for
reducing future criminal activities and enhancing the payments system. Indeed, such
regulation could be counterproductive, making the industry less capable of responding
to the adaptive methodologies of cyber criminals and constraining the industry within a
narrow band of allowable technologies on which criminals could concentrate their
attacks.

As the trade association of the payments industry, ETA stands ready to assist the
Committee in its efforts to ensure that consumers, merchants, and the economy

continue to benefit from the safety and security of our nation’s payments systems.

2 Currently, the U.S. Secret Service, the US Computer Emergency Readiness Team, and the US
Department of Homeland Security participate in information sharing through VERIS (Vocabulary for
Event Recording and Incident Sharing), but more is needed.
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Chairman Hensarling, Ranking Member Waters and Members of the Committee, thank you
for having me here today.

On behalf of the members of the Financial Services Roundtable,' | appreciate the
opportunity to discuss the challenges consumers and businesses face from data breaches
and the growing need to enhance data security efforts. The entire financial services
industry - from the diverse members of FSR to the approximately 14,000 community
banks and credit unions in this country - are united on efforts to protect consumers and
prevent the type and volume of incidents that led 2014 to be dubbed “the year of the
breach.”?

My testimony today will cover the following topics:

- A macro overview of data breach trends;

- How the payments system is evolving, and the importance of forward-looking
security and technology;

- The clear need for Congress to enact "bank-like” data security requirements for all
industries and common-sense consumer breach notification standards; and

- How current legislation, the Data Security Act of 2015 (H.R. 2205), accomplishes
these goals by providing the highest level of consumer protection found in any bill
currently introduced in the House.

Data Breaches: An Qngoing Challenge

Figure 1

No entity is immune to hackers. There's a B a0t 2010y

common saying that there are two types of
businesses: those who know they've been
hacked, and those that have been hacked and
just don’t know it yet.
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Not surprisingly, financial institutions are a
common target. As the data in Figure 1show,

Source: Identity Theft Resource Center

' The Financial Services Roundtable represents the largest integrated financial services companies
providing banking, insurance, payment and investment products and services to the American consumer.
Member companies participate through the Chief Executive Officer and other senior executives
nominated by the CEQ. FSR member companies provide fuel for America's economic engine, accounting
for $92.7 trillion in managed assets, $1.2 trillion in revenue, and 2.3 million jobs.

2 http://www.infosecurity-magazine.com/news/2014-the-year-of-the-data-breach/
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however, they seem to do better than any other major sector at defeating most of those
attacks. Financial institutions accounted for only 8.1%° of data breaches in the U.S.
between 2005 and 2014. Such results can be attributed, in part, to how the industry has
adjusted to the changing cyber landscape. For example, the collaborative, real-time
threat information sharing facilitated through the Financial Services - Information Sharing
and Analysis Center (FS-ISAC) - a public-private partnership between financial services
providers, commercial security firms, law enforcement and all levels of government -
allows the industry to maintain the highest levels of threat preparedness and rapid
response capabilities in the private sector. Figure2

Reot Cause ot Data Breaches

As Figure 2 shows, data breaches occur
for many reasons and in many ways.*
“Phishing scams” are one common
method hackers employ to gain access to
systems. Such scams were a common
entry point in several high-profile data
breaches at retailers last year. Those
scams allowed access to one portion of retailers’ network infrastructure and that access
eventually allowed the criminals to inject malware into point-of-sale systems to skim
payment card data.’

» Maizions of crieinat attack

Sonave, Prnsmon Sastinte

Hacking methods aren’t always that sophisticated, however. A simple unlocked door
granting unauthorized access to a server, or a misplaced USB drive containing a
spreadsheet of customers' sensitive information are also recent examples of how systems
were breached and sensitive information was exposed. Many data breach incidents are
preventable if proper safeguards and controls are in place.

Data breaches of sensitive financial information are, of course, costly for all parties
involved. For example, financial institutions often bear much of the costs after a breach
involving debit or credit cards, including the cost of card reissuance, covering fraudulent
charges to uphold “zero liability” protections for customers, and reputational damage
that is associated with a breach. The breach that occurred at Home Depot last year is
estimated to have cost the credit union and community banking industries alone $60
million® and $90 million” respectively. A single large issuer may spend over $10-$20

3 http://www. idtheftcenter.org/I TRC-Surveys-Studies/2014databreaches. htmi

42014 Cost of Data Breach Study: United States," Ponemon Institute. May 2014.

® http://krebsonsecurity.com/2014/09/home-depot-hit-by-same-malware-as-target/

S http://news.cuna.org/articles/53M_email_addresses_stolen_in_HD_breach,_impact_on_CUs_mounts
7 http:/iwww.icha org/news/newsreleasedetail.cfm?itemNumber=189537
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million to reissue a portfolio of millions of card to mitigate just one major retail data
breach.

The Fast-Evolving Payments System

Payment technology is rapidly evolving, and the financial services industry is driving much
of the investment and innovation that will shape the future payments system.

In the near-term, cards will be much more difficult to counterfeit through the use of
computer chips embedded in the cards as well as “tokenization” technology to make
stolen data virtually worthless to criminals. In the future, new methods of identity
verification that not long ago were the stuff of Hollywood movies - voice, facial
recognition, biometric, location verification, gesture and behavior-based authentication,
and more ~ will likely reduce or eliminate the need for traditional PiNs and passwords.

Mobile payments, while still a small percentage of overall transaction volume, have gained
great momentum in the marketplace and they will soon represent a significant portion of
payment volume. Innovation and investment in payment security will increase as
consumer adoption of mobile payment systems increases.

As policymakers consider a legislative response to data breaches, it is important to
remember that no single card technology will prevent all data breaches. Effective defense
strategies will require prevention across the entire interconnected payments system, not
just one area or element of that system. Industries need to be holistic in their approach
and parties to a payment transaction should layer security technologies to keep
customers as safe as possible.

U.S. Migration to EMV

Later this year, a significant portion of the payments industry will undergo a fundamental
change. Card networks have announced that starting in October, card issuers and
merchants that implement certain stronger security technology will not be liable in the
case of fraud, while companies that do not implement such advanced technology could be
liable for fraud.

The technology driving this liability shift is EMV -- an acronym for Europay, MasterCard,
Visa - which is a technical standard that enables chip cards to effectuate a more secure
transaction. EMV chip cards are effective at preventing card counterfeiting, which helps
reduce the amount of card-present fraud following a data breach of payment card
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account numbers or other sensitive information.® However, EMV does not help prevent
online fraud where a card is not physically used.

Many other countries have already moved to wide-scale EMV card acceptance. The
reasons why the U.S. is just now making the shift to EMV chip card technology are worth
reviewing.

The U.S. card market is somewhat unique in ways that make the shift to EMV more
challenging. For example, most other EMV markets do not have 14,000 financial
institutions and tens of millions of merchants that need to move in relative unison to
implement EMV. Furthermore, the total volume of non-cash transactions in the US. is
double that of the entire Eurozone.® So, the magnitude of the change is different in the
U.S. and that change requires a significant overhaul of current systems. In considering
those needed changes an industry representative stated the migration to EMV “...is
comparable to declaring that U.S. drivers will now drive on the left-hand side of the road
and changing all the road signs and highway entrance and exit ramps and reprogramming
all the GPS systems.”™

In any event, the changeover to EMV is now being implemented in the U.S. and its benefits
will soon be available to American consumers and businesses.

Thinking Pragmatically about PINs

As policymakers contemplate federal policy regarding the future of payment security and
related consumer protection, numerous factors should be considered. One such factor is
recognizing government is not well-suited to predict or pick optimal future technology.
Payment technology is changing and improving very rapidly. A government embrace of
any one particular technology or approach is likely to limit more and better options as
new technologies in this space now seem to emerge nearly each week.

- 50-year-old technology should not define the future of payment security:
Magnetic stripe technology was invented in the 1960s and it revolutionized the
payments system at the time. PIN technology was also invented in the 1960s."
Both magnetic stripe and PIN technologies are dated and they are understandably
being passed by more forward-leaning payments security technology.

8 http://usa.visa.com/personal/security/chip-technology/emv-chip.jsp

° Capgemini World Payments Report 2013.

1 http://arstechnica.com/business/2014/08/02/chip-based-credit-cards-are-a-decade-old-why-doesnt-the-
us-rely-on-them-yet/

" See hitp://inews.bbc.co.uk/2/hifbusiness/6230194.stm



115

In addition, it is important to remember that most merchants do not even currently
accept PINs. According to the Federal Reserve, only 25% of merchants accepting
debit cards accept PIN-based debit transactions.” According to point-of-sale
(POS) hardware manufacturer Ingenico, of the nearly 3 million POS terminals at
large merchants, nearly all have PIN capability. On the other hand, virtually none of
the 22 million “micro merchants” have the current capability to accept PINs.
Obviously, there is a big gulf between large and small merchants in their ability to
accept PINs.

- Banks and retailers are moving to more secure forms of authentication beyond PIN:
Payments innovators are abandoning static data elements in favor of dynamic,
single-use technologies that can render stolen data useless to criminals. Financial
institutions are also continuing to develop new ways to authenticate customers
that don't rely on just one factor, like a password or a PIN. Biometric
authentication is becoming an integral part of mobile payments, and other
technologies focused on muitiple factors, including gesture or behavior-based
authentication, are being considered to help secure access to sensitive systems and
transactions. BITS, the technology policy division of FSR, is collaborating with its
members in the High Assurance Authentication Project which will help define
optimal financial services technologies and practices for stronger authentication
technigues.

As consumers, most of us have probably noticed that more and more transactions
don’t even require a signature, let alone a PIN. According to data from Visa, more
than 60% of Visa’s U.S. transaction volume qualifies for no customer verification
method at all because they are low-dollar and low-risk.

- No “silver bullet” has vet been developed {o fully stop payment breaches and
related fraud: In countries where EMV chip cards are utilized throughout their

payments system, fraud rates from lost, stolen or counterfeit use at the point-of-
sale have declined. However, after the introduction of EMV cards, in many
instances overall fraud rates increased significantly due mainly to very large
increases in card-not-present (CNP) fraud (i.e., online shopping).13 Technologies
are being developed to better address fraud in CNP situations.

2 Federal Reserve Board of Governors. Reguiation I, Final Rule.
'3 See Appendix 1.
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Looking Forward in Payment Security

More innovation is taking place in payments than arguably in any other aspect of financial
services. From increasing security and reducing fraud to creating a more friction-free
experience for consumers, the financial services industry is committed to maintaining its
role as consumers’ trusted source for payments and managing money. With the support
and drive from the financial industry, biometrics, cloud-based technology, location-based
services, and keystroke behavior patterns will be the norm in the future. More
immediately, the development of tokenization-- the process of replacing sensitive
financial information with data that can only be interpreted by a very limited set of parties
in the transaction chain-- is paving the way for mobile payments to become viable.

Transactions using tokenization help ensure stolen data is of no value in a data breach.
Tokenization, along with biometrics or other layered security measures, help create a
more secure mobile payment experience. Again, there is no single panacea to preventing
fraud and stopping data breaches.

Creating “Bank-Like” Security for Firms of All Sizes

Congress should pass legislation creating a strong, meaningful data security requirement
for all companies that handle sensitive customer information but currently have no federal
requirement to protect it.

The Gramm-Leach-Bliley Act (GLBA) (Pub.L. 106-102), enacted in 1999, directed the
Federal Trade Commission and federal and state regulators with oversight of financial
institutions to establish appropriate standards and processes relating to administrative,
technical and physical safeguards to protect customer information.

For the financial industry, the GLBA is implemented and enforced by pertinent federal and
state regulators. For example, the federal banking agencies establish information security
standards for banks and regularly examine banks for compliance with those standards,
while the Securities and Exchange Commission oversees broker-dealers and investment
advisors and state insurance departments oversee insurance companies in this regard.

The GLBA’s standards and processes apply to the smallest credit union or community
bank as well as the largest financial firms in America. This is made possible by the
flexibility built into the GLBA standards that allow adjustments for the size and complexity

7
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of the financial institution, the nature and scope of its activities, and the sensitivity of the
information it handles.”

Addressing Small Business Concerns

While a clear need exists for Congress to enact strong data security legislation, any
standard or process Congress creates should not be prescriptive, inflexible or overly
burdensome for small businesses. For the reasons outlined above, a flexible standard that
is adaptable to both the size of the entity and the changing nature of data security
technology is the most common-sense approach. Such a standard has served the
financial service sector and its customers well.

Similar to small financial institutions, small businesses frequently rely on third party
vendors to implement and maintain core business functions like payment processing and
data security.” In addition to providing the service, compliance responsibilities would
likely be delineated via contract with such vendors.

Most small and medium-sized businesses do not maintain data centers or other
extraordinary in-house technology that would be likely to invite significant new
compliance requirements were Congress to enact bank-like security process requirements,
However, it is highly likely that third-party service providers, particularly payment
providers, will pay closer attention to the controls even the smallest of businesses has in
place to protect customer information.

For example, it is not unreasonable to expect any size business to password-protect
systems with something more robust than “password” or “123456.” If a small business has
a server or PC on which it maintains customer files with sensitive financial information, it
would be wise to implement physical safeguards, such as a tock on the door with limited
access. If a small business has a wireless internet network, it should be required to have at
least minimal security features,”®

This list is not exhaustive but is illustrative of the basic nature of data security
requirements that can help prevent breaches yet are tco often absent today.

'* See Interagency Guidelines Establishing Information Security Standards. Accessed at
http:/iwww.federalreserve.gov/bankinforeg/interagencyguidelines.htm

'® See, for example: Nationat Small Business Association, “2013 Small Business Technology Survey,”
accessed at http://www.nsba, biz/wp-content/uploads/2013/09/Technology-Survey-2013.pdf

' For example, the 2007 breach at nationwide retailer TJ Maxx was caused by an unsecured wireless
network that allowed hackers clear access to payment card information. See
http://www.zdnet.com/article/tixs-failure-to-secure-wi-fi-could-cost-1b/



118

The Right Legislation is Needed

Enacting the right data breach legislation will create a framework of complementary
federal requirements and self-regulatory standards, such as those put forth by the PCI
Security Standards Council. FSR, and many others in the financial industry,” believe data
security and notification legislation should include the following elements:

- A data security requirement establishing the framework for a flexible, scalable
process firms should follow to implement administrative, technical and physical
safeguards to ensure the security, confidentiality and integrity of sensitive
consumer financial information.

- A common-sense notification process firms should follow in the event they
discover a breach of information that could put consumers at risk of harm, and that
ensures consumers are notified in a timely manner, but that allows for a reasonable
delay for law enforcement investigation.

- Preemption of the patchwork of conflicting state data breach laws for all industries.

- Arecognition that certain industries - like healthcare and financial services -
already comply with federal data security and consumer notification standards, to
ensure those industries are not faced with duplicative, unnecessary regulatory
requirements.

Such provisions are contained in H.R. 2205, the Data Security Act of 2015, introduced by
Congressman Randy Neugebauer and Congressman John Carney. Ao other bill
Introduced in the House this session approaches the level of consumer protections
contained in this measure. ts provisions are reasonable, not overly burdensome on
businesses, and will help stop the flow of data breaches. We encourage Members of this
Committee to support this important measure along its path toward enactment.

Thank you for inviting me to testify. 1 look forward to your questions.

T Eor more information, see joint letter from FSR, ABA, CBA, The Clearing House, NAFCU, CUNA and
ICBA: http:/ffsroundtable.org/fi-trades-sends-joint-letter-house/
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Appendix 1

UK. CNPFraud, 2004 10 2013
{In GBP millions)

£328

£am
£356 v

£213

£183

2004 2005 2006 2007 2008 2008 2010 2011 2012 2013

Source: Julie Conroy. “EMV: Lessons Learned and the U.S. Outlook,” Aite Group. June 2014
The U.K. payments ecosystem began a transition to EMV chip technology in 2001 In

2005, a liability shift occurred in which the entity with the lowest form of technology (i.e.,
not EMV-compliant), would be responsible for fraud on a given transaction.

Between the date of the liability shift in 2005, card-not-present fraud increased
dramatically, peaking at GBP328 millicn in 2008, a 79% increase.

10
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JACLI

Financial Security.. for Life,

Statement for the Record
House Committee on Financial Services

Hearing titled “Protecting Consumers: Financial Data Security in the Age of Computer Hackers”
May 14, 2015

The American Council of Life Insurers {ACLI} is pleased to submit this statement for the hearing record
expressing the views of the life insurance industry regarding the protection of sensitive nonpublic
consumer information.

The American Council of Life Insurers (ACLI) is a Washington, D.C.-based trade association with
approximately 300 member companies operating in the United States and abroad. ACLI advocates in
federal, state, and international forums for public policy that supports the industry marketplace and the
75 million American families that rely on life insurers’ products for financial and retirement security. ACLI
members offer life insurance, annuities, retirement plans, long-term care and disability income insurance,
and reinsurance, representing more than 90 percent of industry assets and premiums.

Life insurers’ relationships with their customers are personal and confidential. Life insurers recognize that
their customers expect them to maintain the security of their nonpublic personal information and
acknowledge their affirmative and continuing obligation to do so.

ACLI supports a uniform national standard for notification to individuals whose personal information has
been subject to a security breach. A uniform national standard will ensure that consumers receive clear,
consistent notice regardless of where they live or the type of entity subject to the breach and eliminate
the complexity and burden of complying with the current patchwork of 48 differing state breach
notification laws. Accordingly, ACLI supports federal legislation that provides a uniform national standard
for breach notification and expressly preempts any related state breach notification standards.

ACLI member companies also support legislation that avoids needlessly alarming consumers, by requiring
notice only when a breach in the security of consumers’ nonpublic personal information is likely to cause
harm, and by not requiring notice if consumers’ nonpublic information is protected by encryption or some
other means that makes the information unreadable or unusable.

ACLI applauds Representatives Randy Neugebauer and John Carney for their efforts to craft federal
legisiation, H.R. 2205, that reflects the fundamentally important principles described above. We
appreciate their leadership in support of strong consumer protection. We look forward to working with
them and this Committee on issues of importance to the life insurance industry and its policyholders as
the bill moves through the legislative process.

Thank you for convening this important hearing and for your consideration of the views of ACLI and its
member companies.

American Council of Life Insurers
101 Constitution Avenue, NW, Washington, DC 20001-2133
www.acll.com
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3138 10th Street North
Arlinglon, VA 22201-2149
703.522.4770 | 800.336.4644

1 703.524.1082
NAFCU nafcu@naleu.org

National Association of Federal Credit Unions | www.nafcu.org

May 13, 2015

‘The Honorable Jeb Hensarling The Honorable Maxine Waters

Chairman Ranking Member

House Financial Services Committee House Financial Services Committee

United States House of Representatives United States House of Representatives

‘Washington, D.C, 20515 ‘Washington, D.C. 20515

Re:  Tomorrow’s Hearing, “Protecting C s: Fi ial Data Security in the Age of
Computer Hackers®

Dear Chairman Hensarling and Ranking Member Waters:

On behalf of the National Association of Federal Credit Unions (NAFCU), the only trade
association exclusively representing the interests of our nation’s federal credit unions, I write .
today regarding tomorrow’s hearing entitled, “Protecting Consumers: Financial Data Security in

the Age of Computer Hackers,” A primary concern of credit unions and their 100 million
members continues to be data breaches at our nation’s retailers exposing financial and personal

data of millions of consumers. We thank you for holding this important hearing and applaud

your leadership on this matter.

As you know, consumers at risk in the wake of a data breach often rely on their credit union to
help re-establish financial safety. In the process, credit unions suffer steep losses through the
reissuance of cards, the charge-off of frand, and the staff time it can take to respond to the
magnitude of many of the breaches we have seen recently, Unforiunately, not all entities are held
to a federal standard in protecting sensitive financial and personal information. While credit
unions have been subject to federal standards on data security since the passage of Grapm-
Leach-Bliley Act in 1999, the same cannot be said for our nation’s retailers.

NAFCU recognizes that both merchants and credit unions are targets of cyberattacks and data
thieves. The difference, however, is that credit unions have developed and maintained robust
internal protections to combat these attacks and are required by federal law and regulation to
protect this information and notify consumers when a breach occurs that will put them at risk—
no matter what size of the institution. Every credit union must comply with significant data
security regulations, and undergo regular examinations to ensure that these rules are followed. A
credit union faces potential fines of up to $1 million per day for compliance violations, These
extensive requitements and safeguards have evolved along with cyber threats and technological
advances and have been enhanced through regulation since they were {irst required in 1999 as
part of the Gramm-Leach-Bliley Act (GLBA). In contrast, retailers are not covered by any federal
laws or regulations that require them to protect the data and notify consumers when it is
breached.

NAFCU | Your Direct Connection te Education, Advocacy & Advancement
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The ramifications for credit unions and their members have been monumental. A February of
2015 swrvey of NAFCU members found that the estimated costs associated with merchant data
breaches in 2014 were $226,000 on average. Of their losses, respondents expect to recoup less
than 0.5%, which amounts to less than $100 on average. Despite the claims of some trade
groups, the fact remains that our members are not recovering anything close to what they are
spending to make their members whole after a merchant breach.

NAFCU believes legislation pending before the committee, H.R. 2205, the Data Security Act of
2015 would help address these concerns. This legislation would create a national standard of
data security for all industries that handle sensitive information based on the standards in
Gramm-Leach-Bliley Act (GLBA), a key priority of NAFCU. We are also pleased that it would
recognize that it is not productive to duplicate data protection and consumer notice requirements
that are already in place for credit unions under GLBA. We urge the commitiee to support this
legislation and move it to mark-up as soon as possible.

Thank you for your attention to this important matter. We look forward to tomorrow’s hearing
and working with the committee as you move forward in addressing data security issues. If my
staff or I can be of assistance to you, or if you have any questions regarding this issue, please feel
free to contact myself, or NAFCU’s Director of Legislative Affairs Jillian Pevo at (703) 842-
2836.

Sincerely,

Brad Thaler
Vice President of Legislative Affairs

cc: Members of the House Financial Services Committee
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May 14, 2015

Chairman Jeb Hensarling Ranking Member Maxine Waters
U.S. House of Representatives U.S, House of Representatives
Committee on Financial Services Committee on Financial Services
2129 Rayburn House Office Building 4340 O’Neill Federal Office Building
Washington, DC 20515 Washington, DC 20515

Re: Insurance Consumer Data Protection
Dear Chairman Hensarling and Ranking Member Waters:

On behalf of the National Association of Insurance Commissioners (NAIC)!, we write today to thank
you for holding a hearing on “Protecting Consumers: Financial Data Security in the Age of Computer
Hackers.” State insurance regulators take very seriously our responsibility to ensure the entities we
regulate are protecting the many kinds of highly sensitive consumer information they retain. In this
regard, we are acutely aware of the complex mission insurance regulators have of protecting consumers,
laying out expectations for the insurance industry, and recognizing the economy-wide role insurers can
play in driving best practices and mitigating the financial aftermath of a cyber attack.

As you know, insurance companies in the United States are subject to a stringent state-based regulatory
regime designed with the primary mission of protecting policyholders. Consumer data privacy and
cybersecurity issues are not new to state insurance regulators — the NAIC’s Standards for Safeguarding
Consumer Information Model Regulation sets forth standards that insurance entities must meet to be in
compliance with federal and state information security laws and regulations, and the NAIC examiner
handbooks for financial and market conduct exams include extensive guidance on examining controls te
confirm insurance entities are taking necessary steps to protect consumers. Even when an insurer is
diligent to secure infrastructure, they may be the victim of a criminal data breach. In such an event,
companies are required to inform insurance regulators in all affected states, at which point we work with
law enforcement agencies and the affected company to ensure consumers are notified promptly and
steps are taken to mitigate potential harm.

! Founded in 1871, the NAIC is the U.S. standard-setting and regulatory support organization created and governed by the
chief insurance regulators from the 50 states, the District of Columbia and the five U.S. territories. Through the NAIC, state
insurance regulators establish standards and best practices, conduct peer review, and coordinate their regulatory oversight.
NAIC members, together with the central resources of the NAIC, form the national system of state-based insurance
reguiation in the U.S.
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Last November, following numerous discussions about cybersecurity among our members and
leadership, the NAIC established a Cybersecurity (EX) Task Force.” After announcing its membcrship3
this February, the Task Force laid out an ambitious work plan, and while much work remains, we have
already made significant progress in our efforts to enhance cybersecurity protections in insurance.
Following extensive written and verbal comments by interested parties, on April 16, 2015 the Task
Force approved a finalized list of 12 insurance regulatory guiding principles.? We believe these
principles create a broad framework to lay out our duties and obligations as regulators and the
expectations we have for our sector. The principles will promote accountability across the entire
insurance sector in the best interests of consumers. They will serve as the foundation for protection of
sensitive consumer information held by insurers and producers while guiding the regulators who oversee
the insurance industry.

The Task Force also worked with the NAIC’s Property and Casualty (C) Committee to draft a
Cybersecurity Insurance Coverage Supplement proposal for the annual financial statement required of
insurers.” This filing will provide regulators with more specific information regarding the size of the
growing cyber liability market on a nationwide basis. The draft proposal was exposed for comment in
March, and is currently under review by several NAIC committees. Additionally, the Task Force is
working closely with the Information Technology Examination (E) Working Group to update
examination protocols for financial examiners to ensure that cyber security is embedded in on-site
examinations of insurers. Similar updated protocols for market conduct examiners are also under
consideration.

Additional Task Force plans for the immediate future include a survey of states to assess cyber
vulnerabilities, development of a “Consumer Bill of Rights™ for insurance data breach victims, webinars
on the benefits of information sharing, and a comprehensive review of existing cybersecurity related
model laws and regulations.

Consumers have a right to expect that personal financial and health information entrusted to insurers and
health care providers is secure. As Congress contemplates legislation in this arena, we encourage you
not to limit state regulators’ tools or authorities to protect policyholders. While we understand and
appreciate the potential benefits of establishing common definitions and cross-sector minimum
standards for data security, we remain skeptical of any efforts that involve preemption of a state’s right
to enact protections for its insurance consumers that go above and beyond those recommended or
required by Federal law. We also are concerned with efforts to limit individual state regulators from
protecting consumers in their state, regardless of where a breached insurer is domiciled. While well
intentioned, such standards may actually undermine existing consumer protections, as well as inhibit
future enhancements and innovation necessary for regulators and companies to adapt to evolving threats.

The American public relies on insurance for financial peace of mind, and state insurance regulators are
committed to continuing our leadership in this area to maintain the trust of policyholders across the
country. We commend your Committee for its attention to the critical issue of consumer data protection,
and look forward to working with you to design a strong data protection framework that is in the best
interests of insurance consumers.

% Attachment A ~ NAIC Press Release, November 19, 2014,

* Attachment B ~ Cybersecurity (EX) Task Force Membership List

* Attachment C — Adopted Principles for Effective Cybersecurity: Insurance Regulatory Guidance
* Attachment D - Proposed Cybersecurity Insurance Coverage Supplement
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P

Monica J. Lindeen

NAIC President

Montana Commissioner of
Securities and Insurance

Sharon P. Clark
NAIC Vice President
Kentucky Insurance Commissioner

b oy Rl

E. Benjamin Nelson
NAIC Chief Executive Officer
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John M. Huff

NAIC President-Elect

Director of Missouri’s Department of Insurance,
Financial Institutions, and Professional Registration

s —

Theodore K. Nickel
NAIC Secretary-Treasurer
Wisconsin Insurance Commissioner
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FOR IMMEDIATE RELEASE

INSURANCE REGULATORS ESTABLISH
CYBERSECURITY TASK FORCE

NAIC forms commiltee to address emerging issues related to cyber threats

WASHINGTON, D.C. (Nov. 19, 2014) -Today the National Association of
Insurance Commissioners (NAIC) formed a special task force to help coordinate
insurance issues related to cybersecurity. The task force will make
recommendations and coordinate NAIC efforts regarding: the protection of
information housed in insurance departments and the NAIC; the protection of
consumer information collected by insurers; and collecting information on cyber-
liability policies being issued in the marketplace. The group will report and make
recommendations to the Executive Committee.

"The threat of a cyber-attack is very real, and state regulators are committed to
developing the tools we need to ensure effective regulation in this area,” said
Adam Hamm, NAIC President and North Dakota Insurance Commissioner. "The
American public relies on insurance for financial peace of mind, and our
leadership in this area is critical to maintaining that trust.”

The creation of the task force is a reflection of the NAIC's growing commitment
to addressing cyber security in the insurance sector. State regulators serve on the
Treasury Department's Financial Banking and Information Infrastructure
Committee and on the Executive Branch and Independent Agency Regulatory
Cybersecurity Forum, where they work with Federal regulators to address cyber
threats in the U.S. Earlier this year, the NAIC hosted a forum on regulatory
challenges as they relate to cybersecurity.

About the NAIC

The National Association of Insurance Commissioners (NAIC) is the U.S. standard-
setting and regulatory support organization created and governed by the chief insurance
regulators from the 50 states, the District of Columbia and five U.S. territories. Through
the NAIC, state insurance regulators establish standards and best practices, conduct peer
review, and coordinate their regulatory oversight. NAIC staff supports these efforts and
represents the collective views of state regulators domestically and internationally. NAIC
members, together with the central resources of the NAIC, form the national system of
state-based insurance regulation in the U.S. For more information, visit www.naic.org.

Attachment A
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Communications
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Communications Directar
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Media Strategist

Katherine Jones
Communications
Specialist
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Attachment B

CYBERSECURITY (EX) TASK FORCE

Adam Hamm, Chair
Raymond G. Farmer, Vice Chair
Jim L. Ridling

Lori K. Wing-Heier
Germaine L. Marks
Dave Jones

Katharine L. Wade
Chester McPherson
Kevin McCarty
Gordon I. Ito

James Stephens

Eric A. Cioppa

Al Redmer Jr.

Mike Rothman

lohn M. Huff

Monica J. Lindeen
Bruce R. Ramge

Scott J. Kipper

Roger A. Sevigny
Kenneth E. Kobylowski
Benjamin M. Lawsky
Mark O. Rabauliman
Mary Taylor

John D. Doak

Teresa D. Miller
Joseph Torti I

David Mattax
Jaqueline K Cunningham
Mike Kreidler

Ted Nickel

North Dakota
South Carolina
Alabama

Alaska

Arizona
California
Connecticut
District of Columbia
Florida

Hawaii

Iinois

Maine
Maryland
Minnhesota
Missouri
Montana
Nebraska
Nevada

New Hampshire
New Jersey
New York
Northern Mariana Islands
Ohio

Oklahoma
Pennsylvania
Rhode Island
Texas

Virginia
Washington
Wisconsin

NAIC Support Staff: Eric Nordman/Sara Rebben/Tony Cotto/Cody Steinwand
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Attachment C

Principles for Effective Cybersecurity: Insurance Regulatory Guidance'

Due to ever-increasing cybersecurity issues, it has become clear that it is vital for state insurance
regulators to provide effective cybersecurity guidance regarding the protection of the insurance sector’s
data security and infrastructure. The insurance industry looks to state insurance regulators to aid in the
identification of uniform standards, to promote accountability across the entire insurance sector, and to
provide access to essential information. State insurance regulators look to the insurance industry to join
forces in identifying risks and offering practical solutions. The guiding principles stated below are
intended to establish insurance regulatory guidance that promotes these relationships and protects
consumers.

Principle 1:  State insurance regulators have a responsibility to ensure that personally identifiable
consumer information held by insurers, producers and other regulated entities is protected from
cybersecurity risks. Additionally, state insurance regulators should mandate that these entities have
systems in place to alert consumers in a timely manner in the event of a cybersecurity breach. State
insurance regulators should collaborate with insurers, insurance producers and the federal government to
achieve a consistent, coordinated approach.

Principle 2:  Confidential and/or personally identifiable consumer information data that is collected,
stored and transferred inside or outside of an insurer’s, insurance producer’s or other regulated entity’s
network should be appropriately safeguarded.

Principle 3:  State insurance regulators have a responsibility to protect information that is collected,
stored and transferred inside or outside of an insurance department or at the NAIC. This information
includes insurers’ or insurance producers’ confidential information, as well as personally identifiable
consumer information. In the event of a breach, those affected should be alerted in a timely manner.

Principle 4: Cybersecurity regulatory guidance for insurers and insurance producers must be flexible,
scalable, practical and consistent with nationally recognized efforts such as those embodied in the
National Institute of Standards and Technology (NIST) framework.

Principle 5: Regulatory guidance must be risk-based and must consider the resources of the insurer or
insurance producer, with the caveat that a minimum set of cybersecurity standards must be in place for
all insurers and insurance producers that are physically connected to the Internet and/or other public data
networks, regardless of size and scope of operations.

Principle 6: State insurance regulators should provide appropriate regulatory oversight, which
includes, but is not limited to, conducting risk-based financial examinations and/or market conduct
examinations regarding cybersecurity.

Principle 7:  Planning for incident response by insurers, insurance producers, other regulated entities
and state insurance regulators is an essential component to an effective cybersecurity program.

Principle 8: Insurers, insurance producers, other regulated entities and state insurance regulators
should take appropriate steps to ensure that third parties and service providers have controls in place to
protect personally identifiable information.

! These principles have been derived from the Securities Industry and Financial Markets Association’s (SIEMA) “Principles for Effective
Cybersecurity Regulatory Guidance.”

© 2015 National Association of Insurance Commissioners 1 41715
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Principle 9: Cybersecurity risks should be incorporated and addressed as part of an insurer’s or an
insurance producer’s enterprise risk management (ERM) process. Cybersecurity transcends the
information technology department and must include all facets of an organijzation.

Principle 10: Information technology internal audit findings that present a material risk to an insurer
should be reviewed with the insurer’s board of directors or appropriate committee thereof.

Principle 11: Tt is essential for insurers and insurance producers to use an information-sharing and
analysis organization (ISAQ) to share information and stay informed regarding emerging threats or
vulnerabilities, as well as physical threat intelligence analysis and sharing.

Principle 12: Periodic and timely training, paired with an assessment, for employees of insurers and
insurance producers, as well as other regulated entities and other third parties, regarding cybersecurity
issues is essential.

WiNational ings\201 TRCyb #y\Guiding Principle Documents\Final Guiding Principies 4 16 15.docx

© 2015 National Association of Insurance Commissioners 2 417115
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CYBERSECURITY INSURANCE COVERAGE SUPPLEMENT
For The Year Ended December 31, 20__
{To Be Filed by April 1)

NAIC Group Code NAIC Company Code,

Company Name

Attachment D

If the reporting entity writes any cybersecurity coverage, please provide the following:

1. Standalone Policies
Direct Direct Direct Deféns; and Cost Number of Policies in
Premiums Losses Coptainment Force
1 2 3 4 : 7 8
Written Earned Paid incurred | & Claims Occurrence
1 Made
$ $ $ $ 13 $
to$
2.
Yes[ ] Nof ]
Direct Direct Defense and Cost: Number of Policies with
Losses . Containme cybersecurity coverage in
: Force
1 (i 4 5 6
“Paid + Change in
Case Reserves Claims Made Occurrence
$ $
2.3 Cafithe direct premium}eamed r“\the cybersecurity coverage provided as part of a package policy be
quantified or estimated? .. By Yes{ ] Nof]
2.4 ifthe éns! er to question 2.3 isyes, provide the quantified or estimated direct premium earned amount
for cyberséc; rity coverage inéllided in package policies
241 Amountquantified: $
2.42 Amount estimatel ‘m‘g reasonable assumptions: S
2.5 What is the range of limits offered for the cybersecurity policies? S s
3. [ the cybersecurity policy is a Claims Made policy, is tail coverage offered? Yes{ 1 No[ ]
3.1 If tail coverage is offered, what is the range of the limits offered? S to$

© 2015 National Association of Insurance Commissioners 1

Draft: 3/6/15
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Attachment D

CYBERSECURITY INSURANCE COVERAGE SUPPLEMENT

This supplement should be completed by those reporting entities that provide cybersecurity coverage in a
standalone policy or as part of a commercial multiple peril package policy. The supplement should be reported
on a direct basis (before assumed and ceded reinsurance).

Cybersecurity

Coverage for damages arising out of unauthorized use of, or unauthorized access to, electronic data or
software within your network or business.

Linel

tine 1.1

Line 2.2

Line 2.4

Line 2.5

line3.1. ¢

Direct premiums, losses and defense and cost containment-expenses for standalone policies are
to be reported before reinsurance for columns 1 thr

For columns 7 and 8, provide the number of in‘?féréé sta déione policies that are claims made vs.

occurrence.

Provide the range of the limits offered for standalone policies.

Direct fosses and defense and cost containment expenses for commercial ‘r:nultiple peril package
policies are to be reported hefore reinsurance for Coluimns 1 through 4. :

For Columns 5 and 6, provrde he number of in for multiple peril policies containing
cybersecurity coverage that are claims niade vs. occurrence.

If the answer to 2:3.is “yes,” pro‘;{/‘lde the amountof direct premium eamed {qualified or
estimated}for wberS?curiw coverag:(:a: includedin :package policies before reinsurance.

Provide the range of limits offered for the:commercial multiple peril package cybersecurity
policies o E

!‘f‘t‘hé’“éynkéwer to3is yeé, providé“tﬁefange of limits offered for tail coverage.

© 2015 National Association of Insurance Commissioners 2 Draft: 3/6/15
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THE COMMONWEALTH OF MASSACHUSETTS

OFFICE OF THE ATTORNEY (GENERAL
ONE ASHBURTON PLACE
BOSTON, MASSACHUSETTS 02108

Maura Heatey (617) 727-2200

ArTORNEY (GENERAL (617) 727-4765 TTY
WWW.INass.gov/ago

May 14, 2015

The Honorable Jeb Hensarling The Honorable Maxine Waters
Chairman Ranking Member

The Committee on Financial Services The Committee on Financial Services
U.S. House of Representatives U.S. House of Representatives
Washington, DC 20215 Washington, DC 20215

Re:  Federal Legislation Relating to Data Security and Breach Notification Standards
Dear Chairman Hensarling and Ranking Member Waters:

We write concerning the Committee’s upcoming hearing, entitled “Protecting
Consumers: Financial Data Security in the Age of Computer Hackers.” We are encouraged and
appreciate that the Committee recognizes the critical importance of this issue. In this era of
increasing data breach risks, strong data security protections and breach disclosure requirements
are essential to protect consumers and to preserve confidence in the market.

We understand that one issue before this Committee is whether federal data security and
breach notification standards are warranted. We are cognizant of the business community’s
concerns regarding compliance with multiple state security breach noftification regimes. As it
considers this issue, we urge the Committee to carefully balance the calls for a national standard
with the necessary protections consumers currently rely upon under state law, to avoid
invalidating those critical protections and leaving consumers in a vulnerable position.

In particular, we write to share with the Committee the insights and perspective this
Office has gained through its enforcement of Massachusetts’ data security breach notification
law,' data sccurity regulations,” and data disposal law.> Together, these laws (enforced by this
Office through the Massachusetts Consumer Protection Act)* require covered entities to develop,
implement, and maintain minimum data security procedures and policies, consistent with

! Mass. Gen. Laws ch. 93H, attached as Exhibit 1.
% Title 201 of the Code of Massachusetts Regulations (“CMR”), section 17.00 ef seq., attached as Exhibit 2.

* Mass. Gen. Laws ch. 931, attached as Exhibit 3.
*Mass Gen. Laws ch. 93A.
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industry standards, to safeguard Massachusetts consumers’ “personal information™ (whether in

paper or electronic form) from anticipated threats or hazards and from unauthorized access or
use.® Massachusetts data breach notice law also obligates entities to provide notice as soon as
reasonably practicable, and without unreasonable delay, to affected residents and state agencies
in the event of a breach of security or compromise of that information.”

From September 1, 2007 through December 31, 2014, this Office received notice of over
9,800 data breaches, reporting over 5 million impacted Massachusetts residents. Over 2,400
breaches were reported in 2014 alone (a 33% increase over 2012 and a 527% increase over
2008). To the extent any of those breaches resulted in enforcement actions by this Office (a very
small percentage), the circumstances reflected gross failures to implement or maintain basic
security practices, unreasonable delays in providing notice of the breach, or other egregious
conduct that raised real risks of resulting consumer harm. More commonly, this Office engages
in regular outreach with the business community to improve data security practices and facilitate
compliance with those laws. As a result of this work, this Office has an informed and
comprehensive view into the nature, extent, and frequency of data breaches, the challenges
businesses encounter, the risks faced by consumers and, most importantly, the security practices
and procedures that can prevent or mitigate those risks.

Our experience reflects that data breaches are an ever-present and increasing threat for
companies and consumers alike, that strong data security and data breach notification standards
are essential, and that the States need to retain the ability to protect their consumers from these
rapidly-evolving risks. In particular, we believe that any effective data security and breach
notification framework should include the following features.

¢ Federal Law Should Establish a “Floor,” not a “Ceiling,” of Consumer
Protections.

We appreciate the calls for a uniform, federal standard for data security and breach
notice. But any such federal standard should not dilute or preempt protections already in place in
many States, including Massachusetts. In order fo raise the level of protection nationally, to
enable the States to innovate to best protect the needs of their residents, and to avoid enacting a
stagnant security and breach standard that fails to keep up with changing technologies, a federal
standard should set a “floor” of protections that state law can exceed. To the extent Congress
intends to preempt state law in this field, it should set standards that are at least as strong — or
stronger — than the protections consumers currently rely upon in their states. Finally, the scope
of any federal preemption should be narrowly and carefully drawn to avoid: preempting state
laws in areas other than data security or breach notification, infringing on the States’ consumer
protection laws or enforcement authority, or preventing the States from continuing to innovate to
protect their consumers from the rapidly evolving data security and privacy risks.

* In Massachusetts, “personal information™ is defined by statute to mean a resident’s first name and last name, or
first initial and last name, in combination with any one or more of the following data elements: (a) social security
number; or (b) driver’s license number or state-issued identification card number; or (c) financial account number or
credit or debit card number, with or without any required security code. See Mass Gen. Laws ch. 93H, §1.

© See Mass Gen. Laws ch. 931 and 201 CMR 17.00 er seq.
7 See Mass Gen. Laws ch. 93H.
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¢ Federal Law Should Preserve and Respect the States’ Enforcement Authority.

Recent breaches reported in the media underscore the necessary role played by the state
Attorneys General in enforcing data breach and data security requirements for the protection of
consumers. Indeed, in enforcing Massachusetts data security and breach notification law over
the past several years, this Office has developed specialized expertise in the highly technical and
rapidly evolving field of data security, and an informed perspective on the causes and effects of
data breaches and the data security practices that can best avoid or mitigate them. The offices of
many other state Attorneys General have developed a similar expertise and perspective. To
harness this collective expertise, and to ensure that state Attorneys General can continue their
role of protecting their consumers, any federal standard should preserve the States’ existing
enforcement authority, and in particular, with respect to the following areas.

First, prompt notice of breaches to the relevant state Attorneys General in cases where
their State’s residents are impacted is imperative. If threshold numbers of affected consumers
are set for state regulator notice, they should not be so high that it frustrates a State’s ability to
enforce the law with respect to the vast majority of breaches that impact its residents. For
example, in Massachusetts, approximately 97% of the 2,314 data breaches reported in 2013
involved fewer than 10,000 persons; in fact, each of these breaches affected, on average, 74
persons. Thus, thresholds requiring notice to state regulators that exceed 100 residents of that
State would thus frustrate this Office’s ability to protect Massachusetts residents.

Second, a dual federal/state enforcement framework that respects — not constricts — the
enforcement prerogatives of the States should be utilized. Provisions that give exclusive
enforcement authority to federal agencies, restrict state Attorneys General to suits in federal
courts or create new enforcement mechanisms or procedures risk injecting unnecessary delay,
costs and complications for the States. Numerous federal laws illustrate that parallel or dual
federal/stgte enforcement coordination of consumer protection laws is both possible and
effective.

Third, to protect their consumers, state Attorneys General must be able to seek adequate
civil remedies, including where appropriate preliminary and permanent injunctive relief to
compel compliance, civil penaltics to deter misconduct, attorneys’ fees/costs, and restitution for
ascertainable losses suffered by consumers (remedies currently obtainable by this Office under
the Massachusetts Consumer Protection Act). If “caps™ on civil penalties are sct, they should be
meaningful enough to deter future misconduct, so as to not be treated as a cost of doing business.
Moreover, because consumers are the ultimate victims of data breaches, they should retain the
ability to bring private rights of action to seek recovery of damages or harm they may suffer.

® See, e.g., the Federal Trade Commission Act (15 U.S.C. § 45(a)(1) and its numerous State counterparts (see, e.g.
Mass Gen. Laws ch. 93A), the Fair Credit Reporting Act (15 US.C. § 1681 ef seq.), and the Health Insurance
Portability and Accountability Act (HIPAA) (Pub. L. No. 104-191, 110 Stat. 1936 {1996)) and Health Information
Technology for Clinical and Economic Health (HITECH) Act (42 U.S.C. § 17930 et seq.).

3
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¢ Federal Law Should Enhance — Or At Least Preserve — Existing State and
Federal Standards.

State consumer protection and data security/breach notice laws provide important
protections for consumers. As the Committee considers a national standard, it should build on
these existing protections under federal and state law to ensure consumers are not exposed to
increased risks as a result of a new national standard. In this vein, we urge the Committee to
consider the following.

o Data Security Standards Under Massachusetts and Federal Law Should
Be Preserved.

Massachusetts’ data security regulations (201 CMR 17.00 ef seq.) and its data disposal
law (Mass Gen. Laws ch. 931) represent one of the leading information security frameworks in
the nation. Rather than employ a “one-size-fits-all” approach or an undefined, generalized
standard of ‘““reasonableness,” Massachusetts utilizes a risk-based, process-oriented approach to
data security, similar to well-established federal standards governing financial institutions and
certain health-related entities.” Covered entities must develop, implement, and maintain a
written security program outlining administrative, technological, and physical safeguards
appropriate for the entity’s size, scope of business, amount of resources available to it, the nature
and quantity of data collected or stored, and the need for security of the personal information it
handles. Within this flexible framework, the regulations outline various categories of security
measures and practices that constitute a “reasonable” information security program.

We believe that consumers will be best protected by a federal data security standard that
is at least as comprehensive and strong as the Massachusetts data security regulations. Indeed,
our review of thousands of breach notifications underscores the need for strong and enforceable
data security standards. While some breaches result from intentional, criminal acts, many result
from the failure to employ basic security practices, such as through the improper disposal of
consumers’ information, lost files, disclosure through inadvertence, carelessness, or the failure to
follow basic and well-accepted data security practices. Often even those breaches resulting from
intentional criminal attacks could reasonably have been avoided or mitigated if the entity had
complied with its own data security policies or employed basic security practices such as
software updates or firewalls.

° Similar to existing federal standards applicable to financial institutions (see 16 C.F.R. Part 314 (Standards for
Safeguarding Customer Information)) and entities covered under HIPAA (see e.g. 45 CFR Subpart C of Part 164
(Security Standards for the Protection of Electronic Protected Health Information)), Massachusetts requires entities
to identify and assess reasonably foreseecable internal and external risks to the security, confidentiality, and/or
integrity of personal information (201 CMR 17.03(2)(b)); develop, implement and maintain a “written
comprehensive information security program” containing physical, administrative and technical safeguards
necessary to protect personal information from those risks (201 CMR 17.03); take reasonable steps to oversee third
parties handling personal information (201 CMR 17.03(2)()); and securely dispose of personal information (Mass
Gen. Laws ch. 931). Cognizant of the particular risks associated with electronic data, Massachusetts also requires
entities, among other things, to establish and maintain a technically-feasible computer security system (201 CMR
17.04); and to encrypt personal information sent over public networks or wirelessly, or stored on laptops and
portable devices (201 CMR 17.04(3), (5)).
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A strong, generally-applicable standard would bolster the overall security of consumer
data in commerce (and with it, consumer confidence), reduce the costs and burdens of
responding to a data breach, and eliminate any potential competitive disadvantages created by
differing, sector-specific standards. Further, the data security standard should not be so minimal
50 as to create a competitive disadvantage to those businesses that choose to invest in more
robust, and more costly, data security measures in recognition of the inadequate protections
resulting from such a minimal standard. To ensure that the law is responsive to changing
technologies and risks, the Committee should consider giving rule-making authority to the
Federal Trade Commission to define as appropriate those security measures and practices that
are considered “reasonable.”

o Definitions of Protected Consumer Information Should Be Broad and
Flexible, Not Narrow and Static.

In today’s data-driven economy, consurners share a variety of highly personal data points
with numerous commercial entities. This information includes not just authenticating
information that can lead directly to identity theft or fraud (such as biometric data, social security
numbers, and drivers’ license numbers), but various other types of information that can be used
to access financial accounts, perpetrate medical or tax identity theft or fraud, or cause emotional
distress or physical harm against a consumer. This may include, for example, financial account
numbers, online account log-in credentials (and/or the secret question and answers necessary to
access those credentials), geolocation information, details about a consumer’s mental and
physical health, personal habits, hobbies, shopping activity, political views, or religious beliefs.
Such information can be used to identify a given consumer, obtain highly personal details about
them, predict their future actions, and thus more convincingly impersonate them, or cause harm
against them.

To encompass the various categories of information that can be used to impersonate or
cause harm to a consumer and the changing nature of identity theft, the Commission should take
this opportunity to adopt a broad and flexible statutory definition of protected “personal
information,” and not be limited to existing federal or state statutory definitions. The Committee
should further consider giving the Federal Trade Commission (“FTC”) rule-making authority to
amend the definition of protected personal information as necessary to ensure it remaing
responsive to changing information practices and technologies.

o Consumers Must Be Promptly Notified of a Breach.

If preventing identity theft is the goal of a federal data breach notice standard, requiring
timely notice of the breach to the consumer should be the first priority. Timely notice to the
consumer may reduce the risk of resulting economic and noneconomic damages by enabling the
consumer to take preemptive protective measures (such as by monitoring their credit reports and
financial account records, placing security freezes or fraud alerts on their credit, and being on
alert for identity theft or fraud). Conversely, delayed notice could increase the risk of both
economic and non-cconomic harm by unduly shortening or eliminating the window of
opportunity for such prophylactic steps.
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Additionally, standards that require consumer notice only after the breached entity
determines that there is a risk of financial harm to the consumer (so-called “financial harm
triggers”) are problematic in at least three respects. First, connecting any specific breach to
financial harm can be a difficult and time consuming process, and may not be possible depending
on the circumstances of a particular breach. Second, allowing the company to conduct a risk
assessment deprives the consumer of the ability to make their own determination of their own
risk, and may prevent them from taking steps to mitigate that risk. Third, financial harm triggers
fail to take into account non-financial harms that can occur, such as medical identity theft,
professional or personal embarrassment, or loss of access to online accounts or services. A
federal standard should instead require breach notification as soon as reasonably practicable and
without unreasonable delay when an entity knows, or has reason to know, that protected personal
information of a consumer has been acquired without authorization, or used for unauthorized
purposes.

&Kk

We applaud the Committee for tackling this difficult but critical issue, and appreciate the
opportunity to share our expertise. We are happy to provide you with any information you may
need and to share with you our experience gained from working with businesses, reviewing
security breach notifications, and enforcing our laws. Please do not hesitate to contact us with
questions you may have about the points raised above, or about this issue in general.

Sincerely,

/s/ Jonathan B. Miller
Jonathan B. Miller :
Chief, Public Protection and Advocacy Burean

Sara Cable
Assistant Attorney General
Consumer Protection Division

Office of Attorney General Maura Healey
Commonwealth of Massachusetts

One Ashburton Place

Boston, MA 02108

(617) 727-2200
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May 21, 2015

US House of Representatives

Committee on Financial Services

Comments for the Record from the Secure ID Coalition pertaining to the full Committee hearing on
May 14, 2015

Protecting Consumers: Financial Data Security in the Age of Computer Hackers

Following the Committee’s hearing on May 14, 2015 entitled “Protecting Consumers: Financial Data
Security in the Age of Computer Hackers”, the Secure ID Coalition (SIDC) agreed it was important to
provide clarification for the Record about smart card technology (also referred to in your hearing as chip
based cards) and known as the EMV payment standard.

Founded in 2005, the Secure ID Coalition is a smart card industry coalition that works with industry
experts, public policy officials, and federal and state agency personnel to promote identity policy
solutions that enable both security and privacy protections. Because of our commitment to citizen
privacy rights and protections we advocate for technology solutions that enable individuals to make
decisions about the use of their own personal information. Coalition members subscribe to principles
that include the deployment of secure identity solutions, advise on and advocate for privacy protections
and enhanced security in all digital consumer applications including financial services, healthcare and
homeland security.

Please find below points of clarification that we believe to be helpful to understanding smart card
technology.

e Smart card technology, often called chip card technology, is a mature and proven security
technology used for a wide variety of applications around the world. Today there are billions of
security chip cards at work in a number of applications such as mobile SIM cards, healthcare
cards, travel documents (including passports), secure access systems, transit cards and bank
cards.

= Robust encryption, on a hardware based secure chip is the foundation for the new financial
services cards being rolled out in the United States today. Early versions of chip cards were
standardized by financial services industries in the United States and Europe in 1994 into the
EMV Standard, used today in over 2billion payment cards woridwide.

e The EMV transition in the US is underway to improve the security of payment cards by removing
the vuinerability of magnetic stripe technology which can easily be accessed, manipulated and
stolen with off-the-shelf equipment. In contrast, chip cards contain a secure chip which protects
the card data and is capable of secure communication with point-of-sale terminals or readers.

s When using a chip based card the embedded microprocessor in the card enables security, and
the point-of-sale terminal or card reader actually "talks" to the microprocessor. The
microprocessor enforces access to the data on the card. When a transaction is complete the
microprocessor generates a unique transaction code allowing the sale. This type of dynamic
data makes it virtually impossible for fraudsters and criminals to counterfeit or hack. Further, it
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makes any data stolen from a data breach useless to hackers, since they have no way of creating
a new card with the stolen data.

The most significant benefit of chip card security is the reduction in fraud resuiting from
counterfeit, lost and stolen cards. The EMV standard enables card authentication, cardholder
verification and transaction verification, all features unavailable or lacking using magnetic stripe
technology. In-person fraud is currently the largest payments fraud problem in the US market,
according to the Financial Services Roundtable. implementing chip based cards will go a long
way toward reducing this type of fraud because these cards are nearly impossibie to clone or
copy.

The US is the last G-20 nation to transition to chip based financial services cards, both Canada
and Mexico have already implemented them along with Europe, Asia and most of South
America. Because of the US’ unique online verification system that provided some security for
payment transactions, chip-based cards were slow to be adopted. As other nations began the
transition to chip-based payment cards, eliminating fraud from cloned, copied or stolen cards,
the fraud migrated to the US. The US continues to see an uptick in fraud resulting from data
breaches making the move to chip based cards even more critical.

Like computing power and each new edition of the iPhone, smart card chips increase in capacity
and sophistication every year. Each year the capability of the smart card chip is better than the
year before and incorporates more processing power and stronger security features to protect
consumer transactions.

Our industry works with leading research scientists and “white-hat” hackers to test the security
of our products so we can stay ahead of the attackers. While multi-factor authentication
solutions always create a more secure environment for customers, the transition to a chip-based
card from a magnetic stripe is a significant improvement over the current technology in
consumers’ hands.

SIDC supports all types of innovation in the payment market place, especially mobile payment
technologies. Our members are continuaily working with the financial services industry to
implement many of the future solutions for enhancing security and privacy protection. Credit
and debit cards can be used, for the most part, anywhere in the world because all parties have
agreed to common standards for operation. The next wave of technologies will go through a
similar standards process to ensure consumers enjoy the same seamless experience. However,
standards setting processes take time and won’t happen overnight. In the meantime the
common universal standard used today for payment is EMV.

SIDC is aiso concerned about non-financial harm that consumers may face when certain types of
information is breached, especially health information. Any legislation addressing data breaches
should consider putting in place incentives for proactive solutions to protect consumer data.
Notice of a data breach does little to help consumers after their data is already gone. While laws
currently exist to protect consumers from losses resulting from fraudulent financial transactions,
no such laws are in place for theft of heaithcare data.
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Cybersecurity risks are among the gravest threats facing Americans. Fraudsters and hackers threaten our
personal livelihoods as well as our national security. Securing our financial infrastructure is one of the
highest impact actions we can take to protect ourselves from criminals that seek to do us harm. The
Secure ID Coalition applauds the House Financial Services Committee for looking at the issue of cyber
threats to consumers. The SIDC fully supports the action of the financial services industry to move the
US credit and debit card market to EMV chip-based cards in order to mitigate the harm from data
attacks. EMV is a proven technology standard that ensures consumer security, privacy protection and
global interoperability.

Additionally, SIDC members embrace mobile payment solutions and other emerging payment
technologies, on which we are actively working to make such a future a reality. However, we are not yet
at a point where such technologies can become the default option for all consumers. Implementation of
EMV chip-based cards is not only the highest impact action we can currently undertake to reduce fraud
and protect consumers, it is also the only truly egalitarian and democratic technology that can protect
financial information and reduce fraud for all consumers here and now.
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Responses from Jason Oxman to questions for the record submitted by Representative Bill Foster

'

Hearing entitied, “"Protecting Consumers: Financial Data Security in the Age of Computer Hackers'
Financial Services Committee

May 14, 2015

Chip cards, often referred to as EMV cards, represent an important improvement in security at the retail point of sale.
Specifically, EMV cards prevent the creation and use of counterfeit cards, which eliminates the single most common
form of card fraud at retailers in the U.S. EMV cards are more secure than traditional magnetic stripe cards because the
chip in the EMV card generates a unique, dynamic security code for each transaction, an improvement on the static,
unchangeable security code on a magnetic stripe card. As a result of the dynamic security cede in the EMV card,
criminals cannot create a counterfeit card using stolen account infarmation. EMV card transactions are transmitted to
highly secure payments systems that are protected against breach, making electronic payments the safest and most
reliable way to pay. And even if criminals are able to somehow intercept card numbers, EMV prevents counterfeit cards
from being successfully used at retailers. In conjunction with tokenization and point to point encryption technologies
that retailers and payments companies are deploying today, EMV cards will help the fight against criminal fraud. Chip
card technology insulates against any single point of failure by deploying security technology that prevents criminals
from creating and using counterfeit credit cards.



142

600 13th Street, NW

NG/ SUITE 400
!A INA WASHINGTON, DC 20005
SERV TEL 202-289-4322

www.ESRoundtable.org

July 16, 2015

The Honorable Bill Foster

United States House of Representatives
1224 Longworth House Office Building
Washington, DC 20515

Dear Congressman Foster:

Thank you for the question you submitted for the record following my testimony at the recent
hearing titled “Protecting Consumers: Financial Data Security in the Age of Computer
Hackers.” Specifically, you asked: “It seems that the ultimate barrier is not data security, but
authentication. You discussed a variety of identity verification methods. Where is the market
going?”

While effective authentication is a vitally important part of security, it is only one component of a
more holistic and layered approach that is needed to improve data security. According to a
recent study’, the most common causes of data breaches are malicious or criminal attacks, which
utilize malware, system infections, insider threats and more. Such threats are difficult to thwart
with effective authentication alone. Nonetheless, it is also clear that human carelessness remains
a significant initial pathway for breaches. in such instances, effective authentication can prevent
of reduce breach risks.

A recent survey2 found “123456” and “password” remain two of the most popular password
choices for consumers. For security professionals, this discouraging news emphasizes the need
to move beyond traditional, static authentication methods that incentivize cyber criminals to
continue to target consumer accounts that too often have weak or exposed credentials in the
form of a password or Personal Identification Number (PIN).

Innovations in authentication enhance consumer protections, and present opportunities for
financial institutions to increase security, reduce fraud, and foster a frictionless user experience
for their customers across various channels of interaction. "Multi-factor

authentication” techniques add at least one additional layer of identity verification beyond basic
log-on credentials like a username and password and such techniques are now being widely
adopted.

! %2014 Cost of Data Breach Study: United States.” Ponemon Institute, May 2014.
? http://splashdata.com/press/worst-passwords-of-20 14.htm
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Many financial institutions have also augmented these capabilities by using “out-of-band”
protocols that require a text message containing a one-time use code being sent to a customer’s
on-file mobile number. This significantly increases the institution’s confidence in the customer’s
identity.

In addition, authentication techniques depicted in movies not long ago are now moving closer to
becoming possible options. Examples include biometric, gesture, location and other
identification techniques.

The financial industry is innovating and developing new authentication practices and identity
management techniques at a rapid pace. While changes may require consumers to adapt to
new authentication processes, the changes will result in less fraud, greater security,

and consumers’ continued trust in the financial sector to keep their data safe.

Thank you for the question, and for your service to our country. If you or your staff have

additional questions or would like to discuss these topics further, please contact Jason Kratovil,
FSR’s head of payments policy, at (202) 589-1931.

Sincerely,

AN ..:?j\

Tim Pawlenty
Chief Executive Officer
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R CUNA | sim Nste

Credit Union National Assotiation { Prasident & CEO

May 13, 2015

The Honorable Jeb Hensarling, Chairman The Honorable Maxine Waters, Ranking
Committee on Financial Services Member

U.S. House of Representatives Committee on Financial Services
Washington, D.C. 205135 U.S. House of Representatives

Washington, D.C. 20515
Dear Chairman Hensarling and Ranking Member Waters:

On behalf of the Credit Union National Association (CUNA), I am writing to thank you for holding a
hearing entitled “Protecting Consumers: Financial Data Security in the Age of Computer Hackers”
which will address the importance of protecting consumer data. CUNA is the largest credit union
advocacy organization in the United States, representing Ametica’s state and federally chartered
credit unions and their 102 million members.

Credit unions take the protection of their members’ personal and financial information very seriously.
Unfortunately, many recent breaches of retailers and other non-regulated businesses have shown that
not all of those in the payments system feel the same way. These major breaches have cost credit
unions, which are owned by their members, millions of dollars. We urge Congress to address this
problem head-on.

The Data Security Act of 2015

Representatives Neugebauer and Carney recently introduced H.R. 2203, the “Data Security Act of
2015.” CUNA strongly supports this legislation. Protecting consumer information is a shared
responsibility of all parties involved in a payments transaction. This important legisiation ensures all
entities that handle consumers’ sensitive financial data have in place a robust process to protect data,
which can help prevent breaches from happening in the first place.

Stopping data breaches is critical for consumers, and also important to credit unions, who often have
the closest relationship with the affected consumers. Data breaches impose significant costs on credit
unions and other financial institutions of all sizes because our first priority is to protect consumers by
blocking fraudulent transactions and making their accounts whole. Credit unions provide relief to
card holders that are victims of breaches, regardless of where the data breach oceurs.

This important legislation would apply to all industries that handle sensitive financial or personal
information and would provide meaningful and consistent protection for consumers nationwide. H.R.
2205 recognizes that it is not necessary or productive to duplicate data protection and consumer
notice requirements that are already in place for financial institutions under the Gramm-~Leach-Bliley
Act{GLBA)Y! and other relevant regulations. Credit unions already have a system in place that
protects sensitive nonpublic personal information and it makes sense to extend similar requirements
to other industries that handie sensitive consumer information. H.R. 2205 requires

! Gramm—Leach-Bliley Act, Pub. L. No. 106-102 (1999).
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merchants to meet comparable standards. This is necessary to provide the best possible protections for
consumers.

The reforms in HR. 2205 would effectively replace the current patchwork of state and federal
regulations for data breaches with a national law that provides uniform protections across the country.
This comprehensive approach would better serve consumers by making it easier for businesses and
government agencies to take the steps necessary to adequately protect all Americans from identity
theft and account fraud.

Costs of Data Breach

Data breaches impose significant costs on banks, credit unions and other financial institutions of all
sizes. Following a data breach that occurs at a retailer, credit unions’ first priority is to protect
members and make them whole. Credit unions immediately take steps to protect their members
including: notifying their members, determining whether to reissue debit and credit cards, increasing
call center staff, setting up account monitoring, and conducting other defensive activities. These steps
are not done without a cost, much of which is not reimbursed. For the not-for-profit credit unions
operating on already thin margins, these costs make a significant difference in their bottom line and
therefore in their ability to offer services to their members.

Over the past few years, media attention has been drawn to a number of large-scale breaches at
retailers such as: Target, Home Depot, Michaels, TIX and others. CUNA has conducted research on
the cost to credit unions from these breaches.

s The Target breach alone is estimated to have affected 5.4 million cards and cost credit unions
over $30 million.

* The size of the Home Depot breach exceeded even the Target breach with an estimated 7.2
million cards affected. Total costs to credit unions from the breach came in at more than $57
million. The estimate cost per atfected card breaks down as foliows:

Card reissuance: $2.64 per affected card.?
Fraud: $4.89 per affected card.

All other costs: $0.50 per affected card.
Total costs: $8.02 per affected card.

o C o0

2 These are costs averaged across all affected cards, not just cards that have been reissued.
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These data breaches did not occur in isolation. Unfortunately, many merchant data breaches occur at
smaller retailers outside of the national spotlight, and every time a breach occurs credit unions bear
the costs of making members whole.

All participants of the payments system should share the responsibility of protecting consumer data,
and when a data breach occurs the entity responsible for the breach should incur the costs of the
breach. To that end, CUNA is advocating a proactive solution (H.R. 2205) to help those without
sufficient standards in place, to establish those standards so the overall number of breaches and the
number of affected consumers drops drastically.

GLBA Standards for Financial Institutions are Strong

H.R. 2205 excludes credit unions from its provisions, recognizing that subjecting them to the
standards in this bill would be unnecessary and duplicative. Financial institutions, including credit
unions, are already subject to robust data security standards under the GLBA. The National Credit
Union Administration (NCUA), implements data security standards for credit unions, as does the
Federal Financial Institutions Examination Council (FFIEC).

Some industries—including the financial services industry—are required by law to develop and
maintain robust internal protections to combat and address criminal attacks, and are required to
protect consumer financial information and notify consumers when a breach occurs within their
systems that will put their customers at risk. The same cannot be said for other industries, like
retailers, that routinely handle this same information and increasingly store it for their own purposes.

Specifically, under section 501(b)° of GLBA, Congress required NCUA and other federal financial
regulators to establish standards to ensure financial institutions protect the security and confidentiality
of the nonpublic personal information of their members or customers.

NCUA’s regulations implementing section 501(b) of GLBA and other security rules, requires credit
unions to establish a comprehensive data security program addressing the safeguards for customer
records and information.* These safeguards are intended to ensure the security and confidentiality of
customer records and information; protect against any anticipated threats or hazards to the security or
integrity of such records; and protect against any unauthorized access to or use of such records or
information that would result in substantial harm or inconvenience to any customer. In addition, these
regulations require credit unions to develop and implement “risk-based” response programs to
address instances of unauthorized access to member information.

315 US.C. 6801(b).
412 CFR. Part 743.
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Data security requirements under the GLBA and NCUA’s regulations are subject to the supervision
and enforcement of NCUA for federal credit unions or the state supervisory agencies for federally-
insured state-chartered credit unions. Additionally, the Federal Trade Commission has enforcement
authority for compliance with these requirements for state-chartered credit unions.

Scalability of GLBA for Financial Institutions

Under GLBA standards, financial institutions are required to have risk-based information security
programs in place to safeguard consumers’ personal and financial information, and respond to
instances of unauthorized access to confidential data. The federal financial institution regulators have
made clear that each institution’s information security program is scalable to the size and complexity
of the institution and the nature and scope of its activities. Therefore, every bank and credit union can
customize its security program to suit the needs of the institution and the consumers it serves.

Like GLBA, H.R. 2205 would require “non-banks” that handle consumers’ sensitive information to
develop and maintain effective information security programs tailored to the complexity and scope of
a company’s operations. The bill would accommodate companies of all sizes while fulfilling the need
for a single set of national data security standards.

Regulatory Oversight is Firmly in Place for Financial Institutions

In addition to the strong standards credit unions maintain under the GLBA, they are also subject to
regulation by NCUA on data and cybersecurity. NCUA and other federal regulators have many
regulations and best practices in place along with examination resources to ensure that financial
institutions use state-of-the-art data security practices. Further, in the financial services industry, data
and cybersecurity is a team effort. The regulators, including NCUA, are members of the FFIEC.

Financial regulators are doing a lot of work on cybersecurity. One example of NCUA’s dedication to
cybersecurity is its cybersecurity resource page,’ which details all of NCUA’s cybersecurity efforts
and resources for credit unions. The FFIEC conducted a cybersecurity assessment in 2014 on 500
community financial intuitions. This assessment analyzed risk and preparedness at these institutions.
FFIEC member regulators will use information learned through the assessment to update current
guidance, aligning it with changing cybersecurity risks.

NCUA and the other bank regulators’ data and cybersecurity efforts are too voluminous to detail here,
but span the array of regulations, best practices and examination. The regulators’ joint cybersecurity
efforts through the FFIEC demonstrate the leadership that the financial services industry has taken to
ensure that all types of institutions fall under stringent regulation and best practices. Moreover,
complianice is tested by regulators on an ongoing basis, which helps to ensure that regulations and

5 Available at http://www.ncua.gov/Resources/Pages/cyber-security-resources.aspx.



148

The Honorable Jeb Hensarling
The Honorable Maxine Waters
May 13, 2015

Page Five

best practices are appropriate and implemented correctly for maximum effectiveness. Because credit
unions are subject to GLBA standards and supervision by NCUA, they already must adhere to
safeguards aimed at protecting consumer data.

As the House Financial Services Committee considers data security legislation this Congress, we
encourage you to ignore the excuses, attempts to pass blame, and efforts to make this a fight between
business sectors. The debate on data security should be about protecting sensitive financial
information, ensuring consumers feel confident that their data is secure, whether it's where they shop
or at their financial institution. We encourage this Committee to support and pass H.R. 2205 which
would make all members of the payments system subject to equally diligent standards for data
security and ultimately ensure consumers’® information is safe.

Thank you again for your leadership on data security and for allowing us to submit testimony for the
record. We look forward to working with Congress on this important issue.

Sincerely,
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Chairman Hensarling, Ranking Member Waters, and members of the Committee on
Financial Services, on behalf of the National Retail Federation (NRF), I want to thank you for
the opportunity to respectfully submit this statement for the hearing record and provide you with
our views on cybersecurity threats facing the private sector and achievable solutions that
Congress and the White House may work toward in order to better protect Americans’ financial
information.

NRF is the world’s largest retail trade association, representing discount and department
stores, home goods and specialty stores, Main Street merchants, grocers, wholesalers, chain
restaurants and Internet retailers from the United States and more than 45 countries. Retail is the
nation’s largest private sector employer, supporting one in four U.S. jobs — 42 million working
Americans. Contributing $2.6 trillion to annual GDP, retail is a daily barometer for the nation’s
economy.

We appreciate the committee calling this hearing at a time when all different kinds of
American businesses find themselves the targets in an evolving war on our digital economy — a
war in which we are unwilling combatants who must defend vigorously against attacks by both
criminals and nation states. Key aspects of the cyber attacks facing the breadth of American
industries are, typically, the criminal fraud motive and the foreign source of the attack. Virtually
all of the data breaches we have seen in the United States during the past year — from attacks on
the networked systems of retail, entertainment and technology companies that have been
prominent in the news, to a reported series of attacks on our largest banks last summer — have
been perpetrated by overseas criminals who are breaking the law. All of these breached
companies are victims of these foreign-actor crimes, and we should keep this in mind as we
explore the issues discussed at the hearing and in forthcoming public policy initiatives relating to
this issue.

Retailers collectively spend billions of dollars safeguarding sensitive customer
information and fighting fraud that results when criminals succeed in breaching their protected
information systems. Data security is something that our members place at the top of their
business priorities, and securing data from increasingly sophisticated attacks is an effort that
retailers, as a community, strive to improve every day. This is also an issue on which the retailer
and consumer interests are aligned in protecting some of the most sensitive information retailers
hold — typically, the customer’s payment card number. If retailers are not good custodians of
payment data related to our customers, they will no longer continue to frequent our
establishments and use their credit and debit cards in our stores. When we examine the threats to
all businesses, we should understand the basic underlying reason that retailers are being aitacked
is for payment card numbers in order to perpetrate credit card fraud.

We also urge members of the Committee to review and support legislative efforts
designed to help mitigate the threat of cyber attacks as well as inform consumers of breaches of
sensitive information whenever and wherever they occur. These issues are ones that we
recommend you examine in a holistic fashion: we need to help prevent cyber attacks, and when
attacks result in data breaches, help reduce fraud or other economic harm that may result from
those breaches. We should not be satisfied with simply determining what to do after a data
breach occurs — that is, who to notify and how to assign liability. Instead, it is important to look
at why such breaches occur, and what the perpetrators get out of them, so that we can find ways
to reduce and prevent not only the breaches themselves, but the follow-on harm that is often the

2
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criminal motive behind these attacks. If breaches become less profitable to criminals, then they
will dedicate fewer resources to committing them, and our data security goals will become more
achievable.

With these three guiding observations in mind, below are six proposed solutions that
would help businesses defend against cyber attacks and mitigate the harm from any resulting
breaches of security. These are proposals that we believe policymakers can work together to
achieve in the near term, either through consumer and industry-supported legislation, or by
working with the private sector on improving security practices outside of the lawmaking
process. We begin by providing our views below on the evolving nature of the cybersecurity
threat, and the latest data showing that this threat is not unique to any one industry. Following
that, we discuss our six-point proposal and some of the technological advancements retailers
have promoted that could improve the security of our networks. We also offer additional ways to
achieve greater payment security since the payment card data itself is what drives the attacks on
the retail industry. Additionally, in our proposed solutions, we suggest some of the elements of
data breach notification legislation that may provide the best approach to developing a uniform,
nationwide notification standard, based on the strong consensus of state laws, which would apply
to all businesses that handle sensitive personal information of consumers.

A. Cyber Attacks and Data Breaches in the United States

Unfortunately, cyber attacks and data breaches are a fact of life in the United States, and
virtually every part of the U.S. economy and government is being attacked in some way. In its
recently released 2015 Data Breach Investigations Report,! Verizon determined there were
79,790 data security incidents reported by industry and public institutions in 2014, and that 2,122
of those had confirmed data losses. Of those, public institutions (including governmental
entities) had 14.3%, the financial industry had 13.1%, manufacturing had 11.1%,
accommodations providers (including hotels and restaurants) had 10.5%, retailers had 7.7%,
healthcare providers had 6.6%, and information industries (including software publishers, cable
providers, telecommunications providers, and data processing and related services combined)
had 4.5%.

The latest breach report data from Verizon reflects that significantly more data breaches
{with confirmed data losses) occur at financial institutions than at retailers. Criminals are after
the most valuable information they can find, and payment card numbers — which are immediately
cancelled and replaced with new numbers when fraud is discovered — are not as valuable as bank
account information that can lead to account takeovers and/or identity theft. It should also be
noted that even these percentage figures above obscure the fact that there are far more merchants
that are potential targets of criminals in this area, as there are one thousand times more
merchants accepting card payments in the United States than there are financial institutions
issuing cards and processing those payments. It is not surprising, then, that data thieves focus far
more often on banks, which hold our most sensitive financial and personal information —
including not just card account numbers but bank account numbers, social security numbers and
other identifying data that can be used to steal identities beyond completing some fraudulent
transactions.

12015 Data Breach Investigations Report by Verizon, available at: http;//www.verizonenterprise.com/DBIR/2015/
3
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These figures are sobering. There are far too many attacks that result in data breaches,
and the breaches are often difficult to detect and are carried out in many cases by criminals with
the latest technological methods at their disposal and significant resources behind them. We
need to recognize that this is a continuous battle against determined fraudsters and be guided by
that reality. It is also a key reason why our proposed solutions below focus on the payment card
system and hardening protections against card fraud. Without fraud-prone payment card
information in a retailer’s system, criminals would not find the rest of the information retailers
hold — benign data such as phone book information, shoe size, color preference, etc. — to be all
that interesting, or more importantly, lucrative on the black market.

B. Achievable Solutions toe Improving Cybersecurity

As noted above, protecting their businesses and customers from cyber attacks is of
paramount importance to retailers. In today’s world of networked systems, the retail industry
also recognizes that it is going to take the highest level of collaboration and coordination to make
sure we do it right. That means government, industry and law enforcement alike must work
together to address and defend against the attacks facing American businesses. As part of our
efforts to build this collaboration necessary to succeed, NRF’s President and Chief Executive
Officer, Matt Shay, and Vice President for Retail Technology, Tom Litchford, were on hand at
The White House Summit on Cybersecurity and Consumer Protection, held at Stanford
University on February 13, 2015. President Obama announced new steps there to combat an
increasing number of cyber attacks that have hit targets ranging from retail stores to insurance
companies to the White House itself. As the president remarked, “There’s only one way to
defend America from these cyber threats, and that is through government and industry working
together, sharing appropriate information, as true partners.”

We agree and support President Obama’s call for cybersecurity threat information-
sharing as a necessary element of any set of proposals to defend against cybersecurity attacks.
NRF supports the passage by the House of legislation like H.R. 1560, the “Protecting Cyber
Networks Act,” sponsored by Rep. Devin Nunes, which passed the House of Representatives
with strong, bipartisan support reflected in a recorded vote of 307-116. This type of legislation
would protect and create incentives for private sector entities to lawfully share cyber-threat
information with other private entities and with the federal government in real-time. This would
help companies better defend their own networks from cyber attacks detected elsewhere.

NRF also commended the goals of the president’s Executive Order, which called for
establishing cyber threat information-sharing among non-critical infrastructure industries through
Information Sharing and Analysis Organizations (ISAOs). The information-sharing groups
proposed by President Obama appear similar to the Information Technology Security Council
formed by NRF last year that currently shares cyber threat information among nearly 170
security professionals, such as Chief Information Security Officers (CISOs), from over 100 of
the most influential retail companies. NRF has partnered with private sector and government
entities to develop and disseminate cybersecurity threat indicators to our members. These
partners include the Financial Services Information Sharing and Analysis Center (FS-ISAQC), the
United States Computer Emergency Readiness Team (US-CERT) of the Department of
Homeland Security, the United States Secret Service (USSS), and the Federal Bureau of
Investigation (FBI). More than 2,000 cyber threat alerts have been sent to our participating retail
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members since the inception of our threat information-sharing program, and we continue to
expand its reach among the retail community.

In an open letter to the president that NRF published during the summit, we applauded
the White House and President Obama for providing solution-based leadership around the
significant threat posed by hackers and other cyber criminals. We also affirmed the retail
industry’s commitment to safeguarding consumer data and working with the president and
Congress to achieve practical solutions to these serious problems. Our letter outlined a specific
set of additional, achievable solutions that we — and every industry with a stake in the issue —
must work toward in order to better protect American consumers, empower our businesses and
effectively safeguard America’s cyberspace against criminal hackers. Specifically, we called
upon policymakers to work toward these solutions beyond the information-sharing efforts noted
above:

* Support the immediate passage of FEDERAL FRAUD PROTECTION FOR
DEBIT CARDS, similar to what we enjoy for credit cards. Americans should not
have to pay more for fraud protection,

* (Call on the payment card industry to stop relying on fraud-prone signatures and
issue PIN AND CHIP CARDS for all Americans, among the least protected
consumers in the world.

¢ Encourage all entities in the payments system — not just retailers — to ADOPT
END-TO-END ENCRYPTION to protect consumers’ payment information
throughout the entire payments chain.

¢ Endorse the development of OPEN, COMPETITIVE TOKENIZATION
STANDARDS to replace consumers’ sensitive personal data (including payment
card data) with non-sensitive “tokens” so that stored information is useless to
would-be hackers.

* Continue support for a SINGLE NATIONAL DATA BREACH NOTIFICATION
LAW that would establish a clear disclosure standard for all businesses to inform
consumers of breaches whenever and wherever they occur.

¢ Support the passage of federal law enforcement legislation that would AID IN

THE INVESTIGATION AND PROSECURITON OF CRIMINIALS that breach
our businesses’ networks and harm our consumers.

In reviewing these proposals, we ask that you consider our views in each of these six
areas of achievable solutions:
1. Federal Fraud Protection for Debit Cards

From many consumers’ perspective, payment cards are payment cards, As has been
often noted, consumers would be surprised to learn that their legal rights, when using a debit card

5
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- i.e., their own money — are significantly less than when using other forms of payment, such as
a credit card. It would be appropriate if policy makers took steps to ensure that consumers’
reasonable expectations were fulfilled, and they received at least the same level of legal
protection when using their debit cards as they do when paying with credit.

NRF strongly supports bipartisan legislation like S. 2200, the “Consumer Debit Card
Protection Act,” cosponsored by Senators Warner and Kirk last Congress. S. 2200 was a
bipartisan solution that would immediately provide liability protection for consumers from debit
card fraud to the same extent that they are currently protected from credit card fraud. This is a
long overdue correction in the law and one concrete step Congress could take immediately to
protect consumers that use debit cards for payment transactions.

2. Payment Card Security — “PIN and Chip” Cards

There are many technologies available that could reduce fraud resulting from payment
card breaches, and an overhaul of the fraud-prone cards that are currently used in the U.S. market
is long overdue. That is because using the best network security technology and practices
available does not guarantee that a business can avoid suffering a security breach which exposes
sensitive data, such as payment card nambers. Therefore, raising security standards alone may
not be the most efficient or effective means of preventing potential harm to consumers from card
fraud. With respect to payment card numbers, for example, it is possible that no matter how
much security is applied by a business storing these numbers, the numbers may be stolen from a
business's database in a highly sophisticated security breach that can evade even state-of-the-art
system security measures. Because of these risks, it makes sense for industry to do more than
just apply increased network or database security measures.

One method to help prevent downstream fraud from stolen card numbers is to require
more data or additional numbers from a consumer (such as their entry of a 4-digit personal
identification number, or “PIN”) to complete a payment transaction rather than simply permit the
transaction to be approved on the basis of the numbers that appear on the face of a card.
Requiring this type of out-of-wallet information in order to authorize and complete payment card
transactions is time-tested by the banking industry, as they have required the use of PINs to
access bank accounts through ATM machines for decades, a minor inconvenience that American
consumers have borne for the trade-off in increased security when accessing cash. Around the
globe, the most industrialized nations — the G-20 - have also adopted PIN-based solutions to
replace the antiquated signature authentication methods that derive from the mid-twentieth
century.

NRF believes it is time to phase out signature-authentication for all U.S.-issued payment
cards — today’s magnetic stripe cards as well as tomorrow’s chip-based cards — and adopt a more
secure authentication method for credit and debit card transactions. PINs can provide an extra
layer of security against downstream fraud even if the card numbers (which the card companies
already emboss on the outside of a card) are stolen in a breach. In PIN-based transactions, for
example, the stored 20-digits from the card would, alone, be insufficient to conduct a fraudulent
transaction in a store without the 4-digit PIN known to the consumer and not present on the card
itself. These business practice improvements are easier and quicker to implement than any new
federal data security law, and they hold the promise of being more effective at preventing the
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kind of financial harm that could impact consumers as companies suffer data security breaches
affecting payment cards in the future.

In support of these concepts, on October 17, 2014, the President signed an executive
order initiating the BuySecure Initiative for government payment cards.” The order provided,
among other things, that payment cards issued to government employees would include PIN and
chip technology and that government equipment to handle and process transactions would be
upgraded to allow acceptance of PIN and chip. Requiring PINs for all payment card
transactions, as are required for some debit and ATM transactions (and some in-bank teller
transactions as well) are common-sense actions that the banking industry shouid adopt
immediately. Retail customers — American consumers — would be better protected by the
replacement of a signature — a relic of the past — with the tried-and-true PIN that all other G-20
nations, including Canada, the U.K. and our European allies have adopted as part of their card
payment system to protect their citizens.

As I'noted, requiring the use of a PIN is one way to reduce fraud. Doing so takes a
vulnerable piece of data (the card number) and makes it so that it cannot be used on its own.
This approach to payment card security should be adopted not only in the brick-and-mortar
environment, in which a physical card is used, but also in the online environment in which the
physical card does not have to be used. Many U.S. companies, for example, are exploring the
use of a PIN for online purchases, similar to efforts underway already in Canada and Europe.
Adopting PIN-like protections for online purchases may help directly with the 90 percent of U.S.
fraud which occurs online.

3. Network Security — “End-te-End Encryption”

Encryption of payment card transaction data is another technological solution retailers
employ to help defend against cyber attacks and that could help deter and prevent data breaches
and the resulting fraud that can occur. Merchants are already required by Payment Card Industry
(PCI) data security standards to encrypt cardholder data while being stored but, as not everyone
in the entire payments chain is able to accept data in encrypted form during payment
authorization, sensitive data may be left exposed (after it leaves the retailer’s system in encrypted
form) at a critical time in the payment process. Payment security experts have therefore called
for a change to require “end-to-end” (or “E2E”) encryption, which is simply a way to describe
requiring everyone in the payment-handling chain to accept, hold and transmit the payment card
data in encrypted form. This would require, as the PCI standards currently require of merchants
but not of others in the payment stream, that card-issuing banks, merchant banks, branded
payment card networks and payment card processors all adopt the same technology to handle
encrypted payment card data. In fact, knowing that card chip technology alone is not the
panacea touted by branded payment card networks, many retailers are not waiting for an E2E
standard, and are investing, at significant costs, in point-to-point (or “P2P”) encryption.®

2 Executive Order ~ Improving the Security of Consumer Financial Transactions, The White House, October 17,

2014. Accessible at: http://www whitehouse. govithe-press-office/2014/10/1 Vexecutive-order-improving-security-

consumer-financial-transactions
3 NRF Retail CIO Download, Agenda 2015: Secure and Innovate, February 2015, page 12
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According to the September 2009 issue of the Nilson Report “most recent cyber attacks
have involved intercepting data in transit from the point of sale to the merchant or acquirer’s
host, or from that host to the payments network.” The reason this often occurs is that “data must
be decrypted before being forwarded to a processor or acquirer because Visa, MasterCard,
American Express, and Discover networks can’t accept encrypted data at this time.”*

Keeping sensitive data encrypted throughout the payments chain would go a long way to
convincing fraudsters that the data is not worth stealing in the first place — at least, not unless
they were prepared to go through the arduous task of trying to de-encrypt the data which would
be necessary in order to make use of it. We ask policymakers to urge our partners in the
payments system, like we have, to adopt the most secure technologies to protect American
consumers from card fraud. In the meantime, until all of the stakeholders in the payments
system adopt technology to enable “end-to-end” encryption, using PIN-authentication of
payment cards now would offer some additional protection against fraud should the decrypted
payment data today be intercepted by a criminal during its transmission “in the clear.”

4. Open, Competitive Tokenization Standards

Another sensible and achievable proposal to deter and protect against the harm that may
result from cyber attacks is to minimize the storage and use by businesses of the full set of
unredacted and unencrypted payment card numbers necessary to complete a transaction — a data
protection principle known as “data minimization.” For example, a decade ago, the National
Retail Federation asked the branded card networks and banks to lift the requirement that retailers
store full payment card numbers for all transactions.

Tokenization is a system in which sensitive payment card information (such as the
account number) is replaced with another piece of data (the “token™). Sensitive payment card
data can be replaced, for example, with a token to represent each specific transaction. Then, if a
data breach occurred and the token data were stolen, it could not be used in any other
transactions because it was unique to the transaction in question. This technology has been
available in the payment card space since at least 2005.5 Still, like the other proposed
technological solutions above, tokenization is not a silver bullet solution, and it is important that
whichever form of tokenization is adopted be one based on an open standard. This would help
prevent a small number of networks from obtaining a competitive advantage, by design, over
other payment platforms through the promotion of proprietary tokenization standards only.

In addition, in some configurations, mobile payments offer the promise of greater
security as well. In the mobile setting, consumers would not need to have a physical payment
card — and the mobile payments technology certainly would not need to replicate the security
problem of physical cards that emboss account numbers on their face. It should also be easy for
consumers to enter a PIN or password to use payment technology with their smart phones.
Consumers are already used to accessing their phones and a variety of services on them through
passwords, and increasingly, biometric finger prints. Indeed, if we are looking to leapfrog the
already aging and frand-prone current technologies, mobile-driven payments may be the answer.

“ The Nilson Report, Issue 934, Sept. 2009 at 7.
3 For information on Shifid’s 2005 launch of tokenization in the payment card space see
http://www.internetretailer.com/2005/10/1 3/shiftd-launches-security-tool-that-lets-merchants-re-use-credit,
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As much improved as they are, the proposed chips to be slowly rolled out on U.S.
payment cards are essentially dumb computers. Their dynamism makes them significantly more
advanced than magnetic stripes on most of American’s payment cards today, but their
sophistication pales in comparison with the sophistication of even the most basic and common
smartphone. Smartphones contain computing powers that could easily enable state-of-the-art
fraud protection technologies. In fact, “the new iPhones sold over the weekend of their release in
September 2014 contained 25 times more computing power than the whole world had at its
disposal in 1995.”"® Smart phones soon may be nearly ubiquitous, and if their payment platforms
are open and competitive, they will only get better.

5. National Data Breach Notification Law

The Year of the Breach, as 2014 has been nicknamed, was replete with news stories
about data security incidents that raised concerns for all American consumers and for the
businesses with which they frequently interact. Criminals focused on U.S. businesses, including
merchants, banks, telecom providers, cloud services providers, technology companies, and
others. These criminals devoted substantial resources and expertise to breaching the most
advanced data protection systems. Vigilance against these threats is necessary, but we need to
focus on the underlying causes of breaches as much as we do on the effects of them.

If there is anything that the recently reported data breaches have taught us, it is that any
security gaps left unaddressed will quickly be exploited by criminals. For example, the failure of
the payment cards themselves to be secured by anything more sophisticated than an easily-forged
signature makes the card numbers particularly attractive to criminals and the cards themselves
vulnerable to fraudulent misuse. Likewise, cloud services companies that do not remove data
when a customer requests its deletion, leave sensitive information available in cloud storage for
thieves to later break in and steal, all while the customer suspects it has long been deleted. Better
security at the source of the problem is needed. The protection of Americans’ sensitive
information is not an issue on which unreasonably limiting comprehensiveness makes any sense.

In fact, the safety of Americans’ data is only as secure as the weakest link in the chain of
entities that share that data for a multitude of purposes. For instance, when information moves
across communications lines — for transmission or processing ~ or is stored in a “cloud,” it would
be senseless for legislation to exempt these service providers, if breached, from comparable data
security and notification obligations to those that the law would place upon any other entity that
suffers a breach. Likewise, data breach legislation should not subject businesses handling the
same sensitive customer data to different sets of rules with different penalty regimes, as such a
regulatory scheme could lead to inconsistent public notice and enforcement.

Given the breadth of these invasions, if Americans are to be adequately protected and
informed, federal legislation to address these threats must cover all of the types of entities that
handle sensitive personal information. Exemptions for particular industry sectors not only ignore
the scope of the problem, but create risks criminals can exploit. Equally important, a single
federal law applying to all breached entities would ensure clear, concise and consistent notices to
all affected consumers regardless of where they live or where the breach occurs.

6 “The Future of Work: There’s an app for that,” The Economist (Jan. 3, 2015).
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Indeed, Congress could establish the same data breach notice obligations for all entities
handling sensitive data that suffer a breach of security. Congress should not permit “notice
holes” — the situation where certain entities are exempt from reporting known breaches of their
own systems. If we want meaningful incentives to increase security, everyone needs to have
skin in the game.

The chart below, however, illustrates how some breach bills, such as H.R. 2205,
sponsored by Rep. Randy Neugebauer and cosponsored by Rep. John Carney, Jr., would operate
with respect to notice by either banks or other “third-party entities” operating in the payment
system. This graphic illustrates a typical payment card transaction in which a payment card is
swiped at a card-accepting business, such as a retail shop, and the information is transmitted via
communications carriers to a data processor, which in turn processes the data and transmits it to
the branded card network, such as Visa or MasterCard, which in turn processes it and transmits it
to the card-issuing bank. (Typically there also is an acquirer bank adjacent to the processor in
the system, which the chart omits to provide greater clarity of the general payment flows.)

~Lonsumers need to know when financial data is breached.

DATA
PROCESSOR |

T caroHoLpER ]
BANK §

- Bii DOES NOT requ

that they notify

H.R. 2205 would only require the retail shop, in this example, to provide consumer notice
of a breach of security. The payment data processor, transmitter (telecommunications carrier) or
card company suffering a breach would qualify as a third-party whose only obligation, if
breached, is to notify the retail shop of their breach — not affected consumers or the public - so
that the retailer provides notice on their behalf. And the bank suffering a breach would be
exempt from the notification obligations to consumers or the public under H.R. 2205,
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Compared to the figures in Verizon’s 2015 Data Breach Investigations Report noted
above, this consumer notice regime presents an inaccurate picture of the breadth of breaches to
consumers.’ Furthermore, such a notice regime is fraught with possible over-notification
because payment processors and card companies are in a one-to-many relationship with retailers.
If the retailers must bear the public disclosure burden for every other entity in the networked
payment system that suffers a breach, then 100% of the notices would come from the entities that
suffer less than 8% of the breaches. This is neither fair nor enlightened public policy.

Financial Institution Exemptions

Many legislative proposals this Congress have “notice holes,” where consumers would
not receive disclosures of breaches by certain entities. Perhaps the notice hole that has been left
unplugged in most proposals, including H.R. 2205, is the exemption from notification standards
for entities subject to the Gramm Leach Bliley Act (GLBA), which itself does not contain any
statutory language that requires banks to provide notice of their security breaches to affected
consumers or the public. Interpretive information security guidelines issued by federal banking
regulators in 2005 did not address this lack of a requirement when it set forth an essentially
precatory standard for providing consumer notice in the event banks or credit unions were
breached. Rather, the 2003 interagency guidelines state that banks and credit unions “should”
conduct an investigation to determine whether consumers are at risk due to the breach and, if
they determine there is such a risk, they “should” provide consumer notification of the breach.®
These guidelines fall short of creating a notification requirement using the language of “shall,”
an imperative command used in proposed breach notification legislation for entities that would
be subject to Federal Trade Commission enforcement. Instead, banks and credit unions are left
to make their own determinations about when and whether to inform consumers of a data breach.

Several accounts in 2014 of breaches at the largest U.S. banks demonstrate the lack of
any notice requirement under the interagency guidelines. It was reported in news media last fall
that as many as one dozen financial institutions were targeted as part of the same cyber attack
scheme.® It is not clear to what extent customers of many of those institutions had their data
compromised, nor to our knowledge have the identities of all of the affected institutions been
made public. The lack of transparency and dearth of information regarding these incidents
reflects the fact that banks are not subject to the same requirements to notify affected customers
of their own breaches of security as other businesses are required now under 47 state laws and
would be required under most proposed federal legislation, despite the fact that financial
institutions hold Americans’ most sensitive financial information. A number of the more
seasoned and robust state laws, such as California’s breach notification law, have not exempted
financial institutions from their state’s breach notification law because they recognize that banks
are not subject to any federal requirernent that says they “shall” notify customers in the event of
a breach of security.

7

http://www.verizopenterprise.com/DBIR/2015/
# Interagency Guidance on Response Programs for Unauthorized Access to Customer Information and Customer

Notice, 70 Fed. Reg. 15736 (Mar, 29, 2005) promulgating 12 C.F.R. Part 30, app. B, Supplement A (OCC); 12
C.F.R. Part 208, app. D-2, Supplement A and Part 225, app. F, Supplement A (Board); 12 C.F.R. Part 364, app. B,
Supplement A (FDIC); and 12 C.F.R. Part 570, app. B, Supplement A (OTS), accessible at:

https//www.fdic. gov/news/mews/financial/2005/f112705 huml
% “JP Morgan Hackers Said to Probe 13 Financial Firms,” Bloomberg (Oct. 9, 2014).
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General Principle for Notification

With respect to establishing a national standard for individual notice in the event of a
breach of security at an entity handling sensitive personal information, the only principle that
makes sense is that these breached entities should be obligated to notify affected individuals or
make public notice when they discover breaches of their own systems. Just as the Federal Trade
Commission (FTC) expects there to be reasonable data security standards employed by each
business that handles sensitive personal information, a federal breach notification bill should
apply notification standards that “follow the data” and apply to any entity in a networked system
that suffers a breach of security when sensitive data is in its custody. With respect to those who
have called upon the entity that is “closest to the consumer” to provide the notice, we would
suggest that the one-to-many relationships that exist in the payment card system and elsewhere
will ultimately risk having multiple entities all notify about the same breach — someone else’s
breach. This is not the type of transparent disclosure policy that Congress has typically sought.
An effort to promote relevant notices should not obscure transparency as to where a breakdown
in the system has occurred. Indeed, a public notice obligation on all entities handling sensitive
data would create significant incentives for every business that operates in our networked
economy to invest in reasonable data security to protect the sensitive data in its custody. By
contrast, a federal law that permits “notice holes” in a networked system of businesses handling
the same sensitive personal information — requiring notice of some sectors, while leaving others
largely exempt — will unfairly burden the former and unnecessarily betray the public’s trust.

Data Security Standards

Data security standards vary depending on the nature of an entity’s business and where it
operates. Over the past half-century, the United States has essentially taken a sector-specific
approach to data privacy (including data security) requirements, and our current legal framework
reflects this. For example, credit reporting agencies, financial institutions, and health care
providers, just to name a few regulated sectors, have specific data security standards that flow
from laws enacted by Congress, such as the Fair Credit Reporting Act (FCRA), the Gramm-
Leach-Bliley Act (GLBA), and the Health Insurance Portability and Accountability Act
(HIPAA), respectively.

The agencies that have implemented section 501(b) of GLBA—the Federal Financial
Institutions Examination Council (FFIEC), the Office of the Comptroller of the Currency (OCC),
the Federal Reserve Board (Fed Board), the Federal Deposit Insurance Corporation (FDIC), and
the Office of Thrift Supervision (OTS)—have defined a process-based approach to security in
the Interagency Guidelines Establishing Information Security Standards (“Security
Guidelines”)!® Under the Security Guidelines, however, when designing security controls a
financial institation is required to design an information security plan that “controls the identified
risks, commensurate with the sensitivity of the information as well as the complexity and scope”
of the entity’s activities and, in so doing, must consider certain security measures and only if
appropriate, adopt them.!! Significantly, one of these security measures that a financial

19 Interagency Guidelines Establishing Information Security Standards, 66 Fed. Reg. 8616 (Feb. 1, 2001) and 69 Fed.
Reg. 77610 (Dec. 28, 2004) promulgating and amending 12 C.F.R. Past 30, app. B (OCC); 12 C.F.R. Part 208, app.
D-2 and Part 225, app. F (Board); 12 C.F.R. Part 364, app. B (FDIC); and 12 C.E.R. Part 570, app. B (OTS).

Hid atq L C.1.
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institution must consider, but is not required to adopt, is a “response program that specify actions
to be taken when the institution suspects or detects that unauthorized individuals have gained
access to customer information systems, including appropriate reports to regulatory and law
enforcement agencies.”12 (emphasis added)

Those operating in other industry sectors that are subject to the jurisdiction of the Federal
Trade Commission (FTC) must abide by the standards of care enforced by the FTC under
Section 5 of the FTC Act, which give the Commission broad, discretionary authority to prosecute
"unfair or deceptive acts or practices" (often referred to as their "UDAP" authority). On top of
this federal statutory and regulatory framework, states have regulated businesses' data security
practices across a variety of industry sectors and enforced consumer protection laws through
their state consumer protection agencies and/or their attorneys general.

Legal exposure for data security failures is dependent on the federal or state laws to
which a business may be subject and is alleged to violate. The FTC, for example, has been very
active in bringing over 50 actions against a range of companies nationwide that are not otherwise
subject to a sector-specific federal data security law (e.g., GLBA, HIPAA, etc.). For example,
under its Section 5 UDAP authority, the FTC has brought enforcement actions against entities
that the Commission believes fall short in providing "reasonable” data security for personal
information. Nearly all of these companies have settled with the FTC, paid fines for their alleged
violations (sometimes to the extent of millions of dollars), and agreed to raise their security
standards and undergo extensive audits of their practices over the next several decades to ensure
that their data security standards are in line with the FTC's order.

Effect of Imposing GLBA-Like Standards with FTC Enforcement

NREF supports federal data security standards for all entities handling sensitive consumer
information, but federal standards to be enforced by the FT'C against the wide range of
businesses under its jurisdiction would fall under the Commission’s broad and discretionary
authority to prohibit “unfair or deceptive acts or practices” and should be enforced consistent
with the Commission’s long-standing practices under Section 5 of the FTC Act. This standard is
consistent with the consumer protection standard that applies to financial institutions. Under
Title X of the Dodd-Frank Wall Street Reform and Consumer Protection Act of 2010, the
Consumer Financial Protection Bureau (CFPB) was established and granted the authority to
prohibit “unfair, deceptive or abusive acts or practices” for consumer financial products and
services.!> As the CFPB explains in the CFPB Supervision and Examination Manual, “Unfair,
deceptive, or abusive acts and practices (UDAAPs) can cause significant financial injury to
consumers, erode consumer confidence, and undermine the financial marketplace.”'* NRF is not
aware of any financial institutions that have suggested that the CFPB standard is too weak.

Providing the FTC with different authority ~ to enforce process-based data security
standards like those in the Security Guidelines implementing GLLBA — would be an
unprecedented and dramatic expansion of the FTC’s authority that is unjustified in its application

Pid ag L Clg.

'3 The text of the Act is available at: bttp:fwww.gpo.gov/fdsys/pkg/PLAW-111publ203/pdf/PLAW-111publ203.pdf
1+ CFPB Supervision and Examination Manual, Version 2, October 2012, p. 174 (UDAAP 1), available at:
http://www.consumerfinance.gov/f/201210_cfpb_supervision-and-examination-manual-v2.pdf
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to the broad array of businesses subject to its jurisdiction. The Security Guidelines were
designed for banking regulators that take an audit/examination approach to regulating companies
and work with them through an iterative process to help the institution come into compliance
where it may be lacking, without the threat of severe penalties. The FTC, by contrast, takes an
enforcement approach, which under a GLBA-like guidelines standard, would require a post-hoc
determination of a company’s compliance with an amorphous standard in a world where the
technological threat vectors are ever-changing.

In an adversarial investigatory process, like the kind the FTC employs in its enforcement
of Section 5 of the FTC Act, entities are either guilty or not, and more likely to be guilty by the
mere fact of a breach. Unlike financial institutions subject to the Security Guidelines, companies
subject to FTC enforcement of its UDAP authority are not able to get several bites at the apple
working with regulators until they know they are in compliance with the regulator’s vision of
data security. Rather, businesses facing FTC enforcement would have to guess at what will
satisfy the agency and, if their security is breached, the strong enforcement presumption would
be that the company failed to meet the subjective standard.

Because of this disparity in how security guidelines would be enforced, NRF sought an
expert opinion on the effect of federal legislation, such as the recently introduced H.R. 2205, that
would impose banking industry-based data security standards on a vast array of commercial
businesses, ranging from large nationwide companies to small, single-location businesses that
are not “financial institutions.” This would include every non-banking business in America that
accepts virtually any form of tender other than cash (e.g., credit cards, debit cards, checks, etc.)
in exchange for goods and services. As part of your efforts to examine this issue, we strongly
encourage you to review the white paper — attached as Appendix A to this testimony ~ that was
prepared by two former associate directors responsible for financial and credit practices in the
FTC’s Bureau of Consumer Protection and released in March. The authors” analysis provides a
valuable perspective to the Committee and indicates why we believe the broad expansion of data
security standards similar to the GLBA guidelines to virtually every unregulated business in the
U.S. economy would be a dramatic expansion of regulatory authority that is unprecedented in its
scope and unjustified in its application.

Finally, the different enforcement regimes between financial institutions and entities
subject to the FTC’s jurisdiction is also evident in the manner and frequency with which fines are
assessed and civil penalties imposed for non-compliance with a purported data security standard.
Banks are rarely (if ever) fined by their regulators for data security weaknesses. But, as noted
above, commercial companies have been fined repeatedly by the FTC. Providing an agency like
the FTC, with an enforcement approach, a set of standards with significant room for
interpretation is likely to lead to punitive actions that are different in kind and effect on entities
within the FTC’s jurisdiction than the way the standards would be utilized by banking regulators
in an examination. A punitive approach to companies already victimized by a crime would not
be appropriate nor constructive in light of the fact that the FTC itself has testified before
Congress that no system — even the most protected one money can buy - is ever 100% secure.

Preemption — Establishing a Nationwide, Uniform Standard of Notification

For more than a decade, the U.S. federalist system has enabled every state to develop its
own set of disclosure standards for companies suffering a breach of data security and, to date, 47
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states and 4 other federal jurisdictions (including the District of Columbia and Puerto Rico) have
enacted varying data breach notification laws. Many of the states have somewhat similar
elements in their breach disclosure laws, including definitions of covered entities and covered
data, notification triggers, timeliness of notification, provisions specifying the manner and
method of notification, and enforcement by state attorneys general. But they do not all include
the same requirements, as some cover distinctly different types of data sets, some require that
particular state officials be notified, and a few have time constraints (although the vast majority
of state laws only require notice *“without unreasonable delay” or a similar phrase.)

Over the past ten years, businesses such as retailers, to whom all the state and federal
territory disclosure laws have applied, have met the burden of providing notice, even when they
did not initially have sufficient information to notify affected individuals, through standardized
substitute notification procedures in each state law. However, with an increasingly unwieldy and
conflicting patchwork of disclosure laws covering more than 50 U.S. jurisdictions, it is time for
Congress to acknowledge that the experimentation in legisiation that exists at the state level and
that defines our federalist system has reached its breaking point, and it is time for Congress to
step in to create a national, uniform standard for data moving in interstate commerce in order to
ensure uniformity of a federal act’s standards and consistency of their application across
Jjurisdictions.

For years, NRF has called on Congress to enact a preemptive federal breach notification
law that is modeled upon the strong consensus of existing laws in nearly every state, the District
of Columbia, Puerto Rico and other federal jurisdictions. A single, uniform national standard for
notification of consumers affected by a breach of sensitive data would provide simplicity, clarity
and certainty to both businesses and consumers alike. Importantly, a single federal law would
permit companies victimized by a criminal hacking to devote greater attention in responding to
such an attack to securing their networks, determining the scope of affected data, and identifying
the customers to be notified, rather than diverting limited time and resources to a legal team
attempting to reconcile a patchwork of conflicting disclosure standards in over 50 jurisdictions.
In sum, passing a federal breach notification law is a common-sense step that Congress should
take now to ensure reasonable and timely notice to consumers while providing clear compliance
standards for businesses.

Preemption of state laws and common laws that create differing disclosure standards is
never easy, and there is a long history of Supreme Court and other federal courts ruling that,
even when Congress expresses an intent to preempt state laws, limiting the scope of the
preemption will not result in preemption. All it will accomplish is to add yet another law, this
time federal, to the state statutes and common laws already in effect, resulting in the continuation
of a confusing tapestry of state law requirements and enforcement regimes. A federal act that
leaves this in place would undermine the very purpose and effectiveness of the federal legislation
in the first place.

In order to establish a uniform standard, preemptive federal legislation is necessary. But
that does not mean (as some have contended) that the federal standard must or should be
“weaker” than the state laws it would replace. On the contrary, in return for preemption, the
federal law should reflect a strong consensus of the many state laws. Some have called for a
more robust notification standard at the federal level than exists at the state level. Without
adding unnecessary bells and whistles, NRF believes that Congress can create a stronger breach
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notification law by removing the exemptions and closing the types of *notice holes” that exist in
several state laws, thereby establishing a breach notification standard that applies to all
businesses. This approach would enable members that are concerned about preempting state
laws to do so with confidence that they have created a more transparent and better notification
regime for consumers and businesses alike. It is a way this Congress can work to enact a law
with both robust protection and preemption.

We urge Congress, therefore, in pursuing enactment of federal breach notification
legisiation, to adopt a framework that applies to all entities handling sensitive personal
information in order to truly establish uniform, nationwide standards that lead to clear, concise
and consistent notices to all affected consumers whenever or wherever a breach occurs. When
disclosure standards apply to all businesses that handle sensitive data, it will create the kind of
security-maximizing effect that Congress wishes to achieve.

Essential Elements of Data Breach Notification Legislation
In summary, a federal breach notification law should contain three essential elements:

¢ Uniform Notice: Breached entities should be obligated to notify affected individuals
or make public notice when they discover breaches of their own systems. A federal
law that permits “notice holes” in a networked system of businesses handling the
same sensitive personal information — requiring notice of some sectors, while leaving
others largely exempt —unfairly burdens the former and unnecessarily betrays the
public’s trust.

¢ Express Preemption of State Law: A single, uniform national standard for
notification of consumers affected by a breach of sensitive data would provide
simplicity, clarity and certainty to both businesses and consumers alike. A federal
breach law would be a common-sense step to ensure reasonable and timely notice to
consumers while providing clear compliance standards for businesses.

¢ Reflect the Strong Consensus of State Laws: A national standard should reflect the
strong consensus of state law provisions. Congress can create a stronger breach
notification law by removing the exemptions and closing the types of “notice holes”
that exist in several state laws, thereby establishing a breach notification standard that
applies to all businesses, similar to the comprehensive approach Congress has taken
in previous consumer protection legislation that is now federal law.

6. Greater Investigation and Prosecution of Cyber Criminals

In addition to the marketplace and technological solutions suggested above, NRF would
also support a range of legislative solutions that we believe would help improve the security of
our networked systems and ensure better law enforcement tools to address criminal intrusions.

Most important among these legislative solutions would be efforts to strengthen our

extra-territorial law enforcement. As noted in our introduction above, industry sectors across the
U.S. share the collective concern and face the same threat to their businesses’ networks that
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appear to come predominantly from foreign actors. If the U.S. economy were threatened by
foreign actors that had the most sophisticated technology to counterfeit our U.S. dollars, and
were using it to perpetrate fraud in the United States and disrupt our economy, would Congress
only be asking the victimized companies that accepted counterfeit cash as payment why they did
not better protect their customers from this fraud? We think that Congress, in this hypothetical,
would look first toward the criminal actors and enterprises that were perpetrating these crimes on
our shores.

We therefore call upon Congress to develop legislation that would provide more tools to
law enforcement to ensure that unauthorized network intrusions and other criminal data security
breaches — particularly those with foreign attack signatures — are thoroughly investigated and
prosecuted, and that the criminals that breach our systems to commit fraud with our customers’
information are swiftly brought to justice.

C. Conclusion

Ammerican retailers are targets of cybercrime and suffer nearly 8% of all security breaches
predominantly because of the payment card data they accept and process. Criminals desire U.S.-
based card numbers because they are unprotected and easily sold on the global black market to
would-be fraudsters. The data thieves and their criminal customers — the purchasers of these
stolen card numbers — realize the short lifespan of stolen card numbers once a breach is detected.
This is why the criminals that hack American businesses typically go to extraordinary lengths to
mask their incursions with methods that have not been seen before and that are not addressed by
network security solutions. In short, if they can act undetected in this “cat-and-mouse” game,
and place stolen card numbers on the black market before law enforcement and victimized
businesses know the cards are there, they can drive up the market price for the stolen cards.

As stated earlier, retailers have invested billions in adopting data security technology.
Efforts to promote payment card security, end-to-end encryption and tokenization are highlighted
in the discussion above. The dominant card networks and card-issuing banks, however, have not
made all of the technological improvements suggested above to make the payment cards issued
in the United States more resistant to fraud, despite the availability of the technology and their
adoption of it in many other developed countries of the world, including Canada, the United
Kingdom, and most countries of Western Europe. Our ability to improve payment card security
and protect American consumers in the chain of the American payment ecosystem is, and will
only be, as strong as its weakest link. Without the cooperation of our partners in the financial
system, we cannot alone affect the changes necessary to better defend and protect against cyber
attacks that lead to payment card fraud. Everyone already has skin in the game, and we need to
work together to do what we can to improve an aging and outdated payment system that is the
principal target of cyber attacks affecting U.S. retail businesses and their customers.

While everyone in the payments space has a responsibility to do what they can to protect
against fraud and data theft that result from cyber attacks, there is much left for card-issuing
banks and payment card networks to contribute, as retailers are doing, to better protect our
payment system and the fraud-prone cards that are used in them. That is why we have proposed
practical, commonsense and achievable solutions above that NRF believes are necessary to
helping deter and defend against cyber attacks affecting the retail industry. We appreciate the
opportunity to submit this statement to the committee today, and we look forward to working
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with the members of the committee on bringing greater attention to these issues and helping push
forward some or all of our proposed solutions to address these important concerns.
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Appendix A:

NRF White Paper on Data Security
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The Effect of Applying Customer Information Safeguard Requirements for Banks
to Nonfinancial Institutions

Joel Winston and Anne Fortney
March 2015

We have been asked to analyze the effect of legislation requiring the Federal Trade Commission
(“FTC”) to apply standards based upon the Interagency Guidelines for banks in Safeguarding
Customer Information (“Interagency Guidelines” or “Guidelines™) to any entity that accepts
bank-issued payment cards for goods and services and does not extend credit itself.

Summary

The Interagency Guidelines for Safeguarding Customer Information apply to depository
institutions (“banks”) subject to supervisory examination and oversight by their respective
regulatory agencies. The Guidelines contain detailed elements of an information safeguards
program tailored specifically to banks. They are designed to be a point of reference in an
interactive process between the banks and their examiners, with emphasis on compliance on an
on-going basis. The FTC has issued a Safeguards Rule applicable to the nonbank “financial
institutions™ under its jurisdiction. The Safeguards Rule provides for more flexibility and less
specificity in its provisions than do the Guidelines. The more general requirements of the FTC’s
Rule are designed to be adaptable to ever-changing security threats and to technologies designed
to meet those threats.

The differences in the approaches to data security regulation between the Guidelines and the
FTC Safeguards Rule reflect two fundamental differences between the bank regulatory agencies
(the “Agencies™) and the FTC: the substantial differences in the types and sizes of entities within
the jurisdiction of the Agencies versus the FTC, and the equally substantial differences in the
roles played by the Agencies and the FTC in governing the behavior of those entities. With
respect to the former, while the banks covered by the Guidelines are relatively homogeneous,
extending the Guidelines to all entities that accept payment cards would sweep in a vast array of
businesses ranging from large multinational conglomerates to small operations, and could also
include individuals.! The threats faced by these widely diverse businesses are likely to vary
widely as well, as would the sophistication and capabilities of the entities themselves for
addressing the threats. A flexible approach as in the Safeguards Rule is necessary to account for
those critical differences. Many of the Guidelines’ provisions, which were drafted with banks in
mind, likely would be unsuitable for a significant proportion of the entities that would be subject
to these new requirements.

! Because of the near-universal acceptance of bank-issued cards as payment for goods and services,
companies that would be subject to the Guidelines’ standards would include merchants, hotels, bars and
restaurants, theaters, auto dealers, gas stations, grocery and convenience stores, fast-food eateries, airlines
and others in the travel industry, hospitals and doctors, dentists, veterinarians, hair salons, gyms, dry
cleaners, plumbers and taxi drivers. In other words, virtually all providers of consumer goods and services
would be covered.

HC# 4847-6208-5922



169

For similar reasons, the different approaches the Agencies and the FTC take in regulating their
entities make it problematic to apply the Guidelines to the nonbank entities overseen by the FTC.
The more specific Guidelines make sense when, as is the case with the banks, there is an
ongoing, interactive dialogue between the regulated entities and the regulator through the
supervision process. The regulated entities and regulators can address changes in threats and
technologies during the less formal examination process and head-off potential problems before
they happen. By contrast, the Safeguards Rule’s flexible requirements are better suited to a law
enforcement agency like the FTC that obtains compliance not by an interactive dialogue, but by
prosecuting violations after-the-fact. Indeed, an entity within the FTC’s jurisdiction may have
no indication of deficiencies in its compliance until it is under investigation. With the untold
numbers of entities potentially subject to its jurisdiction, the FTC simply lacks the capability or
resources to engage in dialogue or provide the individualized, ongoing guidance like the
Agencies do with their banks.

While the Guidelines would be made applicable to any entity that accepts bank-issued payment
cards,” the Guidelines® specific requirements are suitable only for the bank card-issuers that
dictate the card processing equipment and procedures for businesses that accept their cards, as
well as the security features inherent in the cards. If the Guidelines were made applicable to
businesses that merely accept banks® cards, they would impose security obligations on those with
the least ability to implement the requirements applicable to payment card security.

Finally, nonbank businesses are subject to the FTC’s general authority under the FTC Act to
prohibit unfair or deceptive practices, and the FTC has prosecuted many companies under this
authority for failing to protect consumer’s nonpublic information. Subjecting nonbank
businesses to the Guidelines’ specific requirements would not enhance the FTC’s ability to use
its existing authority to protect consumers through enforcement actions. When it issued
consumer information privacy and safeguards rules under the Gramm-Leach-Bliley Act, the FTC
considered applying the rules to retailers that accept bank credit or debit cards and declined to do
so. We believe that determination remains equally justified today.

Our Qualifications

Joel Winston served for 35 years in the FTC’s Bureau of Consumer Protection. For nine years,
he headed the FTC’s offices responsible for consumer information privacy and security, serving
as Associate Director for Financial Practices (2000-2005) and for Privacy and Identity Protection
(2005-2009). His responsibilities included the development of the FTC Safeguards Rule in
2000-2001, and he directed the FTC’s enforcement of that Rule and other consumer protection
laws.

? Bank-issued payment cards include credit cards, debit cards and prepaid cards.
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Anne Fortney has 39 years” experience in the consumer financial services field, including
directing FTC enforcement and rulemaking under the federal consumer financial protection laws
as the Associate Director for Credit Practices of the Bureau of Consumer Protection.

We both regularly counsel consumer financial services clients on their compliance obligations.
We also assist clients in Consumer Financial Protection Bureau (“CFPB”) examinations and in
the defense of FTC and CFPB investigations and enforcement actions. In addition, we have each
testified multiple times as invited witnesses before U.S. Congressional Committees and
Subcommittees on various consumer financial protection laws. We each serve from time to time
as subject matter experts in litigation in the federal courts involving consumer financial services.

Background
Federal Requirements for Safeguarding Customer Information

Section 501(b) of the Gramm-Leach Bliley Act (*GLBA” or the “Act”) required each of the
federal bank regulatory agencies (the “Agencies”)4 and the FTC to establish standards for the
financial institutions subject to their respective jurisdictions with respect to safeguarding
consumers’ nonpublic, personal financial information. The Act required that the safeguards
ensure the security and confidentiality of customer records and information; protect against any
anticipated threats or hazards to the security or integrity of such records; and protect against
unauthorized access to or use of such records or information which could result in substantial
harm or inconvenience to any customer.”

Interagency Guidelines

Because they exercise supervisory responsibilities over banks through periodic examinations, the
Agencies issued their GLBA customer information safeguard standards in the form of Guideline
document (“Interagency Guidelines™ or “Guidelines™). é

The Guidelines instruct banks on specific factors that serve as the basis for the Agencies’ review
during supervisory examinations. They are predicated on banks’ direct control over the security
of their customers’ nonpublic personal financial information.

* Gramm-Leach-Bliley Financial Modernization Act, Pub. L. 106-102, § 501(b) (1999), codified at 15 US.C.A. §
6801(b).

* These were the Office of the Comptroller of the Currency (“OCC”), the Board of Governors of the Federal Reserve
System (“FRB™), the Federal Deposit Insurance Corporation (“FDIC™), and the Office of Thrift Supervision
(“OTS™). In October 2011, as a result of the Dodd-Frank Wall Street Reform and Consumer Protection Act, the
OTS was terminated and its functions merged into the OCC, FRB, and FDIC.

* 15 U.S.C.A. § 6801(b).

® Interagency Guidelines Establishing Information Security Standards, 66 Fed. Reg. 8616-01 (Feb. 1, 2001) and 69
Fed. Reg. 77610-01 (Dec. 28, 2004) promulgating and amending 12 C.F.R. Part 30, app. B (OCC);

12 C.F.R. Part 208, app. D-2 and Part 225, app. F (FRB); 12 CF.R. Part 364, app. B (FDIC); and 12 CF.R. Part
570, app. B (OTS). The Agencies later issued an interpretive Interagency Guidelines on Response Programs for
Unauthorized Access to Customer Information and Customer Notice, 70 Fed. Reg. 15736-01 (Mar. 29, 2005). This
paper includes this interpretive Interagency Guidelines in the summary of the Interagency Guidelines.
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They instruct each bank to implement a comprehensive written information security program,
appropriate to its size and complexity, that: (1) insures the security and confidentiality of
consumer information; (2) protects against any anticipated threats or hazards to the security or
integrity of such information; and (3) protects against unauthorized access to or use of such
information that could result in substantial harm or inconvenience to any customer.

The Guidelines provide specific instructions for banks in the development and implementation of
an information security program. A bank must:

Involve the Board of Directors, which must approve the information security program and
oversee the development, implementation and maintenance of the program;
Assess risk, including reasonably foreseeable internal and external threats, the likelihood and
potential damage of these threats, and the sufficiency of the bank’s policies and procedures in
place to control risk;
Design the program to control identified risks. Each bank must consider whether the
following security measures are appropriate for the bank, and, if so, adopt the measures it
concludes are appropriate:
= Access controls on customer information systems;
= Access restrictions at physical locations containing customer information;
= Encryption of electronic customer information;
= Procedures designed to ensure that customer information system modifications are
consistent with the bank’s information security program;
®  Dual control procedures,
= Segregation of duties, and employee background checks for employees responsible
for customer information;
= Response programs that specify actions to be taken when the bank suspects or detects
unauthorized access to customer information systems, including appropriate reports to
regulatory and law enforcement agencies; and
= Measures to protect against destruction, loss, or damage of customer information due
to potential environmental hazards;
Train staff to implement the information security program;
Regularly test key controls, systems, and procedures of the information security program;
Develop, implement, and maintain appropriate measures to properly dispose of customer
information and consumer information;
Adequately oversee service provider arrangements, including by contractually requiring
service providers to implement appropriate procedures and monitoring service providers;
Adjust the program in light of relevant changes in technology, sensitivity of consumer
information, internal and external threats, the bank’s own changing business arrangements,
and changes to customer information systems;
Report to the Board of Directors at least annually; and
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e Provide for responses to data breaches involving sensitive customer information,” which
should include —
= Developing a response program as a key part of its information security program,
which includes, at a minimum, procedures for assessing the nature and scope of an
incident;
= Notifying the bank’s primary federal regulator as soon as the bank becomes aware of
the breach;
= Notifying appropriate law enforcement authorities;
= Containing and controlling the incident to prevent further unauthorized access to or
use of consumer information; and
= Notifying consumers of a breach when the bank becomes aware of an incident of
unauthorized access to sensitive customer information. The notice must include
certain content and must be given in a clear and conspicuous manner and delivered in
any manner designed to ensure the customer can reasonably be expected to receive it.

FTC Safeguards Rule®

The FTC protects consumers against “unfair and deceptive acts and practices in or affecting
commerce.” Its jurisdiction includes “all persons, partnerships, or corporations,” except banks,
savings and loan institutions, federal credit unions and certain nonfinancial entities regulated by
other federal agencies.w The FTC issues substantive rules, such as the Safeguards Rule, when
required by Congress to do s0,'! but it is not authorized to conduct supervisory examinations of
entities under its broad jurisdiction. Rather, the FTC is primarily a law enforcement agency.

Because the FTC lacks supervisory examination authority, it issued a Safeguards Rule, rather
than Guidelines, to establish customer information safeguards for “financial institutions” under
its jurisdiction. The GLBA’s broad definition of “financial institution” includes a myriad of
nonbank companies that operate in the consumer financial services industry.'” The definition
includes finance companies, auto dealers, debt collectors and consumer reporting agencies,

7 Sensitive customer information includes: a customer's name, address, or telephone number, in conjunction with the
customer’s social security number, driver's license number, account number, credit or debit card number, or a
personal identification number or password that would permit access to the customer’s account, and any combination
of components of customer information that would aliow someone to log onto or access the customer’s account (i.e.,
user name and password, or password and account number). 12 C.F.R. Part 30, app. B, supp. A, § IILA.1;

12 C.F.R. Part 208, app. D-2, supp. A, § ILA.1, and Part 225, app. F, supp. A, § HLA.1; 12 C.F.R. Part 364, app. B,
supp. A, § JILA.1; and 12 CF.R. Part 570, app. B, supp. A, § IILA.1.

8 FTC Safeguards Rule, 16 CFR Part 314. The FTC issued the final rule in 2001,

15 U.S.C.A. § 45(a)(1). The FTC Act also prohibits unfair methods of competition in or affecting commerce.

1915 U.S.C.A. § 45(a)(2). For example, the FTC Act exempts not-for-profit entities and common carriers subject to
the Communications Act of 1934.

® The FTC has more general rulemaking authority under Section 18 of the FTC Act, 15 U.S.C.A. § 573, but has
promulgated very few rules under that section in recent years.

12 See 15 U.S.C.A. § 6809(3) (defining “financial institution” to include any institution engaging in “financial
activities”); 12 U.S.C.A. § 1843(k) (defining “financial activities” broadly to include activities that are “financial in
nature or incidental to such financial activity” or “complementary to a financial activity”).
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among many others. The FTC determined that the final Rule would not apply to retailers that
merely accept payment cards, but rather, only to those that extend credit themselves, and only
then to the extent of their credit granting activities.'®

In recognition of the great variety of businesses covered by the Safeguards Rule, the FTC
developed a rule that provided for flexible safeguard procedures that could be adapted to the
myriad ways in which covered entities are structured and operate. The FTC Rule requires a
{inancial institution to develop, implement, and maintain a comprehensive written information
security program that contains safeguards that are appropriate to the entity’s size and complexity,
the nature and scope of its activities, the types of risks it faces, and the sensitivity of the customer
information it collects and maintains. The information security program must: (1) ensure the
security and confidentiality of consumer information; (2) protect against any anticipated threats
or hazards to the security or integrity of such information; and (3) protect against unauthorized
access to or use of such information that could result in substantial harm or inconvenience to any
customer.

In its development, implementation, and maintenance of the information security program, the
financial institution must:

s Designate an employee or employees to coordinate the program;

s Identify reasonably foreseeable internal and extemal risks to data security and assess the
sufficiency of safeguards in place to control those risks in each relevant area of the financial
institution’s operations (i.e., employee training, information systems, prevention/response
measures for attacks);

o For all relevant areas of the institution’s operations, design and implement information
safeguards to control the risks identified in the risk assessment, and regularly test and
monitor the effectiveness of key controls, systems, and procedures;

¢ Oversee service providers, including by requiring service providers to implement and
maintain safeguards for customer information; and

» Evaluate and adjust the program in light of material changes to the institution’s business that
may affect its safeguards.

2 See 16 C.F.R. §§ 314.2(a) (adopting the Privacy Rule’s definition of “financial institution™). That definition
includes examples of “financial institutions,” among them: retailers that extend credit by issuing their own credit
cards directly to consumers; businesses that print and sell checks for consumers; businesses that regularly wire
money to and from consumers; check cashing businesses; accountants; real estate settlement service providers;
mortgage brokers; and investment advisors 16 CFR. § 313.3(k}2). The FTC also opined that debt collectors are
“financial institutions.” 65 Fed Reg. 33646; 33655 (May 24, 2000). Further, the Privacy Rule also gives examples of
entities that are not “financial institutions™: retailers that only extend credit via occasional “lay away™ and deferred
payment plans or accept payment by means of credit cards issued by others; retajlers that accept payment in the form
of cash, checks, or credit cards that the retailer did not issue; merchants that allow customers to “run a tab”; and
grocery stores that allow customers to cash a check or write a check for a higher amount than the grocery purchase
and obtain cash in return. /4. at (k)}(3).
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When it promulgated this rule, the FTC considered requiring more specific and detailed data
security requirements, but determined that doing so would have imposed significant regulatory
burdens in light of the broad range of entities potentially subject to the Safeguards Rule.

Comparison of the Interagency Guidelines and the FTC Rule

Both the Interagency Guidelines and the FTC Rule apply only to “financial institutions™ with
respect to the “nonpublic personal” financial information they collect and maintain. Unlike the
Guidelines, however, the FTC Rule applies to many types of entities whose principal business
may not involve the provision of financial services to consumers.

While the Guidelines and the FTC Rule share some common elements, they differ in critical
respects. In particular, the Interagency Guidelines, which are tailored to closely supervised and
regulated banks, are much more detailed in their requirements. These requirements are designed
to be the point of reference in an interactive process between the banks and their examiners. As
their name implies, the Guidelines are intended to guide banks® compliance on a going forward
basis.

In contrast, the FTC Rule is significantly less specific in its data security requirements than the
Guidelines, because the Rule applies to a much broader and more diverse group of entities with
wider variations in the data they collect and maintain, the risks they face, and the tools they have
available to address those risks. The more general requirements of the FTC Rule also are
designed to be adaptable to the near-constant changes in threats, security technologies, and other
evolutionary developments in this extremely dynamic area. Whereas the Agencies can address
new developments through the interactive examination process, the FTC only has the blunt
instrument of law enforcement. And, whereas the Agencies actively supervise and monitor the
activities of the entities they oversee, the FTC can only investigate and, if appropriate, take
enforcement action against a fraction of the entities over which it has jurisdiction. The FTC’s
primary focus is on prosecuting past or existing deficiencies, and a company may receive no
advance warning of a possible violation of the Safeguards Rule until it is confronted with an
adversarial investigation. The Agencies’ goal, on the other hand, is to prevent future deficiencies
by working with the bank on an ongoing basis.

Effect of an FTC Standard That Would Apply Interagency Guidelines to Nonbanks That
Do Not Extend Credit and Only Accept Credit Cards

For several reasons, safeguards requirements designed for closely supervised banks that issue
credit and debit cards are a poor fit for the vast array of entities that accept credit cards and debit
cards as payment for their goods and services. First, as explained above, the Guidelines are
premised on an ongoing and interactive process between regulator and regulated entity, whereby
examiners can instruct a bank on an apparent failure to meet a specific requirement. This
process enables the institution to explain why a particular element of the Guidelines may be
inapplicable or to correct any real deficiencies without legal sanctions.

HC# 4847-6208-5922



175

No such process is possible for entities subject to FTC oversight. The FTC obtains compliance
by initiating law enforcement investigations, using compulsory process, when it suspects a
potential law violation based on facts that have come to its attention. This “after the fact” review
focuses, through an adversarial process, on the legal requirements or prohibitions that may have
been violated. If violations are found, the FTC seeks a formal order prohibiting the illegal
conduct and, in appropriate cases, imposing fines or redress to injured consumers. The FTC
lacks supervisory examination authority and lacks the resources to provide the specific guidance
and ongoing oversight that would be necessary to effectuate Guidelines-type rules covering the
huge diversity of nonbank entities. The result would be comparable to the widespread confusion
and noncompliance that resulted from the FTC’s attempt to so broadly define “creditors™ subject
to its Red Flags Rule' that the Rule would apply to types of businesses (such as plumbers, dry
cleaners, hospitals, and restaurants) for which the Rule requirements made little sense. Congress
had to correct that result with legislation that “reined in” the FTC by limiting the rule to the kinds
of “creditors” that need wriiten procedures to detect and prevent identity theft, rather than
virtually every consumer-facing business.”

Second, many of the specific requirements of the Guidelines simply are not relevant to, or would
impose unreasonable obligations on, nonbanks. For example, with respect to credit and debit
cards, the Guidelines’ obligations are premised on the specific circumstances and capabilities of
card issuers, which differ substantially from those of entities that accept cards as payment. It is
the card issuers, and not the card-accepting merchants, be they hotels or veterinarians, that
dictate the card processing capabilities of the equipment and procedures that merchants must use,
as well as the security features inherent in the cards. Although chip and PIN technology could
reduce card fraud, and many retailers have demonstrated a willingness to install terminals to
accept cards with that technology, only card-issuing financial institutions can decide whether to
issue fraud-resistant chip and PIN cards. Were the FTC required to enforce safeguard standards
for credit and debit card data based on the Guidelines’ model, it would be imposing obligations
on the entities with the least ability to ensure that they were carried out.

Finally, it is important to note that nonbanks, although not covered by the Safeguards Rule, are
subject to the FTC’s general authority under Section 5 of the FTC Act to prohibit unfair or
deceptive practices. The FTC has used this authority to prosecute dozens of nonbanks for
engaging in the same practices proscribed by the Safeguards Rule, i.c., failing to take reasonable
measures to protect consumers’ personally identifiable information.'® Thus, it is unclear what

4 See 16 C.F.R. Parts 681.1(b)(4), (5) (2009) (effective until February 11, 2013) (referring to 15 U.S.CA. §
1691a(r)(5) (the Egunal Credit Opportunity Act), which defines “creditor” as, among other things, “any person who
regularly extends, renews, or continues credit,” and defines “credit” as “the right granted by a creditor to a debtor
to... purchase property or services and defer payment therefor”) {emphasis added).

' Red Flag Program Clarification Act of 2010, Pub. L. 111-319, § 2 (2010).

' See, e.g., FTC v. Wyndham Worldwide Corp., et al., No. CV 12-1365-PHXPGR, in the U.S. District Court for the
District of Arizona (2012); In the Matter of Fandango, LLC, Matter Number 132 3089 (2014); In the Matter of Cbr
Systems, Inc., Matter Number: 112 3120 (2013); In the Matter of Dave & Buster’s, Inc., Matter Number 082 3153
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additional benefit to the public would gain by subjecting nonbanks to specific requirements of
the Guidelines.

As noted earlier, when issuing the GLBA rules, including the Safeguards Rule, the FTC
specifically considered whether the rules should apply to retailers that accept bank-issued credit
cards but do not extend credit themselves. The FTC correctly concluded that to do so would
constitute a significant expansion of the FTC’s authority to encompass the regulation of any
transaction involving acceptance of a payment, whether cash, cards, checks or otherwise.

(2010); In the Matter of CVS Caremark Corp., Matter Number: 072-3119 (2009); In the Matter of Gencia Corp. and
Compgeeks.com d/b/a computer Geeks Discount Outlet and Geeks.com, Matter Number: 082 3113 (2009); In the
Matter of TJX Companies, Matter Number: 072-3055 (2008); In the Maiter of Life is good, Inc. and Life is good
Retail, Inc., Matter Number: 0723046 (2008); U.S. v. ValueClick, Inc., et al., No. CV 08-01711, in the U.S. District
Court for the Central District of California (2008); In the Matter of Guidelines Software, Inc., Matter Number: 062
3057 (2007); In the Matter of CardSystems Solutions, Inc., Matter Number: 052 3148 (2006); In the Matter of DSW
Inc., Matter Number: 052 3096 (2006); In the Matter of BJ’s Wholesale Club, Inc., Matter Number: 042 3160
€2005); In the Matter of Petco Animal Supplies, Inc., Matter Number: 0323221 (2005Y; In the Matter of Guess?, Inc.
and Guess.com, Inc., Matter Number: 022 3260 (2003). These actions are in addition to those that the FTC has
brought under the GLBA Safeguards Rule and/or the Consumer Information Disposal Rule. See, e.g., US v. PLS
Financial Services, Inc., et al., Case No. 1:12-cv-08334, in the U.S. District Court for the Northern District of
Hilinois, Eastern Division (2012); In the Matter of James B. Nutter & Company, Matter Number: 0723108 (2009); In
the Matter of Premier Capital Lending, Matter Number: 072 3004 (2008); U.S. v. American United Morigage Co.,
Civil Action No. 07C 7064, in the U.S. District Court for the Northern District of Illinois, Eastern Division (2007);
In the Matter of Nations Title Agency, Inc., et al., Matter Number: 052 3117 (2006).
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Appendix B:

What Retailers Want You to Know
About Data Security!

! Slides that folloow are also available at: http://www,slideshare.net/NationalRetailFederation/thingsto-know-

datasecurity 7ref=https:/nrf.con/media/press-releases/retailers-reiterate-support-federal-data-breach-notification-
standard
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~ Whatretailerswant(C)
you to know |
about.....

What !sa data breach?

Adata breach is the
unauthorized
acquisition of sensitive
_ personal information in
_ digital, electronicor
___computerized form that
creates a risk of
financial harmtoa
_consumer,
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Who is breaching?
Cybarcrsmmais are censtanﬂy trolling for

fmamsai datain crder to steal card numbers |
ané mnvert tham into f:ash '

Where da breaches
. happen? '

. Hackers don
. discriminate ~data

 breaches have targeted : '
' wide variety of TR : ‘ BT AN
businesses from th alt ~ Financial
_ entertainment industry Instituations

to financial services

 According to Verizon, | : ‘

retail represents 11 | .
percent of data [EEEEC : 13%
breaches while the 10% igzz"; i;m;mt
_ Financial services Hotels & k
industry accounts for Restaurants




180

Why reta:lers care abeut
data secunty :

‘ . , Retm&ers work evary smg!:e .
' Macgnsumer»ﬁa:ing . . day and make significant
and reliant industry, . contributions and
retailers and . ‘ investments in
merchants value . data, mfnrmaimn
_ every interaction e and payment
. u : securityto
ensure thatthe
retaxinmsmmer .
relationshipis
secure and protected.

Cards are .fi?a";ld»pmﬁ_e,

The thsef creat&s a duphcate
card, signs your nama and
‘ makes a purchase*

The i:hi&f uses
your card, signs
_your name and

makes a purchase.
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P!N-—and Chlp

Since was, the National Retaii Faéemmn
. has urged banks and payment card|

_ companies to switch to more secure PIN-

__ and-chip cards, which replace the
. magnetic stripe with a computer
microchip and replace the signature with
2 Personal identification Number(PIN) to
3 . ¥ t *
- mf;‘;{;m;‘i;“@m Towee éata year need to have bothachipanda
i - __ PIN, not justa chip as proposed by
' ; . most banks and creditunions. The
 chipensuresthatthe cardistheone
_issued by the bank but the PiN s
 needed to ensure that the person .
. using the card Is the actual cardholder
and not a thief wha stole ymir c!ﬁp
card.

PINandCHIP | MAGNETIC STRIPE
Bl ands|GNATURE

Only you know

] your PIN, 50 the
thief can’t enter i€
to complete an

nestore
frangation

The thief cannot
: duplicate your ohip
LEL S

The new credit cards being issued this |
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| .Cyber~Threat lnformatwn
‘Sharing

ﬂangress must pass laws that make it easier for
. companies to share information and emergmg |
threai:s thheut hesstatmn.

” NRF'’s Efforts to Improve
Threat Information Sharing
To help ﬁght cybersacumy threats to retailers’
__ systems, NRF created the Information Technology
 Security Council, which keeps retailers up-to-date on

the latest news, information and threats, More than
150 retail s:ompames are actweiy involved.
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Notification isn't uniform

- Fm* the ;:ast 6e&:ade, RRF has called for a uniform
_ nationwide data breach notification standard that would
_ preempt! the patchwsrk of 47 state laws. This uniform
mfederal law should be based on and reflect the strang -
' car:sensus m“ state laws. ‘ oy

_ The current patchwork of state and local data breach ™
notice laws with conflicting requirements doesn’t work
because it diverts limited resources that should be
fee:used on fastcmtg :he mtegnty of a breached

Data Breach Notification

. Law
A nationwide breach notification law must preempt
state and local laws so businesses and consumers

understand what disclosures are expected regaréigss .
of when or where areaches occur,

Data hrgach mtiﬁcaﬁan should be appropriate,
reasonable, relevant and timely.

Federal data breach notification requirements should
be comprehensive and apply to every entity that
maintains or transmits senss:we mfcrmatmn, not just
retailers.




184

nd ustnes a re he{d to
d:fferent standarﬂs |
!&aerx:kants &ave mampie t*efs of dsta semmy mndarés, }“i'sasé mckxde

rds, as well a< s;xec:ﬁc state standards to protect sensitive information.
_ The Faderai Trade f:am, ion also eniafres feﬁera! standarés that

. Other breached
_ entities just need to.

Ty
 specific guidance.

Cwer ail erxt:tres
mvnlved in data breach

- ' A ﬁata i)reac:h © - Consumers need to know when fmasmsi data is breached.
- natiﬁ:anm jaw should pe—
- cover the entire
_ payments system from
. cardcompaniesto |
te%ecﬁmmsmmttms» -
ﬁrms without
_ exceptionor |
exemptmm Arbitrary
_ timeframesor
. industry-specific |
requirements that
_ tover only certain
' enmms should not be |
aesta&kshe&
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