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INTERNATIONAL AND DOMESTIC
IMPLICATIONS OF DE-RISKING

Tuesday, June 26, 2018

U.S. HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON FINANCIAL INSTITUTIONS
AND CONSUMER CREDIT,
COMMITTEE ON FINANCIAL SERVICES,
Washington, D.C.

The subcommittee met, pursuant to notice, at 2:02 a.m., in room
2128, Rayburn House Office Building, Hon. Blaine Luetkemeyer
[chairman of the subcommittee] presiding.

Present: Representatives Luetkemeyer, Rothfus, Posey,
Pittenger, Barr, Tipton, Williams, Love, Loudermilk, Kustoff,
Tenney, Clay, Scott, Green, and Crist.

Chairman LUETKEMEYER. The committee will come to order.
Without objection the chair is authorized to declare a recess of the
committee at any time. This hearing is entitled, “International and
Domestic Implications of De-risking.”

Before we begin I would like to thank the witnesses for appear-
ing today, we appreciate your participation and look forward to the
discussion.

I now recognize myself for 5 minutes to deliver my opening state-
ment.

This subcommittee has spent significant time analyzing the im-
pact of de-risking on consumers, businesses, and entire commu-
nities. As we have discussed, the overly punitive supervisory and
examination tactics employed by Federal financial regulators that
came in the wake of the financial crisis have had dramatic implica-
tions on the availability of financial products and services in all of
our communities.

What we have not discussed are the global implications of these
regulations. Today we will not only explore de-risking’s impact on
U.S. financial institutions and their customers but also its impact
on people and businesses around the world as well as our fight to
combat illicit financial activity. Making relationships with so-called
high-risk clients, they become cost prohibitive for financial institu-
tions due, in large part, to heightened compliance expectations, and
as a result many institutions have opted to terminate relationships.

This decision has resulted in the elimination of the consumer and
small business access to financial products and services, a decrease
in the availability of money remittances, and reduced flow of hu-
manitarian aid globally.

To be clear, there are valid reasons for account terminations and
the fight against illicit finance is one of the most important fights
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we wage; however, we would be better equipped to wage that fight
if we had a modernized regulatory system.

It is particularly true in the case of compliance with the Bank
Secrecy Act and Anti-Money Laundering laws. The truth of the
matter is that compliance with BSA/AML is so costly and the pen-
alty is so steep, financial institutions would sooner rather end cus-
tomer relationships than run the risk of running afoul of the regu-
lators and law enforcement.

The status quo doesn’t foster a safer system and it doesn’t nec-
essarily help catch more bad actors; in fact, it is quite the opposite.
Instead of fostering collaborative relationships between institutions
and government, the modern BSA/AML framework, along with the
other regulatory drivers of de-risking, push more people and more
money into the shadows.

So where do some of those de-bank customers go? According to
data published last year by payment and compliance technology
company Accuity, correspondent banking relationships with Chi-
nese banks surged more than 3,300 percent, from 65 in 2009 to
2,246 in 2016. There was a 25 percent drop in the number of cor-
respondent relationships globally during the same time period.

It is in the best interest of our financial services firms, our com-
munities, law enforcement, and the Federal Government to monitor
and maintain these global banking relationships. This hearing isn’t
only important to the people testifying today or to the financial in-
stitutions that do business internationally, it is important to any
small nation that relies heavily on the U.S. dollar and the trading
partners who sell U.S. goods there.

It is important to poorer communities that are losing banks and
credit unions because of the BSA/AML regime. It is important to
a worker in Florida who can no longer send the money he earns
to help his family in Haiti. This is an incredibly important topic.

We have an excellent panel today and I want to thank each of
them for taking time to testify and we look forward to your state-
ments.

The Chair now recognizes the gentleman from Missouri, Mr.
Scott excuse me, who is subbing for Mr. Clay, the Ranking Member
of the subcommittee, for a 5-minute opening statement.

Mr. ScorT. Thank you very much Chairman Luetkemeyer for or-
ganizing today’s hearing.

And to each of our outstanding panelists for this testimony, we
are looking forward to hearing from you.

First of all, it is clear that the push by depository institutions’
decisions to de-risk and discontinue account services for certain
customers is having very significant, adverse consequences on a
brozig range of consumers, industries, and regions around the
world.

And in addition to the devastating regional impacts the de-risk-
ing of broad categories of customers’ accounts, has also had an im-
pact on key consumer groups that perform essential functions in
our society. This includes nonprofit organizations, charities, embas-
sies, and remittance providers among others; although the adverse
effects of de-risking are clear, what is less apparent are the specific
factors and the degree to which each factor is responsible for arriv-
ing at this trend.
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We look forward to the hearing, hopefully we can come up with
some very good recommendations as to how we go forward. Thank
you again to each of the panelists for being here.

And I yield back the balance of my time.

Chairman LUETKEMEYER. The gentleman yields back.

Today we welcome the testimony of Mr. Michael Clements, Direc-
tor, Financial Markets and Community Investment, U.S. Govern-
ment Accountability Office; the Honorable Sue Eckert, Adjunct
Senior Fellow, Center for a New American Security; Ms. Gabrielle
Haddad, Chief Operating Officer, Sigma Ratings, Inc.; Mr. John
Lewis, Senior Vice President for Corporate Affairs and General
Counsel, United Nations Federal Credit Union and on behalf of the
National Association of Federally Insured Credit Unions; and Ms.
Sally Yearwood, Executive Director of Caribbean-Central American
Action (CCAA).

Each of you will be recognized for 5 minutes to give an oral pres-
entation or a testimony. Without objection each of the written
statements will be made part of the record.

Just two quick housekeeping things. Number one, we have votes
called right around 3:30 to 4. We will see where we are with our
witnesses’ testimony and our questions but we may have to ask you
to stay a little longer if we need to go vote and come back.

In the meantime, the timing system on your microphones there
are such that green means go, yellow means you have about a
minute left, and red means your time is up and so you need to
wrap it up very shortly.

So, with that Mr. Clements you are recognized for 5 minutes. Ex-
cuse me you are—

STATEMENT OF MICHAEL CLEMENTS

Mr. CLEMENTS. Chairman Luetkemeyer.

Chairman LUETKEMEYER. Recognized for 5 minutes. I am sorry.

Mr. CLEMENTS. Chairman Luetkemeyer, Mr. Scott, and other
Members of the subcommittee, I am pleased to be here today to dis-
cuss our recent report, discussing de-risking by depository institu-
tions and the implication for the southwest border region and
money transmitters serving fragile countries.

My statement today focuses on three key findings from our re-
ports. As background, the Bank Secrecy Act serves an essential
function, it helps to prevent money laundering, terrorism financing
and other criminal activity.

We define de-risking as the practice of depository institutions
limiting services or ending relationships with customers in re-
sponse to perceived regulatory concerns.

Chairman LUETKEMEYER. Mr. Clements, if you could move the
microphone, just pull right in front of and just take a bite at it
when you speak—

Mr. CLEMENTS. OK.

Chairman LUETKEMEYER. Thank you.

Mr. CLEMENTS. Our first key finding, the extent of and reasons
for account terminations and bank closures in the southwest border
region. We found that branch closures in the southwest border re-
gion were concentrated in a small number of communities. Five
counties in Arizona, California, and New Mexico lost 10 percent or
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more of their branches. In some instances, those losses were con-
centrated in smaller communities. For example one California town
lost five of its six branches.

The loss of bank branches can have negative implications for
business lending and ultimately employment in these communities.
In many instances banks limit service or terminate accounts in re-
sponse to legitimate BSA concerns. The southwest border region
poses a high risk for money laundering because of the high volume
of cash transactions, number of cross-border transactions, and
number of foreign account holders.

However, we also found evidence of de-risking, in particular 80
percent of southwest border banks reported limiting or not offering
of accounts because the customer type drew heightened BSA regu-
latory oversight. Here the reason is perceived oversight, not the
customer’s action.

Our second key finding, the challenges money transmitters face
remitting funds to select fragile countries. We examined the experi-
ence of money transmitters serving four fragile countries: Haiti, Li-
beria, Nepal and Somalia. Remittances from the United States are
an important source of funds for these countries. All 12 money
transmitters we interviewed that served these countries report los-
ing some accounts with banks. In the case of Somalia, two of four
money transmitters report losing all access to bank accounts.

Some banks acknowledge closing and denying accounts for money
transmitters. These banks consider money transmitters high cost
and also high-risk customers. In particular banks cite: One, high
staff and technology cost associated with BSA-related activities;
and two, the perceived risk of significant fines and penalties.

Money transmitters that lose access to banking services often re-
sort to nonbanking channels such as couriers physically trans-
porting cash. For law enforcement, nonbanking channels provide
less transparency and thereby hinder the ability to detect criminal
activities.

Finally, our third key finding, agencies’ efforts to assess and re-
spond to de-risking concerns. Treasury and Federal banking regu-
lators have taken some steps in response to concerns about de-risk-
ing. The agencies have issued BSA guidance to banks. The agencies
have also conducted retrospective reviews; these are a lookback to
assess whether regulation should be retained, amended, or re-
scinded. However, we found the agencies’ reviews have not fully ad-
dressed the factors that influence banks to de-risk.

The agencies also recently began collecting data on international
remittances from banks. However, we found Treasury does not
have the data it needs to assess how the loss of banking services
by these remitters will influence service to fragile countries.

Given the problems we identified, we made several recommenda-
tions. We recommended that Treasury and the banking regulators
conduct retrospective reviews that incorporate banks’ regulatory
concerns regarding BSA/AML compliance. We recommended that
Treasury assess the extent to which remittance flows through non-
banking channels may hinder its ability to monitor criminal activ-
ity.
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Chairman Luetkemeyer, Mr. Scott, and other Members of the
subcommittee, this completes my prepared statement. I would be
pleased to respond to any questions you may have.

[The prepared statement of Mr. Clements can be found on page
34 of the Appendix.]

Chairman LUETKEMEYER. Thank you. Mr. Clements yields back
the balance of his time.

Then we go to Ms. Eckert. You are recognized for 5 minutes.
Welcome.

STATEMENT OF SUE ECKERT

Ms. ECKERT. Thank you. Chairman Luetkemeyer, Congressman
Scott, and distinguished Members of the subcommittee, thank you
for the opportunity to testify today on the international and domes-
tic implications of de-risking.

I applaud your efforts to call attention to the critically important
phenomena of de-risking—something that is not well understood
but which has profound impacts on some of the world’s most vul-
nerable populations. The U.S. has a unique role to play in address-
ing de-risking globally as the dominance of the U.S. dollar and
American regulatory policy set the stage for other countries.

My comments today focus on the impact of de-risking on char-
ities and nonprofit organizations and is based on the research that
I conducted for the February 2017 report, Financial Access for U.S.
Nonprofits. It was commissioned by the Charity & Security Net-
work and supported by the Bill and Melinda Gates Foundation.
While I am currently involved with the World Bank ACAMS (Asso-
ciation of Certified Anti-Money Laundering Specialists) process on
financial access for NPOs (non-profit organizations), the views ex-
pressed today are my own.

I spent a number of years on Capitol Hill as a staffer in the Ex-
ecutive branch as a regulator of dual-use exports and in the aca-
demic community but in all those years there is no issue that I
dealt with that has more serious, real, and dire consequences for
populations in need. These severe implications extend beyond
NPOs and the groups that they serve; it also extends to U.S. secu-
rity and foreign policy interest. So with my brief time I want to
make a couple points.

First, there is no question of the need for humanitarian and de-
velopment assistance today, it is a profound need. The United Na-
tions estimates that in 2018, more people than ever before will
need assistance and protection, 136 million people. Conflict, pro-
tracted crises, and natural disasters continue to be the main driv-
ers of need, which remains exceptionally high levels in countries
such as Nigeria, South Sudan, the Syria region, and Yemen which
are likely to remain the world’s most serious humanitarian crises.

To effectively respond to these humanitarian crises, funds must
be able to move across borders in a timely and predictable fashion.
Financial access for charities and NPOs, therefore, can literally
mean life and death.

Second, there is no question that de-risking or problems with fi-
nancial access for NPOs is having a serious and widespread effect.
The study from 2017, noted surprisingly that two-thirds of all U.S.
NPOs were having financial access difficulties, perhaps more worri-
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some was the fact that in order to respond and get the aid to these
places, 42 percent of NPOs were starting to carry cash because
they could not get money through the financial system. We actually
have more recent data that shows that the problem appears to be
worsening.

Third, the problem relates to concerns by financial institutions
for the risk and cost associated with banking in the charitable sec-
tor. This derives from well-intended and important policies devel-
oped immediately after 9/11 by the FATF (Financial Action Task
Force), whereby NPOs or charities, were considered particularly
vulnerable to terrorist abuse.

Based on more recent analysis, the evolving nature of the ter-
rorist threat and actions that the charitable sector has taken, that
perception is outdated and, in 2016, FATF changed its policies.
However, the pervasive nature of the perception that charities are
high risk persist; serious unintended consequences of these policies
have resulted.

Fourth, de-risking is a complex problem that entails a variety of
interest: Financial integrity; national security and counterter-
rorism; foreign policy; and the provision of humanitarian and devel-
opment assistance and it must be a shared responsibility. No one
group, U.S. policymakers, U.S. regulators, financial institutions, or
the nonprofit and charitable sector, can address these issues by
themselves.

Fifth, in terms of what kind of action should be taken, very brief-
ly, raise awareness and promote a balanced approach; stakeholder
dialog which the World Bank and ACAMS has promoted, has en-
hanced engagement among all parties. What is really interesting is
how little these sectors know of each other.

The second is to provide regulatory and policy guidance. The gov-
ernment needs to develop policy and regulatory guidance that pro-
vides clarity to banks and NPOs on the implementation of a risk-
based approach; however, 2 years ago when FATF adopted the rec-
ommendation, changed the nature of how charities should be treat-
ed, nothing has happened subsequently. Banks have told us there
is no question that they have to have something from the regu-
lators in order to change their assessment of risk.

Currently the World Bank and ACAMS initiative has produced
recommendations that were jointly made by banks and nonprofits,
which is pending before the regulatory agencies.

Third, we need to explore incentives for financial institutions to
bank NPOs. A menu of measures including the creation of safe har-
bor to incentivize banks to keep NPO accounts and encourage ef-
forts to engage with NPOs should be developed.

Finally, the creation of safe-payment channels. There are times
when banks are not going to go any further and we need to con-
sider those options.

There are additional recommendations in my statement. Mr.
Chairman, I look forward to discussing them.

[The prepared statement of Ms. Eckert can be found on page 64
of the Appendix.]

Chairman LUETKEMEYER. Thank you.

Ms. Haddad, you are recognized for 5 minutes.
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STATEMENT OF GABRIELLE HADDAD

Ms. HADDAD. Thank you. Chairman Luetkemeyer, Congressman
Scott, and distinguished Members of the subcommittee, I am hon-
ored by your invitation to testify before you today.

De-risking is a phenomenon that has had dramatic impacts on
the international financial system over the last decade. De-risking
has impacted the concentration of trade flows and cross-border pay-
ment activity which challenges financial stability and inclusion for
affected markets.

For the United States specifically, a decline in dollar-denomi-
nated transactions and flows through U.S. financial institutions
has potential implications on commerce as well as the United
States’ competitive position.

I am the Co-founder and Chief Operating Officer of Sigma Rat-
ings, a company we founded to address de-risking by highlighting
and incentivizing good corporate behavior globally. Today my testi-
mony will focus on the drivers and international impacts of de-risk-
ing that resulted from the termination of correspondent banking re-
lationships.

Since founding Sigma Ratings, my team and I have met with fi-
nancial institutions and regulators in dozens of countries across
Europe, Latin America, the Middle East, and Africa to better un-
derstand the challenges of de-risking and determine how our solu-
tion can help solve them.

We have learned that there are many drivers of de-risking in-
cluding profitability and reputational risk concerns and these driv-
ers may vary from country to country; however, fears of regulatory
enforcement actions and fines as well as the cost associated with
complying with anti-money laundering, counterterrorist financing,
and sanctions regulations, are consistently highlighted as primary
drivers of de-risking.

Regulatory fines imposed since 2012 against global banks
reached billions of dollars and have had a chilling effect on the
robustness of global correspondent relationships. The magnitude of
these fines has instilled fear in many global banks and resulted in
the reassessment of those banks’ risk appetites.

Another driver is cost. Global banks are spending billions of dol-
lars a year on compliance with some banks individually spending
over a billion dollars themselves. Cost of due diligence and con-
cerns about the compliance regimes of respondent banks are fre-
quently mentioned as the main reasons for termination.

While much of bank-spending is for critically important tasks,
many costly compliance tasks are repetitive and viewed as mere
check-the-box exercises by banks. This may distract institutions
from the intended outcome of detecting real risk and ultimately
identifying illicit activity. As a result of these fears and costs, many
institutions determine that the costs and risks associated with
maintaining certain relationships are no longer worth the revenue
generated, leading to terminations.

I would like to turn to the three key consequences of de-risking:
fI?inancial exclusion, decrease in transparency, and long-term ef-
ects.

First, research demonstrates that de-risking has direct financial
implications for individuals and businesses operating in these mar-
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kets. In a World Bank report from November 2015, decreases in
lending, international wire transfers, cash management services,
and check-clearing were highlighted among some of the most sig-
nificant impacts at the local level. Additionally, an IMF report from
March 2017 indicates that small countries with low volumes of
transactions experienced increased costs for remittance transfers
which has a direct impact on end-users.

Second, it has been cautioned by the World Bank, the Financial
Action Task Force, and other groups, that de-risking may uninten-
tionally drive financial transactions underground or into shadow
markets. This makes detecting illicit activity much harder. It is
well-documented that channels with a low likelihood of detecting il-
licit activities such as unregulated industries are the channels
more frequently used by money launderers and terrorist groups for
movement of funds. As regulated entities, banks have higher likeli-
hood of detecting illicit activity.

Third, de-risking has long-term effects that should not be ig-
nored. We found in our research that many countries and institu-
tions that were de-risked continue to struggle to find new relation-
ships and for those who do, they are often subject to higher fees
and increased due diligence by correspondents leading to higher
costs of doing business.

The loss of correspondent banking relationships can also create
a long-term stigma, for example, rating agencies have started to
consider loss of correspondent banking relationships as a factor for
downgrading the rating of a financial institution.

With de-risking and its drivers receiving much attention over the
last few years, with public and private sector players have pre-
sented potential solutions, a sustainable solution, however, will re-
quire a change in the overall cost-benefit analysis for correspond-
ents in high-risk markets.

Some possible approaches are the following: First greater sharing
of risk information to improve overall transparency and reduce due
diligence costs. For a bank with thousands of relationships, due
diligence practices, much of which are done manually today, are al-
most impossible to keep up with. Greater information sharing be-
tween both public and private sector improves information avail-
ability and transparency.

Second, the compliance burden can be further reduced through
the use of standardized, independent third-party assessments of po-
tential respondents’ risk and compliance practices. An independent
assessment would serve as a baseline for a correspondent to enter
into a relationship, thus reducing much of the up-front and on-
going diligence processes.

Furthermore, standardized assessments would allow for
benchmarking across jurisdictions, for use by governments as well
as financial institutions. This increased visibility and comparability
would allow for better allocation of capacity-building resources.

Finally, the use of technology to enable financial institutions to
better understand their clients and manage their risk should be
welcomed.

Thank you for taking the time to hold this hearing and for allow-
ing me to share my perspective on this important topic. I look for-
ward to your questions.
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[The prepared statement of Ms. Haddad can be found on page 96
of the Appendix.]

Chairman LUETKEMEYER. Thank you, Ms. Haddad.

Mr. Lewis you are recognized for 5 minutes, hopefully it is within
a 5-minute timeframe.

STATEMENT OF JOHN LEWIS

Mr. LEwis. We will try.

Chairman LUETKEMEYER. We have a difficulty with 5 minutes
today.

Mr. LEwis. Good afternoon Chairman Luetkemeyer, Ranking
Member Clay, and Members of the subcommittee.

My name is John Lewis. And I am testifying today on behalf of
NAFCU. I am the Senior Vice President of Corporate Affairs and
General Counsel for the United Nations Federal Credit Union.

NAFCU and its member credit unions have consistently recog-
nized the importance of BSA and AML requirements in assisting
in prevention of illicit activity. Credit unions are fierce supporters
of efforts to combat criminal activity utilizing our financial sys-
tems. Credit unions work closely with examiners to ensure con-
sistent application of BSA risk assessments. Still, the implementa-
tion of BSA requirements remains a burden for many credit unions
especially in the post-financial crisis regulatory environment.

Given credit union’s field-of-membership limitations, it is impor-
tant for credit unions to have potential to serve everyone in their
field of membership whether individuals or legitimate businesses,
some members may present heightened-risks which can mean in-
creased compliance burdens, cost, and pressures on credit unions.

Despite UNFCU’s unique field-of-membership, we have been for-
tunate to have good relationships with our examiners who have
worked with us in riskier areas. However, other credit unions re-
port that while NCUA (National Credit Union Administration)
doesn’t directly prohibit them from serving certain types of mem-
bers, they feel pressured by examiners to limit services.

It is important to note that when a credit union is serving a
higher-risk individual or business, they are very thorough in their
evaluation recordkeeping. However, when examiners evaluate that
relationship they can be very demanding of the credit union, this
additional pressure and scrutiny from examiners can lead institu-
tions to de-risk by limiting services for certain types of members.

Sometimes the pressure to de-risk comes not from the regulators
but from law enforcement. Although credit unions recognize the im-
portance of sharing critical information with law enforcement, some
report they have received unreasonably broad subpoenas asking for
all information and correspondence related to any members in a
certain type of business. The threat of over-broad investigatory de-
mands makes credit unions hesitant to provide services to members
that are targeted as higher risk.

Credit unions can also be impacted by others making the deci-
sion to de-risk. At UNFCU, some of our members have inter-
national ties and some are located abroad, as a result we are pre-
sented with a unique set of risks for which we have learned to
adapt.
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We have found that some of UNFCU’s long-standing vendors
have reevaluated their relationships with UNFCU even de-risked
by ending the relationship due to the fact that we serve some high-
er-risk members. This loss of vendors has led to a significant dis-
ruption of services and increased costs to our members. Our unique
membership coupled with our vendor relationships gives UNFCU a
strong understanding of the challenges from both sides of the de-
risking issue.

Credit unions continue to work with FinCEN (Financial Crimes
Enforcement Network) and other regulators to develop ways to pro-
vide services to higher-risk members without incurring compliance
burdens and costs that are so onerous that de-risking becomes the
only option.

Some ideas for improvement include first, creating a safe harbor
for the financial institution providing services to high-risk accounts
if they meet certain requirements in scrutiny of those accounts.

Second, ensuring the risk-based review requirements for finan-
cial institutions are understood by examiners.

And third, not making the financial institution the de facto regu-
lator of business. While it may make sense for the institution to
verify registration licensing, they should not be forced to verify lev-
els of compliance by the business.

NAFCU also supports legislative proposals to address these
issues. I outlined these in greater detail in my written statement
but they include H.R. 6068, the Counter Terrorism and Illicit Fi-
nance Act which takes important steps to update and modernize
the BSA/AML regime; H.R. 4545, the Financial Institutions Exam-
ination Fairness Reform Act, enacting this legislation would pro-
vide relief for financial institutions from perceived pressures from
examiners; and finally H.R. 2706, the Financial Institution Cus-
tomer Protection Act of 2017 that would ensure “Operation Choke
Point” policies will not be used by regulators to prevent the provi-
sion of financial services to a member.

An additional area where relief is needed is the Bureau’s rule on
international remittances. The rule has driven a number of credit
unions out of the remittance business as the cost of compliance and
risks associated with it are too great. We believe that the Bureau
should use its exemption authority under Section 1022 of Dodd-
Frank to provide relief to credit unions on the issue.

In conclusion, NAFCU and its member credit unions recognize
the importance of the BSA regime as well as the importance of reg-
ulator and law enforcement scrutiny of riskier businesses. Given
UNFCU's field of membership, we serve as an example that it can
be done, nonetheless heavy compliance costs, burdens, and pres-
sures from regulators and law enforcement when dealing with
high-risk members and businesses can lead many to de-risk and
stop providing services to them.

Congress can help by working with financial regulators and law
enforcement to alleviate these burdens and pressures. NAFCU
stands ready to work with you in this regard.

Thank you for the opportunity to appear before you today. I wel-
come any questions you may have.

[The prepared statement of Mr. Lewis can be found on page 103
of the Appendix.]
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Chairman LUETKEMEYER. Thank you, Mr. Lewis.
Ms. Yearwood you are recognized for 5 minutes.

STATEMENT OF SALLY YEARWOOD

Ms. YEARWOOD. Chairman Luetkemeyer, Ranking Member Clay,
and Members of the subcommittee, thank you for the opportunity
to appear before you today. As one of the most insidious threats to
the Caribbean’s economic sustainability, de-risking is destabilizing
economies, threatening trade, and creating security concerns and it
requires constructive solutions. I would like to begin with some ex-
amples.

In 2015, on instruction from their U.S. correspondent banks, the
two banks in the Cayman Islands that supported money transfer
business, severed those relationships and the MTBs (money trans-
fer businesses), which provide critical remittance services were
forced to shut down. This led to moving cash in planes in order to
make sure that the affected population had access to finance.
Today only one MTB remains open.

Tourism is one of the Caribbean’s most important industries and
generates significant demand for U.S. goods and services. About 4
years ago, a leading hotelier told me that they had received a letter
from their longtime U.S. bank, it essentially said “as of today we
are no longer your bank.” There was no valid explanation and no
opportunity to address concerns. I spoke to that hotelier last week
in preparation for this hearing to see how they had resolved the
issue and was told that finding a new U.S. bank was extremely dif-
ficult and that they still feel that the situation is precarious. They
did not want me to use their name, the hotel name, the name of
the U.S. bank that they are now using, or disclose the country or
countries where they operate.

This last point underscores why getting a grip on the impact of
de-risking can be so difficult. A legitimate business has lost its U.S.
banking relationships regardless of whether or not there is any real
risk present, has the stain of de-risking on them so they keep it
quiet and try to replace the lost relationship. Bottom line it is like
Fight Club, the first rule of being de-risked is, you don’t talk about
being de-risked.

The toll has been highest on small- and medium-sized business
where the costs of banking are becoming prohibitive. We have seen
a rise in cash in informal economies in some jurisdictions and the
operation of parallel foreign exchange markets. Even for long-es-
tablished businesses banking has become burdensome. One U.S.
company that operates in the Caribbean reports that a basic proc-
ess like opening a new account that used to take 10 days or so, now
can take up to 60 days and require 10 times more paperwork.

The Caribbean Association of Banks reports that nine members
have no U.S. correspondent banks but have been on-boarded by
third parties to manage these banking services and 17 members
have only one U.S. correspondent. At the same time, they report
a 39-percent year-on-year increase in correspondent banking fees
between 2014 and 2017, and the cost of compliance has increased
approximately 66 percent.

As relationships are lost with U.S. banks, they are being sought
in Asia and the Middle East and if the United States doesn’t work
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to address the challenges, countries may have no option but to
build new relationships and prioritize trade with other countries.

While de-risking is a motivation for the loss of banking relation-
ships, the reality is that profitability plays a significant role as
well. These are small economies in a global system and weighing
perceived risk with profitability does not always work in the Carib-
bean’s favor, even though the region has been working diligently to
improve its risk profile.

It is important to stress that no one is advocating for a removal
of the rules. Today’s world requires that we build systems that
have the capacity to recognize and eliminate threats. But this
should not be done in a way that forces legitimate actors out of the
system and there are a number of ways to change the narrative.

First, the U.S. Department of Treasury provides important as-
sistance to the region. Resources could be made available to allow
the Department to deepen its engagement there. Another idea re-
lated to Treasury is if larger banks are not going into the market
because of the profit ratio, is there a scenario wherein community
and minority banks are encouraged to serve the Caribbean using
the platforms within large banks, with the large banks who make
their platforms available receiving credit under the Community Re-
investment Act?

Second, innovation has the capacity to level the playing field.
This is happening in the Caribbean where we have seen the emer-
gence of technology companies that are working to remove financial
friction-points across the region. I also believe that some consider-
ation should be given to the issue of proportionality, fines can
reach billions of dollars. Taken in context, Belize, which has been
particularly affected by de-risking, had a GDP of just under 1.8 bil-
lion in 2016 along with 1.3 billion of external debt. If the applica-
tion of the rules is weighted against small economies and their in-
herent vulnerabilities, how do we keep them viable?

In conclusion, taken as a group, the countries of the Caribbean
and Central America are the fifth largest buyer of United States
non-oil exports and the U.S. consistently records a trade surplus.
If access to banking is removed or becomes more costly and dif-
ﬁcu&t,d it is likely that this healthy relationship will begin to be
eroded.

Second, the countries of the Caribbean and Central America are
the United States’ third border. When the countries of the region
experience instability, mass-migration is one risk, and in the ab-
sence of the U.S. actively working to help the region, the door is
open to other partners who may be antithetical to the United
States’ security interests.

CCAA is grateful that this subcommittee has provided this plat-
form. Thank you, Mr. Chairman for the opportunity.

[The prepared statement of Ms. Yearwood can be found on page
114 of the Appendix.]

Chairman LUETKEMEYER. Thank you, Ms. Yearwood.

I appreciate everybody’s comments.

And with that we will begin the question part of our discussion
today. And I will begin with my questions.

Mr. Clements, you and all the witnesses today have described
concerns about the problems of de-risking across the board with re-
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gards to how law enforcement and regulatory officials have come
down on the people in the financial services industry.

Is law enforcement aware that they are deterring actual profit-
able, well-intentioned business and if they are do they have some
ideas on how to fix the problem so they don’t deter normal activity
or are they content with driving everybody out of the business alto-
gether?

Mr. CLEMENTS. In the two reports, we were not talking to law
enforcement so I can’t speak to the effect of whether law enforce-
ment is aware of it. I think you bring up a relevant issue. In many
instances it is not people telling, instructing banks, for example, to
drop a customer, it is simply the effect of working through the ex-
aminers saying, this is a high-risk customer, and the next thing
you know, it involves additional staff and additional resources;
there is the risk of large fines that we have heard about and those
things create an incentive for the bank to essentially drop service
rather than have to deal with that potential risk.

Chairman LUETKEMEYER. Well it is very concerning because it is
a manifestation, a morphing if you will of “Operation Choke Point”
into other areas here from the standpoint of trying to intimidate
the banks and then discontinuing financial services with customers
who are legitimate customers or did a good job.

You know, Mr. Clements, I believe you were the one that indi-
cated and had some nice charts in your testimony that showed the
counties along the border between the United States and Mexico
are being dramatically impacted, where they are closing branches
so they can’t do any business so they can de-risk themselves of
their problem. I guess my question is, have you seen the next coun-
ty above them, are they starting to de-risk as well or are they
starting to close financial service because, I would assume, that if
you close the branch off next to the border, that people will start
going to the next county over, is that happening as well, or starting
to happen now?

Mr. CLEMENTS. Our experience was just with the counties on the
southwest border, it was certainly the case that one option that
consumers have if they have lost their branch in that community
is to go one community over and have to travel to that branch.

The other options they have are mobile banking.

Chairman LUETKEMEYER. Mr. Lewis, you are a credit union, did
you see that happening, you see them closing on the border and
then moving to the next county over, to where you are starting to
get some pressure to be able to close those next?

Mr. LEwis. We, UNFCU are not seeing that, as we are not lo-
cated on a border State. We know that there are credit unions that
are under pressure and have had some issues with it. Certainly, I
could get back to you and provide a written response to that in
more detail if you like.

Chairman LUETKEMEYER. Thank you.

I have another question here with regards to, there was an arti-
cle from Reuters back on May 8, 2017, the headline is, “Chinese
banks payment networks surge as Western lenders cut ties,” and
there was a study to show this and it was, I quoted the numbers
in my opening statement here and the last part of this says, “the
U.S. dollar dominates world trade but there is a trend toward a de-
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cline in the use of U.S. dollar and an increase in the use of the
renminbi,” which is the Chinese dollar if you will. Have you seen
this going on, any of you, where we have seen that there is a risk
to the U.S. dollar being the reserve currency, we are starting to
trade in other currencies versus the dollar?

Mr. Clements, you have seen evidence of that?

Mr. CLEMENTS. We have no evidence of that.

Chairman LUETKEMEYER. Ms. Eckert?

I know that you deal with a lot of charities around the world. It
is terrible that even they are being hurt by this. I mean who wants
to launder money through a charity but that’s the ultimate slap of
whatever, but can you comment on this?

Ms. ECKERT. On the question of reverting to alternative cur-
rencies, we did not see that—

Chairman LUETKEMEYER. OK.

Ms. ECKERT. But I would say that in terms of the law, the first
point that you raised on law enforcement, I think it is a very inter-
esting comment because law enforcement actually has been ex-
tremely concerned about the loss of traceability and transparency,
that as these NPOs are de-risked they will either use cash, they
will use MSBs, they will use alternative means.

Chairman LUETKEMEYER. OK. Ms. Haddad, I would like for you
to comment and Ms. Yearwood as well on this question, have you
seen any problems with this or there are concerns?

Ms. HaDDAD. I haven’t seen it directly but I have heard from
people particularly in Africa, from banks there that when those
banks were de-risked that some Chinese banks picked up the cor-
respondent relationships that were previously held by U.S. cor-
respondents.

Chairman LUETKEMEYER. Yes, the relationships, they are picking
them up left and right like leaves on the—on the ground here.

Ms. Yearwood, have you seen anything like that with the Carib-
bean banks that you are dealing with?

Ms. YEARWOOD. I don’t have any evidence of Caribbean banks
getting Chinese accounts; however, what I have been told is that
some Caribbean banks have tried to get Chinese accounts but not
being able to get them because of the ongoing relationship to the
U.S. dollar.

Chairman LUETKEMEYER. OK. Thank you very much. My time is
up.
With that we go the Ranking Member, Mr. Clay.

Mr. CrAY. Thank you so much, Mr. Chairman. I thank the panel
of witnesses for being here.

Let me start with Ms. Yearwood or Ms. Eckert or both of you,
what would give financial institutions more comfort in serving re-
mittance service providers especially those serving fragile nations,
can you help us with that, whoever wants to go, Ms. Yearwood?

Ms. YEARWOOD. Thank you, Ranking Member Clay.

In my testimony I pointed to some of the things in terms of the
assistance from the Treasury Department that could help give a
certain amount of comfort to the people who are providing services
in the region. That being said, the remittance side of the coin, I ac-
tually think Gabrielle Haddad may have some input because I
think transparency and the ability to have traceability of where the
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money is going and coming from is key especially when you are
moving very small amounts of money so—

Mr. CrAY. Right.

Ms. YEARWOOD. I will defer to Ms. Eckert and then Gabrielle
may have something to add.

Mr. CLAY. Go right ahead.

Ms. ECKERT. Thank you, Mr. Clay.

I think that what banks are asking for as they relate to NPOs
is they are asking for some clarity about regulatory expectations,
what is expected of them and, in fact, to the point of the interviews
that I conducted, I had banks who say that they can manage risk,
that is what their business is; however, what they can’t deal with,
there is regulator-risk and that is examiners second-guessing them
all the time in terms of what their assessments are under a risk-
based approach.

The other thing that the financial institutions want is they want
more information to be able to make the best-informed decision so
part of the process that we are engaged in is identifying what infor-
mation financial institutions need from NPOs and getting NPOs
comfortable providing that to banks so they can break down some
of these perceptions that exist about each other.

Mr. CLAY. Thank you.

Ms. Haddad, anything to add?

Ms. HADDAD. I would just add that I agree that the information-
sharing is a huge challenge that banks face, both from money-serv-
ice businesses and from respondent banks, in order for them to ac-
tually obtain the information that they need to make assessments
of their relationships, is incredibly challenging and this is resulting
in huge burdens and a real lack of clarity, as Ms. Eckert mentions,
around what their regulatory expectations are.

Mr. CLAY. So, it is more of the uncertainty on the part of banks
that they are hesitant to go forward?

Ms. HADDAD. That is what it appears to be, yes.

Mr. CrAy. I see.

This question is for Mr. Clements and Ms. Eckert, what specific
steps do you believe Congress or State governments can take to ad-
dress the adverse consequences of de-risking remittance service
providers?

Mr. CLEMENTS. We have a variety of recommendations to the
Federal agencies in terms of Treasury and the banking regulators
to conduct retrospective reviews, actually looking at this issue of
de-risking. The last round they simply looked at the currency
transaction reports and the SAR filings but didn’t get into the un-
derlying cause of what is causing a bank to de-risk.

The second thing we have asked Treasury to look on this issue
of de-risking, is remittances, the movement then of funds out of the
banking system to non-banking channels, how does that affect
Treasury’s ability to actually monitor criminal activity. Those are
a couple of things we have looked at. We have also recommended
in the past, efforts among the bank regulators to reduce the bur-
dens associated with these activities.

Mr. CLAY. I see.

Ms. Eckert, anything to add?
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Ms. ECKERT. Yes. I think first and foremost again is some clarity
from the regulators about what is expected and here in particular
the bank examination manual, the standard changed for NPOs, in
June 2016 yet there is nothing reflected other than statements by
officials which are helpful but the bank has nothing to rely on in
terms of how they assess risk associated with NPOs.

Currently it is an outdated assessment but banks have nothing
to hold on to. if you will. and to help them make the appropriate
risk assessment, the clarity, the regulatory guidance; I think an-
other thing is to recognize the importance of humanitarian assist-
ance—

Mr. CrAY. Yes.

Ms. ECKERT. Emphasizing that humanitarian and development
assistance are important U.S. objectives, they are important for for-
eign policy, they are important for countering violent extremism
and promoting the kind of values in certain of these higher-risk
areas to rely on U.S. support.

And the other is to consider incentives, what can we do that will
actually encourage banks to take the additional step to bank NPOs.

Mr. CLAY. And I see the Chairman won’t let me go over my 5
minutes so I yield back.

Thank you for your response.

Chairman LUETKEMEYER. The gentleman yields back.

In fact, he went over 5 minutes significantly but that is OK, we
are not counting today, are we.

With that we go to the Vice Chairman of the committee, Mr.
Rothfus from Pennsylvania, you are recognized for 5 minutes.

Mr. RoTHFUS. Thank you, Mr. Chairman.

Ms. Yearwood, as you know, many poor and unstable countries
rely heavily on the flow of remittances from the United States.
Haiti for instance received $1.3 billion in remittances in 2015 and
its GDP is only about 8 billion. What are the potential impacts of
a loss of remittances due to regulatory pressures on U.S. institu-
tions for countries like Haiti, Somalia, and Nepal?

Ms. YEARWOOD. I think it is impossible to overstate how impor-
tant remittances are to Haiti. I don’t have the precise numbers on
me but it is a significant portion of their GDP that is through re-
mittances.

Going back to one of the statements earlier, what you will begin
to see is not just a drop in remittances but an increase in money
moving through unofficial channels, money that cannot be regu-
lated so it puts pressure on the system, it puts pressure on secur-
ing the network and of course there are questions whether the
money will get to the people that it is supposed to get to, will the
money be diverted on the way, and will it get to people that it is
definitely not supposed to get to.

I spent 10 years in Haiti and so I know first-hand that remit-
tances are a significant part of what drives the economy. At this
point, if it were to go away I think there would have to be serious
consideration about how the U.S. engage Haiti in other ways to im-
prove trade and other areas that aren’t necessarily subject to this
hearing but the remittance channels right now need to be kept
open and alive.
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And I am sure that Haiti’s banking system is very much under
stress because of this issue. I believe they have maybe one, maybe
two U.S. correspondent banks right now and so if it remains fragile
it could go south.

Mr. RoTHFUS. With respect to the risks of going to unofficial
channels and maybe remittances not being made at all, among the
risks there would be any security or political stability risks?

Ms. YEARWOOD. Oh, absolutely.

Mr. RoTHFUS. In what sense?

Ms. YEARWOOD. Again if—remittances make up such a large por-
tion of the GDP, I wish I had brought the number but I will get
that to you, they make up such a significant portion of the GDP.
We are talking about a country that has high unemployment, low
education, if people aren’t able to pay for school fees, for school
books, for health, for food, political stability is absolutely threat-
ened and of course that has implications as we saw back in the
1990’s on migration.

Mr. ROTHFUS. And in 2015 there was a paper from Oxfam, the
Oxfam Global Center on Cooperative Security suggested that de-
risking practices will likely result in the further isolation of vulner-
able communities particularly women from the financial sector and
may have wide-ranging humanitarian, economic, and security im-
plications. Would you agree with that, Ms. Yearwood?

Ms. YEARWOOD. A hundred percent.

Mr. ROTHFUS. Let us see, yes, there we go, Ms. Haddad, the GAO
(Government Accountability Office) found that several money
transmitters including all of the Somali money transmitters re-
ported that they were using non-banking channels to transfer
funds, in some cases the money transmitter was forced to conduct
operations in cash. What are some of the risks associated with
pushing—activities out of the formal channels.

Ms. HADDAD. I would say that there are a number of risks with
that happening because as it goes outside of the channels you can’t
monitor it anymore, you don’t know where the money is flowing,
you don’t know who is transacting business—

Mr. ROTHFUS. But do you believe that the regulators would have
appropriately weighed the risks of this activity leaving regulated
markets?

Ms. HADDAD. Do you believe that they have?

Mr. RoOTHFUS. Would you believe that the regulators have
weighed those risks of pushing remittances out—

Ms. HADDAD. —I am not sure. I believe that a lot of these are
unintended consequences of these regulations. I don’t think that it
was intentional or even—

Mr. RoTHFUS. Would they be considering that, do you think?

Ms. HADDAD. I don’t know, I would hope so. I don’t know.

Mr. ROTHFUS. Mr. Lewis in your testimony you expressed sup-
port for facilitating BSA/AML innovation by financial institutions,
how can emerging technologies help to address the problems
caused by indiscriminate de-risking?

Mr. LEwis. Well, thank you for the question. Certainly, tech-
nology helps because much of it’s about monitoring and crunching
the numbers on the accounts it is tying certain transactions to
other transactions, accumulating those transactions together so I
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do believe technology will help and has helped and will continue to
with BSA.

The one thing with technology is we want to make sure that all
the technology and all the FinTech companies are regulated equal-
ly and it is a clean playing field, if you will.

Mr. RotHFrUsS. I yield back.

Chairman LUETKEMEYER. The gentleman’s time has expired.

With that we go to the distinguished gentleman from Georgia,
Mr. Scott, is recognized for 5 minutes.

Mr. ScorT. Thank you very much Chairman Luetkemeyer for
holding this hearing. And I also want to thank you Chairman
Luetkemeyer for your leadership on the “Operation Choke Point”
legislation, H.R. 2706, which we passed out the committee, got
through the House. But I will remind everyone that it was Mr.
Luetkemeyer and I who were working on this bill when it wasn’t
generating as much support and it wasn’t a popular thing to talk
about back then, especially for some of my Democratic friends, but
we have grown with this legislation, it has passed, it is over in the
Senate now and we hope that we can get it through.

But our bill gets at the fundamental purpose of what we are dis-
cussing today and that is there are real side effects that have a
real impact on our economy when the regulatory pressure we apply
on our financial system is too strong and our “Choke Point” legisla-
tion would prevent Federal banking agencies from ordering a bank
to terminate a customer’s account without a material reason and
that reason could not be based solely on reputation risk.

Now Ms. Haddad, how are you? In your testimony, you provided
an interesting recommendation for a way forward on how to deal
with the de-risking trend we have seen lately and your rec-
ommendation caught my attention and it was, I quote, you say,
“use of technology to lure AML/CFT (Combating the Financing of
Terrorism) compliant costs without the fear of regulatory back-
lash,” that is at the core of why we are here and I am the Co-chair
of the FinTech Caucus here in the House and I share your enthu-
siasm about using innovative technologies to solve many of the
problems we have in today’s financial system.

And you say in your testimony that we should establish channels
for regulatory approval and support of innovation. Tell me, are you
envisioning a sort of sandbox approach to regulation?

Ms. HADDAD. Thank you for your question. I think that a sand-
box approach is a very good one. I think that it is one that could
be beneficial. We are a young FinTech company ourselves and we
are in regular conversation with regulators because that is some-
thing that we have sought out on our own but getting that type of
engagement is quite challenging and particularly working with
banks and having them become comfortable, trying out your tech-
nology and being able to see how it benefits their business is a real
challenge without some sort of safeguard in place from regulators.

Mr. ScOTT. And as you know, and I am sure as the committee
knows there has to be a delicate balance between allowing innova-
tion while also at the same time making sure our regulators stand
firm on compliance and enforcement.
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And so, Mr. Lewis, I would be interested to hear how you feel
about the approach and recommendation that Ms Haddad is offer-
ing?

Mr. LEwis. Thank you. I appreciate it. I think that any way tech-
nology can benefit, we should be looking at it. One of the problems
we run into with technology and new technology is that technology
is expensive, it is very resource-intensive. Our systems at our cred-
it union and many credit unions are extremely complex, creating
in the interfaces between the systems and the new technology, test-
ing the new technology, demonstrating that to regulators, can be
expensive and resource-intensive so we certainly are always willing
to and very interested in looking at new technologies.

We use technology to operate our credit union on a daily basis,
some is home-grown and some was bought from vendors but it is
not so easy always just to test out a technology because of the
entry costs for us.

Mr. ScOTT. And tell me about that cost, you say it is very expen-
sive but give us an idea, give us what you are talking about, why
do you say that?

Mr. LEwis. Well I can give you one example on the remittance
side, when the remittance regulation came into effect, there were
requirements for disclosures and we had to use outside third-party
in order to create these remittances, to originate the remittances
because we weren’t able do it ourselves. In order for us to create
that interface with this outside third-party, UNFCU spent over $1
million to create that single interface with this outside entity and
it took about 3 months of time.

Mr. Scotrt. Well thank you.

And Ms. Haddad, do you concur with that?

Ms. HADDAD. I mean engineering costs, costs of developing tech-
nology is incredibly high—

Mr. ScortT. Yes.

Ms. HADDAD. —and banks are trying to do this internally and
they are incurring a lot of costs internally. As an external company
that is trying to work with banks, I understand the costs, the costs
are significant and it is helpful to be able to work with third-party
companies to reduce the cost that the banks themselves have to
face in leveraging these technologies.

Mr. Scort. Well thank you both.

Thank you, Mr. Chairman.

Chairman LUETKEMEYER. The gentleman’s time has expired.

I too want to thank Mr. Scott though for his leadership and te-
nacity working with us on “Operation Choke Point.” We were the
lone voices in the wilderness for a long time and now we can see
the effects, even at the international level, of some of these policies
and actions that we have taken, so I thank him again.

With that we go to the gentleman from Colorado, the distin-
guished gentleman, Mr. Tipton is recognized for 5 minutes.

Mr. TipTON. Thank you, Mr. Chairman.

I thank the panel for taking the time to be here.

Mr. Lewis, if I could start with you, we would have had a com-
ment from Ms. Yearwood, I think saying some of the compliance
costs had gone up 66 percent and you just cited a billion dollars
of investment that had to be made, some of that seems to be cou-
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pled back with what Ms. Eckert was talking about when she had
made the comment that banks have nothing to hold on to in terms
of having some real guidance.

Does that feed on itself not having some certainty in terms of
what you are going to have to be dealing with in terms of de-risk-
ing, what you need to be looking for? I found it a little concerning
when you were citing that you will have some of the law enforce-
ment agencies that will come in and ask for a broad swath rather
than an individual account, that they would like to be able to look
into, which speaks to the chairman and Mr. Scott’s words in re-
gards to “Operation Choke Point” so are those issues, when we
mold them together, is that creating real complexity for you?

And you had cited a few bills in your testimony that we are
working on out of this committee, would you expand on how those
might be helpful as well?

Mr. LEwis. Well first, thank you very much for the question. I
would say that, yes, those things in combination provide complexity
for us. If they comply, it is cost, it is resources, and it is the uncer-
tainty. In essence, we are talking about risk here and risk is uncer-
tainty and for an institution like ourselves, if we have some cer-
tainty then we are able to evaluate the risk and mitigate against
that risk; it is the uncertainty that causes the problems with us
and in our industry.

So, anything that the regulators, Congress, the Bureau, can pro-
vide some certainty on is beneficial.

I think some of the bills that we were talking about here cer-
tainly—relief on 6068 which is the BSA/AML bill, that will cer-
tainly help us, maybe not with uncertainly but it will reduce some
of the burdens as some of the caps will be raised on what we would
need to report; 4545, Financial Institutions Examination Fairness,
again this would provide institutions with the ability to challenge
or to go to the next level if they have problems with the regulator
or examiner.

So, I think and certainly “Operation Choke Point” would help be-
cause theoretically that would reduce the regulatory burden on
credit unions and financial institutions.

Mr. TIpTON. Great. Thank you for that. You might want to speak
to this as well but I would like to be able to talk to Mr. Clements
a little bit in regards to some of your testimony.

I happen to live in an area southwest Colorado, we have a lot of
high-intensity drug-trafficking designation areas, five counties,
southwest Colorado, are these areas more prone probably to be sus-
pect for de-risking by banks as we move off of the borders that you
had noted in some of your charts and start to move up in States
as far north as Colorado?

Mr. CLEMENTS. We conducted an econometric model as part of
our report and in that case it was nationwide so we weren’t just
limited to the southwest border States. To your point, some of the
variables we did look at were the high-intensity drug-trafficking
areas (HIDTA), and high-intensity financial crimes areas. In both
those types of locations if the county was designated, it had a
greater likelihood of losing a branch the following year, so those
are certainly factors in the declining number of branches in com-
munities not just along the southwest border but nationwide.
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Mr. TipTON. Good. Do you have some examples of some mis-
placed assumptions of high risk because of the HIDTA designation
for some businesses?

Mr. CLEMENTS. We looked at a variety of classes of customers
that stakeholders had told us were at greater risk of money laun-
dering, those would be cash-intensive small businesses, money
services business, and also domestic businesses that have a lot of
cross-border transactions. Those would be the ones that they told
us would be related to money laundering, not exactly a particular
business. You could have a business that is completely legitimate
operating in that space but money launderers, their transactions
tend to mirror the type of transactions that you would see busi-
nesses in those spaces engaged in.

Mr. TIPTON. And so probably the extension would be natural, and
Mr. Lewis you might want to speak to some of this as well, do the
banks de-risk because of that HIDTA designation simply for the
fear that they are going to be out of compliance and have a chal-
lenge with that?

Mr. LEwis. Well certainly, we haven’t experienced that directly
but I know many of our credit unions have, and what it comes
down to is it comes down to the intensity of scrutiny both from the
regulator and law enforcement, so it may not be a directive to de-
risk but in essence it is an indirect effect of the intense scrutiny
either by a regulator and/or by law enforcement with regards to
these businesses.

Mr. TipTON. Right. Hey my time is expired. Mr. Chairman I yield
back.

Chairman LUETKEMEYER. The gentleman’s time has expired.

With that we go to the gentleman from Georgia, Mr. Loudermilk,
you are recognized for 5 minutes.

Mr. LOUDERMILK. Well thank you Mr. Chairman.

And thank everyone on the panel for being here.

Ms. Haddad in your testimony you talked about how de-risking
reduces transparency by redirecting money to unregulated chan-
nels, can you elaborate a little bit on how that happens?

Ms. HADDAD. Sure, I would like to highlight something that hap-
pened actually just last month with a bank in Argentina, this Bank
chose to drop SWIFT in favor of a strategic partnership with
BIDEX, which is an unregulated crypto-exchange firm and they are
now using this crypto-exchange firm to settle their international
payments and the CEO noted for the reason cost, and said that the
cost of having an intermediary was too high.

And I bring up that example because we speak a lot about other
unregulated industries like Hawala and unregulated money service
businesses as well as movement of large amounts of cash cross-bor-
der, which are things that happen but I wanted to highlight that
because I think that this is critical today with the change in the
payment landscape, with the rise of crypto exchanges, with the rise
of alternative payments that this is what is happening now that
these alternative providers are now gaining traction and banks are
no longer a part of the system.

Mr. LOUDERMILK. So, I know that we have been dealing a lot
with the cryptocurrencies here in the U.S. with the Blockchain
technology which I think when you divest the cryptocurrency from
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Blockchain, Blockchain’s an interesting technology but it also gives
some challenges to law enforcement so what you are saying is be-
cause of de-risking, we are forcing some businesses into these
somewhat underground networks that make it harder for us to
track and trace.

Ms. HADDAD. Exactly there are no alternatives for the payments
}:_o flow or for money to flow if they can’t access either a remittance
irm—

Mr. TIPTON. Yes.

Ms. HADDAD. A regulated remittance firm or a bank and that is
why we are seeing the rise of these alternative systems.

Mr. LOUDERMILK. So, we are really being counterproductive, well
through this de-risking is creating more risk.

Ms. HADDAD. It is possible. It is possible. I believe that there ac-
tually have been some studies that have shown that that when the
de-risking has occurred that money laundering has increased, I
don’t have those exact numbers, I could get them for you but there
have been some instances that I have read in the past where that
has happened.

Mr. LouDpErMILK. OK. Thank you. That was a very interesting
antidote.

Mr. Lewis, I want to talk a little bit about the Suspicious Activ-
ity Reports (SARs), can those contribute to the problem of de-risk-
ing because the SARs are such a compliance burden especially on
smaller institutions.

Mr. LEwIS. Yes. Thank you for the question. Certainly SARs
BSA/AML requirements create a lot of constraints for smaller fi-
nance institutions and even for institutions like ourselves. People
talk about the volume of SARs, which is certainly something that
we need to look at but also, what we have to understand is that
behind each SAR there is a tremendous amount of research and in-
vestigation and decisioning that goes into it.

We take SAR filing very seriously and while we are told by the
regulators, “don’t file too many SARs, we don’t want defensive
SARs,” we are also told by the regulators, “make sure you file the
right SARs,” and so for us to strike that balance to the institution,
it takes a lot of research, a lot of investigation to do it.

We certainly support 6068 by raising the limit of the SARs, mod-
ernizing BSA, as that in and of itself would eliminate the need to
file at least some SARs which would provide some relief for us and
certainly for some smaller financial institutions.

Mr. LOUDERMILK. Well besides raising that limit for the SARs,
is there anything else that you would recommend that we can do
to reduce that burden?

Mr. LEwis. Well certainly more guidance and certainty would
help out as well. A lot of the consternation we have is should we
file the SAR, shouldn’t we file the SAR, under what circumstance
should we, under what circumstances we couldn’t.

Now we do receive some guidance from the regulators but even
more guidance or maybe some possible safe harbor, don’t know how
that would work as I sit here but something that would give us an
opportunity for more certainty with what we are doing.

Mr. LOUDERMILK. OK. Thank you.

Mr. Chairman, I yield back.
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Chairman LUETKEMEYER. The gentleman yields back.

With that we go to the gentleman from Texas, Mr. Williams, is
recognized for 5 minutes.

Mr. WiLLiAMS. Thank you, Mr. Chairman.

Risk management is one of the most important functions that a
financial institution performs. As a business owner myself I can re-
late to the fact that compliance challenges especially the excessive
growth of Federal regulations over the past 10 years, it has been
hard. De-risking forces an institution to perform the cost-benefit
analysis of doing business with a customer. “Operation Choke
Point” is one of those many examples of Executive-overreach from
the previous Administration.

While this Administration has taken deliberate action to curb ef-
forts like “Operation Choke Point,” we must be vigilant for future
occurrences and this isn’t theoretical, it is reality.

I know firsthand how this occurs because I have experienced
“Operation Choke Point.” Now while I understand the importance
of risk management, it is important not to view whole industries
as potentially high-risk groups, apply a single standard to indus-
tries in different States with different business owners and values
is inconsistent in my belief.

So, Mr. Lewis, first question, how would you categorize the work-
ing relationship between State banking supervisors, Federal regu-
lators, and industry stakeholders when it comes to discussion of de-
risking.

Mr. LEwis. Thank you for the question. From our experience I
think there is some unevenness that echoes on. We are a federally
chartered credit union so we don’t have much direct contact with
the State regulators so NCUA is our examiner and regulator. We
do, however, through law enforcement, we will receive subpoenas
and we will receive others and a lot of times there’s not coordina-
tion between those various areas of law enforcement with regards
to the subpoenas.

Mr. WiLLiAMS. OK. Next question also Mr. Lewis. I introduced
H.R. 3626, the Bank Service Company Examination Coordination
Act, this Bill would enhance State and Federal regulators’ ability
to coordinate examinations and share information on bank’s tech-
nology vendors in an effective an efficient manner.

So, my question would be, can you touch on the benefits to au-
thorizing State regulators to examine third-party TSPs (technology
service providers) and how that could avoid duplicative examina-
tions and reduce regulatory burden on an institution?

Mr. LEwiS. Yes. Again, thank you for the question. We again, we
are a federally chartered credit union; I personally don’t have a lot
of experience with State credit unions or regulators. What I can
say is we welcome the opportunity to follow up with you in writing
with that question, also we can provide a good and thorough an-
swer.

Mr. WiLLIAMS. OK, thanks.

Mr. Clements, the Justice Department recently announced the
end of “Operation Choke Point,” are you aware of any account ter-
mination notices since that announcement?

Mr. CLEMENTS. Not aware of any. We haven’t conducted work on
that point.



24

Mr. WiLLiaMsS. OK, thank you.

I might ask if anybody else—so the question I talked to Mr.
Lewis—again I repeat if anybody wants to answer it, can you touch
on the benefits to authorizing State regulators to examine third-
party TSPs and how that could avoid duplicative examinations and
reduce regulatory burden on an institution, anybody would like to
answer that?

Yes ma’am?

Ms. EcCKERT. Congressman, I would just note that the question
of State regulators has become an important issue because there
are growing fines. For example, the New York, Department of Fi-
nancial Services has had significant fines on numerous banks and
I think that because they are looking at it from a different perspec-
tive it has become a very significant issue in compatibility perhaps
of how some of the regulators are actually looking at it.

The other question is examiners and the disconnect either at the
State level but in particular at the Federal level, the disconnect be-
tween what policy is and what is going on at the examination level,
the examiners are sitting with the banks, day-in and day-out. I had
a situation where one financial institution said their examiner
asked them, “do you know your customers’ customer?” And when
the Bank said, “well according to the 2006 guidance we don’t need
to know our customers’ customer,” the examiner didn’t even know
that there was August 2016 guidance.

So, I think that there’s an important you know, compounding ef-
fect of State regulations on top of the Federal ones.

Mr. WiLLiAMS. OK, thank you.

In my remaining time I might ask all of you, getting back to “Op-
eration Choke Point,” do any of you know, that if account termi-
nation notices have been sent out or anything or how that is going
to happen, “Choke Point”?

OK, very good.

I yield the rest of my time back, Mr. Chairman.

Chairman LUETKEMEYER. The gentleman’s time is yielded back.

With that we go to the gentleman from Tennessee, Mr. Kustoff,
is recognized for 5 minutes.

Mr. KUusTOFF. Thank you, Mr. Chairman.

Thanks to the witnesses for appearing this afternoon.

Mr. Lewis, if I could, I could go a little bit broad and talk about,
going back to the 2008 financial crisis and the enactment of Dodd-
Frank, we have seen Financial Service regulators expand their
powers significantly, I think we can all agree to that.

With the heightened regulatory requirements, coupled with the
prospect of financial entities receiving fines for potential violations,
we have seen the significant decrease of products that many com-
munity banks and credit unions now offer. I think a lot of times
you see consumers look elsewhere to find where they can have
their services met, their needs met. Some leave the financial sys-
tem entirely, if I could ask two questions.

One is can you discuss the consequences to driving those cus-
tomers out of the financial system, that is the first question?

And then the second question is, toward that end, where do those
people typically go when they no longer have access to financial
products that a credit union or a community bank would offer?
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Mr. LEwis. Well thank you very much for the question.

I would like to add that, in addition to my role with UNFCU and
with NAFCU, I also recently was the Vice Chairman of a commu-
nity development credit union in New York with less than $1 mil-
lion in assets so I have experience in both the large side and the
small side.

And with that community development credit union, unbanked
and underbanked is a major problem in the community for various
reasons, so if these folks leave the standard banking channels, they
lose the opportunity for credit, they lose the opportunity for credit
reporting, they end up in areas where it could be check-cashers or
places where they are paying a huge amount of fees in order for
them to be able to cash their checks; they don’t have access to
standard insurance products.

So, any time anyone’s pushed out of the traditional banking in-
dustry they are generally not going to a better place, certainly we
know that from the credit union’s perspective; credit unions as fi-
nancial cooperatives owned by the members, the reason for being
is to serve the members so we are always looking to serve those
in our field of membership and we will continue to do so, but we
t}llink that anyone who leaves the system is not going to a better
place.

Mr. KustoFrF. Thank you very much for your answer.

Mr. Clements, if I could, we have talked about the problems
along the southwest border and in February of this year, a report
was issued by the GAO that examined de-risking along the south-
west border. The three factors I think you have identified are
unique to account closings at financial institutions in the region.
Specifically, I think you noted that these accounts are generally
cash-heavy, they involve foreign account holders, and those trans-
actions cross or transcend country boundaries.

Can you explain why these findings are unique to the southwest
border and what are the characteristics that have been important
drivers if you will behind the branch closures in the region?

Mr. CLEMENTS. Correct. Those were the factors we had cited,
one: The large number of cash transactions. Just to give you an in-
dication, the currency transactions, 30 percent more currency
transaction reports filed by banks in the southwest border region.
Compared to comparable counties. There is the issue of a lack of
transparency if you have a lot of cash transactions.

Then also the issue of the cross-border transactions. The concern
there is that a transaction crossing the border can look very much
like money-laundering even if it is a completely legitimate trans-
action.

We spoke with a farmer in Nogales, Arizona, and she had oper-
ations in Arizona and Mexico and she needed to move moneys, wire
moneys from her Mexican operation up to a U.S. bank and after
a while the bank told her, this is too much risk for us having these
transactions going back and forth.

And then again last the issue of the foreign account holders is
just a problem with being able to identify that customer and to
le/let the customer identification program requirements under BSA/

L.
Mr. KusToFrF. Thank you very much.
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And I yield back the balance of my time.

Chairman LUETKEMEYER. The gentleman yield’s back.

With that we go to the gentlelady from New York, Ms. Tenney,
is recognized for 5 minutes.

Ms. TENNEY. Thank you, Mr. Chairman.

And thank you to the panel for appearing today. I really appre-
ciate you being here and obviously de-risking has become some-
what notorious especially in a community like mine but under the
Obama Administration, “Operation Choke Point” attempted to cut-
off financing for ammunition and gun manufacturers like Rem-
ington Arms, which was founded in my district over 200 years ago
and a new industry, a new competitor in that market called
Oriskany Arms and so we know, we have experienced some of that
in our own area.

But I would like to look at a couple of other things, angles that
de-risking and the links to the closure of a lot of branches, small
businesses or small banks and community banks and also credit
unions in my region which really dominate where I live, in my dis-
trict, and the implication on our very large immigrant and refugee
populations, many of these people would like to send their money
back to their home countries and do it in a safe way but under de-
risking of course, they have been pulled from a reliable and a safe
way to send that money over.

One of the issues is by pulling that out and there was a study
and the Government Accountability Office came up with some
numbers that the banks are now just terminating those accounts
and now they are not able to do this so they are forced to go into
other means.

I was wondering if you could comment, and I would just ask ev-
eryone across the board, generally on what is being done or what
we can do on our side to try to deal with this de-risking phe-
nomenon and how we help people who are in that situation? And
maybe we could just go right through from Mr. Clements on down,
and I want to just save 1-minute left because I have a question for
Ms. Eckert at the end, having to do with New York State.

Mr. CLEMENTS. We have a variety of recommendations to the
agencies to address de-risking including FinCEN and the banking
regulators—

Ms. TENNEY. Yes.

Mr. CLEMENTS. Conducting retrospective reviews to really get at
what are the underlying causes of de-risking rather than simply fo-
cusing on more superficial level of concerns.

And then second, getting to your point of the remittances, we
have asked Treasury to look at if de-risking is causing banks to
cancel these accounts, therefore the remitters have to move to non-
banking channels, what is the implication of that for security, what
is the implication for consumers being—

Ms. TENNEY. Yes.

Mr. CLEMENTS. Able to get the types of services they need.

Ms. TENNEY. And as we go down the line, let me just also add
that I am in an area where we don’t have as much connectivity in
terms of broadband, in terms of being able to get on the Internet
and we have a lot of a refugee population and a lot of our seniors
don’t have access either so maybe you could address that while we
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are saying how do we provide this service back to a bank where
they are not going to be subjected to, in this case obviously from
New York, excessive regulation coming on the New York side?

Mr. CLEMENTS. The concern with—

Ms. TENNEY. Yes.

Mr. CLEMENTS. If a bank branch closes that obviously limits the
number of options for the consumer. I was going to say one of the
options would be mobile banking or online banking but that is not
an option and—

Ms. TENNEY. Not always, yes.

Mr. CLEMENTS. A senior person is either forced to find another
bank if there is one in that area. Or drive 45 minutes to 1 hour,
one way to get to another institution.

Ms. TENNEY. Thank you.

Ms. Eckert and you know, while you are at it, quickly just com-
ment on the New York State regulatory regime in this space if you
could, please? You alluded to it earlier so it got my interest on that.

Ms. ECKERT. I think it is important, so what happens when these
communities are de-risked, in the case of nonprofits and charities,
their mission is to provide humanitarian development assistance so
they don’t really have the option of saying, well we are not going
to do it and only I think 3 percent of the cases, what we surveyed,
did they cancel the program.

What they have done is to find the other alternatives around,
which is carrying cash, it is using unregulated money remitters.
And all of those things come at a cost for charities in particular
working in conflict zones, those come at a personal cost in terms
of safety, carrying large bags of cash is enormously, inherently,
dangerous for their staff and for their beneficiaries but more than
that it drives these things underground which means that they are
not traceable and that they are not transparent to regulators.

The charities prefer to use the banking system, in fact some of
them aren’t even comfortable with money service businesses as
much but there is no alternative.

Ms. TENNEY. Do you find that the New York State government
has been effectively making it more difficult for a lot of these peo-
ple to have access or a lot of the charities that you are referring
to not-for-profits having access to a way to be able to avoid having
to carry around cash and to be putting themselves at risk?

Ms. ECKERT. I don’t have—

Ms. TENNEY. Quickly, I am running out of time.

Ms. ECKERT. I don’t have direct information with regard to the
New York system but what I will tell you is that the personal li-
ability now the individual compliance officers, those things all con-
tribute to what financial institutions have to decide, which is, it is
just not cost-effective for us to bank these charities.

Ms. TENNEY. Thank you very much to the panel, I am out of
time, thank you.

Chairman LUETKEMEYER. The gentlelady’s time has expired.

With that we go to the gentleman from Kentucky, Mr. Barr who
is Chairman of our Monetary Policy Committee—

Mr. BARR. Thank you, Mr. Chairman—

Chairman LUETKEMEYER. You are recognized for 5 minutes.

Mr. BARR. Thanks for holding this important hearing.
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And I wanted to start with Mr. Lewis and touch on some testi-
mony that you offered earlier about the need to modernize SARs
and these Suspicious Activity Reports under the Bank Secrecy Act
and the—and your call for a greater guidance and certainty from
the regulators may be a safe harbor.

What percentage of SARs would you say if you have an estimate,
would actually justify further scrutiny or investigation by regu-
lators or officials investigating genuine cases of terror-financing or
money-laundering?

Mr. LEwis. I would say on the terrorist-financing side, a very,
very, very small percentage.

On the money-laundering side, I couldn’t quote a percentage. 1
would say that there’s some but many of the SARs that we file,
while I think they are legitimate SARs under the guidance are
probably not indicative of any sort of illegal activity, remember
SARs is suspicious activity, it is not necessarily an illegal activity.

Mr. BARR. Right. And that is the difficult balance that we have
to, as policymakers, we have to figure out how to strike that bal-
ance.

If we were to create a safe harbor or if the regulators were to
create a safe harbor, well how would we know we are not missing
something?

Mr. LEwis. Well I think that is always the balance. We are never
going to be sure we are not missing something but there’s going to
be a balance of the effort and what the utility of it is, is that I
couldn’t sit here today and chart that out for us but certainly I
think it is worthy of a robust discussion and we would welcome the
opportunity to discuss that further.

Mr. BARR. Thanks, and I will move on but I would invite further
feedback from any of the witnesses about what a safe harbor would
look like, so as to ease compliance burdens while at the same time
not missing any critical information for law enforcement.

Ms. Haddad, from your testimony it sounds like you believe there
is obviously a complicated set of factors that have led global banks
to de-risk and stop offering some or all services in a particular re-
gion due to non-credit risk.

In your mind what is the number one reason why these banks
are de-risking?

Or if there’s more than one factor, you can offer that as well?

Ms. HADDAD. I do think that it is difficult to pin-point the num-
ber one because they are all interrelated so profitability concerns
is related to increased costs of compliance and so all of the factors
end up being related to one another.

But I do think that one of the biggest challenges is around bal-
ancing the cost of compliance with the revenue potential of a par-
ticular relationship.

Mr. BARR. And I am sure you have already touched on this but
can you amplify your testimony on what role new technology and
third-party providers of independent standardized assessments of
respondent banks compliance with global standards might have on
de-risking?

Ms. HADDAD. Sure. Today there does not exist a global bench-
mark. It is frankly what we are creating at Sigma Ratings and the
relevance of this is that if there is a global standard and there is
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one tool that is used to conduct initial due diligence that provides
a baseline for correspondents to actually look at their respondent
relationships, this standardization will allow them to have a start-
ing point from which they can then do additional due diligence.

So today the way that it works is that these respondent banks
have a number of correspondent banking relationships sometimes
you know, 10 to 20 correspondent banking relationships and they
are required to provide the same information to each of those, over
and over and over again and then each of the global banks or the
regional banks are then required to review all of that information
individually and provide their own risk assessment.

If there is a standardized approach that provides a baseline risk
assessment on all of the respondent banks or potential respondent
banks, then each of those global correspondents can start from that
point and then do additional due diligence on top of it. It would re-
duce the redundancies that are happening across the entire system
and it would also allow for banks to focus their time and energy
and money on real risk.

Mr. BARR. And in my time remaining, back to my question to Mr.
Lewis, what would a safe harbor on SARs look like, how might this
platform that you are creating limit the number of superfluous or
unnecessary SARs?

Mr. LEwis. Thank you. I think what Ms. Haddad’s company has
done is excellent. I think it is a great start and it is a direction and
any information is good information, the question of course is how
expensive the utility but certainly I think any information is good
information for us to have but how much is that information going
to cost us.

Chairman LUETKEMEYER. The gentleman’s time—

Mr. BARR. My time has expired.

Chairman LUETKEMEYER. —has expired.

Votes have been called but we have two witnesses or two ques-
tioners yet.

So, Mr. Green from Texas is recognized for 5 minutes.

Mr. GREEN. Thank you, Mr. Chairman.

I thank the Ranking Member as well.

And I also thank the witnesses for being here today to discuss
de-risking, which is another way of saying closing accounts, and
these accounts are being closed to avoid legal liability. And by the
way, there’s nothing wrong with avoiding liability. I think that it
is perfectly appropriate that you avoid liability if you can.

The question that I have has to do with the NGOs that are try-
ing to be of help and that are finding themselves without the
means by which they can transfer large sums of money to people
who are in need of the help. That is doing good but running into
obstacles that are just not appropriate sometimes.

So, my first question is to what extent does this problem exist?
I have talked to at least two NGOs, there may be many more, there
may be just a few but to what extent does the problem exist as it
relates to NGOs, these are nongovernmental organizations?

Ms. ECKERT. Congressman, as a colleague of mine has said, we
have been admiring the problem, we know that there is a problem.
Two-thirds of all U.S. charities, NPOs are facing financial access
difficulties and that has a very serious impact on their ability to



30

be able to transfer funds for humanitarian and development assist-
ance.

Part of the problem is that it is not just closing of accounts and
that is one of the reasons why going beyond de-risking, the term,
we talk about financial access because in the case of nonprofit orga-
nizations, delay and denial of wire transfers are actually a very se-
rious problem; when it takes 6 months to provide fuel for a hospital
in Syria, the situation is obviated; when it takes so much time to
actually get the bank to provide permission for the wire transfer,
the assistance is thwarted and in that regard the utility, the tech-
nologies, that we have been talking about.

KYC Utilities can actually provide a significant path forward and
that is because of the repeated requests for information, the same
charity gets repeated quest—requests from the same Bank for the
information. If we are able to create a utility where all of the NPO
information resides, financial institutions can actually rely, go
there, get all of the information about their internal compliance,
their due diligence procedures, and that is a repository or KYC
Utility for nonprofits is something that the World Bank and
ACAMS processes is exploring.

Mr. GREEN. It is ironic that you would mention the example that
you did because that is exactly what was called to my attention
about the delay that it was taking, what was thought to be an inor-
dinate amount of time, an unusual amount of time to do something
that was thought to be relatively simple so but again I understand
that it is happening but is it happening to a large number of enti-
ties, 10 percent, 50 percent, 20 and just a guesstimate?

Ms. ECKERT. The study that was conducted and released last
year found two-thirds of all U.S. charities, NPOs, are experiencing
these problems.

Mr. GREEN. Two-thirds?

Ms. ECKERT. Two-thirds and that was surprising.

Mr. GREEN. OK.

Ms. ECKERT. It was extremely surprising and I would just say
with regard to the problems that are experienced, account closures
represented only 6 percent, refusal to open accounts was about al-
most 10 percent but the transfers delayed was 37 percent of the
charities that were actually surveyed so that kind of delay, fee in-
creases, et cetera are really posing very serious problems for the
provision of important humanitarian and development assistance.

Mr. GREEN. Ms. Yearwood, do you have any additional comments
on this?

Ms. YEARWOOD. The only comment I would like to add is that
this isn’t only a problem for charities. I can cite at least one Carib-
bean government that could not get a bank account for their em-
bassy here in the United States and so this doesn’t only have impli-
cations for charity, it has implications for diplomacy.

Mr. GREEN. Well thank you very much.

Mr. Chairman, thank you for the time. I do have another ques-
tion but I think it might go well beyond my 12 seconds, so thank
you very much.

I yield back.

Chairman LUETKEMEYER. The gentleman yield’s back his time.
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With that we go to the gentleman from North Carolina, Mr.
Pittenger is Vice Chairman of the Terrorism Financing Committee,
you are recognized for 5 minutes.

Mr. PITTENGER. Thank you, Mr. Chairman.

Really appreciate each of you being here today. I know you made
a great effort to do that and your knowledge is very much appre-
ciated. I would like to just address to a greater extent, further dis-
cussion, issues related to the cumulative effects of the AML/CFT
and risk management compliance on the financial service industry.

Just Mr. Lewis, if you could please, just give me some effect, im-
pact of the account of these terminations by this de-risking?

Mr. LEwis. Thank you very much for the question.

I think from my perspective UNFCU, we have one very, very sig-
nificant example of this and we have several but that would be
with regards to international remittances through Dodd-Frank and
through the Bureau’s ruling and rules; we had to basically change
our entire remittance business. We were able to originate remit-
tances ourselves for our members but then certain requirements
came in to be with regards to disclosures.

One disclosure was all the fees that would be taken out, the
problem is we don’t control that transfer so if there’s a transfer
going to Asia it may go through a correspondent bank in Europe
and then through a correspondent bank in Asia and they may take
fees out of that so what we had to do is because we couldn’t do
that, we had to go to a third party to do that and what that ended
up doing is it ended up increasing the expenses for our members
because we had to go to the third party.

In addition to that, it ended up consolidating the industry be-
cause what you had was many credit unions have gotten out of the
business of remittances, obviously simply can’t afford the tech-
nology and they can’t track it as well so you have this consolidation
which increases fees and costs and then on top of that, as I was
saying earlier, on our technology side in order to do that, it was
a million dollars.

So that is just one small example of what we endured with re-
gards to one specific type of regulation and I know the credit
unions across the board are experiencing similar situations.

We as credit unions don’t really fire customers, we don’t have
that luxury if you will to do that. The best we can do because we
can’t terminate an account without a very, very long process so the
best we can do is restrict services but it is a real issue and a real
problem for credit unions.

Mr. PITTENGER. Thank you, sir.

Sure, Ms. Eckert?

Ms. ECKERT. Mr. Pittenger in terms of additional monitoring
compliance costs of AML/CFT regulations, some have placed it at
$4 billion annually, one bank reported that over 4,000 additional
compliance staff—

Mr. PITTENGER. Yes.

Ms. ECKERT. —in 1 year were hired at a cost of a billion dollars.
In 2016, the Association for Certified Anti-Money Laundering Spe-
cialists surveyed their members and found that three-fifths of the
respondents cited enhanced regulatory expectations as the greatest
AML compliance challenge.



32

So, these are real costs. No one is saying that it is solely due to
that but it is among the most frequently cited causes of de-risking
or financial access difficulties.

Mr. PITTENGER. Thank you.

Ms. Eckert, let me address the issues related to law enforcement
and national security agencies and their ability to track financial
activities and potential criminals, does de-risking make it harder
for them to do that?

Ms. ECKERT. I would say absolutely, sir, because as charities and
other de-risked communities have to find alternatives, they go to
unregulated money remitters, they go to Hawalas, they go to places
where they are not transparent or traceable and that is contrary
to what our money laundering and terrorist financing regime is all
about, and that is responsibility of financial institutions and others
and traceability and transparency so I think that the negative im-
plications for counter-terrorist initiatives and security overall are
quite significant.

Mr. PITTENGER. Thank you very much.

Mr. Clements, I would like to ask you if you would just speak
to the specifics of what impact communities face when banks as
well as bank branches close up and move away due to de-risking?

Mr. CLEMENTS. There were a variety of challenges for the com-
munity. Just for the consumer angle, the consumers are going to
lose that access to the service. On a broader economic scale, you
are going to have less business lending which then will ultimately
flow down into lower employment, lower wages would be some ex-
amples.

Mr. PITTENGER. Thank you. Can I ask another question? I don’t
have enough time.

Thank you.

Chairman LUETKEMEYER. The gentleman yield’s back.

With that I want to thank the witnesses for being here today. I
would love to follow up a little bit more here but we have to rush-
off to a vote.

The Chair notes that some Members may have additional ques-
tions for this panel, which they may wish to submit in writing.
Without objection, the hearing record will remain open for 5 legis-
lative days for Members to submit written questions to these wit-
nesses and to place their responses in the record. Also, without ob-
jection, Members will have 5 legislative days to submit extraneous
materials to the Chair for inclusion in the record.

With that this hearing is adjourned.

[Whereupon, at 3:39 p.m., the subcommittee was adjourned.]
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BANK SECRECY ACT

Further Actions Needed to Address Domestic and
International Derisking Concerns

What GAO Found

“Derisking” is the practice of depository institutions limiting certain services or
ending their relationships with customers to, among other things, avoid perceived
regulatory concerns about facilitating money laundering or other criminal activity
such as financing to terrorist groups. In its February 2018 report, GAQO found that
money laundering risk is high in the Southwest border region because of the high
volume of cash transactions, the number of cross-border transactions, and
foreign account holders. According to GAQ's nationally representative survey of
banks, an estimated 80 percent (+/- 11) of Southwest border banks limited or did
not offer accounts to customers that are considered high risk for money
laundering because the customers drew heightened Bank Secrecy Act/anti-
money laundering (BSA/AML) oversight—behavior that could indicate derisking.
Nationally, GAO's econametric analysis suggested that counties that were urban,
younger, had higher income, or had higher money laundering-related risk were
more likely to lose branches.

In March 2018, GAO found that money transmitters (businesses that facilitate
global money transfers) serving Haiti, Liberia, Nepal, and especially Somalia—
countries it identified as fragile—ali reported losing bank accounts or having
restrictions placed on them during the last 10 years. As a result, 9 of the 12
money transmitters GAO interviewed, including all 4 that served Somalia,
reported using channels outside the banking system (hereafter referred to as
nonbanking channels}, such as fransporting cash to transfer funds, and that this
increased their operational costs and exposure to risks. Furthermore, some
banks GAQ interviewed reported that they closed the accounts of money
transmitters because of the high cost of due diligence actions they considered
necessary to minimize the risk of fines under BSA/AML reguiations. Department
of the Treasury {Treasury) officials noted that despite information that some
money transmitters have lost bank accounts, Treasury saw no evidence that the
voiume of remittances was falling or that costs of sending remittances were
rising.

To address concerns about derisking, Treasury and federal banking regulators
(the Board of Governors of the Federal Reserve System, the Office of the
Comptroller of the Currency, and the Federal Deposit Insurance Corporation),
have taken actions including issuing guidance to banks and conducting some
evaluations to assess the extent to which derisking is occurring. While agencies
were engaged in BSA/AML regulatory reviews, these were fimited in scope and
had not evaluated how regulatory concerns may influence banks to engage in
derisking or to close branches. Without assessing the full range of BSA/AML
factors that may be influencing banks to derisk or close branches, Treasury, the
federal banking regultators, and Congress do not have the information needed to
determine if BSA/JAML regulations and their implementation can be made more
effective or less burdensome. Moreover, in March 2018 GAQ reported that
Treasury could not assess the effects of money transmitters’ loss of banking
access on remittance flows because existing data did not allow Treasury to
identify remittances transferred through banking and nonbanking channels.
Nonbanking channels are generally less transparent than banking channels and
thus more susceptible to the risk of money laundering and terrorism financing.

United States Government Accountability Office
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Chairman Luetkemeyer, Ranking Member Clay, and Members of the
Subcommittee:

| am pleased to be here today to discuss our recent work on derisking
and how it may be affecting the availability of banking services to
customers in the Southwest border region and money transmitters who
transmit money to fragile countries.® Derisking is the practice of
depository institutions limiting certain services or ending their
relationships with customers to, among other things, avoid perceived
regulatory concerns about facilitating money laundering or other criminal
activity such as financing to terrorist groups.2 Money laundering and
terrorist financing pose threats to national security and the integrity of the
financial system and the Bank Secrecy Act (BSA) is an important tool in
federal law enforcement efforts to detect and deter the use of financial
institutions for such criminal activity.® The BSA and its implementing
regulations generally require financial institutions, including banks and
money transmitters, to collect and retain various records of customer
transactions, verify customers’ identities, maintain anti-money laundering
(AML) programs, and report suspicious transactions.

However, in recent years, some Southwest border residents and
businesses reported difficulty accessing banking services, including
experiencing bank account terminations and bank branch closures in the
region. In addition, the World Bank and others have reported that some
money transmitters have been losing access to banking services with
depository institutions. Some have attributed these challenges {o
derisking.

"We defined the Southwest border region as all counties that have at least 25 percent of
their landmass within 50 miles of the U.S.-Mexico border. Thirty-three counties in Arizona,
California, New Mexico, and Texas fell within this definition. The Organisation for
Economic Co-operation and Development defines a fragile region or state as one that has
weak capacity to carry out basic governance functions and iacks the ability to develop
mutually constructive relations with society.

2The term “derisking” can be defined in a variety of ways. We developed this definition by
reviewing various existing definitions used by international banking industry standard
setters as well as guidance and other documentation issued by the federal banking
regulators and the Department of the Treasury (Treasury), among other things. Our usage
of the term does not refer to instances in which banks limit services or terminate
relationships based on credible evidence of suspicious or illegal activity.

3Bank Secrecy Act, Pub. L. No. 81-508, 84 Stat. 1114-24 (1970) (codified as amended in
scattered sections of 12 U.S.C.,, 18 U.5.C., and 31 US.C.).

Page 1 GAO-18-642T7



37

My remarks today are based on our February 2018 report on derisking
along the Southwest border and our March 2018 report on remittances to
fragile countries.* My statement will focus on the extent to which (1)
banks are terminating accounts and closing branches in the Southwest
border region and their reasons for any terminations and closures, (2)
money transmitters are facing banking access challenges in remitting
funds from the United States to selected fragile countries, and (3) relevant
U.S. agencies have taken action to assess and respond to concerns
about derisking and foss of banking access.

For the report on derisking in the Southwest border region, we analyzed
data on Suspicious Activity Reports (SAR) and Currency Transaction
Reports (CTR) as well as data on national and Southwest border region
branch closures. We combined the data on branch closures with
demographic, economic, and money laundering-related risk data and
conducted an econometric analysis designed to examine the potential
drivers of branch closures. Despite the robustness of our results and our
efforts to control for relevant factors, our results are subject to a number
of caveats associated with this type of empirical work and as such we
interpret these results with some degree of caution. We also reviewed
agency documentation and guidance to banks related to derisking and
documentation on BSAJAML retrospective reviews that the Department of
the Treasury’s (Treasury) Financial Crimes Enforcement Network
(FinCEN) and the federal banking regulators— the Board of Governors of
the Federal Reserve System (Federal Reserve), Federal Deposit
Insurance Corporation (FDIC), and the Office of the Comptroller of the
Currency (OCC)—nhave conducted. Finally, we interviewed
representatives from 19 Southwest border banks, a variety of banking
industry groups and trade associations, and officials from FinCEN and the
federal banking regulators.®

“GAO, Bank Secrecy Act: Derisking along the Southwest Border Highlights Need for
Reguiators to Enhance Refrospective Reviews, GAO-18-263 (Washington, D.C.: Feb. 26,
2018); and Remitfances to Fragile Countries: Treasury Should Assess Risks from Shifts fo
Non-Banking Channels, GAO-18-313 (Washington, D.C.: Mar. 8, 2018).

We interviewed 4 of the 5 largest Southwest border banks (based on asset size). We
interviewed an additional 15 banks based on the following criteria (1) the number of
branches the bank operates in the Southwest border region, (2) the size of the bank
based on assets, and (3) the bank’s primary federal regulator. Responses from these
banks are not generalizable to all Southwest border banks.

Page 2 GAO-18-6427
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For the report on remittances to fragile countries, we identified four case-
study countries: Haiti, Liberia, Nepal, and Somalia.® We interviewed 12
out of 18 money transmitters that the World Bank identified as accounting
for at least 80 percent of the market transfers from the United States to
each of our case-study countries. We also interviewed officials from the
federal banking regulators, Treasury, and eight extra-large banks.” The
resuits of our interviews are not generalizable. In addition, we analyzed
available data on remittances sent through banks as well as cash
declarations at U.S. ports of exit.®

For both reports, we administered a web-based survey to a nationally
representative sample of 406 banks in the United States, including 115
Southwest border banks. Additional details on our scope and
methodology are available in our published reports.

We conducted the work on which this statement is based in accordance
with generally accepted government auditing standards. Those standards
require that we plan and perform the audit to obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained
provides a reasonable basis for our findings and conclusions based on
our audit objectives.

Swe selected these countries based on factors including their inclusion in the Organisation
for Economic Go-operation and Development's States of Fragility reports from 2013 to
2015.

7Exira-|arge banks are those with greater than $50 billion in assets.

8For available data on remittance flows through the banking channel, we analyzed Call
Report data from the Federal Financial Institutions Examination Council. The Financial
Institutions Regulatory and Interest Rate Control Act of 1878 established the councif as a
vehicle through which bank regulators could communicate formatly. For data on
remittance flows through nonbanking channels, we obtained and analyzed data from
filings of Treasury's Financial Crimes Enforcement Network’s (FInCEN) Form 105 —~
Report of International Transportation of Currency or Monetary Instruments.

Page 3 GAO-18-642T
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Background

BSA/AML Reguilation and
Enforcement for Banks
and Money Transmitters

The BSA established reporting, recordkeeping, and other AML
requirements for financial institutions. Regulation under and enforcement
of BSA involves several federal agencies. FinCEN is responsible for
administering the BSA and has authority for enforcing compliance with its
requirements and implementing regulations, including through civil money
penalties. FinCEN issues regulations under BSA and delegated BSA/AML
examination authority for banks to the federal banking regulators.® The
federal banking regulators have issued their own BSA regulations that
require banks to establish and maintain a BSA/AML compliance
program. ™ The federal banking regulators may take enforcement actions
for violations of BSA/AML requirements. They may also assess civil
money penalties against financial institutions and individuals
independently, or concurrently with FinCEN.

Both federal and state agencies oversee money transmitters. FinCEN has
delegated examination authority for BSA compliance for money
transmitters to the internal Revenue Service (IRS)." Money transmitters
must register with FInCEN and provide information on their structure and
ownership." According to Treasury, in all states except one, money
transmitters are required to obtain licenses from states in which they are
incorporated or conducting business.™

All banks and money transmitters are required to establish an AML
compliance program that includes policies, procedures, and processes

831 C.F.R. § 1010.810(b).

10The appropriate federal prudential regulators are required to prescribe regulations
requiring the insured depository institutions under their supervision to establish and
maintain procedures that are reasonably designed to assure and monitor the compliance
of such mshmnons with the BSA. 12 U.S.C. § 1818(s). Regulations requiring the

BSA cc iance programs are codified at 12 C.F.R. § 21.21 (OCC); 12
C.F.R. § 208. 63 {Federal Reserve); and 12 C.F.R. §§ 326.8 (FDIC).

State regulators may also conduct safety and soundness examinations of nondepository
financial institutions, such as money transmitters. The authority of states 1o regulate
money transmitters varies from state to state.

231 U.S.C. § 5330; 31 C.F.R. § 1022.380.

13Mcme:y transmitters are not reguired to obtain a license to operate in the state of
Montana.

Page 4 GAO-18-642T
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which, at a minimum, must provide for (1) a system of internal controls to
ensure ongoing compliance, {2) a designated individual or individuals
responsible for managing BSA compliance (BSA compliance officer), (3)
training for appropriate personnel, and (4) independent testing for
BSA/AML compliance. Additionally, as of May 11, 2018, banks and
certain other financial institutions are required to implement appropriate
risk-based procedures for conducting ongoing customer due diligence.
Banks must also have policies and procedures for opening accounts and
verifying the identity of each customer and monitoring fransactions and
reporting suspicious activity. Finally, banks and money transmitters must
comply with certain reporting requirements, including the following:

« CTR: A bank must electronically file a CTR for each transaction in
currency—such as a deposit or withdrawal—of more than $10,000™

« SAR: Banks are required to electronically file a SAR when a
fransaction involves or aggregates at least $5,000 in funds or other
assets, and the institution knows, suspects, or has reason to suspect
that the transaction meets certain criteria qualifying as suspicious.

Remittance Transfer
Methods

Remittances can be sent through money transmitters and banks, among
other organizations. International remittances through money transmitters
and banks may include cash-to-cash money transfers, internationat wire
transfers, some prepaid money card transfers, and automated
clearinghouse transactions. If a remittance sender’s bank does not have a
direct relationship with the remittance recipient’s bank, the bank-to-bank
transfer scenario becomes more complicated. In such cases, one or more
financial institutions may rely upon correspondent banking relationships to

*Currency is defined as coin and paper money of the United States or of any other
country that is designated as legal tender and that circulates and is customarily used and
accepted as a medium of exchange in the country of issuance. 31 C.F.R. § 1010.100(m).
Certain types of currency transactions need not be reported, such as those involving
“exempt persons,” a group which can include retail or commercial customers meeting
specific criteria for exemption. See 31 C.F.R. § 1020.315.

"®Banks are also required to file a SAR for known or suspected criminal violations
involving insider abuse of any amount, as well as violations aggregating $5,000 or more
when a suspect can be identified and $25,000 or more even without a potential suspect.
See 12 C.F.R. §§ 21.11(0)(1)-(3), 163.180(d)(3)()-Gil) (OCC); 12 C.FR. § 208.62(c){1)-(3)
{Federal Reserve); 12 C.F.R. § 353.3(a)(1)-(3) (FDIC). Money transmitters are also
generally required to file SARs for suspicious transactions involving aggregate funds or
assets of at least $2,000. 31 C.F.R. § 1022.320(a).

Page s GAO-18-842T
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complete the transaction.'® A typical remittance sent through a bank may
be in the thousands of dollars, while the typical remittance sent by money
transmitters is usually in the hundreds of dollars.

Historically, many consumers have chosen to send remittances through
money transmitters due to convenience, cost, familiarity, or tradition.
Money transmitters typically work through agents-—separate business
entities generally authorized to, among other things, send and receive
money transfers. Money transmitters generaily operate through their own
retail storefronts, or through grocery stores, financial services outlets,
convenience stores, and other retailers that serve as agents. Figure 1
shows one type of common money transmitter transaction known as
cash-to-cash transfer.

Figure 1: Exampte of Money Transmitter Cash-to-Cash Remittance Transfer Using a Bank Account

United States Country B o

Rerittante |0 Money feee el Distributor’s
sanders transmitter’s = e s " agent and
SR : agentand 1 Money tansmitter's bay Distributoragent’s bank oaint of pickup

point of sale

Remittance money
Wire transfer

Souree: GAQ. | GAO-18-642T

®Accarding to the International Monetary Fund, correspondent banking consists of a
bilateral agreement, often involving a reciprocal cross-border relationship in multiple
currencies. Consistent with the definition of a correspondent account in the PATRIOT Act,
a correspondent account is any account established for a foreign financial institution to
receive deposits from, or to make pay ts or other dish its on behalf of, the
foreign financial institution, or fo handie other financial transactions related to such foreign
financial institutions.

Page & GAO-18-642T7



42

Remittances to Case
Study Countries

Remittances from the United States are an important source of funds for
our case-study countries—Haiti, Liberia, Nepal, and Somalia.V The
Organisation for Economic Co-operation and Development identified
these countries as fragile states because of weak capacity to carry out
basic governance functions, among other things, and their vulnerability to
internal and external shocks such as economic crises or natural
disasters.™

Risks Related to
Money Laundering
Appeared to Be a
Factor in Reduced
Access to Banking
Services for
Southwest Border
Customers

In our February 2018 report, we found that money laundering risk is high
in the Southwest border region because of the high volume of cash
transactions, the number of cross-border transactions, and foreign
account holders. Our nationally representative survey found that many
Southwest border banks may be engaging in derisking. Nationally, our
econometric analysis suggested that counties that were urban, younger,
had higher income, or had higher money laundering-related risk were
more likely to lose branches. Money laundering-related risks were likely to
have been relatively more important drivers of branch closures in the
Southwest border region.

Southwest Border Banks
Reported Heightened
BSA/AML Compliance
Risks and Challenges Due
to Volume of High-Risk
Customers

In February 2018, we reported that money laundering risk is high in the
Southwest border region because of the high volume of cash
transactions, the number of cross-border transactions, and foreign
account holders, according to bank representatives, federal banking
regulators, and others we spoke with. Cash transactions increase the
BSA/AML compliance risk for banks because the greater anonymity
associated with using cash results in greater risk for money laundering or
terrorist financing. Our review of data on banks’ CTR fiings confirmed
that bank branches that operate in Southwest border region counties

Tin 2015, estimated remittances from the United States to Haiti were about $1.3 billior; to
Liberia, about $328 million; to Nepal, about $320 million; and to Somalia, about $215
milfion.

BEor example, Haiti is the poorest country in the Western Hemisphere and has
experienced political instability for most of its history. in 2003, Liberia officially ended its

14-year period of civil war but continued to face chall with rebuilding its economy,
particularly following the Ebola epidemic in 2014. Similarly, in 2008 Nepal ended a 10-year
civit war, but in 2015 it was struck by an earthquake that caused widespread destruction.

Somalia has endured political instability and civil conflict since 1969 and, according to a
2017 Department of State report, remained a safe haven for terrorists.

Page? GAO-18-642T
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handled more large cash transactions than bank branches elsewhere.
Specifically, in 2016, bank branches in Southwest border region counties
filed nearly 30 percent more CTRs, on average, than bank branches in
comparable counties elsewhere in their same state, and about 60 percent
more than those in other high-risk counties outside the region. Similar
differences occurred in 2014 and 2015.%°

We also reported that cross-border transactions are at a higher risk for
money laundering because international transfers can present an
aftractive method to disguise the source of funds derived from illegal
activity. ?® Southwest border banks cited foreign account hoiders as
another type of high-risk customer for money laundering and terrorist
financing. These types of customers are prevalent in the Southwest
border region, examiners said, and can create challenges for banks to
verify and authenticate their identification, source of funds, and source of
wealth.

The volume of high-risk customers and cross-border transactions can
lead to more intensive account monitoring and investigation of suspicious
transactions, Southwest border bank representatives said. Performing
effective due diligence and complying with customer identification
requirements for higher-risk customers and transactions can be more

19Comparable border-state counties are comprised of counties in Arizona, California, New
Mexico, and Texas that are not Southwest border region counties. High-risk counties
outside the region are counties that have been designated as High Intensity Financial
Crime Areas (HIFCA) or High Intensity Drug Trafficking Areas (HIDTA) and are not
located in the border states of Arizona, California, New Mexico, and Texas. Mafching was
performed based on similar rural-urban characteristics and county population. HIFCAs
and HIDTAs aim to concentrate law enforcement efforts at the federal, state, and focal
fevels to combat money laundering and drug trafficking in designated high-intensity money
faundering zones and in areas determined to be critical drug-trafficking regions of the
United States, respectively. See GAO-18-263 for more information. HIFCAs were

ived in the Money 1 ing and Financial Crimes Strategy Act of 1898, Pub. L.
No. 105-310, 112 Stat. 2041 (1998), and first announced in the 1999 National Money
Laundering Strategy. The Office of National Drug Control Policy (ONDCP) Reauthorization
Act of 1998 authorized the Director of ONDCP, upon consultation with cerlain specified
federal and state entities, to designate any specified area of the United States as a
HIDTA, Pub. L. No. 105-277, Div. C, Title VIi, § 707, 112 Stat. 2681-670, 2681-686 (1998)
(codified as amended at 21 U S.C. § 2106).

#For example, representatives of one produce industry association we spoke with said
produce distributors often import produce from Mexican farmers and pay them via wire
transfer, which the farmers may then immediately withdraw in cash. Transactions that
involve cross-border wire transfers and immediate withdrawals of cash may raise
suspicion of money laundering that requires further scrutiny by the bank.

Page 8 GAO-18-6427
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challenging because banks might need specialized processes for higher-
risk customers and transactions than for those that are lower risk.
Southwest border bank representatives we spoke with said addressing
these compliance challenges can also require more resources for
monitoring high-risk customers and investigating suspicious transactions.
For example, in 2016, bank branches in the Southwest border region
counties filed three times as many SARs, on average, as bank branches
operating in other counties within Southwest border states and about 2.5
times as many SARs, on average, as bank branches in other high-risk
financial crime or drug trafficking counties in nonborder states. These
differences in SAR filings showed a similar pattern in 2014 and 2015,

Some Account
Terminations and
Limitations Were
Consistent with BSA/AML
Purposes

in February 2018, we found that most Southwest border banks reported
terminating accounts for reasons related to BSA/AML risk. Based on our
survey results, from January 1, 2014, through December 31, 2016, we
estimated that almost 80 percent of Southwest border banks had
terminated personal or business accounts for reasons related to
BSA/AML. risk.?' The most common reasons refated to BSA/AML risk
Southwest border banks reported for terminating accounts were the filing
of SARs associated with the accounts, the failure of the customer to
respond adequately to requests for information as part of customer due
diligence processes, and the reputational risk associated with the
customer type (an estimated 93 percent, 80 percent, and 68 percent,
respectively).?? Of the high-risk businesses for money laundering and
terrorist financing that we identified in our survey, cash-intensive small
businesses (for example, retail stores, restaurants, and used car dealers)
were the most common type of business accounts that Southwest border
banks reported terminating accounts for reasons related to BSA/AML risk.

2iThe 95 percent confidence interval for this estimate was (69, 87). Southwest border
banks include banks of all asset sizes from small to extra-large.

2The 95 percent confidence infervals for these estimates were (84, 87), (69, 89), and (585,
79), respectively. Other reasons that Southwest border banks cited for terminating
accounts for BSA/AML risk reasons included: the cost of BSA/AML compliance made the
customer type unprofitable, the customer type drew heightened BSA/AML regulatory
oversight, the inability to manage the BSAJAML risk associated with the customer type,
potential personal fiability for BSA/AML compliance professionats, and negative news
associated with the customer.
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Qver 70 percent of Southwest border banks reported terminating these
accounts.?

A majority of Southwest border banks and banks that did not operate in
the Southwest border region (non-Southwest border banks) reported
limiting or not offering accounts to certain types of businesses considered
high risk for money faundering and terrorist financing, particularly money
services businesses and foreign businesses.? The most common reason
(cited by 88 percent of Southwest border banks) for limiting, or not
offering, an account to these types of businesses was that the business
type fell outside of the bank’s risk tolerance—the acceptable level of risk
an organization is willing to accept around specific objectives.?® Similarly,
69 percent of Southwest border banks cited the inability to manage the
BSA/AML risk associated with the customer (for example, because of
resaurce constraints) as a factor for limiting, or not offering, accounts.®
Similarly, the most common reason that non-Southwest border banks
reported limiting, or not offering accounts, to certain types of businesses
considered high risk for money laundering and terrorist financing was that
the customer type fell outside of the bank’s risk tolerance.?

Other Account
Terminations and
Limitations Raised
Concerns about Derisking

Further, in February 2018 we found that the second most common
reason—cited by 80 percent of Southwest border banks—for limiting, or
not offering, accounts to certain types of businesses considered high risk
for money laundering and terrorist financing, was that the customer type
drew heightened BSA/AML regulatory oversight--behavior that could

The 95 percent confidence interval for this estimate was {62, 84). The other four
categories of high-risk business accounts we identified were money services businesses,
domestic businesses engaged in cross-border trade, nontrade-related foreign businesses,
and foreign businesses engaged in cross-border trade.

gor example, the estimates for Southwest border banks that have limited, or not offered,
accounts to nontrade-related foreign businesses was 76 percent, money service
businesses was 75 percent, and foreign businesses engaged in cross-border trade was
72 percent. The 95 percent confidence intervals for these estimates were (66, 84), (84,
83), and (62, 81), respectively.

25The 95 percent confidence interval for this estimate was (79, 94).
25The 95 percent confidence interval for this estimate was (57, 79).
2TThe estimate for non-Southwest border banks limiting, or not offering, accounts because

the customer type fell outside of the bank’s risk tolerance was 82 percent. The 95 percent
confidence interval for this estimate was (70, 91).
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indicate derisking.?® For example, representatives from one Southwest
border bank explained that they no longer offer accounts to money
services businesses because they want to be viewed from a good
standpoint with their regulator. They added that banking for these types of
customers is very high risk for the bank with very little reward. Another
bank that operates in the Southwest border region explained that rather
than being able to focus on their own BSA/AML risk assessment and the
performance of accounts, they feel pressured to make arbitrary decisions
to close accounts based on specific concerns of their examiners.

Several Southwest border bank representatives also described how
recent BSA/AML law enforcement and regulatory enforcement actions
have caused them to become more conservative in the types of
businesses for which they offer accounts. In addition, while banks may
terminate accounts because of SAR filings as a method to manage
money laundering and terrorist financing risk and to comply with
BSA/AML requirements, some of these terminations may be related to
derisking. For example, some Southwest border bank representatives we
spoke with for our Southwest border report, as well as other banks and
credit unions we spoke with in a February 2009 review, told us that they
have filed SARSs to avoid potential criticism during examinations, not
because they thought the observed activity was suspicious.?® Non-
Scuthwest border banks also commonly cited the inability to manage risk
associated with the customer type and heightened regulatory oversight as
reasons for fimiting, or not offering, accounts.

ZThe 95 percent confidence interval for this estimate was (89, 89). Other reasons that
Scuthwest border banks cited for limiting, or not offering, accounts to certain types of
businesses considered high risk for money laundering and terrorist financing included: the
cost of BSA/AML. compliance made the customer type unprofitable, potential personal
fiability for BSA/AML compliance professionals, reputational risk associated with the
customer type, and compliance risk other than BSAJAML associated with the customer
type.

25ee GAO, Bank Secrecy Act: Suspicious Activity Report Use Is Increasing, but FInCEN
Needs to Further Develop and Document its Form Revision Process, GAQ-09-226
{Washington, D.C.: Feb. 27, 2009).

Page 11 GAO-18-642T



47

Southwest Border Bank
Branch Closures Have
Been Concentrated in a
Small Number of
Communities

Counties in the Southwest border region have been losing bank branches
since 2012, similar to national and regional trends, as well as trends in
other high-risk financial crime or drug trafficking counties that are outside
the region. In February 2018, we found that most of the 32 counties (18
counties or nearly 80 percent) comprising the Southwest border region
did not lose bank branches from 2013 through 2016, but 5 counties lost
10 percent or more of their branches over this time period (see top pane!
of fig. 2).%0 Those 5 counties are Cochise, Santa Cruz, and Yuma,
Arizona; Imperial, California; and Luna, New Mexico.

300ur analysis of the number of branches was based on FDIC's Summary of Deposits
database. This database records bank branch information as of June 30 each year. One
of the 33 counties in our defined Southwest border region—Kenedy County, Texas—did
not have a bank branch from June 30, 2000, through June 30, 2016, and therefore was
not included in our analysis of branch closures in the region. Qur analysis of bark
branches included both full-service and limited-service branches. Limited-service
branches provide seme conveniences to bank customers but generally offer a reduced set
of bank services.
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Figure 2: Bank Branch Closures in the Southwest Border Region, 2013-2016
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Within those counties we identified as having the largest percentage loss
of branches, sometimes those losses were concentrated in smaller
communities within the county (see bottom panel of fig. 2). For example,
Calexico in Imperial County, California, lost 5 of its 6 branches from 2013
through 2018. In Santa Cruz County in Arizona, one zip code in Nogales
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accounted for all of the branch losses in the county from 2013 through
20186, losing 3 of its 9 branches. More generally, branch losses varied
substantially across different zip codes in a county (see for example
bottom panel of fig. 2). In other instances, counties that lost a relatively
small share of their branches contained communities that lost a more
substantial share—for example San Ysidro in San Diego County lost 5 of
its 12 branches (about 42 percent) while the county as a whole lost only 5
percent of its branches from 2013 through 2016.

Based on our analysis, counties losing branches in the Southwest border
region tended to have substantially higher SAR filings, on average, than
Southwest border region counties that did not lose branches. That is,
counties that lost branches from 2013 through 2016 had about 600 SAR
filings per billion dollars in deposits, on average, and counties that did not
lose branches had about 80 SAR filings per billion dollars in deposits, on
average (see fig. 3).

Figure 3: Average Number of SARs Filed per Billion Dollars in Deposits, 2014
2013-2016

Southwest border
region counties
that fost branches

Southwest border
region counties §
that did not

iose branches

o 100 200 300 400 500 500
Average number of suspicious activity reports, per biiion doliars in deposits
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Empirical Evidence
Suggested Demographic
and Money Laundering-
Related Risk Factors Are
Drivers of Branch
Closures

The econometric models we developed and estimated for our February
2018 report generally found that demographic and money laundering-
related risk factors were important predictors of national bank branch
closures.®! In general, our results suggested that counties were more
likely to lose branches, all else equal, if they were (1) urban, had a higher
per capita personal income, and had a younger population (proportion
under 45); or {2} designated as a HIFCA or HIDTA county, or had higher
SAR filings. We termed the latter three characteristics (HIFCA, HIDTA,
and SAR filings) “money laundering-related risk factors.”

Our results were consistent with those demographic characteristics
associated with the adoption of mobile banking. As such, our resuits were
consistent with the hypothesis that mobile banking is among the factors
leading some banks to close branches. The most urban counties were
about 22 percentage points more likely o lose one or more branches over
the next year than the most rural counties. A county with 70 percent of the
population under 45 was about 9 percentage points more likely to lose
one or more branches over the next year than a county with half the
population under 45. A county with per capita income of $50,000 was
about 7 percentage points more likely to lose one or more branches over
the next year than a county with per capita income of $20,000.

Money laundering-related characteristics of a county were also important
predictors of branch closures in our models. HIDTA counties were about
11 percentage points more likely to lose one or more branches over the
next year than non-HIDTA counties (the effect in HIFCA counties is less
significant statistically and smaller in magnitude). A county with 200 SARs
fited per billion dollars in bank deposits was about 8 percentage points

Fwe estimated a large number of econometric models to ensure that our results were
generally not sensitive to small changes in our model. Despite the robustness of our
results and our efforts to control for relevant factors, our results are subject to a number of
caveats associated with this type of empirical work. For example, our regression models
may be subject to omitted variable bias—it is unlikely that we were able to quantify and
include all relevant factors in bank branching decisions. As such, we interpret these
results with some degree of caution. While our models are unable to definitively identify
the causal effect of BSAJAML regulation on branch closures from these money laundering-
related risk factors, the impact of the SAR variables, in particular, could reflect a
combination of BSA/AML compliance effort and the underlying level of suspicious or
money laundering-related activity in a county.
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more fikely to lose one or more bank branches over the next year than a
county where no bank branch had filed a SAR.*

Money laundering-related risk factors were likely to have been relatively
more important drivers of branch closures in the Southwest border region
because it had much higher SAR filings and a larger share of counties
designated as HIDTAs than the rest of the country. More generally, given
the characteristics of Southwest border counties and the rest of the
United States, our models suggested that while demographic factors have
been important drivers of branch closures in the United States overall,
risks associated with money laundering were likely to have been relatively
more important in the Southwest border region.

Southwest border bank representatives we interviewed told us they
considered a range of factors when deciding whether or not to close a
branch. Nearly half of the Southwest border bank representatives we
spoke with (4 of 10), mentioned that BSA/AML compliance costs could be
among the factors considered in determining whether or not to close a
branch.®

#2Southwest border bank officials we spoke with generally said that SAR filings were a
time- and resource-intensive process, and that the number of SARs filings—fo some
extent—reflected the level of effort, and overalt BSA compliance risk, faced by the bank.
Therefore, the impact of SAR variables in our models could reflect a combination of (1) the
extent of BSA/AML compliance effort and risk faced by the bank, as expressed by bank
officials, and (2) the underlying level of suspicious or money laundering-refated activity in
a county.

33The total number of Southwest border banks that we spoke with cited here is less than
the total number of Southwest border banks we spoke with referenced earlier, The
difference reflects the fact that not all Southwest border banks we spoke with had closed
branches in the 5 years previous to our interview or that the bank representatives present
for the interview were not knowledgeable about their banks’ decisions in closing branches.
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Money Transmitters
Serving Selected
Fragile Countries
Noted Loss of
Banking Access,
Although Treasury
Saw No Reduction in
Remittance Flows

In March 2018, we found that money transmitters serving Haiti, Liberia,
Nepal, and especially Somalia reported losing bank accounts or having
restrictions placed on them, which some banks confirmed. As a resuit,
some money transmitters relied on nonbanking channels, such as cash
couriers, {o transfer remittances. All of the 12 money transmitters we
interviewed at the time reported losing some banking relationships in the
fast 10 years. Some money transmitters, including all 4 that served
Somalia, said they relied on nonbanking channels, such as moving cash,
to transfer funds, which increased their operational costs and exposure to
risks. Further, in our interviews some banks reported that they had closed
the accounts of money transmitters because of the high cost of due
ditigence actions they considered necessary to minimize the risk of fines
under BSA/AML regulations. Treasury officials noted that despite
information that some money transmitters have lost banking accounts,
Treasury saw no evidence that the volume of remittances was falling or
that costs of sending remittances were rising.

All Money Transmitters We
interviewed Reported
They Lost Bank Accounts,
Which for Many Resulted
in Higher Costs and a Shift
to Nonbanking Channels

All 12 money transmitters we interviewed for our March 2018 report
stated that they or their agents had lost accounts with banks during the
last 10 years. All 4 Somali money transmitters and many agents of the 2
Haitian money transmitters we spoke with reported they had lost some
bank accounts, and 2 of the 4 Somali money transmitters reported losing
all bank accounts. Additionally, all 4 large money transmitters that
process transfers globally (including to our case-study countries of Haiti,
Liberia, and Nepal) also reported that their agents had lost accounts.
Almost all of the money transmitters said they also faced difficulties in
getting new accounts. While some money transmitters said the banks that
closed their accounts did not provide a reason, in other cases, money
transmitters said the banks told them that they had received pressure
from regulators to terminate money transmitter accounts.

As a result of losing access to bank accounts, several money
transmitters, including all of the Somali money transmitters, reported that
they were using nonbanking channels to transfer funds. In some cases
the money transmitter was forced to conduct operations in cash, which
increased the risk of theft and forfeitures and led to increased risk for
agents and couriers. Nine of the money transmitters that we interviewed

%40ne of the large money transmitters also facilitates remittances to Somaliland, a semi-
autonomous region of Somalia.
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reported they rely on couriers or armored trucks to transport cash
domestically (to the money transmitter's main offices or bank) or, in the
case of Somalia, internationally. Money transmitters reported they use
cash couriers either because the money transmitter or their agents had
fost bank accounts or because it was cheaper to use armored trucks than
banks to move funds.

Money transmitters we interviewed reported increased costs associated
with moving cash and bank fees. Two of the money transmitters we
spoke to stated that they did not have options other than to pay any fees
the bank required due to the difficuity in finding new bank accounts.
Money transmitters with access to bank accounts reported that bank
charges for services had in some cases doubled or fripled, or were so
high that it was less expensive to use a cash courier. For example, some
money transmitters stated that their banks charged a monthly fee for
compliance-related costs that ranged from $100 a month to several
thousand dollars a month.

Some Banks Reported
Closing or Denying
Accounts for Money
Transmitters, Citing
Insufficient Profit to Offset
Risks and Costs

Most of the banks we interviewed for our March 2018 report expressed
concerns about account holders who are money transmitters because
they tended to be low-profit, high-risk clients. Most of the banks we
interviewed that serve money transmitters stated that BSA/AML
compliance costs have significantly increased in the iast 10 years
because they had to hire additional staff and upgrade information
systems to conduct electronic monitoring of alf transactions processed
through their system. Some banks indicated in our survey and interviews
that the revenue from money transmitter accounts was at times not
sufficient to offset the costs of BSA/AML compliance, leading to
terminations and restrictions on money transmitter accounts. A few banks
we interviewed stated that they do not aliow money transmitters to open
accounts because of the BSA/JAML compliance resources they require.

Banks also expressed concerns over the adequacy of money
transmitters’ ability to conduct due difigence on the money transmitter's
customers. A few banks we interviewed expressed concern that they
would be held responsible if, despite the bank carrying out due diligence,
authorities detected an illicit transaction had been processed through the
bank on behalf of a money transmitter.
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Treasury Officials Said
Remittance Flows to
Fragile Countries Have
Not Declined; Remittance
Senders Reported No
Maijor Difficulties

In our March 2018 report, we found that Treasury officials reported
remittances continue to flow to fragile countries even though money
transmitters faced challenges. Through engagement with money
transmitters and banks, Treasury found some evidence of money
transmitter bank account closures. However, according to Treasury
officials, World Bank estimates of remittance flows show that the volume
of international transfers from the United States has continued to
increase. At the same time, World Bank data indicate that the global
average cost of sending remittances has continued to decrease. Citing
these trends, and anecdotal evidence from Treasury’s engagement with
banks, the officials stated that there were no clear systemic impacts on
the flow of remittances from closures of money transmitter bank accounts
and correspondent banking relations.

Treasury officials acknowledged that such closures can be a significant
challenge for money transmitters that serve certain regions or countries,
including Somalia. Further, Treasury officials said they were aware that
some Somali money transmitters resorted to nonbanking channels by
carrying cash overseas. They noted that aithough physically moving cash
is risky, it is not unlawful. Additionally, Treasury officials stated that the
use of cash couriers to remit funds had not been a concern for regulators
because this practice had not increased the remittance fees that money
transmitters charge their consumers.

Remittance senders in the United States who remit to our case-study
countries reported that they frequently used money transmitters and had
not encountered major difficulties in sending remittances. Senders told us
that they generally preferred using money transmitters over other
methods because money transmitters were cheaper than banks and were
quicker in delivering the funds than other methods. In addition, money
transmitters were often more accessible for recipients collecting the
remittances because the money transmitters had more locations than
banks in recipient countries. However, some remittance senders told us
that they were unable to send large amounts of money through money
transmitters.
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AR
Regulators Have Not

Evaluated All Factors
Influencing Banks to
Derisk and Treasury
Lacks Data Needed
to Assess Possible
Effects on Remittance
Flows

In February 2018 we reported that to address concerns about derisking,
FinCEN and the federal banking regulators had taken actions including
issuing guidance to banks and conducting some evaluations to assess
the extent to which derisking is occurring. However, the actions regulators
had taken to address concerns raised in their BSA/AML regulatory
reviews were limited in scope (for example, they focused primarily on the
burden resulting from the filing of CTRs and SARs) and had not evaluated
all factors that may influence banks to derisk or close branches.
Moreover, in March 2018 we found that Treasury could not assess the
effects of money transmitters’ loss of banking access on remittance flows
because existing data did not ailow Treasury to identify remittances
transferred through banking and nonbanking channels.

Regulators Issued
Guidance and Took Some
Actions Related to
Derisking

in February 2018, we reported that FinCEN and the federal banking
regulators responded to concerns about derisking on a national level by
issuing guidance to banks and conducting some evaluations within their
agencies to understand the extent to which derisking is occurring. The
guidance issued by regulators was aimed at clarifying BSA/AML
regulatory expectations and discouraging barks from terminating
accounts without evaluating risk presented by individual customers or
banks’ abilities to manage risks. The guidance generally encouraged
banks to use a risk-based approach to evaluate individual customer risks
and not to eliminate entire categories of customers. Some of the guidance
issued by regulators attempted to clarify their expectations specifically for
banks’ offering of services to money services businesses, including
money transmitters. For example, in March 2005, the federal banking
regulators and FinCEN issued a joint statement on providing banking
services to money services businesses to clarify the BSA requirements
and supervisory expectations as applied to accounts opened or
maintained for this type of customer. The statement acknowledged that
money services businesses were losing access to banking services as a
result of concerns about regulatory scrutiny, the risks presented by these
types of accounts, and the costs and burdens associated with maintaining
such accounts.®®

31n their Joint Statement on Providing Banking Services to Money Services Businesses,
FinCEN and the federal banking agencies, including the Federal Reserve, OCC, FDIC,
and the National Credit Unicn Administration, advised banks that the risk posed by money
services busi should be on a case-by basis. The agencies noted
that these busi provide b ial services to individuals without access to
the formal banking sector.
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The agencies issuing these guidance documents told us they took some
steps to assess the effect of their guidance on bank behavior. For
example, Treasury officials said that Treasury periodicaily engaged with
banks and money transmitiers on an ad hoc basis to learn their views and
gain insight into their concerns. According to Federal Reserve officials,
anecdotal information suggested that some money transmitters lost bank
accounts after FInCEN and federal banking agencies issued the joint
guidance in 2005, and that outcome was contrary to the regulators’ intent.
To address concerns about the guidance, according to these officials,
Treasury held several public discussions on money transmitter account
terminations.

In addition to issuing guidance, FDIC and OCC took some steps aimed at
trying to determine why banks may be terminating accounts because of
perceived regulatory concerns. For example, in January 2015, FDIC
issued a memorandum to examiners establishing a policy that examiners
document and report instances in which they recommend or require
banks to terminate accounts during examinations. From January 2015
through December 2017, FDIC officials stated that examiners had not
documented any recommendations or requirements for account
terminations. In 2016, OCC reviewed how the institutions it supervises
develop and implement policies and procedures for evaluating customer
risks as part of their BSA/AML programs and for making risk-based
determinations to close customer accounts. OCC focused its review on
certain large banks’ evaluation of risk for foreign correspondent bank
accounts. This effort resulted in OCC issuing guidance to banks on
periodic evaluation of the risks of foreign correspondent accounts. The
federal banking regulators also met with residents and businesses in the
Southwest border region to discuss concerns about derisking in the
region.

Treasury and the federal banking regulators also participated in a number
of international activities related to concerns about the decline in the
number of correspondent banking and money services business
accounts. For example, FDIC, OCC, and the Federal Reserve participate
in the Basel Committee on Banking Supervision's Anti-Money
Laundering/Counter Financing of Terrorism Experts Group. Recent efforts
of the group involved revising guidelines to update and clarify
correspondent banking expectations. Treasury leads the 1.8,
engagement with the Financial Action Task Force—an intergovernmental
body that sets standards for combating money taundering, financing of
terrorism, and other related threats to the integrity of the international
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financial system—which has issued guidance on correspondent banking
and money services businesses.

BSA/AML Regulatory
Reviews Had Not
Evaluated All Factors
Influencing Banks to
Derisk and Close
Branches

Executive orders encourage and legislation requires FinCEN and the
federal banking regutators to review existing regulations to determine
whether they should be retained, amended, or rescinded, among other
things. Retrospective reviews of existing rules help agencies evaluate
how existing regulations are working in practice. Recent presidents have
directed agencies to evaluate or reconsider existing reguiations. in
addition to the executive orders, the Economic Growth and Regulatory
Paperwork Reduction Act (EGRPRA) requires federal banking regulators
to review the regulations they prescribe not less than once every 10 years
and request comments to identify outdated, unnecessary, or unduly
burdensome statutory or regulatory requirements. >

In February 2018, we reported that FinCEN and the federal banking
regulators had all participated in retrospective reviews of different parts of
the BSA/AML regulations. For example, FinCEN officials told us that they
review each new or significantly amended regulation to assess its clarity
and effectiveness within 18 months of its effective date. As part of fulfilling
their requirements under EGRPRA, the federal banking regulators—
through the Federal Financial Institutions Examination Councit (FFIEC)—
have also participated in retrospective reviews of BSAJAML regulations.

Eor example, in 2011 President Obama issued Executive Orders 13563 and 13579,
Among other provisions, Executive Orders 13563 and 13579 require executive branch
agencies and encourage independent regulatory agencies, such as the federal banking
regulators, respectively, to develep and implement retrospective review plans for existing
significant regulations. See Exec. Order No. 13563, 3 C.F.R. § 13563 (2012); Exec. Order
No. 13579, 3 C.F.R. § 13579 (2012). Significant regulatory actions are those fikely to
result in a rule that may have an annual effect on the economy of $100 million or more,
among other things. See Exec. Order No. 12866 § 3(f), 3 C.F.R. § 12866 (1993). Some
BSA rules have been deemed significant regulatory actions. See e.g., Customer Due
Diligence Requirements for Financial Institutions, 81 Fed. Reg. 29308 (May 11, 2018).
Further, the Trump Administration has continued to focus on the need for agencies to
improve regulatory effectiveness while reducing regulatory burdens. Executive Order
13777, issued by President Trump in February 2017, also reaffirms the objectives of
previous executive orders and directs agency task forces to identify regulations which,
among other criteria, are outdated, unnecessary, or ineffective. Exec. Order No. 13777,
{to be codified at 3 C.F.R. § 13777 (2018)).

#"The Economic Growth and Regulatory Paperwork Reduction Act of 1996, Pub. L. No.
104208, § 2222, 110 Stat. 3009-414-15 (1996) (codified at 12 U.S.C. § 3311).

35 yhile EGRPRA does not govern BSA itself, it covers the regulations under the federal
banking regulators’ supervisory authority promulgated under BSA.
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As part of the 2017 EGRPRA review, FFIEC received several public
comments on BSA/AML requirements, including increasing the threshold
for filing CTRs, the SAR threshold, and the overall increasing cost and
burden of BSA compliance.® FInCEN officials and the federal banking
regulators stated that the agencies are working to address the BSA-
related EGRPRA comments—particularly those related to CTR and SAR
filing requirements—through the BSA Advisory Group (BSAAG).*

However, the actions FinCEN and the federal banking regulators took
related to derisking were not aimed at addressing and, if possible
ameliorating, the full range of factors that influence banks to engage in
derisking, in particular banks’ regulatory concerns and BSA/AML
compliance efforts. Further, the actions regulators took to address
concemns raised in BSA/AML retrospective reviews focused primarily on
the burden resulting from the filing of CTRs and SARs, but these actions
did not evaluate how regulatory concerns may influence banks to engage
in derisking or close branches. Federal internal control standards cal for
agencies to analyze and respond to risks to achieving their objectives. !
Further, guidance implementing executive orders states that agencies
should consider conducting retrospective reviews on rules that

*See Joint Report to Congress: Economic Growth and Regulatory Paperwork Reduction
Act, 82 Fed. Reg. 15900 (Mar. 30, 2017). The first EGRPRA review was issued in July
2007 and also discussed issues related to BSA. The review highlighted concerns related
to CTR and SAR filing requirements, the need for addmonal guidance on customer
identification requi , and recordh . Joint Report to Congress,
July 31, 2007; Economic Gmwth and Regulatory Paperwork Reduction Act, 72 Fed. Reg.
62036 (Nov 1,2007).

“®The federal banking regulators referred the comments to FinCEN. FinCEN is not part of
the EGRPRA review and is not required to consider the comments; however, in its
response in the 2017 EGRPRA report, the agency stated that it finds the information
helpful when g BSA The A io-Wylie Anti-Money Laundering
Act of 1992 requires the Secretary of the Treasury to establish a Bank Secrecy Act
Advisory Group on Reporting Requirements consisting of representatives of the
Departments of Treasury and Justice, the Office of Nationat Drug Control Policy, and other
interested persons, financial institutions, and trades and businesses subject fo the
reporting requirements of the Currency and Foreign Transactions Reporting Act (known as
the Bank Secrecy Act) or Section 60501 of the Internal Revenue Code of 1986,

“3ee GAQ, Standards for internal Control in the Federal Government, GAQ-14-704G
{Washington, D.C.: Sept. 10, 2014).

Page 23 GAO-18-642T



59

unanticipated circumstances have overtaken.® In February 2018, we
concluded that without assessing the full range of BSA/AML factors that
may be influencing banks to derisk or close branches, FinCEN, the
federal banking regulators, and Congress would not have the information
they need to determine if adjustments are needed to ensure that the
BSA/AML regulations and their implementation are achieving their
regulatory objectives in the most effective and least burdensome way.

U.S. Data on Remittances
Did Not Allow Treasury to
Assess the Effects of
Money Transmitters’ Loss
of Banking Access on
Remittance Flows to
Fragile Countries

In March 2018, we found that Treasury could not assess the effects of
money transmitters’ loss of banking access on remittance flows because
existing data did not allow Treasury to identify remittances transferred
through banking and non-banking channels.

Recent efforts to collect international remittance data from banks and
credit unions did not include transfers these institutions make on behalf of
money transmitters. Since these data collection efforts are designed to
protect U.S. consumers, the remittance data that banks and credit unions
report are limited to remittances individual consumers send directly
through these institutions. Additionally, as of the first quarter of 2018,
about half the states (24) adopted reports to collect remittance data from
money transmitters and of these, 12 states had made it mandatory to
report remittance data by destination country. However, these data do not
distinguish money transmitters’ use of banking and nonbanking channels
to transfer funds.

Finally, we found that while Treasury has a long-standing effort to collect
information on travelers transporting cash from U.S. ports of exit, this
information did not identify cash transported for remittances. We
concluded that without information on remittances sent through banking
and nonbanking channels, Treasury could not assess the effects of
money transmitter and foreign bank account closures on remittances,
especially shifts in remittance transfers from banking to nonbanking
channels for fragile countries. Nonbanking channels are generally less
transparent than banking channels and thus more susceptible to the risk

“2Memorandum from Cass R. Sunstein, Admini or, Office of and Budget,
to the Heads of Executive Dep: and Ag ies, and of pendent Regulatory
Agencies (Feb. 2, 2011), available at
hitps:/Awww.va.gov/ORPM/docs/EQ_OIRA_Guidance_M11-10 pdf; Memorandum from
Cass R. Sunstein, Admini or, Office of g and Budget, to the Heads of
independent Regulatory Agencies (July 22, 2011), available at
hitps:/Avww.whitehouse.gov/sites/whitehouse. gov/files/omb/memoranda/2011/m11-28.pdf.
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of money laundering and other illicit financial transactions. Additionally,
while risks associated with shifts of remittances to nonbanking channeis
may vary by country, these risks are likely greater for fragile countries,
such as Somalia, where the United States has concerns about terrorism
financing.

—
Conclusions and
Recommendations for
Executive Action

The collective findings from our work indicate that BSA/AML regulatory
concerns have played a role in banks’ decisions to terminate and limit
accounts and close branches. However, the actions taken to address
derisking by the federal banking regulators and FinCEN and the
retrospective reviews conducted on BSA/AML regulations had not fully
considered or addressed these effects. As a result, in our February 2018
report, we recommended that FInCEN and the three banking regulators in
our review—FDIC, the Federal Reserve, and OCC— jointly conduct a
retrospective review of BSA/AML regulations and their implementation for
banks, focusing on how banks’ regulatory concerns may be influencing
their willingness to provide services. In their written responses, the
Federal Reserve, FDIC, and OCC agreed to leverage ongoing
interagency work reviewing BSA/AML regulations and their
implementation for banks to address our recommendation. GAO
requested comments from Treasury, but none were provided.

A lack of data on remittances sent through banking and nonbanking
channels limits the ability of Treasury to assess the effects of money
transmitter and foreign bank account closures on remittances, in
particular shifts of remittances to non-banking channels for fragile
countries. Therefore, in the March 2018 report we recommended that
Treasury assess the extent to which shifts in remittance flows from
banking to non-banking channels for fragile countries may affect
Treasury's ability to monitor for money laundering and terrorist financing
and, if necessary, should identify corrective actions. GAO requested
comments from Treasury, but none were provided.

Chairman Luetkemeyer, Ranking Member Clay, and members of the
Subcommittee, this concludes my statement. | would be pleased to
respond to any questions you may have.
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International and Domestic Implications of De-Risking
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Adjunct Senior Fellow, Center for a New American Security

Chairman Luetkemeyer, Ranking Member Clay, and distinguished members of the
subcommittee, thank you for the opportunity to testify today on the international and domestic
implications of de-risking. 1 applaud your efforts to call attention to the critically important
phenomenon of de-risking, something that is not well understood but which has profound
impacts on some of the most vulnerable populations. De-risking affects financial inclusion and
constitutes an impediment to development. It is particularly disconcerting as it directly affects
humanitarian assistance to those most in need, and at a time when those needs are growing. The
U.S. has a unique role to play in addressing de-risking globally, as the dominance of the U.S.
dollar and American regulatory policies set the stage for other countries regardless of where
transactions take place.

My comments today, focused primarily on the impact of de-risking on charities and nonprofit
organizations (NPOs)' are based on the research I conducted for the February 2017 report,
Financial Access for U.S. Nonprofits, commissioned by the Charity & Security Network
(C&SN) and supported by the Bill and Melinda Gates Foundation. While I am currently involved
with the World Bank/ACAMS Initiative on Financial Access for NPOs, the views I express
today are my own.

Financial tools, in particular, Anti-Money Laundering {(AML), Countering the Financing of
Terrorism {(CFT), and international sanctions policies, have become essential instruments in
protecting the integrity of the global financial system and promoting international security. In
recent years, however, the unintended consequences of these policies on some developing
countries and certain sectors such as money service businesses (MSBs) and humanitarian
organizations have become apparent. Anecdotal examples regarding the significant challenges
charities face when financial institutions terminate or restrict business relationships to avoid
rather than manage risk abound. Without the ability to transfer funds internationally, NPOs are
unable to deliver vital humanitarian and development assistance.

! The term nonprofit organization (NPO) has been defined by FATF as: “A legal person or arrangement or
organisation that primarily engages in raising or disbursing funds for purposes such as charitable, religious, culfural,
educational, social or fraternal purposes, or for the carrying out of other types of “good works.”

Bold.

Innovative.

Bipartisan.
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Drivers of de-risking

De-risking is a complex phenomenon driven by the multiple considerations and calculations by
financial institutions. Among these various drivers are concerns for reputational and Hability risk,
profitability, business strategy, the cost of implementing AML/CFT/sanctions and other
regulatory requirements, and exposure to penalties by supervisory and law enforcement
authorities.

Compliance-related concerns by banks and regulatory expectations are among the most
frequently cited reasons for de-risking. For many financial institutions, decisions to decline to
provide financial services relate to perceptions that certain custorners such as NPOs are high-
risk, and certain countries (subject to sanctions or where non-state armed groups such as ISIS
and al Shabaab are active or exercise territorial control) are high-risk jurisdictions. Such
locations are often the places where humanitarian and development NPOs operate, creating
compliance challenges for banks in facilitating transactions to these regions. Regulatory
requirements and expectations, as well as routine second-guessing by examiners of financial
institutions’ decisions require banks to undertake extensive and expensive efforts to mitigate
risks and justify decisions, frequently tipping the risk—reward scale toward exiting such
relationships. Despite statements from government officials, financial institutions perceive a
clear disconnect between what policy officials say and what happens at the individual bank
examination level. This reluctance has been fueled by a fear of penalties,

In recent years, several major banks have had large fines levied for AML/CFT/sanctions
violations; many financial institutions are still under deferred prosecution agreements or consent
orders requiring substantial compliance reforms and costly monitoring which has had a deterring
effect on other banks. In the aftermath of the 2008 financial crises, U.S. regulators (on both the
federal and state levels) cracked down on regulatory violations, imposing unprecedented fines.
Over the last 15 years, both the number and value of AML-related fines have increased in both
the U.8. and the UK.

The upward trend in U.S. enforcement actions and fines against banks, along with the existing
regulatory complexity in the AML/CFT/sanctions field, result in significantly increased
compliance costs for financial institutions. Financial institutions consistently note that decreased
profitability resulting from the increased monitoring and compliance costs of AML/CFT
regulations as a key driver of de-risking. Some reports place the additional burden at upwards of
$4 billion annually. One bank reportedly employed 4,000 additional compliance staff in one
year, at a cost of $1 billion. According to a 2016 survey by the Association of Certified Money-
Laundering Specialists (ACAMS), three-fifths of respondents cited enhanced regulatory
expectations as the greatest AML compliance challenge. Supervisory actions including personal
liability of compliance officers for regulatory violations further contributes to escalating costs
and challenges. This trend is not limited to the U.S.; a 2015 survey of Commonwealth members
identified decreased profitability resulting from the increased monitoring and compliance costs
of AML/CFT regulations as a key driver of de-risking. Added to this is the fact that NPO
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accounts are not usually hugely profitable.

Countries base their AML/CFT frameworks on international standards established by the
Financial Action Task Force (FATF). Central to the 40 recommendations issued in 2012 is the
risk-based approach that calls for financial institutions to establish systems to assess client risk
and adopt measures to mitigate those risks. When considering the potential risks posed by
customers, banks need to take appropriate steps to identify and assess their money laundering
and terrorist financing risks (for customers, countries or geographic areas; and products, services,
transactions or delivery channels). Financial institutions are required to have policies, controls,
and procedures that enable them to effectively manage and mitigate the risks that have been
identified. Since the introduction of the risk-based approach, however, regulations have not fully
incorporated it so financial institutions can effectively implement a risk-based approach; the
result has been persistent termination or restrictions on relationships with countries or customer
categories to avoid rather than mange risks. Numerous studies have shown that de-risking has
impacted correspondent banking, MSBs, and NPOs’ transactions, among others, posing a threat
to financial connectivity, financial inclusion, and financial transparency.

Significant analysis has been undertaken on the decline in correspondent banking by the World
Bank and the Financial Stability Board. Such reports confirm reduced correspondent banking
relationships are also pressuring NPOs and MSBs. The Financial Stability Board in 2017
collected information on the motives behind respondent banks’ decisions to terminate services to
customers, including NPOs, money transfer operators, payment service providers, Politically
Exposed Persons, and other financial institutions. The main drivers reported were the perceived
risk {35%) or the “additional KYC (Know Your Customer) or CDD (Customer Due Diligence)
measures” associated with these customers (34%) and therefore presumably related to AML/CFT
deficiencies, whether detected or apparent.
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De-risking of NPOs

Over the past several years, numerous reports document the consequences of financial access
problems for de-risked communities, with most focusing on correspondent banking and, to a
lesser extent, MSBs. While anecdotes concerning difficulties charities experience have been
growing, there had been no solid data available concerning NPOs® problems accessing banking
services, save for an indicative survey in 2014 of U.K. charities by the Charity Finance Group.

Moving beyond anecdotes, Financial Access for U.S. Nonprofits, released in February 2017
presented the first empirical data as to the scope and nature of problems NPOs encounter. The
study was both qualitative and quantitative, including interviews and roundtables with all
stakeholders — policymakers and regulators, financial institutions, and NPOs, as well as a random
sample survey of U.S. NPOs, designed and conducted by the Schar School of Policy and
Government at George Mason University (which entailed telephone interviews of 305 charities;
findings were determined to be valid within a 5.4% margin of error).

The report’s surprising results paint a picture of a far more pervasive problem than expected,
affecting many kinds of NPOs operating in all parts of the globe.?

% See Appendix A for the Executive S y and Data Highlights of the report, Financial Access for U.S.
Nonprofits
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Among the report’s major findings:

s 2/3 of all U.S. nonprofits that work abroad are having financial access difficulties

* 15% of nonprofits report having these problems constantly or regularly

e Delays in wire transfers, which can last up to several months, are the most
common problem, affecting 37% of nonprofits

s One-third of NPOs have experienced fee increases, and 26% have faced
additional, unusual documentation requests

* Account closures represent 6% and refusal to open accounts 10% of NPOs, but
often can have devastating effects

¢ Transfers to all parts of the globe are impacted; the problem is not limited to
conflict zones or fragile and failing states

* Smaller NPOs, often the last mile in delivering essential assistance, are more
likely to encounter delayed wire transfers, fee increases, and account closures

* When money cannot be transmitted in a timely manner, 42% of nonprofits
resort to carrying cash and nearly 30% use money remitters

The report concluded that international banking difficulties constitute a “serious and systemic
; £ oo »

challenge for the continued delivery of vital h itarian and develop e,” a
core component of U.S. foreign and security policies.

As further evidence of the growing problem of NPO de-risking, a new study released in March
of this year by the U.K. Charity Finance Group found that 79% of British charities face difficulty
in accessing or using mainstream banking channels. The same number of respondents also said
that banks had become "substantially or slightly more risk averse to them." Moreover, an
increasing number of reports in the past several years document the problems and effects of
limited financial access for NPOs.?

Essential role of NPOs and impacts of de-risking

The U.S. NPO sector is extremely diverse, ranging from large regional, national or international
charities to small, community-based organizations offering a wide variety of programs and
services. Research institutes, churches, and professional associations are among the many types
of NPOs that typically depend, in whole or in part, on donations, dues or voluntary service for
support. The IRS recognizes more than two dozen types of NPOs, with charities making up the
largest category of exempt organizations.

The charitable sector provides essential services, complementing government initiatives to assist
those in need, often in high risk areas, conflict zones, and inaccessible regions. NPOs’ charitable
activities help to meet vital humanitarian and development needs. The U.S. recognizes and
supports the crucial role of charity in communities worldwide, and views provision of financial
services to NPOs to be in the public interest and consistent with AML/CFT goals. Many NPOs,
in fact, play critical roles in fighting conditions conducive to terrorism, reducing the appeal of

* See Appendix B for a list of reports related to NPOs and financial access challenges.
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terrorism by building social structures and increasing intercommunity dialogue and
understanding. Inadequate financial access and/or delayed transactions due to concerns for
regulatory risk can undérmine U.S. foreign and security policies.

Financial services are essential for NPOs to be able to operate safely, effectively and
transparently. When NPOs are unable to access banking services, charitable funds may go
underground, through increased cash transactions and off-shore cash couriers, or alternative
remittance systems. The use of cash, particularly in higher-risk jurisdictions, creates safety
concerns for NPOs and their staff and make it more difficult to ensure that funds reach the
intended recipients.

There are also additional concerns that de-risking may result in increased flows of informai
money. The UK. reported circumstantial evidence that greater use of cash and other
unconventional channels have resurged in some places as a possible consequence of de-risking
of NPOs. AML/CFT objectives of transparency and traceability are undermined if financial
transactions are driven outside of regulated channels into untraceable banking alternatives.

When NPOs are turned away as customers, have their accounts closed by financial institutions,
or experience delays or denials of wire transfers, serious complications result for the delivery of
critical humanitarian assistance to countries such as Syria, Somalia and other conflict areas. The
2016 Study of the Humanitarian Impact of Syria-Related Unilateral” Restrictive Measures
documented the “chilling effect” of the private sector’s reluctance to support humanitarian
activity, particularly by the financial sector fearful of penalties for inadvertent regulatory
violations.

Examples abound regarding deleterious impacts of financial access difficulties. One NPO
sought to transfer $2m from the US to UK to cover costs for a Syrian winterization project. It
was delayed and ultimately denied after 6 months; the inability to transfer funds caused
significant operational challenges across the global organization because of the shortfall in cash
resulting, not to mention the broken trust and danger to staff created for the field office because
they are in arrears with the vendors. In another case, a wire transfer (via Turkey for a hospital in
Aleppo) was delayed by 6 months in spring 2017. By the time the transfer was processed, the
siege was over. Lengthy delays in transmitting funds to pay for fuel to power a Syrian hospital
reportedly resulted in the hospital running out of fuel, leading to severe health complications and
suspected fatalities. Funds were denied for two clinics in Lebanon for Syrian refugees that
ultimately resulted in the closure of the clinics. In Sudan, a license expired before funding for a
Sudanese orphanage program was complete. The NPO was told to suspend operations pending
renewal of the license, which took 5 years to approve food, shelter, and medical care at the
orphanage. There have been instances where flights for UN food drops have been loaded and are
grounded on the tarmac waiting for payments to be approved before being allowed to take-off,
which could have a knock-on effect of endangering the awarding of future contracts to customers
involved in UN activities.

Financial access problems have also created a chilling effect on donors and fundraising,
increased compliance costs and challenges, and resulted in limitations on humanitarian assistance
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programming, not based on need but rather on where banks will transfer funds. “Because of the
possibility of serious delays or cancellation, we have to pick programs that will do least damage
if operations are suspended. This excludes some of the most important programs related to
development and assistance.” One NPO reluctantly decided it would no longer be able to support
Sudanese orphans because of financial access-related issues: “In trying to prevent money
laundering and terrorism finance, restrictions on sending money are resulting in the death of
persons, particularly the victims of terrorism.” Moreover, the use by banks of commercial data
providers such as World Check and Lexis Nexis to fulfil KYC and DD requirements has been
highly problematic with these services producing a high number of false positives. Banks
concede that there are deficiencies in these commercially available risk-profile databases.

At the same time NPOs® abilities to access the financial system have been hampered, the level of
humanitarian need worldwide has reached unprecedented levels. Violent conflicts, climate
disasters, and political repression have generated the largest number of displaced persons since
World War I1. The UN Office of the Coordinator for Humanitarian Affairs (OCHA) reports more
than 135 million people across the world will need humanitarian assistance and protection in
2018, an increase of 5% from 2017. Emergencies in Syria, Yemen, South Sudan, Iraq and Sudan,
as well as long-term crises in Somalia, Pakistan, and elsewhere have increased the demand for
humanitarian and development assistance, yet the very countries in most dire need of support are
among those to which NPOs are having the greatest difficulties in receiving/transferring funds.
Just last week, the United Nations reported that the number of hungry people in the world has
risen for the first time in more than a decade, with approximately 38 million more
undernourished people, rising to 815 million in 2016, the year for which the latest statistics are
available. According to the 2018 UN Sustainable Development Goals report, conflict is now one
of the main drivers of food insecurity in 18 countries.

Outdated perceptions of risk associated with NPOs

The problems many NPOs experience today stem from action taken in October 2001 by the
FATF, whereby protection of the NPO sector from terrorist abuse became a component of the
global fight against terrorism. In adopting Special Recommendation VIII (R8), FATF identified
NPOs as “particularly vulnerable” to terrorist financing abuse, calling on countries to ensure that
NPOs cannot be misused by terrorist organizations. Over time, however, the FATF refined its
standard, acknowledging the changing threat environment and the development by the NPO
sector of standards and initiatives to ensure accountability and transparency in their operations.
In 2014 and 2015, FATF guidance explicitly stated that legitimate charitable activities should not
be disrupted or discouraged, clarifying the subset of NPOs that required greater attention - NPOs
engaged in service activities and operating “in a close proximity to an active terrorist threat.”
FATF warned that:

“Financial institutions should also not view all NPOs as high risk. Most NPOs may
face little, if any, risk of terrorist financing abuse. For example, financial
institutions should not view NPOs as high risk simply because they may operate in
cash-intensive environments or in countries of great humanitarian need.”
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According to FATF, a “one size fits all” approach to NPOs, whether it comes to supervision and
monitoring of NPOs, or how banks manage business relationships with NPO customers, is not
appropriate.

Reflecting the decreased risk associated with NPOs, FATF revised R8 in 2016, recognizing that
not all NPOs should be subject to the same measures, especially “where humanitarian needs are
acute and where charitable work contributes positively to the fight against regional and global
terrorism.” Subsequent national terrorist financing risk assessments also reflect the lower risk of
abuse of NPOs. The U.K. National Terrorist Financing Risk Assessment noted:

“In comparison to the overall size of the UK charity sector, the amount of known
abuse for terrorist financing is very low. It is unlikely that charities have been set
up for the purpose of funding terrorism. As such, we now assess the risk of abuse
of NPOs altogether for terrorist financing as low, with certain parts of the sector
facing significantly higher risks.”

Similarly, the 2015 US risk assessment referenced sham or front organizations as the greatest
threat to the nonprofit sector, rather than legitimate NPOs.

The outdated and overly broad view of the terrorist financing risks associated with the NPO
sector persists, however, notwithstanding changes to FATF R8 to remove the “particularly
vulnerable™ language and call for a proportionate risk-based approach. In fact, most governments
have not issued new regulatory guidance reflecting FATF’s revision of R8 or even national
assessments of risks related to NPOs; only 1 country assessed by the FATF under the revised
standard as of May 2018 was found to be compliant with Rec 8 - Canada.

Furthermore, there is a pervasive lack of understanding of the charitable sector in general, and
unfamiliarity with the NPO business model. Many banks and regulatory officials are unaware of
the risk assessment and due diligence measures NPOs routinely undertake, not only to comply
with sanctions and CFT regulations, but also to account to donors and manage risks to operations
and employees. The fact that NPOs are subject to a complex system of regulation and oversight
at the federal, state and local levels, and required to register and be monitored by the IRS and
state authorities is not well-understood. In addition to reporting requirements, many NPOs also
adhere to voluntary self-regulatory standards and controls to improve individual governance,
management and operational practice, beyond internal controls required by donors and others.
These regimes primarily regulate raising, spending and accounting for funds, seek to protect the
public from fraud, and encourage charitable giving. NPOs receiving federal grants undergo
additional review by grant making agencies to comply with standards required by OMB (e.g.
Agency for International Development recipients are subject to rigorous scrutiny, compliance,
and independent auditing requirements).

Without change to the Bank Secrecy Act or the AML Bank Examination Manual or new U.S.
regulatory guidance, it’s not surprising that financial institutions continue to consider NPOs
categorically as high-risk, a view reinforced by examiners. International transfers to certain
countries (those subject to sanctions) are viewed with extreme caution: numerous NPOs report

SoRG | Asbe 8
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that any request involving a reference to Syria (e.g. assistance destined to Syrian refugees in
Turkey or Lebanon) has become a red flag, even for NPOs that have secured necessary
government approval or licensing for such activities. Several charities aiding Syria report wire
transfers being denied and even closure of their bank accounts.

To reassure banks, government officials have issued statements noting that the charitable sector
as a whole, does not present a uniform or unacceptably high risk of money laundering, terrorist
financing or sanctions violations. In the U.S,, policymakers urged banks to apply due diligence
obligations reasonably, “not that they be infallible in doing so”. However, the fact that there
have been no changes to regulations or guidance to encourage financial institutions to update
their risk assessments of NPOs ensures that de-risking of NPOs will continue. Without action by
government, financial institutions will continue to be reluctant to bank NPOs.

Responses to date

As de-risking is an international phenomenon, various governments have attempted to address
concerns of NPOs in a variety of ways over the past several years. In cases of sanctions, the U.S.
has amended general licenses for NPOs engaging in humanitarian activities {e.g. Syria, Somalia,
and Sudan). Within the European Union, the Syria regulation and FAQs have been issued to
clarify the applicable legal framework and encourage the reliance on the humanitarian
derogations in the Syria autonomous sanctions. These measures relate to licenses to facilitate the
delivery of aid, but do not address bank payments specifically.

Of particular note, however, over the past year and half, multi-stakeholder initiatives have been
organized to bring together government, financial institutions, and charities to address the serious
effects NPOs have experienced. These initiatives are relatively recent and while encouraging,
results have been limited to date.

in 2016, the World Bank and ACAMS (Association of Certified Anti-Money Laundering
Specialists) convened the Stakeholder Dialogue on De-Risking with more than 100 participants
from government (policy, regulatory, and law enforcement authorities), international
organizations, financial institutions, and NPOs to discuss the phenomena of de-risking and how
to address it.  Until then, most de-risking discussions had focused primarily on challenges of
correspondent banks and MSBs, but the dialogue noted the significant difficulties humanitarian
organizations and charities were experiencing with financial access.

In recognition of the importance of supporting critical humanitarian and development work
globaily, the World Bank/ACAMS organized a second Dialogue (Supporting Financial Access
Jor Humanitarian Organization and Charities) in January 2017 to foster relationships between
NPOs, financial institutions, and government; improve the regulatory and policy environment;
and develop tools to facilitate understanding and information-sharing. As a resuit, four
workstreams were organized and initiatives are ongoing to:

« provide guidance regarding the type of information banks require to conduct
due diligence on NPO customers, and develop training programs/resources;
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« propose amendment of the Bank Examination Manual to implement FATF
R8, consider options for specialized payment channels for humanitarian crises
when the traditional banking is unable to move funds, and explore
improvements in humanitarian licensing and exemptions;

« explore technological solutions to facilitate NPO access to financial services,
particularly transfers to areas of higher risk and help lower the cost of
compliance with CDD requirements in banking NPOs (e.g. NPO KYC utility),
and

» promote greater understanding of NPOs and broader financial access
challenges though online resources and outreach

A further World Bank/ACAMS stakeholder meeting took place in Washington, DC in mid-June
to discuss the lack of progress in addressing financial access problems, while NPOs’ difficulties
appear to be worsening.

In addition, and in partnership with the Dutch Ministry of Foreign Affairs and the Human
Security Collective (HSC), the World Bank/ACAMS convened an International Stakeholder
Dialogue: Ensuring Financial Services for Non-Profit Organizations in The Hague in February
2018 to discuss comparative approaches to the NPO de-risking challenges.

Multi-stakeholder dialogues have also taken place in the Netherlands and the United Kingdom.
In October 2017, the Human Security Collective hosted a sessionto discuss the financial access
experiences of Dutch NGOs, the requirements on and concerns of financial institutions, and
perspectives of the Ministries of Finance and Foreign Affairs. The meeting was the first in a
series to explore possible solutions for stakeholders. Dutch stakeholders appear interested in
identifying tailor-made sofutions for different types of NPOs. In the U.K, various initiatives by
UK Finance {formerly the British Bankers Association) and the Disasters Emergency Committee
(DEC) over the past several years have attempted to address aspects of financial access problems
of NPOs, especially concerning humanitarian aid to Syria with limited success. A British multi-
stakcholder initiative has been meeting since late 2017 to address problems and operating risks
facing INGOs in high-risk contexts, such as Syria and Somalia where the delivery of essential
humanitarian assistance and development and peacebuilding activities are challenging. Three
sub-groups working on the topics of Guidance and Legislation, Training and Best Practices, and
Innovation and Information Sharing (including technological solutions) are exploring possible
solutions.

Potential solutions

While multi-stakeholder initiatives are in the early phases of developing possible solutions,
financial access problems continue, and for some, appear to be worsening. These multifaceted
problems arise as a result of multiple but equally compelling policy objectives — to protect
security and the integrity of the global financial system from illicit finance and counter terrorism,
and to advance foreign policy goals of development, democracy and humanitarianism by
providing aid to people in need.

10
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To effectively address the challenges of financial access, all stakeholders must work together in a
concerted manner; viable solutions will be found only when the problems are viewed as a shared
responsibility of all. There is no single clear-cut solution that will resolve such a complex issue
but rather a series of issues that need to be investigated in multi-stakeholder settings. Following
are general categories of actions that could usefully be explored but is by no means complete.

Raise awareness and promote a balanced approach

To enhance understanding by banks and governments of NPOs, and by NPOs of regulatory
requirements and expectations, enhanced engagement and interaction among all stakeholders is
necessary. All stakeholders must recognize humanitarian and development assistance as a
priority and take steps to work together for a shared view that ensures balance between
mitigating sanctions and terrorist financing risks and facilitating the movement of funds
necessary to deliver vital assistance.

Some financial institutions have made special efforts to bank charitable groups operating in
sanctioned countries, developing specific guidance. Likewise, many NPOs have adopted self-
regulatory measures to ensure accountability, effective control, and transparency in their
operations. Sharing information about risk mitigation procedures can help to build mutual
confidence and understanding that may reduce questions and problems with financial
transactions. NPOs and banks should deepen their engagement with one another, and
governments should take a leadership role at national and international levels in seeking
solutions. Consideration should be given to raising the issue systematically within other
multilateral fora such as the G20.

Provide regulatory and policy guidance

Governments should develop policy and regulatory guidance that provides greater clarity to
banks and NPOs on the implementation of the risk-based and proportional framework.
Statements that NPOs are not by definition high-risk customers are helpful but insufficient to
change financial institutions” willingness to bank NPOs. Revision of the BSA-AML Manual to
implement FATF Rec 8 is necessary for financial institutions to change their outdated but
persistent perception of NPOs as inherently high risk and to effectively implement a risk-based
approach to banking charities. As part of the World Bank/ACAMS initiative, banks and NPOs
jointly developed a proposal to revise the existing manual, a testament to the potential of multi-
stakeholder strategies. The proposal is currently pending review by regulatory agencies.

Development of better guidance and risk tolerance standards so banks bave a clear understanding
of regulatory expectations concerning due diligence are important. Guidance and standards must
be consistent, practical, relevant to today’s financial services market, and proportionate to any
actual risk identified, and implemented by examiners. They should clearly outline what
information is required to ensure legal compliance by both banks and NPOs while remaining
flexible enough to adapt to various types of financial institution and NPO customers. This can
lower compliance costs, differentiate between different levels of risk and focus scarce resources
on reducing real risks.
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Explore incentives for financial institutions to bank NPOs

A menu of measures, including the creation of a safe harbor to incentivize banks to keep NPOs
accounts and encourage efforts to engage with NPOs, should be developed. Monetary incentives,
such as tax credits, reputational incentives, or recognition of financial institutions who engage
in—rather than avoid—effective risk management of NPOs could be explored. A mechanism for
NPOs to pool accounts might also provide incentives for banks by streamlining administration
and lowering costs.

Measures whereby financial institutions that bank NPOs in good faith and meet certain criteria
would be held harmless if funds inadvertently end up in the wrong hands should be considered.
The miniscule risk that funds are mislaid is outweighed by the need to ensure that aid is
delivered to conflict areas in order to build resilience against terrorism Safe harbor measures
would provide banks confidence that they can do business with NPO customers if they maintain
rigorous risk-mitigation and internal compliance controls. Various formulations could be
developed on a trial basis, such as temporary waivers of sanctions enforcement, reduced
penalties, and limited relief from regulatory actions for all but egregious willful violations.
Moreover, if governments fund an NPO’s projects, banks should be able to rely on such approval
as adequate customer due diligence, since the extensive governance and reporting requirements
that most government grantees must meet make additional customer due diligence by banks
duplicative and unnecessary.

Create safe payment channels

When the international financial system is not able to meet the needs of NPO customers doing
humanitarian work, new and special procedures to facilitate the transfer of funds info conflict
areas may be needed. Thoughtful options to create safe banking and payment channels into high
risk jurisdictions have been advanced, with most attention focused on ways to move international
humanitarian funds into Syria. In the absence of a political resolution to the conflict, potential
solutions are likely to include identification of private banks approved to receive humanitarian-
related funds. While a range of options to develop a safe payment corridor are under discussion,
all are complicated in terms ensuring compliance with sanctions and preventing diversion. Such
efforts require concerted efforts by like-minded governments and regulators, banks and NPOs,
and international organizations, and are likely the only option to provide humanitarian assistance
to conflict areas where need is greatest but where banks will not go without such assurances.

For NPOs who have lost their bank accounts but are providing services supported by
governments, a public entity, such as a central bank or regional development bank might
facilitate the movement of funds into high risk areas on an emergency basis. It is important to
recognize, however, that in some humanitarian crises, reliable documentation and ordinary due
diligence required of NPOs are likely to be unrealistic, given unique local conditions. Alternative
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ways to avoid inadvertent support to designated groups could be explored but ultimately there is
no “fail safe” solution in transferring funds into some environments. Developing shared views of
which destinations and characteristics are acceptable and a shared responsibility are necessary to
deal with crises.

Improve humanitarian licensing and exemptions

Sanctions have increased in number and scope, and include multilateral UN measures, regional
EU sanctions, and unilateral measures by the US and other countries. These sanctions have had
significant impacts on the ability of many NPO to operate, with licenses often requiring months
to process. Suggestions to improve licensing of humanitarian relief efforts and the payments
needed to carry them out should be explored.

While the Office of Foreign Assets Control (OFAC) utilizes general licenses (whereby no prior
approval is necessary if certain conditions are met) to implement humanitarian exemptions from
sanctions for countries such as Syria, other countries need to develop more flexible approaches
to facilitate humanitarian assistance. The mutual recognition of licenses granted by other
countries could also be explored.

To promote more flexible licensing, United Nations Security Council sanctions resolutions
should routinely include humanitarian exemptions (UNSCR 2317 concerning Somalia is the only
sanctions regime that has adopted a humanitarian exemption) or a standing humanitarian
exemption should be adopted by the Security Council.

Explore Technological Solutions to Facilitate NPO Transfers

With new payments platforms, innovative technologies have emerged that could increase
efficiency and reduce compliance burdens associated with banking NPOs. Technological options
to enhance transparency and information sharing capabilities such as KYC utilities, e-credits, and
legal entity identifiers could help promote NPOs transfers and lower the cost of CDD compliance
in banking NPOs. The World Bank/ACAMS process is exploring the parameters for a
repository/utility containing comprehensive information on NPOs.

Provide capacity assistance

The complexity of AML/CFT/sanctions policies has increased substantially, and many countries
and their stakeholders lack resources to effectively implement regulatory requirements. Some
countries assert that their inability to train regulators, banks and affected communities such as
NPOs, in implementation may exacerbate de-risking. Capacity building assistance is needed in
numerous countries to explain regulatory requirements and compliance obligations to
stakeholders.

Concluding Thoughts
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The scope, severity and effects of narrowing financial access for U.S. NPOs is alarming. The fact
that 2/3 of NPOs face difficulties with international financial transactions, and that 37%
experience delays of wire transfers is a cause for alarm, especially as the situation appears to be
worsening. These problems affect many different types of organizations and programs in all parts
of the world, indicating a systemic problem. The resulting harm whereby people needlessly
suffer from starvation, disease, terrorism and conflict, is tragic and unacceptable.

The underlying AML/CFT/sanctions policies related to the de-risking phenomena are valid and
critical security objectives, but the damaging unintended consequences of these policies threaten
to undermine vital U.S. interests. A commitment of all stakeholders—U.S. policymakers and
regulators, financial institutions and nonprofits—to the shared responsibility of finding solutions
to the financial access problems of NPOs is necessary to address this growing crisis. Without
acknowledging the deleterious humanitarian consequences of restricted financial access for
NPOs, as well as concerted action to address it, the situation will continue unabated,
undermining U.S. foreign and security policies. US leadership on this critical issue is necessary.

SNASTRE |y e 4
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EXECUTIVE SUMMARY

In response to the September 11, 2001 attacks on the United States, the regime to deny
terrorists and criminals access to the global financial system has significantly expanded.
Financial institutions (Fis), the lynchpin of the system, are required to employ a “risk-based
approach” to assess their money laundering and terrorist financing (ML/TF) vulnerabilities, know
their customers, and implement compliance programs to manage and mitigate situations of
higher risk.

Over time, a number of factors, including anti-money laundering {AML) and countering the
financing of terrorism (CFT) regulatory obligations and oversight of Fis, have led to the
phenomenon of “derisking.” This refers to the trend of financial institutions terminating or
restricting business relationships to avoid rather than manage risk. The most frequently
mentioned driver of derisking, as cited by Fls, is the concern for running afoul of regulatory
requirements.

There are costly consequences of derisking for a variety of sectors, including nonprofit
organizations (NPQOs). In particular, examples have come to light of lifesaving assistance
stymied as a result of charities’ inability to transfer funds to foreign countries, including
humanitarian disasters in Syria, Somalia and other conflict areas. Banks under pressure to
comply with AML/ CFT regulatory expectations and sanctions have delayed or denied financial
transfers and closed accounts, complicating efforts by charities and humanitarian groups trying
to deliver aid.

Until now, there have been no data indicating the scope and type of difficulties U.S. NPOs might
be experiencing. This research initiative, commissioned by the Charity & Security Network and
supported by the Bill and Melinda Gates Foundation, was undertaken to develop empirical data
to inform the policy discussions concerning derisking and financial access.

With this report, the question as fo whether financial access is a problem for NPOs has now been
answered: it definitively is. Years of anecdotal evidence reported by NPOs regarding difficulties
with financial services are now confirmed through a random sample survey of U.S. nonprofits,
using Internal Revenue Service data on public charities that do international work (NPOs).

EXECUTIVE SUMMARY 3
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Survey Results Show There is a Systemic Problem

This report presents empirical data from the random sample survey undertaken for this study.
The findings are valid within a 5.4% margin of error. The results paint a picture of significant
problems, affecting many kinds of NPOs operating in all parts of the globe. Highlights of the
survey findings are below:

Characteristics of U.S. NPOs Working Internationally

. There are 8,665 U.S. NPOs operating abroad (based on IRS data).

. They work in a range of sectors, including education, development/poverty reduction,
humanitarian refief, public health, medical services, human rights/democracy building and
peace operations/peace building, among others.

. 45% of alt U.S. NPQOs engage in humanitarian relief work.

. Most NPOs are relatively small (median revenues of $1.5 million and expenditures of $1
million), but almost half of them {48%) are large enough to operate a branch or field office
abroad.

Financial Access Problems

. 2/3 of U.S.-based NPOs working internationally experience banking problems.

. The most common problems include: delays of wire transfers (37%), unusual
documentation.  requests (26%), and increased fees (33%). Account closures represent 6% and
refusal to open accounts 10%.

. 15% encounter these problems constantly or regularly.

. The prevalence and types of problems vary by program area, with NPOs working in

peace operations/peacebuilding, public health, development/poverty reduction, human rights/
democracy building, and humanitarian relief reporting the greatest difficulties.

. Transfers to all parts of the globe are impacted; the problem is not limited to conflict
zones of fragile and failing states.
4 NPOs with 500 or fewer staff are more likely to encounter delayed wire transfers, fee

increases, and account closures. Most significantly, smaller organizations are almost twice as
fikely to receive unusual additional documentation requests. The smallest NPOs (those with
10 or fewer employees) are having the most trouble opening accounts.

. NPOs, categorically treated as high-risk, are sometimes forced to move money through
less transparent, traceable, and safe channels as a result of delays in wire transfers and
requests for additional documentation.

The scope of the problem, which affects 2/3 of U.S. NPOs and programs in alf parts of the
world, constitutes a serious and systemic challenge for the continued delivery of vital
humanitarian and development assistance ~ a core component of American foreign and

EXECUTIVE SUMMARY 4



83

security policies. As a result, financial access for NPOs must be recognized as a barrier that
needs to be addressed on par with correspondent (intermediary) banking and money service
businesses (MSBs). It is time to move beyond discussions of whether there is a problem,
arguments over definitions, and the finger-pointing that have characterized the issue to date.
Now is the time to seek solutions.

As NPOs' ability to access the financial system has been hampered, the level of humanitarian
need worldwide has reached all-time highs. Refugees fleeing war, climate disasters and
political repression have generated the largest number of displaced people since World War i,
making the programs U.S. NPOs operate in other countries more important in saving lives and
preventing the further erosion of democracy and human rights.

The Drivers of Narrowing Financial Access for NPOs Are Complex

There is no simple or singular reason for derisking generally or of NPOs specifically, and this
study does not contend that all decisions by Fls to terminate NPO accounts or delay wire
transfers are attributable exclusively to AML/CFT concerns. However, interviews for this report,
as well as regular surveying of the financial industry, consistently demonstrate that Fis’
compliance-related concerns and regulatory expectations are among the most significant
reasons for derisking. A multiplicity of factors has indeed created a “perfect storm” resulting in
serious unintended consequences which limit financial access for NPOs.

For many Fls, decisions to withdraw or decline to provide financial services involve customers
perceived to be higher-risk, such as NPOs, and higher-risk jurisdictions (often the countries
where humanitarian assistance and development NPOs work). Routine second-guessing of
Fis’ decisions and treatment of certain clients as categoricaily high risk by bank examiners
require Fls to undertake extensive and expensive steps to mitigate those risks, tipping the risk-
reward scale toward exiting such relationships. Despite reassuring statements from
government officials, Fis perceive a clear disconnect between what policy officials say and
what happens at the individual bank examination level,

Action Is Needed

To effectively address the problems of derisking/financial access, all stakeholders must work
together in a concerted effort. Solutions will only be found if the problem is approached as a

shared responsibility. Policymakers’ characterizations of these issues as solely "commercial
decisions” ignores reality and is a recipe for continued derisking and all of its consequences.

There has been little recognition by U.S. officials that financial access is a problem for NPOs, in
contrast to the public acknowledgement of derisking in the context of correspondent banking
and MSBs. U.S. policymakers and regulators appear reluctant to take NPOs’ concerns
seriously or to address these issues. Skepticism, along with long-held attitudes that the NPO
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sector is high-risk, pervades many discussions, from the policy levels down to individual bank
examiners. Fls are likewise reluctant to devote resources to address issues regulators do not
treat as a priority.

The resuit is a clear lack of leadership and accountability on derisking issues, as noted in
previous reports. Government points to the private sector, banks point at regulators, and NPOs
are frustrated and left without financial services. A recent dialogue initiated by the World Bank
and Association of Certified Anti-Money Laundering Specialists (ACAMS) shows promise in
bringing stakeholders together.

All parties would benefit from solutions to these financial access issues, but the associated cost
makes it unlikely that any individual group can or will undertake them alone. The ideal solution
is therefore, collective action, the cost of which is shared. Leadership from policymakers and
regulators is necessary, starting with acknowledgment of the seriousness of the issue, and
moving to action to clarify regulatory expectations and articulate a coherent policy.

Inaction is Costly

Importantly, the human costs of NPOs’ financial access difficulties and continued inaction must
be recognized. When programs are delayed or cancelied because of the inability to transfer
funds, peace is not brokered, children are not schooled, staff is not paid, hospitals lose power,
the needs of refugees are not met and in the worst cases, people die. Maintaining current
policies in the face of evidence of the negative humanitarian consequences is not only harmful
but inconsistent with American values.

There are multiple interests at stake in the derisking crisis. In this context, broader foreign
policy and security concerns appear to be underappreciated. The goals of financial inclusion
and financial integrity have been characterized as incompatible, but both can be achieved.
ironically, current policy has created consequences that increase the risk of illicit finance.
Because these problems are not being effectively managed, U.S. policy objectives of
development, humanitarian assistance, and even countering terrorism and violent extremism
are negatively impacted.

Protection of the global financial system from abuse by criminal and terrorist organizations has
been and will continue to be an essential element of U.S. national security policy. A key
component of multiateral counterterrorism/countering violent extremism (P/CVE) initiatives is
the ability of civil society organizations to engage and support local populations where
terrorism takes root. NPOs play a vital role in this effort.

The U.S. government process to address financial access issues, however, remains heavily
weighted to illicit finance concerns, with the range of other agencies and interests not playing a
cornmensurate role. Ultimately, even AML/CFT objectives are not promoted when financial

@
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access of NPOs is restricted. Excessive regulatory expectations and enforcement are pushing
more money into opaque channels where it is more likely to fall into the wrong hands. Fear of
compliance failures results in a vacuum that is likely to be filled by less transparent and
accountable financial institutions, undermining the integrity of the global financial system and
U.S. security.

Recommendations

There are several promising avenues for stakeholders to explore. The recommendations and
options discussed in this report should be viewed as the starting point in a process that moves
toward solutions and in no way do they exclude additional ideas that emerge from further
consideration of the problem. However, in order to be effective, solutions must meet these
hasic criteria:

» Address the drivers of narrowing financial access for NPOs

+ Adapt to all sizes of NPOs and Fls

= Improve the implementation of the risk-based approach to AML/CFT programs

« Avoid anything that would make compliance more complex and burdensome

This report recommends the following:

Launch a Solutions-Oriented Multi-Stakeholder Dialogue

There is an urgent need for all stakeholders to collaboratively review the existing illicit finance
system and the policies designed to prevent it, and work to address the serious and systemic
problems hindering financial access for U.S. nonprofits. For that reason, this report’s top
recommendation is for a multi-stakeholder dialogue to work towards solutions to NPO financial
access problems.

Update the Bank Examination Manual and Bank Examiner Training

As enforcers of the Bank Secrecy Act with the ability to impose civil fines, Federal Bank
Examiners are key to regulatory oversight and significantly influence Fi behavior. As this
report reveals, their work is often intrusive, second-guessing Fls’ due diligence procedures and
applying pressure that increases compliance costs and discourages Fis from serving their NPO
customers. In addition, regulatory oversight often varies by examiner and the inconsistency
adds to Fl uncertainty. As suggested by muttiple Fis interviewed for this report, a program is
needed fo re-train examiners to bring them up to date on the risk-based and proportionate
framework, to create consistency between Fl examinations, and to emphasize that NPOs are
not by definition high-risk customers.

The NPO section of the Bank Examination Manual has not been updated to reflect the June

2016 changes in the Financial Action Task Force’s Recommendation 8. A collaborative effort
between Fis, NPOs and the Federal Financial institution Examination Council is needed to

EXECUTIVE SUMMARY 7



86

remove outdated language concerning risk assessment of NPOs. The resulting revision
should guide Fls through a proportionate risk-based approach.

Create an NPO Repository/Utility to Streamline FI Customer Due Diligence
Technology-based solutions that enable effective and proportionate FI compliance, often
referred to as “utilities,” can tackle much of the paperwork and oversight that resuits in rising
compliance costs and hence, restricted financial access for NPOs. These utilities can
eliminate much of the burdensome and duplicative documentation requests cited by numerous
focus group participants. One proposal calls for a repository created specifically for NPO
financial access purposes that would set out customized criteria that allow all types of
organizations—Ilarge and small, established and new, secular and religious—to be included.
Fls could then use the repository to collect information for their customer due diligence,
obtaining it quickly and inexpensively. Using existing models as a guide, a team of lawyers
and financial industry experts would evaluate the information submitted by NPOs.

Create a Special Banking Channel for Humanitarian Crises

As discussed in Chapter 7 of this report, the most profound and perhaps devastating impact of
NPQs’ financial access problems is the loss of humanitarian programming. When the
international financial system is not able to meet the needs of NPO customers doing
humanitarian work, new and special procedures to facilitate the transfer of funds overseas may
be needed. Given the dire humanitarian need in places like Syria, it is even more important
that fund transfers are timely and that NPOs have access to bank accounts. Although special
procedures would not address the systemic problem revealed by this study, they could
alleviate some of the most dangerous and serious impacts.

Institute Safe Harbor Protections

The World Bank/ACAMs dialogue suggested the creation of safe-harbor provisions, whereby
Fls that bank NPOs in good faith and meet certain criteria would be held harmiess if funds
inadvertently ended up in the wrong hands. Adopting a safe harbor would give U.S. banks
confidence that they can do business with higher-risk customers and regions provided they
maintain rigorous risk-mitigation controls that are recognized by regulators. Investment in
consistent and effective due diligence procedures would iessen the threat of prosecution or
regulatory enforcement, or at a minimum, cap penalties at nominal amounts. This approach
could be highly effective in expanding financial access for NPOs.

Improve Implementation of the Risk-based Approach

FATF has updated its risk-based approach to make it proportionate and ensure that it does not
negatively impact the work of legitimate NPOs. This framework is focused on effectiveness,
and is relatively new. In particular, the notion of residual risk acceptance, inherent in the risk-
based approach, is not always reflected in current rules or enforcement policies. As the FATF
noted in its 2016 mutual evaluation of the U.S., terrorist financing and sanctions violations “are
strict liability offenses.” There is an inherent tension between strict liability and a risk-based
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approach that appears to contribute fo narrowing financial access for NPOs. Steps to improve
implementation of the risk-based approach include:

«  Counter the outdated portrayal of NPOs as “particularly vulnerable” o terrorist abuse
by incorporating the FATF’s revised Recommendation 8's risk-based, proportionate
approach into relevant rules and guidance, such as the Bank Examination Manual.

«  Develop clear guidance and standards to reduce guesswork and compliance costs
so that they outline what information is required to ensure legal compliance by both
banks and NPOs.

+  Promote transparency, information sharing and proportionality to recalibrate risk per-
ception so that fear of harsh penalties for inadvertent violations does not drive Fl risk
assessment. Give credit for measures taken in good faith.

»  Create incentives to encourage appropriate risk management so that Fis will not  avoid
NPOs as customers.

Explore Alternatives to the Formal Banking System

In cases where formal financial transfers remain problematic, U.S. and international
organizations could identify appropriate informal payment channels that NPOs can utifize to
help lessen reliance on carrying cash. Alternative methods of moving funds, such as Bitcoin
and other virtual currencies, mobile money, and new electronic payment systems, should be
explored.

Impractical Options

The findings in this report are likely to generate other ideas for increasing financial access for
nonprofits that merit further consideration. At the same time, however, some ideas have
been proposed which, upon examination, were found to be unworkable for a variety of
reasons. Others have been attempted without success. This report suggests that
government sponsored “white lists” of approved NPOs, appeals to Fi social responsibility
programs, or NPO-focused efforts to build relationships with local bank managers are either
unlikely to effectively address the NPOs’ financial access difficulties or have the potential to
create additional problems.
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DATA HIGHLIGHTS

Following are select figures and tables from the complete report, highlighting
the most important data findings.

To read the full report, go to ‘
www.charityandsecurity.org/FinAccessReport ;
Scope of NPO Financial Access Problems

A significant proportion (2/3) of
NPOs that conduct international
work are experiencing obstacles
in accessing financial services.

Frequency of Financial Access Problems

Qver 15% of NPOs en-
counter these financial
problems constantly or
regularly, with another
31% reporting occasiona
problems.

5 1,863
322 2,790
100.0 8,665

The two most common problems encountered by NPOs are delayed wire transfers
and increased fees. Although account closures are less common than transfer
delays, they can have an extraordinary impact.
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Prevalence of Financial Access Problems*

Accounts closed

Refused to open account
Transfers delayed

Unusual additional information
Fee increases

Other

0% 10% 20% 30% 40%
Percent affected

*Percentages de not total 100% because survey respondents were allowed to give more than one response.

Perception of Change in Severity

Overaﬂ fmanc;al access problems for. NPOS are ot
improving. 69% of NPOs surveyed report that the
“problem has stayed the same; while appmxtmate{y
13.7% say Itis getting Worse.

& Bettar # Stayed the Same @ worse

NPOs utilize a variety of strategies 1o cope with financial access problems, some of
which put the safety of their staff and the integrity of the financial system at risk. Of
srgmf cant concern is the data indicating that 42% of NPOs resort to carrymg or
sending cash when traditional banking channels become unavadable :

_ Strategies Used to Address Problems™

Percentages do not total 100% because survey respondents were allowed to give more than one response.
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Appendix B: NPO Financial Access-Related Reports

2018

Jim Woodsome and Vijaya Ramachandran (Center for Global Development), Policy Responses to De-
risking: Progress Report on the CGD Working Group’s 2015 Recommendations, (forthcoming, summer
2018)

Sherine El Taraboulsi-McCarthy (Overseas Development Institute), The challenge of informality:
Counter-terrorism, bank de-risking and financial access for humanitarian organisations in Somalia
(June 2018) https://www.odi.org/sites/odi.org.uk/files/resource-documents/12258 . pdf

World Bank, The Decline in Access to Correspondent Banking Services in Emerging Markets:
Trends, Impacts, and Solutions Lessons Learned from Eight Country Case Studies (April 2018)
http://documents. worldbank.org/curated/en/552411525105603327/pdf/125422-replacement.pdf

Center for Strategic & International Studies, Counterterrorism Measures and Civil Society: Changing the
Will, Finding the Way (March 2018) https://csis-prod.s3.amazonaws.cony/s3{s-
public/publication/180322_ CounterterrorismMeasures pdf?EeEWbuPwsYh1iE7HpnS2nPyMhev2 lgpw

Hayes, Ben, ECNL and HSC, 4¢ the Intersection of Security and Regulation: Understanding the drivers
and impact of “derisking” on civil society organizations, llustrated by case studies from Brazil, Mexico
and Ireland, (March 2018)

http:// fatfplatform.org/wp-content/uploads/201 8/05/Understanding-the-Drivers-of-De-Risking-and-the-
Impact-on-Civil-Society-Organizations_1.pdf

Charity Finance Group, Impact of money laundering and counterterrorism regulations on charities,
(March 2018),

http:/fwww.cfe.org uk/resources/Publications/~/media/Files/Resources/Briefings/Impact%200f%20mone
y%20laundering%20and%20counter-terrorism%20regulations%200n%20charities.pdf

Dutch Ministry of Finance/Human Security Collective/World Bank, Report of the International
Stakeholder Dialogue: Ensuring Financial Services for Non-Profit Organizations (February 2018)
http:/fatfplatform.org/wp-content/uptoads/2018/02/Ensuring-Financial-Access-for-Non-profit-
Qrganizations_Final-Report.pdf

Sherine El Taraboulsi-McCarthy, Camilla Cimatti, (Overseas Development Institute), Counter-tervorism,
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Chairman Luetkemeyer, Ranking Member Clay and distinguished Members of the House
Financial Services Subcommittee on Financial Institutions and Consumer Credit. I am honored

by your invitation to testify before you today.

De-risking is a phenomenon that has had dramatic impacts on the international financial system
over the last decade. The practice of “de-risking” can take several forms. These forms include:
the closure of bank accounts for certain high risk individuals and companies, the termination of
correspondent banking relationships in high risk markets and the restriction of banking services
to money service businesses and remittance firms. These practices bave impacted the
concentration of trade flows and cross-border payment activity, which challenges financial
stability and inclusion for affected markets. For the United States specifically, a decline in
dollar-denominated transactions and flows through U.S. financial institutions has potential

implications on commerce, as well as, the United States” competitive position.

I am the Co-Founder and Chief Operating Officer of Sigma Ratings, a company founded to
address de-risking by highlighting and incentivizing good corporate behavior globally. I began
my career as an attorney at a global law firm and subsequently spent several years as in-house
counsel at a development finance institution, working in over 30 countries across Africa, Asia
and the Middle East. Today, my testimony will focus on the international impacts of de-risking

that resulted from the termination of correspondent banking relationships.
The Role of Correspondent Banking in the International Financial System

A correspondent bapking arrangement involves one bank — typically a global bank referred to as
the “correspondent bank”™ — providing a deposit account or other liability account, and related
services, to another bank — typically an emerging or frontier market bank referred to as the
“respondent bank™. The arrangement allows for transactions to be settled between the

correspondent and respondent bank.

Respondent banks utilize their correspondent banking relationships to provide a range of services
such as cash management, trade services, and foreign exchange to a variety of customers that

inctude individuals, corporations, governments and other financial institutions. Correspondent
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banking relationships also support the channeling of small payments or remittance flows on

which emerging economies are reliant.

The IMF estimates that U.S. dollars account for about 50 percent of correspondent banking
transactions', making U.S. dollar correspondent banking relationships critical for access to the

global financial system and U.S. banking regulation at the center of the de-risking discussion.
Drivers of De-Risking

There are many drivers of de-risking, including profitability and reputational risk concerns, and
these drivers may vary from country to country. However, fears of regulatory enforcement
actions and fines, as well as, the costs associated with complying with anti-money laundering,
counter-terrorist financing and sanctions regulations, are consistently highlighted as the primary

drivers of de-risking - irrespective of jurisdiction.

Regulatory fines imposed since 2012 against global banks reached many billions of dollars and
have had a chilling effect on the robustness of global correspondent relationships. The
magnitude of these fines has instilled fear in many global banks and resulted in the re-assessment
of risk appetites in an effort to avoid regulatory scrutiny of how an institution manages certain
relationships. In many cases, the result is a pull back from entire countries or regions. As a

result, value transfer finds new forms of movement, including underground.

Another key driver is cost. Global banks are spending billions of dollars a year on compliance
with some banks individually spending over a billion dollars per year”. These costs are
associated with a variety of compliance tasks that are required when opening an account for a
new customer and for conducting ongoing monitoring of an existing customer. These
compliance tasks include requirements such as identification of beneficial owners, negative news
screening, investigations of suspicious transactions, filing of suspicious activity reports,

document verification and on-site visits. While much of banks’ spending is for critically

! International Monetary Fund. Recent Trends in Correspondent Banking Relati hips, 2017.

https:/fwww imf.org/~/media/Files/Publications/PP/031617 ashx.

% Reuters Staff. “U S., E.U. Fines on Banks’ Misconduct to Top $400 billion by 2020.” Reuters, September 27,
2017. hitps:/fwww.reuters.comy/article/us-banks-regulator-fines/u-s-eu-fines-on-banks-misconduct-to-top-400-
billion-by-2020-report-idUSKCNIC2108.
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important tasks, many costly compliance tasks are repetitive and may distract institutions from

the intended outcome of detecting and ultimately stopping illicit activity.

The combination of regulatory fears and associated costs has led many large, global financial
institutions to reassess the upside of doing business in emerging and frontier markets. In other
words, many institutions determined that the costs and risks associated with maintaining certain
relationships are no longer worth the revenue generated. The result has been the termination of

those relationships.

Smaller financial institutions, such as regiénal banks, may have lower revenue thresholds than
large global banks and therefore, have a willingness to absorb terminated relationships.
However, the compliance burdens are frequently too high for those smaller institutions to take on
and actively manage those relationships. This has left terminated respondent banks — and the
customers they serve - with limited or no means to reconnect to the internatiopal financial system

and access services previously available.
Consequences of De-Risking
Financial Exclusion

There have been short and long term consequences of de-risking. Research has demonstrated
that de-risking has had financial inclusion consequences on emerging economies. Ina World
Bank report from November 2015 on the impact of withdrawals from correspondent banking,
consequences such as decreases in lending, international wire transfers, cash management
services and check clearing are highlighted among some of the most significant impacts at the
local level. According to a research report conducted by the Global Center on Cooperative
Security and Oxfam in November 2015, decreased services have had “a ripple effect on financial

access for the individuals and populations served by [terminated] businesses. .. effectively

* The World Bank Group, Withdrawal from Correspondent Banking — Where, Why and What to Do Abour It, 2015,
http://documents. worldbank.org/curated/en/ 1 13021467990964789/pdf/1 01098-revised-PUBLIC-CBR-Report-
November-2015.pdf.
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cutting off access to finances” and “isolating communities from the global financial system™.
Additionally, an IMF report from March 2017 indicates that small countries with low volumes of
transactions in Europe, Central Asia, the Caribbean, Africa, and the Pacific Islands have
experienced increased costs for remittance transfers.” These impacts have direct financial

implications for individuals and businesses operating in these markets.
Decrease in Transparency

Beyond the direct financial impacts, it has been cautioned by the World Bank’, the Financial
Action Task Force’ and other groups that de-risking may unintentionally drive financial
transactions underground or into shadow markets resulting in a reduction in overall transparency.
If money is removed from the international financial system and transferred into unregulated
channels, it becomes ﬁxuch harder to detect and monitor, and the risks of money laundering and
terrorist financing in turn increase. It is well docurnented that channels with a low likelihood of
detecting illicit activity, such an unregulated industries, are the channels more frequently used by
money launderers and terrorist groups for movement of funds. As regulated entities, banks have
higher likelihood of detecting illicit activity. Thus, keeping funds within the financial system

maintains transparency and improves the likelthood of detecting iilicit activity overall.
Long-Term Impacts

There has been a decline in the practice of de-risking over the last few years, with most of the
termination of relationships having occurred between 2012 and 2015. Yet, the effects of those
earlier practices remain. In the last 6 months alone, myself and my team have met with

regulators and financial institutions in dozens of countries across Europe, Latin America, the

* Durnan, Tracey and Shetret, Liat. Global Center on Cooperative Security. Understanding Bank De-Risking and
its Effects on Financial Inclusion, 2015. hitps://www .oxfam.org/sites/www.oxfam.org/files/file_attachments/rr-
bank-de-risking-181115-en_0.pdf. :

* International Monetary Fund. Recent Trends in Correspondent Banking Relationships, 2017.
https://www.imf.org/~/media/Files/Publications/PP/031617.ashx.

[nternational Finance Corporation. De-Risking and Other Challenges in the Emerging Market Financial Sector,
2017. htp://documents. worldbank org/eurated/en/895821510730571841/pdf/121275-WP-IFC-2017-Survey-on-
Correspondent-Banking-in-EMs-PUBLIC.pdf.

7 Financial Action Task Force. FATF Takes Actions to Tackle De-Risking, 2015. http://www . fatf-
gafi.org/publications/fatfrecommendations/documents/fatf-action-to-tackle-de-risking.html and hutp://www fatf-
gafi.org/documents/news/rba-and-de-risking.htmi.




101

Gabrielle Haddad - Sigma Ratings, Inc. June 26, 2018

Middle East and Africa. These countries and institutions continue to struggle to reconnect to the
international financial system. And for those who are able to do so, they are often subject to
higher fees and increased due diligence by their correspondents — leading to higher costs of
doing business. Furthermore, the loss of correspondent banking relationships can create a long-
term stigma. For example, rating agencies have started to consider loss of correspondent
banking relationships as a factor for downgrading the rating of a financial institution®, These

long-term impacts should not be ignored.
A Way Forward

With de-risking and its drivers receiving much attention over the last few years, both public and
private sector players have presented potential solutions. A sustainable solution, however, will
require a change in the overall cost benefit analysis for correspondents in high risk markets. This
could be achieved by lowering costs and regulatory risk vis-a-vis the revenue potential of high

risk business. Some possible approaches that could help enable this include the following:

First, greater sharing of risk information to improve overall transparency. Current due
diligence practices require individual correspondents to collect information on a respondent from
multiple data éources, keep that information up to date throughout the course of a relationship,
monitor any changes in that information and then make assessments of what that information
means about risk. The burden of these practices cause correspondents to overlook potential
relationships and, rather than incur the time and cost to understand individual entities, make
wholesale decisions based on country risk. Furthermore, given that correspondents typically
share customers, the practice whereby each bank individually collects and assesses the available
information results in industry wide redundancies.” Greater information sharing — between both
the public and private sector — improves information availability and transparency, which is a

starting point to reducing the compliance burden.

Second, use of third-party providers of independent, standardized assessments of a

respondent’s compliance with global standards. The compliance burden can be further

8 International Monetary Fund. Recent Trends in Correspondent Banking Relationships, 2017.
https://www.imf.org/~/media/Files/Publications/PP/031617 ashx.



102

Gabrielle Haddad - Sigma Ratings, Inc. June 26,2018

reduced through the use of standardized, independent third-party assessments of potential
respondents’ risk and compliance with international best practice. An independent assessment
could serve as a baseline for a correspondent to enter into a relationship, thus reducing much of
the upfront and ongoing diligence processes. This would result in cost savings and greater
efficiencies across the industry. Furthermore, use of standardized assessments would provide
institutional comparability across jurisdictions for use by governments, as well as, financial
institutions. This increased visibility into the risk and compliance practices of particular

institutions would also allow for better allocation of capacity building resources.

Third, use of technology to lower AML/CFT compliance costs without the fear of
reguiatory backlash. The use of technology to enable financial institutions to better understand
their clients and manage their risk should be welcomed. Permitted reliance on innovative,
technology based approaches, under proper oversight of the correspondent, can make due
diligence more efficient and cost effective. Establishing channels for regulatory approval and
support of innovative, technological solutions for compliance may give correspondents greater

comfort in changing their current compliance bebaviors and re-evaluating their risk appetites.
Conclusion

In conclusion, it is in the immediate and long-term interest of the U.S. and the integrity of the
international financial system to ensure fast, growing emerging markets stay connected and have
access to the dollar. However, it is equally important to protect the integrity of this system.
Where there are emerging market institutions who can demonstrate their commitment to
complying with international best practice, combating illicit finance and fransparency mote

broadly, we should create avenues for their participation.

Thank you for taking the time to hold this Hearing and for allowing me to share my perspective

on this important topic. I look forward to your questions.
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Introduction
Good afternoon Chairman Luetkemeyer, Ranking Member Clay and Members of the
Subcommittee. Thank you for the invitation to appear before you today. My name is John Lewis
and I am testifying today on behalf of the National Association of Federally-Insured Credit
Unions (NAFCU). I am the Senior Vice President of Corporate Affairs and General Counsel of

United Nations Federal Credit Union (UNFCU), headquartered in Long Island City, New York.

UNFCU was established in 1947 by 13 United Nations staff members. Some 70 years later, we
have over 127,000 members and $5.2 billion in assets, Still, UNFCU remains committed to its

mission of "serving the people who serve the world."

As you are aware, NAFCU is the only national organization exclusively representing the
interests of the nation’s federally-insured credit unions. NAFCU's member credit unions
collectively account for approximately 70 percent of the assets of all federal credit unions. It is
my privilege to submit the following testimony on behalf of NAFCU, our credit unions, and the
113 million credit union members that have been impacted by the compounding regulatory
burdens placed on the industry. We appreciate the opportunity to speak about how "de-risking"

affects credit unions and their members.
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NAFCU’s Principles of a Healthy Regulatory Environment for Credit Unions
NAFCU has established a set of tenets that we believe are important aspects of a healthy
regulatory environment for credit unions. Some key elements of these tenets can also be applied

when looking at the issue of “de-risking.”

¢ NAFCU supports a regulatory environment that allows credit unions to grow.
NAFCU believes that there must be a regulatory environment that neither stifles
innovation nor discourages credit unions from providing consumers and small businesses
with access to credit. It is important that concerns about regulators cracking down on risk
do not stifle innovation, nor overburden credit unions to the point that they cannot serve
members.

* NAFCU supports appropriate, tailored regulation for credit unions and relief from
growing regulatory burdens. Credit unions are swamped by an ever-increasing
regulatory burden from the Bureau of Consumer Financial Protection and other
regulatory entities, often on rules that are targeting bad actors and not community
institutions. NAFCU supports cost-benefit analysis in regulation, and wants to ensure
that we have an effective regulatory environment where positive regulations may be
easily implemented and negative ones may be quickly eliminated. NAFCU also believes
that enforcement orders from regulators should not take the place of regulation or agency
guidance to provide clear rules of the road. This includes seeking regulatory relief and
reform that allows credit unions to better serve their members, including in the Bank
Secrecy Act and Anti-Money Laundering arena.

e NAFCU supports a fair playing field. NAFCU believes that credit unions should have
as many opportunities as banks and non-regulated entities to provide provident credit to
our nations' consumers, NAFCU wants to ensure that all similarly situated depositories
follow the same rules of the road and unregulated entities, such as predatory payday
lenders, do not escape oversight. We also believe that there should be a federal
regulatory structure for non-bank financial services market players that do not have a
prudential regulator, including emerging Fintech companies.

e NAFCU supports government transparency and accountability. NAFCU believes
regulators need to be transparent in their actions, with the opportunity for public input,
and should respect possible different viewpoints. When credit unions provide important
information to regulators, the regulator should be transparent in why it was requested and
how it is to be used.

o NAFCU supports a strong, independent NCUA as the primary regulator for credit

unions. NAFCU believes that the National Credit Union Administration is best situated
with the knowledge and expertise to regulate credit unions due to their unique nature.

2
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The current structure of NCUA, including a 3-person board, has a track record of success.
NCUA should be the sole regulator for credit unions and work with other regulators on
joint rulemaking when appropriate. Congress should make sure that NCUA has the tools
and powers that it needs to effectively regulate the industry, including in areas that deal
with riskier members.

De-Risking and Credit Union Challenges
NAFCU and its member credit unions have consistently recognized the importance of the Bank
Secrecy Act (BSA) and Anti-Money Laundering (AML) requirements, as further outlined by the
Federal Financial Institutions Examination Council (FFIEC), in assisting in the prevention of tax
evasion, money laundering, terrorism financing, and other illicit activity. Credit unions are fierce
supporters of efforts to combat criminal activity utilizing our financial systems. Our members
work closely with examiners to ensure consistent application of BSA risk assessments and
regularly inform us that the publication of periodic BSA/AML guidance is very helpful. Still,
the implementation of BSA requirements remains a burden for many of our smaller members,

especially in the post-financial crisis regulatory environment.

Given credit unions' field of membership limitations, it is important for credit unions to have the
potential to serve everyone in their field of membership, including legitimate businesses. Some
businesses may come with heightened risks due to the nature of their business. These higher risk
businesses increase oémpliance burdens, costs, and pressures on credit unions. With our unique
field of membership at UNFCU, we have been fortunate to have good relationships with our
examiners who have worked with us in riskier areas. However, NAFCU has been informed by
some of its member credit unions that, while National Credit Union Administration (NCUA)

examiners generally will not direct credit unions to stop providing services to higher risk
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individuals or businesses, these credit unions can feel pressured by examiners to limit services in

order to avoid future examination issues.

It is important to note that when a credit union is serving a higher risk individual or business,
they are very thorough in their evaluation and record-keeping; however, when examiners
evaluate that relationship, they can be very demanding of the credit union. NAFCU has heard
reports that sometimes examiners go beyond what is required by guidance and take action if
these heavier demands are not met, even if no issues are found. In some instances the examiner
finds no problems on site, but comes back with new requirements after a supervisor's review.
NAFCU has even heard of examples of credit unions being downgraded in their CAMEL rating
solely for serving certain types of businesses, despite no problems being found in their AML
program. This additional pressure and scrutiny from examiners can lead institutions to "de-risk”

by limiting services for certain types of members.

UNFCU as well as many other credit unions enjoy good working relationships with their
examiners and recognize the importance of working with NCUA, and other regulators, as they
examine higher risk members. Sometimes the pressure to "de-risk” comes not from the
regulators, but from law enforcement. Although credit unions that deal with higher risk
members recognize the importance of sharing critical information with law enforcement,
including through subpoenas, some report that they have received unreasonably broad subpoenas
asking for all information and correspondence related to any members in a certain type of
business. The threat of overbroad investigatory demands makes credit unions hesitant to provide

services to legitimate businesses that are targeted as higher risk.
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Credit unions can also be impacted by others making the decision to "de-risk." At UNFCU,
some of our members have international ties and some are located abroad. As a result, we are
presented with a unique set of risks for which we have learned tb adapt. We have found that
some of UNFCU's traditional partners and vendors have re-evaluated their relationship with
UNFCU with more scrutiny, or even "de-risked" by ending our long-standing relationship due to
the fact that we serve higher-risk members, despite having no previous problems. This loss of
partners and vendors has led to a significant disruption of services and increased costs to us and
our members, forcing us to bring on additional staff in order to maintain established service
levels. Qur unique membership coupled with our vendor relationships gives UNFCU a strong

understanding of the challenges from both sides of the de-risking issue.
Ideas to Address De-Risking

In a U.S! Government Accountability Office (GAO) report released in February concerning the
impact of "de-risking" by financial institutions in the Southwest, the GAO made the
recommendation that FinCEN and the federal banking regulators undertake a retrospective
review of the BSA regulations with a focus on how regulatory concerns may be influencing
financial institutions' willingness to provide banking services. According to the report, regulators
have not fully assessed de-risking trends in previously conducted reviews of BSA/AML

regulations.
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Credit unions continue to work with FinCEN and other regulators to develop ways to provide
services to legitimate higher risk businesses without incurring compliance burdens and costs that

are so onerous that "de-risking” becomes the only option. Some ideas for improvement include:

- Creating a "safe-harbor" for the financial institution providing services to high risk

accounts if they have met certain requirements in the scrutiny of those accounts.

- Ensuring that risk-based review requirements for financial institutions are understood by
examiners. Credit unions report that examiners sometimes request the same maximum

review of all entities in higher risk fields, despite varying levels of actual risk.

- Not making the financial institution the "de facto” regulator of a business. It is not
uncommon for the financial institution to be pushed to scrutinize legitimate businesses
that are already regulated by another entity (often the state). While it may make sense for
a financial institution to verify registration and licensing, they should not be forced to

verify levels of compliance by the business.

Legislative Proposals to Help

NAFCU supports legislative proposals to address some of the issues raised above and to improve

and streamline the BSA/AML process to provide meaningful relief to credit unions in areas

where they may be forced to "de-risk."
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H.R. 6068, the Counter Terrorism and Illicit Finance Act

H.R. 6068 takes important steps to update and modernize the BSA/AML regime. In particular,
we support the legislation's proposed increases to the dollar-amount thresholds for Suspicious
Activity Reports (SARs) and Currency Transaction Reports (CTRs). The current thresholds
were set in 1996 and are now outdated, and because the thresholds have failed to keep pace with
inflation, they have led to increased filings that provide questionable benefits. We are also
pleased to see that the legislation would require the Secretary of the Treasury to work to

streamline and improve the current reporting requirements.

We also appreciate H.R. 6068's focus on encouraging more coordination between law
enforcement priorities and financial institution examiners. Although not in UNFCU’s
experience, many of NAFCU's members have indicated that their examiners are too heavily
focused on auditing absolute numbers of SAR filings and identifying procedural issues that do
not materially affect risk. As an example, some credit unions have experienced situations where
an examiner makes a finding on a CTR based on a pure technicality, such as a strict timing
deadline, which does not truly affect the usefulness of the CTR as they are often not as time-

sensitive. Clarifying priorities for the nation's BSA/AML policy will help in this regard.

H.R. 6068 also contains important provisions that help ensure financial institutions can innovate
in the BSA/AML space, including requiring FinCEN to establish a no-action letter process, and

would improve the ability of financial institutions to share suspicious activity.
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The bill contains a provision providing an 18-month safe harbor for good faith compliance with
the new FinCEN Customer Due Diligence (CDD) Rule as well as the studies regarding the
collection of beneficial ownership information as part of the CDD Rule. NAFCU would also
support, and encourages the Committee to consider, expanding these provisions to help ensure
credit unions have access to beneficial ownership information from the state in which the

corporations or limited liability companies were formed.

H.R. 4545, the Financial Institutions Examination Fairness and Reform Act

NAFCU is pleased that the House has already passed this important legislation introduced by
Representatives Scott Tipton (R-CO) and Carolyn Maloney (D-NY) to help create and ensure an
independent process to appeal examiner findings. Enacting this legislation would be an
important step to provide relief for financial institutions experiencing perceived pressures from

examiners leading them to "de-risk” certain entities.

H.R. 2706, the Financial Institution Customer Protection Act of 2017

NAFCU is pleased to see that the House has also already passed this important legislation that
would ensure "Operation Choke Point" policies will not be used by regulators to prevent the
provision of financial services to a member without a valid reason for doing so that is not based

solely on reputation risk. We thank Chairman Luetkemeyer for his leadership on this issue.

International Remittances
Credit unions have the power to provide remittances to individuals in their field of membership;

however, the remittance rule issued by the Bureau of Consumer Financial Protection after the
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Dodd-Frank Wall Street Reform and Consumer Protection Act {Dodd-Frank Act), has led many
credit unions to "de-risk" and stop that service. Credit unions do not have the ability to control
the end-to-end process of an international remittance in the same way that a large international
financial institution does. The inability of credit unions to comply with the new disclosure
requirements has created additional risks for those credit unions who offer remittance services.
Now many credit unions must partner with third-party providers to provide remittance services,

often incurring additional costs, which are then passed along to their members.

Some credit unions have determined that originating remittances was not worth the additional
cost and risk, and no longer offer the service. The remittance rule is an example of an area where
the Bureau could have used its authority under Section 1022 of the Dodd-Frank Act to exempt
credit unions, but chose not to do so. As a result, the "de-risking" of remittance services has sent
some individuals to underground and online channels to transfer funds, often avoiding the
scrutiny such international transactions could have faced by doing it via a regulated financial
institution. NAFCU is pleased to see that the Bureau's Acting Director Mick Mulvaney is

reviewing this rule.

Marijuana Banking

Although not the subject of this hearing, the banking of individuals and businesses in the
marijuana industry is an area of higher risk and scrutiny. The growing number of states that have
legalized marijuana in some form has led to uncertainty for credit unions and other financial
institutions on how to provide financial services to businesses engaged in these state-approved

industries. The large amounts of cash generated by these businesses, creates risk as well as these



113

businesses are not able to use financial institutions. Not all credit unions have such businesses in
their fields of membership, nor have an interest in providing these services. However, others that
may be interested have "de-risked" and declined to provide servicés, due to the legal uncertainty
surrounding these businesses. NAFCU encourages Congress to enact legislation that would
address the legal ambiguities and uncertainties in the provision of financial services to state-

approved marijuana businesses.

Conclusion
NAFCU and its member credit unions recognize the importance of the BSA/AML regime as well
as the importance of regulator and law enforcement scrutiny of riskier businesses. Given
UNFCU's field of membership, we serve as an example that it can be done. Nonetheless, heavy
compliance costs, burdens, and pressures from regulators and law enforcement when dealing
with higher risk members and business, can lead many to "de-risk" and stop providing services to
them. In addition to advancing the proposals and legislation outlined in my testimony, Congress
can help by working with financial regulators and law enforcement to alleviate these burdens and
pressures. NAFCU stands ready to work with you in this regard. Thank you for the opportunity

to appear before you today. I welcome any questions you may have.

10
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International and questic Implications of De-Risking

Chairman Luetkemeyer, Ranking Member Clay, and Members of the Subcommittee; thank
you for the opportunity to appear before you today at this héaring on the “Intérnational and
Domestic Implications of De-Risking”. " I-am grateful to have the chance to address this
issue, which has emerged as one of the most insidious threats to the Caribbean region’s
economic sustainability.

CCAA is not a financial association: we promote private sector-led development in the
countries of the Caribbean and Central Amierica with a specific focus on the U.S ~regional
relationship. What we have seen in the-countties of the Caribbean, is that de-risking is
destabilizing economies, - threatening trade, and creating security concems that require
constructive solutions sooner rather than later.

Understanding the impact of de-risking on the Caribbean is to understand how this
phetiomenon has impacted countries, industries, and individuals, so I would like to take a
minute to describe some scenarios:

1 will start with an example from the Cayman Islands. In 2015, on instruction from Us.
cortrespondent banks, the two Cayman Islands banks that provided accounts to money
transfer businesses (MTBs) severed those relationships rather than risk losing their: U.S.
banking relationships. The MTBs, which provided critical services to people who send
‘rem‘ittances to their families, were shut down. During the period that there were no MTB’s,
work-arounds had to be found to address the problem. This led to the now-infamous

1¥Subco;nm%§tee on Financial tpstitutions & Coeansumer Credit., Junsa, 2018



115

experience of one group moving cash in planes in order to make sure that the vulnerable
population impacted by the termination had access to finance. One MTB was able to
reopen a few months later, and today there is still only one MTB able to operate there.

Tourism is one of the Caribbean’s most important industries. About four years ago I was
talking to a leading Caribbean hotelier who shared that they had received a letter that
morning from the U.S. bank that they had been using for about two decades. The letter
essentially said: “As of today, we are no longer your bank™. There was no valid explanation
and no opportunity to address concerns and continue the relationship. In the tourism
industry, most hotels want to have overseas accounts. It allows them to operate more
efficiently as they can process credit cards directly with a U.S. bank, they can receive tour
operator payments more seamlessly, and it cuts down on time to process transfers.

1t is critical to note that the Caribbean tourism industry imports the majority of their goods
and services from the U.S., contributing to the over $5 billion trade surplus that the US
enjoys with the Caribbean. This is also the largest employer of people.

I spoke to that hotelier last week in preparation for this hearing to see how they resolved
the issue. [ was told that finding a new U.S. bank was “extremely difficult” and they still
feel that the situation is precarious, at best. They did not want me to use their name, the
hotel name, the name of the U.S. bank that they are now using, or even disclose the country
or countries where they operate.

This last point underscores why getting a grip on the impact of de-risking in the Caribbean
is so difficult. A legitimate business that has lost its U.S. banking relationships, regardless
of whether there is any real risk present, has the stain of de-risking on them; so, they keep
it quiet and hope that they will be able to replace the lost relationship. Bottom line: it’s
like fight club: The first rule of being de-risked is: you do not talk about being de-risked.

The toll has been highest on small and medium-sized businesses, where the costs of
conducting transactions within the framework of the traditional banking system are
becoming prohibitive. A lack of access to foreign exchange, rising fees for seemingly
simple transactions such as wire transfers, and delays in payments and settlements have led
to businesses moving outside of the system. We have seen a rise in cash and informal
economies in some jurisdictions and the operation of parallel foreign exchange markets.
Even for long-established businesses, the banking has become burdensome. One U.S.
company that operates in the Caribbean reports that a process, such as opening a new
account, that used to take ten days or so now can take 45-60 days and what used to be 3-4
sheets of paper can now add up to 40 pages or more.

The sitoation is volatile. The Caribbean Association of Banks (CAB) has indicated that
among their membership, nine members have no U.S. correspondent banks, but instead
have been onboarded by third parties to manage correspondent banking services.

ZISubaommittee on Financial fnstitutions & Ceoensumer Credit. fune, 2018
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Seventeen of their members have only one U.S. correspondent, leaving them vulnerable in
the event of withdrawal. At the same time, the costs are rising. CAB membership has
reported a 39% year-on-year increase in correspondent banking fees between 2014 and
2017, while the costs of compliance have increased approximately 66% on average during
the same period. Furthermore, as relationships have been lost with U.S. banks, relationships
are being sought in Asia and the Middle East, which can also be prohibitively expensive
and difficult to manage. However, if the United States turns its back on the challenges of
access to financial services in the Caribbean, there will be no option but to build
relationships and prioritize trade with other countries.

HOW DID WE GET HERE?

This Committee is familiar with the sequence of events that led to the increased scrutiny
of the financial sector. Rules were put in place to target money laundering, the trafficking
of drugs, arms, and people, and the very real threat of terrorism. Compliance with the new
rules became a significant cost center for all financial service providers, but smaller
economies where the profit ratio is much tighter are particularly challenged. Sadly, the
Caribbean also is seen as a high-risk region.

But while de-risking is a prime driver of the loss of banking relationships, the reality is that
profitability plays a significant role as well. These are small economies in a global system
and weighing perceived risk with profitability does not always work in the Caribbean’s
favor, even though the region has been working diligently to ensure that it is complying
with the rules.

WHAT CAN BE DONE:

As the Sub-comumittee considers the testimony heard today, it is important to stress that no
one is advocating for a removal of the rules. They were put in place for a reason and
today’s world requires that we build systems that have the capacity to recognize and
eliminate threats. This should not, however, be done in a way that creates an environment
that forces legitimate actors out of the system.

There are a number of tools that exist to help.

First, the United States Department of the Treasury continues to provide important
assistance to the region to help it strengthen its compliance capacity. According to
conversations with stakeholders, U.S. banks are provided with a certain comfort level when
Treasury is actively providing technical assistance in these jurisdictions. More money
could be allocated to the Department to help it work with the region, and, where possible,

3]Subcomfnittec on Financgiasl institutions & Consumer Credit. June, 2018
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help the region acquire the technology that will strengthen its compliance profile. Another
idea that has been proffered related to the Treasury Department: if we assume that larger
banks are not going to go into the market simply because of the profit ratio, could there be
a scenaric wherein community and minority banks are encouraged to serve the Caribbean
using the platforms within large banks, with the large banks who lend their platforms
receiving credit under the Community Reinvestment Act (CRA)?

Second, the rules need to be consistent so that small countries with limited capacity aren’t
constantly struggling to stay compliant. To that end, there are new products emerging that
will help countries and banks. Among these I would list the “Respondents Playbook™ being
developed by the Bankers Association for Finance and Trade (BAFT) which has seen de-
risking affecting its members around the globe.

Third is the area of innovation, with new technology having the capacity to level the
playing field. Companies are increasingly investing in technology and its applications,
which could change the face of global financial access. This is happening in the Caribbean,
where we have seen the emergence of companies like Bitt, Inc., a technology company out
of Barbados with U.S. investors, which has become globally recognized in the area of
digital currency and is working to remove financial friction points across the Caribbean.

Finally, I also believe that some consideration should be given to the issue of
proportionality. Banks that have been caught violating the rules, have seen fines in the
billions of dollars. One global bank has been fined approximately $21 billion over the past
four years. Taken in context, a country such as Belize, which has been particularly affected
by de-risking, had a GDP of just under $1.8 billion in 2016, along with $1.3 billion of
external debt. If the application of the rules is weighted against small economies and their
inherent vulnerabilities, how do we keep them viable?

Conclusion:

There are a few important points that I would like to close with. First and foremost: while
it isn’t commonly realized, taken as a group, the countries of the Caribbean and Central
America are the fifth largest buyer of United States’ non-oil exports, and in an era when
U.S. trade deficits are a flashpoint for international discourse, as mentioned before, the
U.S. consistently records a surplus with the Caribbean. In 2016, the total trade in goods
with the countries of the Caribbean Basin Initiative (CBI) totaled $16.9 billion, of which
the U.S. goods trade surplus was $6.1 billion, recording an increase in the surplus of 11.9%
over the previous year!. This trade supports hundreds of thousands of jobs in the United

* Twelfth Report to Congress on the Operation of the Caribbean Basin Economic Recovery Act Decemnber 29, 2017,
Prepared by the Office of the United States Trade Representative,
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States and in the region. If access to banking is removed, or becomes more costly and
difficult, it is likely that this healthy trade relationship will begin to be eroded.

Second, the countries of the Caribbean and Central America are the United States® Third
Border. When the countries of the region experience instability, there are at least two
potential outcomes if the problem isn’t addressed. First, there is a risk of mass migration,
much of which will be towards the United States. Second, is that the absence of the U.S.
actively working to help the region address the problem, the door is opened to other
partners who may be antithetical to the United States’ security interests.

CCAA is grateful that this Subcommittee has provided a platform for the challenges to
financial access in the Caribbean to be heard. Thank you, Mr. Chairman, for the
opportunity to be with you today.

StSubcommittee on Financial institutions & Consumer Credit, June, 2018



