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Chairman Fitzgerald, Vice Chairman Pittenger, Ranking Member Lynch, and other distinguished
members of the Committee, I want to commend you for forming a task force to take up the
subject of terrorism financing. It is one of the most important subjects of inquiry for U.S. and
international policy and an area where your attention to the details can have a substantial impact.

Over the last twenty years, | have been honored to be an active participant in a number of U.S.
Government efforts to pursue the financial networks of terrorist groups, trans-national criminals,
and state level adversaries. In this time, I have witnessed a veritable revolution in policy toward
terrorism financing with the development and deployment of a wide range of tools, capabilities,
and special measures that have been game changers. Moreover, our government has developed a
cadre of counter threat finance Jedi knights who work tirelessly and selflessly in the shadows to
follow the money of our most potent opponents and counter, protect, deter, and disrupt their
ability to sustain their malevolent financing efforts. I have no doubt that the policies developed
and efforts undertaken have had a substantial and positive effect at a disproportionately low cost
to the American taxpayer.

This said, I am greatly concerned that our nation’s legal and regulatory enforcement framework
for counter threat finance has not kept up with the scale, scope, and sophistication of terrorism
financing version 2.0. Version 2.0 represents a vast evolution above and beyond the traditional
religious charities, mosques, and jihadi financiers and involves a substantial embrace of trans-
national organized crime, trade based money laundering, and clandestine international business
activity by terrorists groups. Despite protracted, carefully planned, and well-executed efforts, the
U.S. and other governments are having insufficient success in countering, let alone substantially
disrupting, trade based money laundering and financing schemes, even those which flow directly
through the United States.

In this regard, I want to briefly highlight an interagency initiative to counter the narco-terror
finances of Lebanese Hezbollah. I will be speaking from a personal perspective based strictly on
information in the public eye and in no way will be conveying the views of any government
department or agency.

Beginning in 2007, the Drug Enforcement Administration (DEA) began an undercover
investigation into Lebanese money laundering for Colombian drug cartels called Operation
Titan. Via this investigation, DEA uncovered a multi-billion dollar per year trade-based scheme
for laundering the proceeds of tens of tons of Colombian cocaine being trafficked primarily in
Europe but reaching as far afield as Australia. The laundering scheme involved the purchase of
tens of thousands of used cars in the U.S. and Europe for export to car parks in West Africa, as
well the purchase of electronics and textiles in China and Southeast Asia for export to the free
trade zones in Panama and Curacao. Detailed analysis of commercial records from the trade
based schemes reveals that neither is more than marginally profitable. If there were not huge
amounts of dirty funds to be placed and laundered, the schemes would not be self-sustaining.

The scheme centered on the $80 billion dollar Lebanese banking system—one of the world’s
largest offshore-dollarized financial centers, which historically has enjoyed unfettered access to
the U.S. banking system. What made the Lebanese money laundering scheme truly new and
different to the DEA was the discovery over the course of the investigation that it was under the
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command and control of a global network of agents, officials, and business affiliates of Lebanese
Hezbollah who had partnered with Colombian, Venezuelan, and Mexican cartels. In the middle
of the money laundering conspiracy was the fastest growing bank in Lebanon, which, perhaps
not surprisingly, had the fastest growing banking system in the world, even in the wake of the
war in 2006 and an international financial crisis. That bank was the Lebanese Canadian Bank
(LCB). LCB was a $5.5 billion bank that was processing well over a billion dollars per year in
illicit payments for money laundering drug Kingpins, including Ayman Joumaa, who represented
the Colombian cartels and worked with both the Sinaloa and Los Zetas drug cartels. As court
documents later illuminated, LCB was thoroughly infiltrated by Hezbollah and held over 249
accounts that Lebanon’s Special Investigation Commission later identified as part and parcel of
Hezbollah’s global illicit financial web. LCB and Hezbollah could not be separated.

Moreover, over the course of the unclassified investigations and through revelations on
mysterious websites such as www.stop910.com, it became increasingly clear that the element
within Hezbollah that exercises control over the external illicit network and derives huge benefit
from its activities apparently is none other than the infamous “Security Apparatus” that oversees
military operations, domestic security, and external terrorism operations. Thus, not only was
trade based money laundering benefiting the Hezbollah movement, but it represents the largest
material support scheme for terrorism operations in the world. It appears that, for Hezbollah’s
External Security Organization, crime has become a valuable tool for spreading the resistance,
encouraging the Shia diaspora to clandestinely provide their support in exchange for material
gain. Drug trafficking also serves as a valuable tool for intelligence penetration and collection.

In spring of 2010, DEA began constructing a takedown strategy against the Lebanese Canadian
Bank, affiliated exchange houses, the car parks, and the complicit used car brokers in the United
States. I served as DEA’s advisor in constructing the strategy, and we worked extremely closely
with colleagues at the Department of Treasury, State, SOCOM, CBP, and the FBI. We created a
true “effects based” counter threat finance and global enforcement strategy that harkened back to
the work of the interagency taskforce I had led during the North Korean Illicit Activities
Initiative from 2001 to 2005. Indeed, for the first time since the North Korea initiative, Treasury
decided to revive the use of Section 311 of the USA Patriot Act and cut the Lebanese Canadian
Bank off from the U.S. financial system, just as we had severed Banco Delta Asia’s links to the
U.S. in 2005 to considerable effect.

Over the course of 24 months, DEA and Treasury unleashed the financial furies against the
Hezbollah money laundering network, while CBP and OFAC froze assets and access for
Lebanese criminals tied to the scheme in the United States. In late January 2011, Ayman Joumaa
was designated as a drug Kingpin for “laundering as much as $200 million per month” through
LCB and other Hezbollah affiliated channels. Simultaneously, the Lebanese exchange houses
and the West African car parks central to the scheme were designated by OFAC. Then, in
February 2011, Treasury designated LCB under Section 311. This triggered bank runs and panic
inside LCB, and within three weeks the bank headed into state receivership.

Hezbollah, which had long acted with near financial and political impunity inside Lebanon, was
rocked by the actions. However, this was only the start. In December 2011, the Southern District
of New York unsealed a historic $483 million dollar civil forfeiture action against LCB. The 60-
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page forfeiture complaint, which deliberately reads like a criminal indictment, provides
incredible detail on how LCB, the exchange houses, and the car parks were controlled by and
provided systematic material support to Hezbollah. In August 2012, the DOJ sprang to action
again, seizing $150 million from a U.S. correspondent account of a Lebanese bank at which
proceeds of the fire-sale of the Lebanese Canadian Bank were on deposit. The effort continues to
this day, with DEA and partners in Europe, Australia, and Africa arresting dozens of drug
traffickers and key super facilitators as well as seizing over 20 tons of cocaine.

By most signs the counter Hezbollah illicit financing effort was a great success. There was
tremendous interagency cooperation. Law enforcement was applied strategically. Treasury yet
again demonstrated that its authorities play an essential role in the deep fight against terrorists
and their networks. State provided support at the highest of levels, including in the Office of the
Secretary. And for those doubting Thomas’s in the IC who may question that such a thing as
narco-terrorism exists, a critical lesson should have been learned.

However, I’'m here to deliver some bad news. Hezbollah’s trade based laundering scheme has
only expanded since the designations. Based on commercial imagery, the designated car lots in
Benin have more cars in them than ever before. Based on commercial data records, the
ownership of the lots has changed, but by all signs they remain under the Hezbollah network
(and have the same phone, fax, and P.O. Box numbers). Worst of all, the trade statistics indicate
that the amount of U.S. used cars being exported to Benin has increased dramatically, by one
measure nearly doubling since 2011. As one of my friends in law enforcement quips, the narco-
terrorists are laughing at us.

To defeat narco-terrorism financing, including that running right through the heart of the
American financial system, we need better laws, better enforcement, and, frankly, humility when
our strategy isn’t working. This work isn’t easy. The bad guys know our laws, our legal
thresholds, and our insufficient resolve to upset the Lebanese banking system. They, not we,
have the upper hand currently.

We can regain the high ground and crush this scheme while also improving our AML (anti-
money laundering) enforcement efforts writ-large. I propose the temporary designation of the
jurisdiction of Benin under Section 311 of the USA Patriot Act, imposing special measures one
and two. Together these would require special record keeping and enhanced customer due
diligence in regard to the used car trade as a class of transactions. I further advocate that special
measure five (which can cut a bank or jurisdiction off from the US entirely) be threatened, unless
and until the Beninese government can prove that Hezbollah is no longer extracting benefit and
laundering narcotics funds through the used car trade with the US. Moreover, I believe Section
311 should be invoked against Lebanon’s banking system with regard to the used car trade as a
specific class of transaction and that special measures one, two, and four (related to the use of
correspondent accounts of banks in the US) be imposed until such a time that the Secretary of the
Treasury can verify that Lebanon is no longer acting as a banking safe haven for Hezbollah trade
based money laundering schemes being carried out via the United States.

In addition to the strategic use of 311 to safeguard our nation’s financial system from money
laundering and terrorism financing, I commend the House for passing H.R. 2297, the “Hezbollah
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International Financing Prevention Act of 2015 and urge your Senate colleagues to do the same.
This important piece of legislation contains numerous reporting requirements that will help
compel the administration to crack down further on Hezbollah’s illicit financial and operational
networks around the world. Finally, I support a number of broader measures to help update our
legal and regulatory infrastructure for anti-money laundering and financial law enforcement
against terrorist groups. These steps include a revision of the Bank Secrecy Act to facilitate anti-
money laundering data sharing among banks, the creation of a Federal watch list portal for
terrorism financing and financiers that can be accessed by cleared bank Financial Intelligence
Units, and the revival of DEA CENTAC task forces to take on trans-national criminal networks.

RICO

Drawing on the evidence gathered during the investigation of the Lebanese Canadian Bank and
from over forty years of terrorist acts committed and documented against Americans, the
Department of Justice should seek to indict and prosecute Hezbollah’s Islamic Jihad
Organization/Security Organization/*Military Wing” under The Racketeer Influenced and
Corrupt Organizations Act (RICO).

The Racketeer Influenced and Corrupt Organizations Act (RICO) provides for extended criminal
penalties and a civil cause of action for acts committed as part of an ongoing criminal
organization. The RICO Act, unlike other federal statutes, provides law enforcement officials
with the ability to charge the leaders of an organization with crimes that they orchestrated,
directed and controlled. To that end, it also provides the context to charge unrelated individuals
in the same conspiracy, as long as they are acting on behalf or at the direction or control of the
organization. RICO includes "hub and spoke" conspiracies where one person or entity, the
"hub," has different conspiratorial agreements with various “spokes” — i.e., people who
sometimes have nothing to do with each other. In this case, Hezbollah as an organization is the
hub and each co-conspirator is a different spoke. The significance is that separate spokes don’t
have to be aware or compliant with other spokes, only the hub — though, in the particular case of
Hezbollah’s illicit activities, there are countless examples of connectivity between the spokes.
The hub does not have to be a single person and instead can be identified as leadership figures
with the ability to make decisions on behalf of the group.

For example, if Hezbollah had agreements with forty different weapons providers, money
launderers, drug traffickers, etc., their agreements would constitute their role as the hub.
Hezbollah and their leadership are the one common entity among all of the agreements. On the
surface, the spokes have nothing to do with each other; yet they all have agreements with the
hub. Therefore, in this example, Hezbollah has forty different ongoing conspiracies which,
without RICO, would mandate prosecutors to prove forty separate conspiracies. The RICO
statute was passed by Congress to thwart this criminal isolation, allowing prosecutors to prove
that the individual or organization (in this example Hezbollah) had a conspiracy with one of the
spokes, and based on that agreement, all forty spokes could be successfully charged if in
compliance with the guidelines more specifically described below.

Any person who has committed at least two acts of racketeering activity within a 10-year period
that are related in one of four specified ways to an "enterprise" could be charged under the RICO
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statute, In addition, the racketeer (Hezbollah and its leaders) must forfeit all ill-gotten gains and
interest in any business gained through a pattern of "racketeering activity." Despite its harsh
provisions, a RICO-related charge is considered less problematic to prove in court, as it focuses
on patterns of behavior as opposed to criminal acts.

The meaning of racketeering activity is set out at 18 U.S.C. § 1961. As currently amended it
includes:

. Any violation of state statutes against gambling, murder, kidnapping, extortion, arson,
robbery, bribery, dealing in obscene matter, or dealing in a controlled substance or listed
chemical (as defined in the Controlled Substances Act);

° Any act of bribery, counterfeiting, theft, embezzlement, fraud, dealing in obscene matter,
obstruction of justice, slavery, racketeering, gambling, money laundering, commission of
murder-for-hire, and many other offenses covered under the Federal criminal code (Title

18);

. Embezzlement of union funds;

. Bankruptcy fraud or securities fraud;

& Drug trafficking;

. Criminal copyright infringement;

° Money laundering and related offenses;

. Bringing in, aiding or assisting aliens in illegally entering the country (if the action was
for financial gain);

. Acts of terrorism.

There must be one of four specified relationships between the defendants (spokes) and Hezbollah
(hub). The relationships are defined as:

1. the defendants invested the proceeds of the pattern of racketeering activity into the
enterprise; or

2. the defendants acquired or maintained an interest in, or control over, the enterprise
through the pattern of racketeering activity; or

S, the defendants conducted or participated in the affairs of the enterprise "through" the
pattern of racketeering activity; or

4. the defendants conspired to do one of the above.

The U.S. Supreme Court has instructed federal courts to follow the continuity-plus-relationship
test in order to determine whether the facts of a specific case give rise to an established pattern.
Predicate acts are related if they "have the same or similar purposes, results, participants,
victims, or methods of commission, or otherwise are interrelated by distinguishing characteristics
and are not isolated events." The material support and conspiratorial activities of key officers,
customers and owners of Lebanese Canadian Bank in support of Hezbollah, for example, fit
nicely into the guidance provided by the Supreme Court.

Finally, RICO has massive financial punching power against the assets of a convicted
organization. As summarized by the FBI, “Criminal forfeiture provisions such as those found in
the Racketeer Influenced and Corrupt Organizations Act (RICO) and Controlled Substance Act
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(CSA) identify property that can be forfeited upon conviction of a defendant in broader terms
than the provisions of law concerning most civil forfeitures. Criminal forfeiture laws name
interests subject to forfeiture that are more complex, including property acquired or maintained
in violation of RICO, and various types of legal interests in property that have afforded a source
of influence over the illegal enterprise. The civil forfeiture laws generally name specific property
that is integrally connected with prohibited activity, including conveyances used, money
furnished, and real property used.” (http://www.fbi.gov/about-us/investigate/white_collar/asset-
forfeiture). Through America’s extensive network of Mutual Legal Assistance Treaties
(MLATS), assets that exist outside of the US can be sought for forfeiture. Moreover, in places
like Lebanon, where the US does not have an MLAT in place, statutes like U.S. Code, Title 18,
Section 981k can be used through Civil procedures to seize substitute assets in US correspondent
bank accounts of financial institutions where funds being sought abroad are on deposit.
Hezbollah would have no effective financial safe-haven from US law enforcement if RICO were
successfully prosecuted. Of all the potential weapons in America’s arsenal against Iran and
Hezbollah’s global terrorist enterprise, law enforcement is both the most potentially effective and
the least utilized.

In closing, I commend the efforts of your task force and request that my revised and extended
remarks, written statement, and PowerPoint slides be submitted for the Congressional record.
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From Party of God to Party of Fraud

Over the last decade, Lebanese Hezbollah has morphed from being
a terrorist organization and pol-mil resistance movement to

becoming a trans-national criminal terrorist resistance organization
fueled by a large and global illicit financial and business apparatus.

Hezbollah’s drug for intelligence program has morphed into a
massive drugs for profit initiative.

Hezbollah, partnered with Latin American cartels and para-military
partners, iIs now one of the largest exporters of narcotics from
South & Central America to West Africa into Europe and is perhaps
the world’s largest money laundering organization.

Organized crime has become a much larger source of funding for
Hezbollah than support from Iran.

Hezbollah’s External Security Organization (i.e. its terrorist wing)
uses crime for exporting its influence, increasing followers around
the world and generating income.
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US Hezbollah Counter Threat Finance
Strategy:

Use evidence from criminal investigations to support designations as
well as make criminal cases.

— Pursue the narco money launderers: Designation of the Joumaa
and Ellissa under Drug Kingpin Act (Jan 2011)

— Pursue the bankers: Designation of LCB as “a primary money
laundering concern” under section 311 of the USA PATRIOT act
(February 2011)

— Pursue the used car money laundering scheme: 5483 million
SDNY IEEPA forfeiture complaint (December 2011)

— Seize financial assets: USC 18- 981K strategy
— Use 311 against exchange houses (Halawi/Rmeity)
— Pursue the kingpins, Super-Facilitators, and OC conspiracy
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Money Laundering at Lebanese Bank

The chart below shows the intricate money-laundering system the Lebanese Canadian Bank used to divert money to the Shiite militant group Hezbollah,
according to United States officials.

According to American officials, the Lebanese Canadian Bank MONEY
was the hub of an international drug money laundering operation
with ties to Hezbollah. Used car and other consumer goods sales P
revenues had been used to mask the proceeds of illegal drug | Some money
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sold in South America in a scheme to pay off cocaine suppliers.

Source: New York Times
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Background on the LCB 311 Designation

Financial Miracle or Money Laundering Safehaven?
Fastest Growing Banking System in the World in the Midst of Global Financial Crisis....

Lebanese Bank Assets
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In Billions of LBP

Background on the LCB 311 Designation

How Beirut Became the Macao of the Middle East?
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Background on the LCB 311 Designation

Startling growth of Foreign Currency Deposits

|34 Middle Eastern Finance and Economics - Issue 14 (2011)

Figure 1: Foreign currency denominated resident deposits as compared to total bank deposits for Lebanon.
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Background on the LCB 311 Designation

Booming foreigh exchange reserves

Value of Lebanese Foreign Currency & Gold Reserves (in Sbillions)
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Background on the LCB 311 Designation g5 5 hjllion bank controlled by Hezbollah?

LCB: Fastest Growing Bank in Lebanon....
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Lebanese Canadian Bank sued for
alleged Hezbollah connections

Posted: July 07, 2008, 12:14 PM by Jeremy Barker
World, News

By Stewart Bell, National Post

Four Canadians filed a lawsuit against the Lebanese Canadian Bank in
Montreal today, alleging it provided financial services for the terrorist group
Hezbollah. They are seeking more than $6-million for injuries and property
damage they suffered during Hezbollah's 2006 rocket attacks on Israeli towns

.o Center on Sanctions

A statement of claim filed in Quebee Superior Court by Sarah Yefet, Shoshana i & [ 1 1-1( ]T ]|1i nance
Sappir, Rochelle Shalmoni and Oz Shalmoni says the bank allowed the D . D avi d |_ . AS h er CS I F Board M em be r = 1]?8
Martyrs Foundation and the Yousser Company to transfer millions of dollars FOUNDATION FOR DEFENSE OF DEMOCRACIES
to the Iranian-backed Hezbollah, an outlawed terrorist group under Canadian
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Step Two: February 10, 2011

LCB 311 Designation

U.S. DEPARTMENT OF THE TREASURY

o Searct 0o
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Home Treasury For... About Resource Center S5 _ 4 Services Inmitiatives Careers Connect with Us

Treasury ldentifies Lebanese Canadian Bank Sal as a “Primary Money Laundering Concern”

21012011
Treasury Acts to Prortect the U.S. Financial System from Bank with Ties to a Global Narcotics Trafficking and Money
L aundering Network and Hizballah

To view a Fact Sheet on Section 311 ofthe USA PATRIOT Act, visit link.

WASHINGTON — The U.S. Department of the Treasury today announced the identification of The Lebanese Canadian Bank SAL
together with its subsidiaries (LCB) as a financial institution of primary money laundering concern under Section 311 ofthe USA
PATRIOT Act (Section 311) for the bank’s role in facilitating the money laundering activities of an international narcotics trafficking
and money laundering network. This network moves illegal drugs from South America to Europe and the Middle East via West
Africa and launders hundreds of millions of dollars monthly through accounts held at LCB, as well as through trade-based
money laundering involving consumer goods throughout the world, including through used car dealerships in the United States.
Treasury has reason to believe that LCB managers are complicit in the network's money laundering activities. Today's action
also exposes the terrorist organization Hizballah's links to LCB and the international narcotics trafficking and money laundering
network.

“This action seeks to protectthe U.S. financial system from the illicit proceeds flowing through LCB and to deprive this
international narcotics trafficking and money laundering netwark of its preferred access point into the formal financial system,”
said Under Secretary for Terrorism and Financial Intelligence Stuart Levey. “Any financial institution that collaborates in illicit
conduct on this scale risks losing its access to the United States.”

& lllicit Finanﬂg‘.

FOUNDATION FOR DEFERSE OF DEMOURACIES

_-: Center on Sanctions
Dr. David L. Asher CSIF Board Member ’




Step Three: December 15, 2011

SDNY Civil Complaint against lebaIIah seeks $S480 mil+

“2007-2011 at least $329 million was
transferred to the United States for the
purchase and shipment of used
cars...shipped to Cotonou, Benin.

A significant portion of the cash
proceeds from the car sales was
transported to Lebanon by a Hizballah-
controlled system of money couriers,
cash smugglers, hawaladars, and
currency brokers.

Cash transported from West Africa was
often received at the Beirut airport,

where Hizballah security safeguarded its

passage to its final destination.

This same used car, Hizballah-controlled
money laundering infrastructure is used
to conceal and funnel hundreds of
millions of dollars in narcotics proceeds
from West Africa back to Lebanon.”

Dr. David L. Asher CSIF Board Member

UNITED STATES ATTORNEY’S OFFICE
Sowuthern District of New York

U.S. ATTORNEY PREET BHARARA

FOR IMMEDIATE RELEASE
Thursday. December 13, 2011

http-/farmanw justice govnsan/nys

CONTACT. U.S. ATTORNEY S OFFICE

Ellen Dawis. Carly Sullivan.
Terika Richardson

(212) 63/-2600

DEA
Dawn Dearden, Rusty Payne
(202) 307-7977

MANHATTAN U.S. ATTORNEY FILES CIVIL MONEY TAUNDERING
AND FORFEITURE SUIT SEEKING MORE THAN $480 MILLION
DOTTARS FROM ENTITIES INCTIDING T EBANESE FINANCTAT.
INSTITUTIONS THAT FACILITATED A HIZBATTAH-RELATED
MONEY TATNDERING SCHEME

Lebanese Financial Institutions, Including Institutions Linked fo Iizballah, Allegedly Wired
Over 3300 Miilion into the Unired Srares for the Purchase and Shipmenr of Used Cars ro Wesr
Africa as Part aof Monay Laundering Schama

Proceeds firom Car Sales and Narcotics Trafficking Allegedly Were Funneled Back to Lebanon
Through Hizballah-Controlled Money Laundering Channels

Picel Bhanaza, the Uniled States Alloaney fo1 the Southern Disaict of New Yok, and
NMichele M T.eanhart. the Administrator of the 17 5 Tdmig Enforcement Administration { TYEA™)
annmmnced today the filing of a civil money-lanndering and in rem forfeimre complaint (the
“Complaint”) alleging a massive, international scheme in which Lebanese financial institutions.
including a bank and two exchange houses linked to Hizballah. used the U.S. financial system to
launder narcotics trafficking and other criminal proceeds through West Africa and back into
Lebanon. As part of the scheme. funds were wired from Lebanon to the Unired States 1o buy
used cars, which were then transported to West Africa. Cash from the sale of the cars. along
with proceeds of narcotics trafficking. were then funneled to Lebanon through Hizballah-
controlled money laundering channels. Substantial portions of the cash were paid to Hizballah,
which the U.S. Department of State designated as a Foreign Terrorist Organization in 1997, As
alleged in the Complaint. the Hizballah-linked financial institutions involved in the scheme
mclude the Lebanese Canadian Bank ("LCB™) and two Lebanese exchange houses — the Hassan
Avwash Exchange Company and Ellissa Holding — and their related subsidiaries and affiliates.

¥ . y 2
. Center on Sanctions
’ & lllicit Finané%‘.

FOUNDATION FOR DEFERSE OF DEMOURACIES



SDNY Targets Hezbollah’s bank (and Iran’s)

LCB’s Central Role in Hezbollah Finance

— LCB allowed privileged Hizballah individuals and entities to make
large deposits without reporting these deposits and their sources.

— LCB provided services and loans to Yousser Company for Finance and
Investment (and multiple affiliates) — part of “Hizballah’s unofficial
treasury, holding and investing its assets and serving as
intermediaries between the terrorist group and mainstream banks.”
These LCB loans were guaranteed by Hezbollah Treasury Secretary,
"Hussain Shami.”

— LCB maintained a banking relationship with numerous Hizballah
associated entities while aware of UN reporting that these entities
were reportedly involved in counterfeiting, money-laundering and
diamond smuggling.

— Treasury 311 complaint earlier indicated “lranian officials’
access to LCB and key LCB managers, who provide them
banking services.”........

Dr. David L. Asher CSIF Board Member d o “h“““‘a“é’f
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4 Step Four: August 20, 2013 o
OJ seizes S150 million

PRESS RELEASES

Manhattan U.S. Attorney Announces Seizure Of $150 Million In
Connection With A Hizballah-Related Money Laundering Scheme

FOR IMMEDIATE RELEASE Monday, August 20, 2012

Preet Bharara, the United States Attorney for the Southern District of New York, and
Michele M. Leonhart, the Administrator of the U.S. Drug Enforcement Administration
(*DEA”), today announced the seizure of $150 million in connection with a civil money
laundering and forfeiture complaint (the “Complaint™) filed in December 2011 alleging a
massive, international scheme in which entities linked to Hizballah, including the now
defunct Lebanese Canadian Bank (“LCB”), used the U.S. financial system to launder
narcotics trafficking and other criminal proceeds through West Africa and back into
Lebanon. In September 2011, Société Générale de Bangque au Liban (*SGBL”) agreed to
purchase most of the assets of LCB, and at least $150 million in purchase price funds related
to that sale are being held in escrow in Lebanon at the Banque Libano Francaise SAL
(“BLF”). The seized funds are substitutes for the money in the LCB escrow account at BLF,
and came from an account at a U.S. bank that is used by BLF to conduct U.S. currency
transactions (the “correspondent account”). The funds were seized pursuant to seizure
warrants issued on August 15, 2012. There are no allegations of wrongdoing against BLF,
SGBL, or the U.S. bank that maintains the correspondent account for BLF in the U.S.

¥

. Center on Sanctions
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18 USC § 981(k) - Civil forfeiture

(k) Interbank Accounts.—

(A) In general.— For the purpose of a forfeiture under this section or under the Controlled
Substances Act (21 U.S.C. 801 et seq.), if funds are deposited into an account at a foreign
financial institution (as defined in section 984 (c)(2)(A) of this title), and that foreign financial
institution (as defined in section 984 (c)(2)(A) of this title) has an interbank account in the
United States with a covered financial institution (as defined in section 5318 (j)(1) of title
31), the funds shall be deemed to have been deposited into the interbank account in the
United States, and any restraining order, seizure warrant, or arrest warrant in rem regarding
the funds may be served on the covered financial institution, and funds in the interbank
account, up to the value of the funds deposited into the account at the foreign financial
institution (as defined in section 984 (c)(2)(A) of this title), may be restrained, seized, or
arrested.

(2) No requirement for government to trace funds.— If a forfeiture action is brought against
funds that are restrained, seized, or arrested under paragraph (1), it shall not be necessary
for the Government to establish that the funds are directly traceable to the funds that were
deposited into the foreign financial institution (as defined in section

¥

Center on Sanctions
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Halawi and Rmeity 311s

The U.S. Department of the Treasury today
named two Lebanese exchange houses, Kassem
Rmeiti & Co. For Exchange (Rmeiti Exchange) and
Halawi Exchange Co. (Halawi Exchange), as
foreign financial institutions of primary money
laundering concern under Section 311 of the USA
PATRIOT Act (Section 311) — the first time the
Department has used Section 311 against a non-
bank financial institution. Today’s action reflects
the Treasury Department’s continuing
commitment to target illicit financial networks
that launder millions of dollars in funds for
narcotics traffickers and that, in the process,
provide substantial financial benefits to the
terrorist organization Hizballah.

Dr. David L. Asher CSIF Board Member

LS. Accuses 2 Lebanese Exchange Firms
of Laundering Money for 'Hizbullah-
Linked' Drug Kingpin

by Nahamet Mewsdesk 23 April 2013, 13:16
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The Unived States designated two Lebamnese foreign exchange firms as
significant money launderers on Tuesday, saying they "moved money
for drug traffickers and benefited Hizbullah "

The LS. Treasury named Kassem REmeiti & Co. For Exchange and
Halawi Exchange Co. for sanctions which freeze any assets they have
on U.5. soil and ban Americans and U.5. businesses from any
transactions with them.

It said both had been usad to move money by the Ayman Joumaa
narcotics network, a primary target in recent years of LS. law
enforcement, since the Treasury cracked down on the Lebanese
Canadian Bank in 2011 for its alleged money laundering activities.

After sanctions deprived the Lebanese Canadian Bank access to key
parts of the global financial system, the Treasury said, the Joumaa
group used Kassem Rmeiti and Halawi to mowve its money, including
passing millions through other banks into the United States o buy
used cars, which are then exported to West Africa.

Both were linked to Benin-based money launderers and drug groups,
according to the Treasury.

Both were also tied by the Treasury to money transfers for Hizbullah
or the party's officials.

Halawi especially poses "a substantial threat to the U.S. and
international financial systems,” the Treasury said. due o its
‘extensive illicit financial activity on behalf of a variety of international
narcotics trafficking and money laundering networks.”

"Today's action reflects the Treasury Department's continuing
commitment to target illicit financial networks that launder millions of
dollars in funds for narcotics traffickers and that, in the process,
provide substantial financial benefits to the terrorist organization
Hizbullah,” the Treasury said in a statement.
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Bolder USG Hezbollah Strategy Needed

Hezbollah is no longer an Iranian proxy—it is at war, alongside Iran and Assad's
regime, in Syria, in Iraqg and apparently in Yemen as well.

Hezbollah's money laundering activities have placed Lebanese banks at grave
risk of sanction and enforcement action; Iran, Syria, and Russia’s use of Beirut
to skirt sanctions jeopardize entire Lebanon banking system.

Lebanon's financial system is built around the dollar and access to the US
banking system to clear transactions is vital. Benin and Togo’s reliance on the
used car trade is also a major vulnerability. The US has huge leverage that
needs to be used, starting with Section 311.

The current US strategy is not stopping Hezbollah from laundering billions of
dollars in drug money through the used car trade in Europe and the US. This is
the largest material support scheme for terrorists in the world.

Hezbollah is a narco-terror cartel ala the FARC. Hezbollah leadership Kingpins
and associated criminals should charged with orchestrating a Racketeering and

Corrupt Organizational (RICO) conspiracy ala the Mob. The Party of Fraud
needs to be pursued as a criminal organization.
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Medellin, Colombia-based Drug Money Laundering Network
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(Ma¥t085, d%@i n bills of lading would capture many more used cars than the Commerce figures below that only
record cars over $2500 in value; many cars worth less than $2500 are being exported...)

U.S. Automobile Exports to West Africa
(2004-2014)
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Whole of Government Approach is Required

COUNTER-THREAT FINANCE: BALANCING NATIONAL SECURITY RESOURCES
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