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CAPITAL LOSS, CORRUPTION,
AND THE ROLE OF WESTERN
FINANCIAL INSTITUTIONS

Tuesday, May 19, 2009

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON FINANCIAL SERVICES,
Washington, D.C.

The committee met, pursuant to notice, at 10:06 a.m., in room
2128, Rayburn House Office Building, Hon. Barney Frank [chair-
man of the committee] presiding.

Members present: Representatives Frank, Waters, Maloney,
Watt, Meeks, Moore of Kansas, Clay, Hinojosa, Baca, Lynch, Scott,
Green, Cleaver, Ellison, Perlmutter, Carson, Kosmas, Himes, Maf-
fei; Bachus, Castle, Manzullo, Biggert, Miller of California, Garrett,
McCarthy of California, Posey, Jenkins, Paulsen, and Lance.

The CHAIRMAN. The hearing will come to order. The ranking Re-
publican was required to attend a meeting of the Republican Con-
ference. I can tell you from personal experience that when you have
one of these jobs, you have to go to those things, as much as you
might not like to, so he had no choice on this, and that’s where he
is, but he is on his way. I will begin with a brief opening state-
ment, then I will call on my colleagues, and we will have an open-
ing statement from the ranking member as soon as he arrives.

The question of corruption is a very serious one, and it is impor-
tant as we go ahead with the inevitable global interaction economi-
cally that we do that as carefully and with as much attention to
honesty as we would do domestically. And it’s also the case that—
I think it’s very clear. Corruption internationally is not simply a
matter of dealing with theft. That’s important enough in itself but
it clearly has a negative impact on our ability to accomplish the
goal of improving the lives of people. That is, corruption is not just
theft, it is theft from the poor, it is theft from the neediest.

So we address this not simply from the moral plane, which is,
as I said, important in itself, but it is clear that if we do not do
a better job of diminishing corruption, we hinder our ability to re-
duce poverty. Many of the gains that are posited as a result of the
global interaction in the economy are diminished by the persistence
of corruption. So this is a very important subject. This committee
has jurisdiction over the Bank Secrecy Act and the Foreign Corrupt
Practices Act, both of which are implicated here. And I believe this
is an issue on which we may well be able to get some bipartisan
support to move ahead.
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And as I said—I say that because the ranking member years ago
took the lead. I was one of those who joined in the lead that he
and some others took to provide debt relief to the poorest countries
in the world. But the good that you do by providing debt relief can
be eroded if there is then a corruption with the funds that might
be freed up by that. So we regard this as very much part of our
mission to work to improve economic development to the world
from the standpoint of improving the lives of people.

And I will now recognize the gentleman from Alabama.

Mr. BacHuUS. I thank the chairman, and I thank you for con-
vening this important hearing. It calls attention to a matter that
is crucial in breaking the cycle of poverty in developing nations,
and that is the role of corruption. Corruption is an unfortunate re-
ality in all nations, but the consequences are particularly tragic in
fragile developing nations, and also in many of those, corruption is
widespread.

We have seen its effect in Nigeria where Dictator Abacha system-
atically looted the Nigerian treasury of literally billions of dollars
during his tenure, leaving behind a desperately impoverished popu-
lace. We see it today in the Republic of Congo where the country’s
president and his family appear to be engaged in similar behavior,
which will likely leave the same blanket of suffering. Simply put,
corruption robs fragile nations, and more importantly its families,
of a better future.

The humanitarian tolls of corruption cannot be denied. Chairman
Frank mentioned some of them. We see the consequences in starv-
ing populations. We see it in nations ravaged by disease because
they can’t get adequate health care because money is diverted into
the pockets of corrupt rulers and politicians. We see it in nations
wholly reliant on the aid of other nations because of this corrup-
tion.

Yet the consequences aren’t limited to these fragile developing
nations or broken states, as they often are. Because fragile and
what are referred to as broken states with a disenfranchised popu-
lace present a grave security threat to the United States. Afghani-
stan was a country that was a broken state. Corruption aggravates
this situation.

There is also no doubt, as we have learned, if we didn’t know it
in the past, we have learned it in the last year or two, the
interconnectivity of our economies. The United States and other na-
tions who trade with these countries benefit from their economic
expansion and their growth. We all benefit from economic growth
across the globe. And many of these countries represent a global
consumer base for our exports and for imports. It’s a win-win situa-
tion when we trade goods and services. And corruption robs us of
this economic growth which benefits all of us.

So corruption is something that affects all of us, no matter where
it occurs. Corruption in the developing world also impacts the glob-
al banking sector. The global banking system still can easily be ex-
ploited by those seeking to conceal or laundry the proceeds of polit-
ical corruption. A concerted international effort involving close co-
operation between regulators, law enforcement authorities, and fi-
nancial institutions is absolutely essential to preventing further ex-
ploitation.
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I would like to recognize Chairwoman Waters. She is not here,
but her efforts on that front have been extraordinary. She has long
pointed out that in developing nations, corruption often isn’t lim-
ited to the ruler, but involves his or her family and their associ-
ates. And she has fought for years to make sure that U.S. and
international law enforcement focus on these politically connected
people in such regimes, to make certain that when they do loot
these nations, as much money as possible is recovered and goes
back to where it rightfully belongs.

Mr. Chairman, I appreciate your efforts in this regard. I would
like to close just by saying we have invited Mr. Jack Blum to ap-
pear before the committee. He’s a world renowned expert on issues
such as I have spoken about and what policy steps we can take,
and he has worked on them extensively in a number of different
capacities and testified on this matter, I remember in 2002 on a
hearing I chaired about recouping stolen sovereignty assets. So, I
thank you for your efforts.

The CHAIRMAN. I thank the gentleman. Let me just say, I appre-
ciate the fact that he mentioned our colleague, Ms. Waters. She has
played the role, he said, and in fact, it was on the return of a con-
gressional delegation of this committee from Africa, a bipartisan
delegation, in which having listened to people, including non-
governmental organizations as well as officials and members of
Parliament in four African countries, that she said, we have to get
into this. We heard that. And it takes a while, because we have
had a fairly busy agenda, as people know. But this hearing is a di-
rect result of that congressional delegation. The gentleman from
North Carolina was on it, and we clearly learned then the impor-
tance of this for development efforts. So we’re very pleased to be
able to do this.

And now I will recognize the gentleman from Georgia, Mr. Scott.

Mr. ScoTT. Thank you, Mr. Chairman, and I certainly appreciate
this hearing. It couldn’t be more timely, and I certainly concur with
you and what your words were, because nowhere is this issue of
corruption more prevalent than on the continent of Africa, and it’s
most important, vitally important that this Congress put Africa at
the front and center to make sure that our monies that are going
there are going for the right purposes.

I just returned from Africa about 3 weeks ago, went into the
Congo and saw firsthand what is happening in the Congo. In Fasio,
the same thing, which is the poorest countries in the world on the
continent of Africa, but yet the richest countries in the world are
on the continent of Africa. The dynamic of this situation is here is
a continent and countries that are full of the natural resources, the
minerals, the diamonds, the gold, the oil, the rubber, all of these,
for centuries they have been exploited by European powers, the
colonialization. The remnants of this exploitation still remains in
the presence of these dictators and heads of these regimes. Now
here we come with our funds. We have to make sure that they are
not being misused in corruption.

When we got back the very next day, Secretary Clinton came be-
fore our Foreign Affairs Committee and I got to ask her that ques-
tion as well. She was very passionate about it, and I am so pleased
to see this committee moving forward, and the Foreign Affairs
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Committee moving forward, and the Secretary of State moving for-
ward to say that we do not need our taxpayers’ dollars going to
prop up these regimes in Africa that are bleeding the countries of
their natural resources, and with the wretched conditions of pov-
erty unlike any you have seen on the face of the Earth.

There’s no greater example than what is happening in the Congo.
For example, the president of Congo’s son’s credit cards could be
traced back to a bank account in Hong Kong that received the pro-
ceeds from Congo’s oil revenues. For just 1 month, his credit card
bill was $32,000. And that money could have paid for 80,000 Con-
golese babies to be vaccinated against measles, which is a leading
cause of child death in that country.

The question has to be, are our taxpayers’ dollars propping up
these banks, and also helping to prop up the ease of corruption in
these developing countries around the world, and especially in Afri-
ca? There are indeed existing international standards, but the
question has to be, are these financial institutions truly paying at-
tention to them or taking them seriously at all? And as billions of
dollars in developing countries being transferred to Western finan-
cial shelters in a matter of a year, this is cause for real concern.

So ensuring prudent management of resources, promoting ac-
countability and openness is of utmost importance, as is allowing
for vital information to be put in the hands of civil society groups
and therefore its citizens. Too often the common citizen is left out
while their country engages in fraudulent activities with regards to
their own natural resources, as I mentioned. And with many con-
flicts, the results of a country’s extractive industries, we must also
look into the corruption behind a country’s extractive industries,
because without a strong stance on these corrupt officials, this will
only lead to poverty increases, social investments being put by the
wayside, and funds continuously being misappropriated and mis-
used.

And finally, greater accountability for the large revenues coming
from these industries, working to generate economic growth from
these revenues and reducing poverty are all aspects we should
focus on. However, without reform in transactions being made be-
tween these developing countries and Western financial institu-
tions, it will be harder and harder to move forward.

Chairman Frank, I can’t thank you enough personally for your
leadership in moving on this vital issue and on behalf of those suf-
fering millions of people in Africa, I want to say thank you for pro-
viding leadership on this important issue.

The CHAIRMAN. I thank the gentleman. Our colleague from Texas
had a statement but he had to go off and make a quorum some-
where, so we are now going to begin. I will reiterate that we have
the entire legislative jurisdiction in this committee and it is our in-
tention to move legislation. So I thank the witnesses. You are help-
ing us with a process that we think is going to result in better
laws. We will begin with Mr. Raymond Baker, who is the director
of Global Financial Integrity, an impressive title.
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STATEMENT OF RAYMOND W. BAKER, DIRECTOR, GLOBAL
FINANCIAL INTEGRITY

Mr. BAKER. Thank you, Mr. Chairman, Ranking Member Bachus,
and members of the committee. I appreciate the opportunity to ap-
pear before you today.

There is no evidence that the dollar volume of corrupt money
flowing across borders is declining. On the contrary, it appears that
corruption may be at the highest levels ever, particularly with very
large sums of money shifting out of China and Russia, while flows
likewise continue out of Africa, Latin America, the Middle East,
Asia, and states of the former Soviet Union, and indeed out of
Western countries as well.

How can this be? To answer this, we must place the issue of cor-
ruption into its larger context—the global shadow financial system
and its attendant culture of opacity. Since the 1960’s, we in the
Western world have created and expanded an entire integrated
global financial structure to facilitate the movement of illicit money
across borders. This structure now comprises a number of ele-
ments: Tax havens; secrecy jurisdictions; disguised corporations;
anonymous trust accounts; and fake foundations. Falsified pricing
in import and export transactions is by far the most frequently
used element in this structure. Money laundering techniques are
widespread, and there are holes left in the laws of Western nations
which serve to facilitate the movement of money through the shad-
ow financial system and into our own economies.

Regarding this last point, for example, in the United States, it
remains legal to bring into this country proceeds generated abroad
from handling stolen property, counterfeiting, contraband, slave
trading, alien smuggling, trafficking in women, environmental
crimes, virtually all forms of tax-evading money, and more. Having
initiated the anti-corruption effort in 1977, we are now far behind
our European counterparts in the range of illicit monies that we
bar from entering our country.

This global shadow financial system moves cumulatively trillions
of dollars of illicit money across borders. It equally facilitates the
shift of the proceeds of corruption by foreign government officials,
criminal activities such as drug trading and racketeering, terrorist
financing and tax evasion.

Global Financial Integrity has recently completed an analysis of
illicit financial flows out of developing countries, utilizing well-ac-
cepted economic models. We show that somewhere between $850
billion to more than $1 trillion a year of illicit money flows out of
developing countries on an annual basis. This massive shift of il-
licit money abroad is the most damaging economic condition hurt-
ing the global poor. It drains hard currency reserves, heightens in-
flation, reduces tax collection, worsens income gaps, cancels invest-
ment, hurts competition, and undermines trade. Quite simply, it
contributes in a major way to the environment in which corruption
thrives.

Now, how can we address these problems? Three measures can
substantially curtail the cross-border flow of all forms of illicit
money:
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First, financial institutions around the world should be required
to know the beneficial owners of entities with which they do busi-
ness.

Second, it is time to institute automatic exchange of key ele-
ments of information across borders, including for non-citizens
their earnings on accounts. Such automatic exchange of informa-
tion exists today between the United States and Canada and with-
in the European Union via the EU Savings Tax Directive.

Third, country-by-country reporting of sales, profits, and taxes
paid by multinational corporations would do more to curtail the
shadow financial system and the culture of opacity than any other
step.

To address the flow of corrupt money per se, three additional
steps are recommended:

First, we should harmonize predicate offenses under the anti-
money laundering laws of all countries cooperating with the Finan-
cial Action Task Force.

Second, strengthened know-your-customer regulations as they
apply to foreign account holders should be implemented. Adding a
specific point on suspicious activity reports for corruption is need-
ed.

Third, lists of politically exposed persons, PEPs, should be avail-
able for all countries receiving development assistance, and the use
of PEP lists should be required by financial institutions.

The fight against global corruption is not being won. As we did
in our early passage of the Foreign Corrupt Practices Act, it is time
once again for strong U.S. leadership.

Thank you, Mr. Chairman.

[The prepared statement of Mr. Baker can be found on page 44
of the appendix.]

The CHAIRMAN. Thank you, Mr. Baker.

Next we have Ms. Anthea Lawson, who is the lead investigator
of financial institutions at Global Witness.

STATEMENT OF ANTHEA LAWSON, LEAD INVESTIGATOR,
GLOBAL WITNESS

Ms. LAWSON. Mr. Chairman, members of the committee, thank
you. Global Witness is a nongovernmental organization that inves-
tigates the links between natural resource extraction, conflict, and
corruption.

The world’s poorest countries would be far less poor if revenue
from natural resources that should be spent on development had
not been looted by their senior government officials. Banks are not
permitted to accept corrupt funds under existing international
standards, but too often they do not seem to be taking this obliga-
tion seriously.

I will present three examples from the latest Global Witness re-
port, “Undue Diligence: How banks do business with corrupt re-
gimes.” First, we show that the international regulatory regime
governing banks has not put into place effective procedures to pre-
vent them handling the proceeds of corruption, as have been used
to stop the handling of terrorist funds.

Dennis Christel Sassou-Nguesso is the son of the president of Re-
public of Congo, which earns about $3 billion a year from its oil,
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but where a third of the population don’t live past the age of 40.
Between 2004 and 2006, he spent hundreds of thousands of dollars
on luxury clothes and shoes with money that derived from Congo’s
oil sales, as Representative Scott has reminded us. Using a Carib-
bean tax haven, Anguilla, he set up a shell company, disguised his
ownership of it, and opened a bank account in its name at the bank
in Hong Kong. Money deriving from Congo’s oil sales was paid into
this account.

When the credit card bills came in each month after the designer
shopping sprees, the Anguillan company services provider that was
fronting for him wrote to the bank instructing payment of the bills
from this account. He is named on these payment instructions as
the owner of the credit card, and these payment instructions were
stamped, presumably by the bank, “record of terrorists checked.”
This is a fascinating insight. The bank ran his name through the
terrorist watch list to make sure that he’s not a terrorist, but does
not appear to have checked whether he’s a political figure and
whether there’s a high risk of corruption.

The U.S.-led campaign to create international controls against
the financing of terrorism has had results. Banks are now checking
that their customers are not terrorists. But there has been no simi-
lar campaign to ensure that banks worldwide do not accept the pro-
ceeds of corruption.

In our second example, the United States took action against a
bank for doing business with a corrupt regime, and then a bank in
Europe continued to do business with a member of this regime and
handle its funds. In 2004 to 2005, Riggs, as you know, was finished
off after holding accounts for President Obiang of Equatorial Guin-
ea and his corrupt government. More than 3 years later, the Brit-
ish bank, Barclays, was still holding an account for Teodorin
Obiang, the president’s son, at a branch in Paris. Teodorin report-
edly earns a salary of $4,000 a month as a minister in his father’s
government, yet he owns a $38 million mansion in Malibu, Cali-
fornia, and a fleet of fast cars.

Global Witness has asked Barclays what due diligence it could
possibly have done to reassure itself that the source of funds in this
account is not corrupt, and they can’t tell us. This case illustrates
the need for the United States to take further action internation-
ally to ensure that all the major banking centers are operating at
the same level.

Without further steps, not only will the fight against corruption
be ineffective, but U.S. banks will not be operating on a level play-
ing field.

Our final example reviews Citibank’s facilitation of banking ac-
tivities that allowed Charles Taylor, the ex-President of Liberia,
now on trial for war crimes, corruptly to divert timber revenues to
his personal use during the conflict there. His regime instructed
one of Liberia’s main timber exports to make its payments in lieu
of tax directly into a number of nongovernmental bank accounts,
including Taylor’s personal account at a Liberian bank. These dol-
lar payments could not have taken place without the correspondent
relationship between the Liberian bank and Citibank in New York,
through which the payments were routed, which gave Taylor the
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means to receive these corrupt timber revenues into his own ac-
count.

Banks must be forced by regulators to improve their due dili-
gence practices. Banks must not accept funds unless they can iden-
tify the beneficial owner and they can demonstrate strong evidence
that the funds are not corrupt.

The United States has been a driving force behind the Financial
Action Task Force, or FATF, the intergovernmental body that sets
the global anti-money laundering standards and measures member
states’ compliance with them. The United States should use its in-
fluence to ensure that FATF undertakes further steps to make
anti-corruption rules and on money laundering more stringent, and
names and shames countries that are not compliant with FATF
standards or that are not enforcing them, so that those countries
that are ahead of the curve are not penalized. We would be pleased
to see this committee take up these issues, and I would be happy
to answer any questions.

[The prepared statement of Ms. Lawson can be found on page 94
of the appendix.]

The CHAIRMAN. We have been joined by our colleague, Ms.
Waters, and I did want to tell her, let me say it publicly, that both
the ranking member and I acknowledge the very important leading
role she has taken in bringing this subject forward.

Next we have Mr. Nuhu Ribadu, who is the former executive
chairman of the Economic and Financial Crimes Commission of the
Government of Nigeria.

STATEMENT OF NUHU RIBADU, FORMER EXECUTIVE CHAIR-
MAN, ECONOMIC AND FINANCIAL CRIMES COMMISSION
(EFCC) OF NIGERIA

Mr. RiBaADU. Thank you, Mr. Chairman, Ranking Member Bach-
us, and members of the committee. Let me thank you for the honor
of this invitation. As you said, my name is Nuhu Ribadu, and I am
the former chairman of the Economic and Financial Crimes Com-
mission of Nigeria, assigned with the responsibility of fighting eco-
nomic crimes in Nigeria that came as a result of pressure from the
international community, FATF, the U.S. Government, and the
U.K.

I have heard a lot, and you have said eloquently on the issue of
how terrible corruption is, the damage it is doing to us, not just Af-
rica, but the world. But I also want to tell you from the side, from
those who are at the receiving end, and I'm one, I'm sitting here,
an African, a Nigerian, a picture of really what really happened to
us as people who have been reduced to a level of more or less living
on the kindness of others, our honor, our dignity, our respect, ev-
erything has been destroyed. We are today at the bottom of the lad-
der in the world, and that is not fair.

And that is what I want to share with you. You have said every-
thing, but I want to give you a little bit of statistics of what really
is happening, what has happened to us as people. AU, for example,
the African Union, came up with a figure that as much as $140 bil-
lion is wasted, going to corruption, stolen from the people of Africa,
the poorest people of the world; $20 billion annually goes out of the
country, stolen. I want to talk about money coming from companies
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that are doing business. This is stolen money going out of the poor-
est country. Imagine what that money can do. This is far, far more
than the entire support that comes from United States to the con-
tinent.

The U.K. Commission that was set up by Tony Blair came up
with the figure that as much as $93 billion is out there in the fi-
nancial institutions of the West coming from Africa, stolen. Nigeria
is a country, a country that I come from, and as much as about
$440 billion in 3 decades from selling of crude oil, all wasted, sto-
len, nothing to show for it. This is money that is probably 6 times
what was needed to change Europe after the second World War.
Today go to Nigeria and see, you will realize what we are talking
about, the crime of corruption. It’s very unfair. It’s tragic.

But I'm here to also tell you my own experience. I fought corrup-
tion in Nigeria. I have seen at close range what is happening to
us. I have also, as a person who more or less is responsible for
bringing out the case of Halliburton, the one where Halliburton
gave about $184 million as a bribe to Nigeria. Where Halliburton
today is punished in the United States by probably as much of a
fine of about $600 million. But Halliburton still is getting away
with $6 billion of contracts, and there are people out there in Nige-
ria who have received this money, and they are continuing to con-
tinue doing business as usual. The same thing, for example, with
Siemens. The same thing with all the other companies. Siemens is
a company that was punished by the U.S. Government. Today Sie-
mens is doing the same business in Nigeria.

Mr. Chairman, this is what is happening to us. I fought corrup-
tion. I know what it has done to us. The problem, for example, of
Nigeria, while we are attempting to address it, I know it is as a
result of corruption that we have this situation where we found
ourselves. I brought one governor who was in charge of one of the
states in the Niger delta. He gave me $15 million cash in a box to
stop me from prosecuting him. I refused this money. I took him to
court and I charged him and I handed that money also as evidence
in Nigerian court. Today, that gentleman is probably one of the
most powerful individuals in our country. He’s one of the most pow-
erful people in charge of the ruling party.

It is happening. It has done damage to us growing, people like
us, who are desperate for change, who are fed up, who don’t want
this type of thing that they have done to us. The leaders from An-
gola to Zimbabwe, those who are in charge of our own affairs, have
done this damage to us. That is the reason why, Mr. Chairman, we
think that we need help. While sitting down out there, before get-
ting into this hall, I read your Declaration of Independence, the one
that you did hundreds of years ago. I saw where you, the Congress,
dreamt and wanted freedom, liberty, and the pursuit of happiness.
We are equally entitled to that. We want that, and we desperately
want the world to come in and support us.

Those of us who are victims of this corruption are helpless, are
powerless. Today I have been kicked out of Nigeria. I can’t even go
there. I survived an assassination attempt. Because some of us few
who had the courage to stand up and say enough is enough, let’s
stop this, let’s move forward, today, Mr. Chairman, this is what—
it is still coming down to the fact that we must do it ourselves. No-
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body else will do it. It is we, the Africans, and I can assure you,
people are fed up. People are tired. But we need the good people
of this world. We need you to support, to stand by us and see that
it is possible for us to also have a change, change that is taking
place in the world today. We have seen those who, not necessarily
even one deserved a change, but they are getting it. But we in Afri-
ca are desperate for change.

Thank you very much, Mr. Chairman. I will wait for your ques-
tions.

[The prepared statement of Mr. Ribadu can be found on page 115
of the appendix.]

The CHAIRMAN. Thank you.

Ms. Monica Macovei, who was formerly the minister of justice in
the country of Romania.

Ms. Macovei?

STATEMENT OF MONICA MACOVEIL FORMER MINISTER OF
JUSTICE, GOVERNMENT OF ROMANIA

Ms. MAcovVElL Thank you, Mr. Chairman, ladies and gentlemen.
I was the minister of justice in Romania in 2005-2006. I was fired
in April 2007, 3 months after Romania’s accession into the Euro-
pean Union. It’s not about my situation I want to talk, it’s about
my experience as a minister of justice fighting corruption.

At the beginning of my mandate, I had to establish the strategy
and the action plan to fight corruption under a safeguard closed by
the European Union in Brussels, and before I established the
benchmarks and the concrete activities and measures, each institu-
tion within the anti-corruption area had to do. So there were
benchmarks in high-risk corruption areas such as public procure-
ment, privatization, transparency of public spending, in particular
all the contracts from the state money, anti-money laundering leg-
islation, independent and efficient law enforcement agencies, con-
flict of interest incompatibilities, funding political parties and cam-
paigns. And then we started after we made these benchmarks, we
started the implementation.

Now I took it seriously, and the same did the anti-corruption
prosecutors office, which I set up in 2005, and these prosecutors
started to investigate politicians from all the parties, including the
parties in power, and high officials. This was really a premiere in
Romania. I think in the last 2 or 3 years, this prosecutors office
prosecuted, sent to trial about 20 current and former members of
the parliament and of the government for corruption and fraud and
other officials from all areas, including from the judiciary.

The reaction to this prosecution came in particular with priority
from the political class. And I saw the behavior of my colleagues
in the government when people from the parties in power started
to be investigated and prosecuted. It was unbelievable. We are in
power and we are investigated. So consequences of this continuous
public pressure, I would say political pressure for those inves-
tigated, all claiming that these are political cases, although they
are, as I said, coming from all the political parties. Then attempts
from the parliament to change the procedural law such as to try
to avoid being investigated.
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And I can give you a quick example. We had—and also an exam-
ple of the level of bribe, which shows it better. We had in 2007 a
minister of agriculture taking a very low-level bribe in terms of
money, about 15,000 euros, and also sausages and other products
for—allegedly for giving contracts about 6 million euros to some
private companies. And also speaking about the level of bribe, we
heard the cases with members of the judiciary who were prosecuted
and convicted for amounts around 100, 200 euros, which shows to
me not that their bribe is small, but it shows a practice.

So coming back to the reaction of the politicians, when such
cases became public, and of course they were damning the use of
surveillance measures, interceptions, and filming. One measure
taken by the parliament without any public debate was to make
this procedure impossible. For instance, one provision was saying
that a person cannot be intercepted before—unless he’s informed
that an investigation is going on against the person, so therefore
making all these surveillance measures useless.

These provisions were not passed, because they were rejected
and they were sent back for examination by the president of the
country, but they showed the attitude of the politicians when they
are, of the majority of the politicians, when they are under inves-
tigation. They try to use any means, and they have the decision in
their hands, and they use it to fight back.

Another example of political behavior is the decision to lift immu-
nity when the prosecutors ask for the parliament. These cases,
many of them were rejected, were denied, and then they were re-
heard again. These cases took about between 5 months and over
1 year for each case to be decided in a way yes or no, and those
many MPs said that they have to look at the evidence, so they basi-
cally tried to take the role of the charge. So all these together
shows an opposition to this investigation. Basically, what they are
trying to do is invoking civil rights in all these changes basically
to establish and practice the right not to be investigated.

I was supported by the president of the country. When I was a
minister, I was independent. I didn’t belong to any political party.
This is how it happened. As I said, I had the support of the presi-
dent of one party which supported me. After the accession when all
the politicians saw that—achieved the objective of being into the
European Union, the party which supported me was asked to with-
draw the political support for the minister of justice. It refused and
then it was basically excluded from the government.

There are sustainable things and things which could not be
changed back, as, for instance, this anti-corruption prosecutor of-
fice, which is still there, and which is still investigating, including
politicians and which is still under attack, but I think the most im-
portant thing is that these people are doing their job. Thank you.

[The prepared statement of Ms. Macovei can be found on page
112 of the appendix.]

The CHAIRMAN. And next, Mr. Jack Blum, who was the former
head of the UN Experts Group on Asset Recovery and has a very
extensive background in dealing with this. And I said that this is
going to be a bipartisan issue. We have witnesses, and the practice
is that most witnesses are proposed by the majority. The minority
gets to propose witnesses. I must say here I think the choices were
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totally interchangeable. Mr. Blum—sometimes there are differences
on issues, but this is case where I think just the very selection of

witnesses shows that there’s a great degree of consensus.
Mr. Blum?

STATEMENT OF JACK A. BLUM, ESQ., FORMER HEAD, UN
EXPERTS GROUP ON ASSET RECOVERY

Mr. BLUM. Mr. Chairman, it’s a pleasure to be here this morning,
and I thank you and the ranking member for their kind remarks.
This committee did quite admirable work 7 years ago in putting to-
gether a hearing to discuss these issues. Unfortunately, the events
of the last number of years made it very difficult to continue down
that path.

I am currently involved in the Nigerian Halliburton bribe case,
representing the government of Nigeria, trying to get mutual legal
assistance from the United States. Now that case and other cases
illustrate the complexity of the problems we’re dealing with, and
they really are complicated problems.

The screaming frustration of people looking at something like the
family of the Obiangs running Equatorial Guinea where you have
700,000 people in desperate poverty and a per capita GDP that
makes it 8th highest in the world, is unbelievable. Yet there’s noth-
ing, it seems, anyone can do about the fact the Obiangs are run-
ning the country and stealing it blind, other than to wait for them
to either depart office and try to prosecute after the fact, or wait
for some form of criminal complaint or conviction to come forward,
and then begin a process of searching for the money.

But failing to have that criminal process undertaken, either in
Equatorial Guinea or against a company that’s actually taking the
oil out of Equatorial Guinea, everything is absolutely okay. And if
a bank gets a deposit from the Obiang family, the simple solution
for the bank is to file an SAR, report to the government that in fact
there has been a suspicious transaction, and then it’s really up to
the bank as to what they want to do in terms of handling the
money. And, of course, the situation is, and this is very clear, that
if a U.S. bank doesn’t take the money, somebody will take the
money and then funnel it into a U.S. bank through some other
shell, either a trust or a shell company or whatever.

This business of sovereignty protects a lot of sitting crooks. And
T'll give you another example. The government of Kazakhstan,
which is notorious in its corruption, yet because the same people
are running the government, there are no charges and no basis for
anybody going after their assets or even saying we can’t do busi-
ness with them. This is a very frustrating problem, and there are
no simple solutions to it.

The idea of national prosecution such as we have in the Foreign
Corrupt Practices Act is a very appropriate approach. It works as
far as it goes. So it’s a deterrent to U.S. corporations and paying
the bribes, it’s a way of keeping people from doing the outrageous.
On the other hand, most of the enforcement of that law has come
out of self-reporting, which is to say the company or its auditors
or its internal controls have come forward and said, look, we found
these bribe payments and we confess.
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It’s very difficult to find those cases without the self-reporting,
and then once the cases are prosecuted, there’s the further prob-
lem. If a company comes forward and says, we paid bribes in Nige-
ria, the U.S. Government is in the terrible position of not being
able to say who the bribes were paid to, for the simple reason that
there’s no proof that the person on the other end received it. What
they know is the payments were made.

And I say in my statement, I have a very vivid memory of having
a witness in a Foreign Relations Committee hearing talk about
Prime Minister Seaga of Jamaica step forward—the witness said
that Ciega had hidden bank accounts in the Cayman Islands. And
I got back to my office and there was Prime Minister Seaga on the
phone saying, wait a minute. How do I get to defend myself? I can’t
come as a witness to your hearing. And your guy who said I had
these bank accounts was a convicted drug dealer. And I sat there
and listened to myself being reamed out by the prime minister for
the better part of a half-hour.

This is a very real problem. We will not be in the position of
naming the people involved as a U.S. Government for that reason.
On the other hand, do they have to be named? Do we have to fig-
ure out a way to stop this? You bet we do. And it’s a real dilemma.

The most effective remedies in this area, because the criminal
law is so fraught with these cross-border difficulties, and I can go
into it in question and answer, the best solutions are in the civil
arena, and that’s what we talked about 7 years ago. And I'm
pleased to say that in the intervening time, I have been working
with Lord Daniel Brennan, who is a very distinguished member of
the House of Lords, on putting together a civil asset recovery orga-
nization that will work across borders on behalf of countries that
have now decided to try to recover the money. And this organiza-
tion, I think, has the capacity to do what others don’t, because it
would be private and nongovernmental, and therefore wouldn’t fall
into the thorny messes that come when you have to deal with sov-
ereign relations among states.

I see that my time has expired. Am I wrong about that?

Thle CHAIRMAN. Take an extra minute, because we only have one
panel.

Mr. BLuM. The problem of civil recovery is it requires a lot of
work in a lot of different countries. It requires many different sets
of legal skills, and it requires a degree of non-interference by polit-
ical players. And that’s a very important extra piece. We have had
too much interference by political players, even in the areas of
criminal prosecution. And I give you as a couple of examples the
Geffin case involving Kazakhstan, an indictment years ago of a
gentleman who was supposed to be a bag man in some oil con-
tracts. The case has yet to come to trial. The indictment is pending,
and there’s no explanation whatsoever for why this case hasn’t
come to trial. There have been delays and arguments that, well,
maybe this man was somehow connected to our intelligence serv-
ices, but not a shred of evidence has been put on a public record
about it.

In the case of other countries where criminal prosecutions have
gone forward, let’s talk about the Nigerian case, the U.S. Govern-
ment is currently delaying the mutual legal assistance because the
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investigation is ongoing here in the United States. Now just under-
stand the bribes in Nigeria took place between 1995 and 2002,
2004 perhaps. Were just going to finish up our criminal pro-
ceedings perhaps in another year or so.

But now the Nigerians get evidence that is 10 to 15 years old,
and then there’s the question of all the other countries that this
case touched. So Halliburton had a partner in France. The partner
in France worked with Halliburton to set up a company in the Por-
tuguese island of Madeira. There’s a French criminal investigation
underway, and the assembly of all this evidence to make any sort
of case in a Nigerian forum won’t happen for another 5 years at
the minimum. This is a kind of impossible situation. It’s so far
after the fact that the money will be gone and the defendants will
be able to do all sorts of things with respect to statute of limita-
tions and making their defense.

So I just stress that this is a very difficult and thorny process.
We don’t have any simple solutions to it, and I think a lot of work
and discussion will have to go forward. I think perhaps some of the
answers lie in tightening up know-your-customer rules, but even
there we have a real problem.

Thank you.

[The prepared statement of Mr. Blum can be found on page 89
of the appendix.]

The CHAIRMAN. Thank you. Let me just begin, Mr. Blum, you
mentioned because Ms. Lawson talked about naming and shaming
as a major tool given some of the legal problems, but you point out
there’s a problem with the naming. Could we work out a procedure
in committees where you would not release the name until the
party had some chance at a rebuttal?

Mr. BLuMm. Well, it’s really tough. The first time we hit that was
with the Lockheed case in Japan. We had hard evidence that the
Prime Minister of Japan, Tanaka, had received bushels of cash
money from Lockheed Aircraft to get their planes into Japan. The
State Department was apoplectic. They said you can’t do this. The
Japanese are major allies of ours. This will cause a political earth-
quake in Japan, which it did do, and they wanted us not to hold
the hearing. It took tremendous effort to then get the evidence to
the Japanese, and to their credit, the Japanese actually did some-
thing about it. They convicted him and he went to jail. But there
were many other countries we had evidence on, and the State De-
partment didn’t go anywhere with it.

The CHAIRMAN. Well, let me ask you, what if we try to work out
a procedure whereby if we said in advance, let us know, and we
would then notify the named individual and offer to release con-
temporaneously any rebuttal? Obviously you’re not going to get the
prime minister to come sit here. But I'm wondering whether you
think that could—

Mr. BLUM. It’s a possibility, but I don’t really have confidence
that the prime minister would be very happy or that the State De-
partment would be very happy.

The CHAIRMAN. Well, I appreciate that, but State Departments
are often unhappy with Congress and vice versa.

Mr. BLuwM. I know.
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The CHAIRMAN. What I'm trying to satisfy is not some diplomatic
rule but our own standard of fairness. And I will say that we might
want to work on something where with—that there has to be some
notice, and there is then a chance to rebut, and if somebody decides
not to rebut, they don’t.

Let me now ask the general question, obviously, and Mr. Castle
and I were talking about it, there’s a great deal of support for
doing away with the corruption, particularly, and I appreciate the
extent to which we have emphasized, it damages our ability to al-
leviate poverty. It is poor children who are the major victims of the
corruption. This is not a victimless crime.

We will be told, yes, but the problem is you can’t put American
businesses at a disadvantage. Ms. Lawson mentioned the level
playing field. I will just make an aside on this. The level playing
field, it’s an extraordinary phenomenon, the unlevel playing field.
It is I think the only one I can think of where it is an unlevel play-
ing field and no one in the history of economics has ever been at
the top of the level playing field. It is a constantly downward-slop-
ing playing field, and people are only at the bottom. No one in the
history of congressional testimony has ever acknowledged being at
the top, or even in the middle of the unlevel playing field.

But that’s the question which I will ask you to comment on brief-
ly now. Help us figure out ways to diminish the disadvantage. Part
of it, I think, would have to do where this committee has the juris-
diction, with the banking system, being frozen out of the American
banking system could be tough. And Mr. Blum mentioned that peo-
ple managed to sneak their way in. But I think you were sug-
z:giestliln,cg: with know-your-customer that we may be able to prefer to

o that.

But I would just ask if one of you had any comments now, and
I think we would be very open to what we could do to diminish the
argument that we’re putting Americans at a disadvantage. Mr.
Baker?

Mr. BAKER. Thank you, Mr. Chairman. The same argument was
made at the time the Foreign Corrupt Practices Act was being dis-
cussed, that it would badly damage U.S. business interests around
the world. It did not. We may have lost the odd aircraft sale or the
odd oil field service contract, but we certainly did not hurt U.S.
business globally. It did take the Europeans another 20 years to
follow suit, but that was an example of U.S. leadership that led to
the rest of the world following as well.

And I said in my remarks, further U.S. leadership is needed. In
fact, what we need to do now is to catch up with where the Euro-
peans are. They have gone past us in the range of what is barred
of monies crossing borders. We cannot successfully fight corruption
while at the same time maintaining our financial system open to
so many other forms of illicit money that go through the same such
channels. Corruption can pass through the same channels as the
flows of other forms of illicit money.

The CHAIRMAN. Ms. Lawson?

Ms. LAWSON. I would encourage the committee to focus on the
role that the Financial Action Task Force could play in improving
the standards elsewhere. The United States is one of the driving
forces behind the Financial Action Task Force and has a lot of in-
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fluence within it. At the moment, the naming and shaming that I
referred to is not about individuals, it’s about jurisdictions who do
not have anti-money laundering standards at the appropriate level,
and while FATF is spending some attention at the moment talking
about some of the countries that are way out of line, most if its own
members do not yet have standards fully in compliance with the
levels that it sets. So that’s one way that the United States can use
its influence abroad.

The CHAIRMAN. Mr. Ribadu?

Mr. RiBADU. Thank you. Well, just to agree with her, the FATF
did a lot of—

The CHAIRMAN. Move the microphone closer to you.

Mr. RiBapU. FATF changed Nigeria, and it has really made it
possible for us to really address the problem, not just of corruption
but so many other things. I think there is a need to look at the
possibility of strengthening and helping it to get back to what it
was a couple of years ago.

On the issue about the American business outside, as a person,
a physical person on the ground in Nigeria, I can assure you that
the Foreign Corrupt Practices Act did a lot of good to America, far,
far more than what you can ever imagine. I investigated companies
in Nigeria from 2003 to 2007. Wherever I see an American com-
pany is involved, doing business, I tend to be relaxed. I tend to be-
lieve that somehow they are far, far better than the rest of the
world, not to talk of the emergence of the Chinese and the Indians.

The Foreign Corrupt Practices Act helped to build confidence,
show direction, change the world perception, and it also helped us
to raise our own standards. It may be the same thing that you are
faced with today. Please do have the courage, understand that
what you are doing, you are taking the lead. Whether it is going
to be a temporary loss, I can assure you in the future you will see
the benefit of it. Today, most of the companies from America are
taking the benefit. They tend to be believed. We agree with them
because of this oversight responsibility coming from their home
country.

The CHAIRMAN. Thank you. Ms. Macovei, on the international co-
ordination, is there anything we can do?

Ms. MAcoOVEL I didn’t understand.

The CHAIRMAN. Yes, if you had anything that you wanted to add
on how we can—

Ms. MAcoOVEL I would like to say as the others to insist on inter-
national cooperation. Exchange of information is vital, and I saw
in some cases where information to not leave one state to go to the
other through the law enforcement. And also I can say that I saw
contracts, and without direct evidence of corruption looking at the
terms of the contracts where all the rights were and all the duties
were, it was a clear bad business for the state and good business
for the company. But my point is probably companies who try to
do these, the problem is the environment where they do the con-
tracts. If a country provides this poor environment in which corrup-
ti(ﬁl is possible at the government level, then the company will
take—

The CHAIRMAN. Well, in some cases you can just look at the
terms of the contract and figure out that some money changed
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hands because there would be no other logical explanation for those
contract terms.

Ms. MAacovVEL Right. I made these examples because I saw con-
tracts where there was no price. The price was going, for instance,
to be decided by the contractor, by the contractor company.

The CHAIRMAN. Oh, very nice. Mr. Blum, any last word on this?

Mr. BLUM. A couple of thoughts. First on the issue of level play-
ing field in the banking business, I think that if banks don’t take
this kind of corrupt money, well, they may be at a competitive dis-
advantage, but this is business we don’t want them to touch. More-
over, when things go bad, the advantage is not to the people who
took the bad money. So look at UBS, which took all this tax cheat-
ing money, that now has all of its customers fleeing because they’re
going to be exposed, and they’re in terrible trouble. So I don’t think
that’s the issue.

Now this business of the contracts, I think the issue here is
price. If there’s public exposure of the price and the terms, it gets
to be very had to pad the contract to hide the bribe. And that is
a very important aspect of keeping this process honest. So, for ex-
ample, there was an infamous case in St. Maarten where a Sicilian
contractor went into negotiation to build a new airport, and the
price once they sat down with the people who were running the
government of St. Maarten kept going up with consulting payments
supposed to go to a company somewhere in Switzerland. Well, you
knew what that was all about. Ultimately, the Dutch government
got on top of it and did something about it.

The CHAIRMAN. Okay. Thank you. We will ask all of you, please
feel free, and we’ll be in touch about how we deal with this, be-
cause it is a practical matter that is going to be, I think, one of
the issues we will have to deal with.

The gentleman from Florida.

I misread my things. The gentleman from Minnesota was first on
the list.

Mr. PAULSEN. I will yield back, Mr. Chairman.

The CHAIRMAN. Then, the gentleman from Delaware.

Mr. CASTLE. Thank you, Mr. Chairman. I want to ask you some-
thing which I think is related to what we have been talking about,
in fact, quite closely related. And that is the new trends in inter-
national terrorist financing, the new technologies in moving money
around. Do we see scam charities or corporations playing a role in
terrorist financing or even the corruption you have been talking
about in foreign governments and should we be doing more and
should the UN be doing more or is there some other entity out
there that should be doing more? To any of you.

Mr. BAKER. Thank you for the question. In my own opinion, sir,
the pursuit of terrorist financing has been a bright spot in these
efforts. There were, shortly after 9/11, some 25 arms of the U.S.
Government that were pursuing terrorist financing and as a result
of that, I think that we have pushed terrorist financing out of the
legitimate financial system. In my observation, as I study the issue,
terrorists are moving their money through commodities, through
drugs, through gold and so forth, but only to a rare extent using
the legitimate financial system. There is some money passing
through the Hawala system back into the hands of drug dealers in
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Afghanistan and Pakistan that end up in Taliban hands. So, there
is a linkage there. But, as far as terrorist financing in the legiti-
mate financial system, personally, I think that U.S. leadership on
this part of the problem was excellent.

Mr. CASTLE. Mr. Blum?

Mr. BLUM. The critical place to get at that sort of problem is in
identifying shell corporations and in identifying who the beneficial
owners of various trusts are. At the moment, under the know-your-
customer rules, many financial institutions have been content to
receive a copy of a corporate charter of an off-shore corporation,
passport photographs of the local directors, and say, okay, the ben-
eficial owner of the account is the corporation. That cannot be. We
have to know who is underneath any shell entity that’s coming into
the U.S. banking system. And that is a fairly straightforward prop-
osition, which will help us with tax collection, will help us ensure
that terrorist money is out of the system.

Mr. CASTLE. Your answer is somewhat in contrast to Mr. Baker’s
answer, to a degree. You're basically indicating that shell corpora-
tions could be set up, you could use some sort of local director, take
a picture, whatever, and accept the documentation and all of the
sudden be able to fund through that—

Mr. BLuMm. I don’t know whether they would be used to fund, but
I can say they can enter the banking system and their accounts can
be used to move money. You know, where it goes or who it goes
to, or what they do, is another issue. But used to move money, yes.
And in the end, in the end, even the Hawala system uses the bank-
ing system, so you really want to know who the people are who are
opening your accounts. And I think that’s something that we have
already talked about a lot in the area of the Bank Secrecy Act.

The banks and brokerage firms got a pass on identifying old ac-
counts and then on the issue of identifying corporate accounts, the
identification was left to saying, well, tell us who the directors are,
and when you have a shell and you have shell directors, it doesn’t
tell you anything about the corporation. You have to know the ben-
eficial owner.

Mr. CASTLE. Mr. Baker, can you respond to that? You indicated,
obviously, in your statement, that we have taken a lot of steps to
address the terrorist financing, etc. Mr. Blum points out the cir-
cumstance of being able to set up a shell corporation and avoid
some of the niceties that might trip that up if it were to happen.
Do we know that is not happening based on some of the things you
have talked about or is it possible, it’s obviously possible, but is it
likely that some terrorist financing is taking place in shell corpora-
tions?

Mr. BAKER. It certainly can, sir. There is no evidence that I have
seen that it is taking place. If I could make a further point about
beneficial ownership. I strongly agree with my friend, Jack Blum,
that beneficial ownership of entities needs to be known by every fi-
nancial institution holding accounts. I made this point in New York
recently and a Wall Street banker in the room raised his hand and
asked, “Do you have any idea how much it would cost us to deter-
mine the beneficial owners of all of our accounts?” And of course,
the answer is, it costs nothing. You put the shoe on the other foot.
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It is the responsibility of the account holder to affirm who is the
flesh and blood owner of the account or what is the listed company
that owns the account. But this is a no-cost exercise and it should
be done by all financial institutions. In this day and age of crime
and terrorism, I cannot imagine a financial institution not wanting
to know who are the beneficial owners of accounts with which they
do business.

Mr. CASTLE. I thank you. My time is up. I would just say, in clos-
ing, that I agree with everything you have said about the problem.
I worry about the solution on a broader basis in just the United
States or just Europe. I think it’s going to take a great deal of
international involvement to get this resolved. I yield back.

The CHAIRMAN. The gentlewoman from California.

Ms. WATERS. Thank you very much, Mr. Chairman. I am very
appreciative for this hearing that you're holding and very appre-
ciative for the leadership and support of Mr. Bachus in dealing
with this issue on corruption in the role of western financial insti-
tutions. We have been kind of picking around the corners of this
for a long time. I recognize that we here cannot, perhaps, stop all
of the corruption in the world, but I'm very, very concerned about
our banks and financial institutions who participate in the support
of corruption with acceptance of stolen money, drug money, on and
on and on.

I would like to especially thank Mr. Blum for being here today.
It seems as if he has been around the world with so many of these
issues and I would just like to let him know that Mr. Ricky Ross,
who was at the center of the crack cocaine scandal that was ex-
posed by the San Jose Mercury is out, back at a halfway house in
San Diego. Of course, as you know, Daniel Ortega, who was fight-
ing with the Contras is in power now with the Sandinistas in
charge. I don’t know. It seems as if things just continue to rotate
and that things don’t really change that much.

But, here we are today again looking at this issue and whether
it is a Halliburton that’s involved in a bribery or any other Amer-
ican firm, or any American financial institution that knowingly ac-
cepts money from people like Abacha, and protect it, it seems as
if we should be able to do something about that. I spent a lot of
time on Citibank because they were obviously purchasing dope, lit-
tle banks throughout Central America and Mexico and one of the
brothers of a former president of Mexico, had a private banker at
Citibank, who bought their homes and boats and all of that.

And that’s what I think we can get a handle on. “Know-your-cus-
tomer” does not accurately describe it. I mean, it has to be better
than that. I don’t think that the brother of the president of Mexico
at that time even had a card on file to talk about where they lived,
earned money, but they had a private banker who facilitated the
purchase of all of these assets. So, what I would like to do is, I
would like to find ways to stop our banks, period, from accepting
a corrupt money and protecting corrupt money.

I would like to find out what the IMF and not only the Inter-
national Monetary Fund, but the World Bank, they have a lot of
investigations. And they have a lot of research information. They
know a lot about some of these countries that are involved in deep,
deep corruption and who are putting money in American banks. I
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would like us to find ways to get access to the research they have
and, of course, simply close down the ability for our banks to have
this money placed in accounts in these banks. So, you have been
giving us some suggestions. You have talked a lot about the know-
your-customer rules. Is there anything else you would like to share
with us about what we should be doing to close down the ability
of é}merican banks to accept this cash from these corrupt people?
Yes?

Ms. LAWSON. In response to your points about the IMF and the
World Bank, they have a very strong role to play in this. They play
a significant part in the mutual evaluations, the peer reviews, that
the financial action task force does of its members. When they got
involved in 2002, it was on the condition that FATF stop naming
and shaming, explicitly, the countries that did not have appropriate
standards in place. So, if they were to be supportive of that, FATF
could be made more effective in ensuring that there’s a better glob-
al standard.

The other interesting role that the IMF and the World Bank can
play is that in the analyses of countries’ economies, the Article IV
Reports, for example, for the IMF. There is information about the
transparency over natural resource revenues and payments. Given
that in many of these most corrupt countries, it is natural re-
sources that are providing the money that can be so easily looted,
more information made available in a very clear form, from the
international financial institutions to the banks to help them in
doing their due diligence to identify where the corruption might be
taking place, would be very useful.

Ms. WATERS. Thank you very much. Mr. Chairman, let me wrap
up simply by saying, we don’t want to hurt the poor people who we
are trying to support in these countries and I'm just sitting here
thinking about how we cannot get the money to the governments
that are responsible but rather to some NGOs or other to continue
some of that work. And I yield back the balance of my time.
| The CHAIRMAN. The gentleman from New Jersey was next on the
ist.

Mr. GARRETT. I thank the chairman. I thank the members of the
panel, Ms. Macovei, Ms. Lawson, Mr. Ribadu, well, everyone, ev-
eryone on the panel for your work and the sacrifices that you have
made on its behalf. You know, I think of the actions that Congress
has tried to take in this, that I have been involved with, is trying
to help the people. One prior to the Iraqi war situation, I was down
on the Floor on a number of occasions when the whole issue of the
now infamous oil for food scandal began to explode.

And there is, just as Ms. Waters says, the issue there is, where
is the money supposed to go? It is supposed to go to the folks over
there, the people over there, the poor people over there for food and
medical supplies and other things and it didn’t get there. And of
course, we have now learned it went from, not just to Iraq, but po-
litical folks from Russia to France and in this country, all around
the world. The discouraging part from my aspect was, in Congress
we put in a number of, I put in a number of amendments to say,
let’s call for accountability, let’s withhold some of our funds to go
there, and quite honestly, they fell on deaf ears in this House be-
cause of the nature of what we were, others were trying to do.
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But I think it was the right thing to do, to try to call even an
entity like the UN, accountable for their actions. Now, the chair-
man raises the proverbial issue, Ill go along this line with regard
to the level playing field. Ms. Lawson, I think you mentioned in
your testimony with regard to at least one bank, Riggs Bank, and
what happened there. Now, there is a case, just to tell you the
other side, there is a case where the United States did have the
tougher law.

We had the civil and criminal prosecutions. They had to basically
sell out and what was the outcome of that, the outcome of that for
them, not very good, outcome as far as in Europe and the rest of
the banking world, they just continued on, right? So, even though
we took the leadership position, what came of that? Ms. Lawson?

Ms. LAwWSON. Thank you for your comments. I think that brings
up a very interesting issue. It’s very concerning that when the
United States takes this very effective action using some of the
powers that it has, that we then see a European bank continuing
to hold an account for one of the characters involved and I would
like to reassure you that in addition to coming here to seek leader-
ship from the United States, we are also working, spending a lot
of time working, in London, in Brussels, and in other European
calﬁtals to try and get European governments to look at this, as
well.

But another issue that comes out of this is, let’s look at the man-
sion that Teodorin Obiang owns, which is in the United States and
was purchased in February 2006. Now this is after Riggs was
closed. This money that he used to buy it, $35 million or there-
abouts, must have come into the United States in some form or
other. So, while it is very important to ensure that the European
standards also improve by using the mechanisms that we have
internationally, such as FATF, there may also be issues with
money still being able to come into the United States somehow in
order for this guy to purchase his house.

Mr. GARRETT. Well, you know, you raised the issue of the banks
looking at, how do they have this much assets, I was thinking, I'm
from New Jersey. We had a case where we had a prominent city
mayor who made a city salary and he was getting, he had a large
boat, several real estate holdings, and cars and everything else, so
with the idea of looking at, not just the terrorist list, which you ref-
erenced, does that mean that we have to have a system where
banks even within this own country have to start questioning if we
have political figures that are getting all this aggregating of assets
when they’re only making X number of dollars as a city mayor or
councilman or something like that, but that’s their responsibility
now?

Ms. LAWSON. As far as I'm aware, it’s the bank’s responsibility
to ensure that they don’t accept the proceeds of crime of whatever
it is and that applies to their customers wherever they’re coming
from. Now, the strong, impressive work of this committee has led
some regulations in the form of the Patriot Act, section 312, that
apply to foreign account owners, in particular, as a specific means
of tackling corruption. But, the anti-money laundering laws are ba-
sically the proceeds of crime. So, it’s a bank’s job to work out
whether their customers’ funds are legitimate, whoever they are.
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Mr. GARRETT. Okay. Yes, Mr. Blum?

Mr. BLuM. I might add in this discussion, I represent financial
institutions and work with them in compliance. I have actually sat
with committees that look at questionable accounts and decide
whether or not the bank will take them on or whether or not, after
looking at some questionable transactions they want to get rid of
the customer. And, in truth, the better institutions all recognize
something called reputational risk. The presence of, let’s say, the
Obiang account is not worth the trouble that account will bring if
we all understand that we’re dealing with a significant crook. The
problem comes when that crook comes into the bank through some
kind of disguised means where the bank can’t be certain that it’s
the crook and can’t really question. Let’s talk about a clearing
broker who sees the transaction. The account originated with the
introducing broker, now what do you do? Pick up the phone and
say, we're going to fire you, the introducing broker unless you get
rid of your customer? And that gets to be a lot tricker.

Mr. GARRETT. My time is up, thank you.

Ms. MAcovVEL Can I—

The CHAIRMAN. Yes, if the gentlewoman would like to answer,
she may. We only have one panel, so we can be a little loose with
time here.

Ms. MAcoVEL I think we should also think of the responsibilities
of all the reporting agencies to the anti-money laundering financial
needs. It’s first the banks and they, as we all know, they have to
report not only transactions over a certain value, but any suspect
kind of activity or transaction. And also, there are responsibilities
at least in the laws for notaries and for other categories of sort
called deporting entities. So maybe you should also look at the
framework and the obligations of these many others who know.
Thank you.

Mr. GARRETT. Thank you very much. Thank you, Mr. Chairman.

The CHAIRMAN. The gentleman from Kansas.

Mr. MOORE OF Kansas. Thank you, Mr. Chairman, and thanks
to our witnesses for your testimony this morning. As a former dis-
trict attorney, and the chairman of this committee’s Oversight and
Investigations Subcommittee, exposing corruption, fraud, and
wrongdoing at both the local and Federal levels of government has
been a top priority of my public service and I hope everybody on
this committee’s public service.

Today we’re focusing on corruption and criminal acts at the
international level. When the stolen funds can mean the difference
between life and death for too many impoverished people, the need
to crack down on these acts could not be greater. Normally, a gov-
ernment program is set up, funds are distributed, and we wait for
enforcement at the end of the process and hope to catch any illegal
acts that may have occurred. The Special Inspector General for
TARP or SIGTARP has worked to move enforcement efforts earlier
in this process with respect to the TARP program.

Mr. Barofsky last reported having 20 criminal investigations on-
going and has made it a priority to work with Treasury to build
into their TARP program stronger accountability and transparency
measures to prevent waste and fraud before crime happens. Can
we implement the same approach for these international programs?
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That is, increased transparency in the program and establish vigi-
lant oversight at the beginning so we can catch possible illegal acts
before the crime happens and becomes more widespread and I
would like to hear from any of the witnesses who care to comment.
Please. No comments? Mr. Baker?

Mr. BAKER. Congressman, what I would like to comment on is
thle{ question of what U.S. banks can take and what they cannot
take.

Mr. MOORE OF KaANsAs. Okay.

Mr. BAKER. The United States has two different lists. A very long
list of domestic crimes of which we cannot knowingly accept that
kind of money. The foreign list is a very short list. Basically, we
borrow inflows from abroad of the proceeds of corruption, terrorist
financing, and drug trading. Bank fraud is also part of that. But
in my earlier remarks, I indicated all the other kinds of criminal
gctivities the money of which can flow legally into the United

tates.

Now, if the receiving bank has a suspicion that the money is
from a criminal source, it is expected to file a suspicious activities
report. But, the key is, it can accept the money. It can take the de-
posit. The United States is one of the last countries to utilize a
two-list system. Most European countries have gone to the defini-
tion of what constitutes laundered money, illicit money, as being
the proceeds of a major crime. The UK has gone a step beyond that
and called it simply the proceeds of a crime. If you knowingly han-
dle the proceeds of a crime, you've committed a money laundering
offense.

Congresswoman Waters asked for specific suggestions as to what
needs to be done to address this problem. I would assert that until
we close those loopholes by which other kinds of criminal money
can come into the United States, we cannot effectively fight that
component, which is corrupt money.

Mr. MOORE OF KANSAS. Thank you, sir. Are there any other com-
ments from the witnesses? Yes?

Mr. BLuM. I would like to add a thought on this. The biggest
problem that I see is the absolutely antiquated and impossible situ-
ation of information exchange and witnesses exchange. Let me give
you an example. When we met as a working group at the UN to
discuss the problems of prosecution and going after this kind of cor-
ruption, the prosecutors, the working prosecutors said, you realize
we can’t compel the attendance of a witness across international
boundaries if the witness doesn’t want to come.

There’s no system for bringing them into the country with immu-
nity to testify. The process of getting evidence across international
borders is basically a bilateral business that takes months to ac-
complish. And if you get a lead in one place and then have to follow
up in another country, you can be years in trying to develop even
the simplest criminal case involving financial flows. So, one of the
most important things we can do is find a global way of modern-
izing this absolutely antiquated bilateral system of one off ex-
change.

Mr. MOORE OF KaNnsas. Even with the cooperation or willingness
of the other country, where the resident resides? They can’t compel
that person—
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Mr. BLuM. If the person is willing to come here as a witness,
that’s fine.

Mr. MOORE OF KANsAS. But I mean, the government of the na-
tion where that person lives can’t compel that person to go to our
country?

Mr. BLuMm. No. By and large it will be, the opportunity will be
then given to perhaps have a deposition in the foreign country if
it’s a country that wants to cooperate.

Mr. MOORE OF KANSAS. Thank you. I see my time is up. Thank
you to the witnesses.

The CHAIRMAN. The gentleman from Minnesota.

Mr. PAULSEN. Thank you, Mr. Chairman. Many changes to the
transparency of the financial institutions have been made since
September 11th and we have also seen an increase in efforts inter-
nationally to clamp down on financial crimes. There are currently
some pretty heavy regulations on U.S. financial institutions and we
can certainly debate whether or not those are sufficient, but I think
there’s still a heavy burden on U.S. banks. As I understand it, one
of the areas where we are seeing some increase in fraudulent ac-
tivities right now is with the new technologies that are going on.
In particular, online payment systems and banking provide an easy
opportunity to evade regulators in general. Can any of you com-
ment, specifically, on that, on what might be targeted directly on
that area in particular? Mr. Blum?

Mr. BLuM. There are some new technologies which are being
used. Smart cards, cell phones, that offer opportunities, but in this
issue that we’re talking about today, grand corruption, they go the
old fashioned way, which is plain old investment accounts and in-
vestment advisors and lawyers in Geneva and private bankers.
They’re not using high tech. And in fact, the problem is, that when
they get this corruption money and they'’re still in power, there’s
no reason why anybody can’t deal with it because there’s nothing
in the system that can say, don’t deal with money you suspect
being corrupt other than your own good nature.

Mr. PAULSEN. Mr. Baker?

Mr. BAKER. Congressman, the argument is often made that we
cannot stop these kinds of illicit flows and use of cell phones and
Smart cards is given as an example. I have long advocated that the
goal is not to try to stop all corruption and all illicit financial flows;
the goal is to try to curtail it. We can curtail it very substantially
with a handful of measures. This won’t completely end the prob-
lem, but the first goal should be to substantially curtail the lit-
erally hundreds of billions of dollars of illicit money and tens of bil-
lions of dollars of corrupt money that flow across borders. That can
be done as a matter of political will.

Mr. PAULSEN. And Mr. Ribadu, I had the privilege of traveling
to Africa also just 3 weeks ago with my colleague from Georgia,
and it was stunning to spend some time in The Congo and see how
aid is potentially not reaching the folks that it should be targeting,
especially children and a lot of the IDP camps where we had a
chance to visit. And I'm just curious, based on some of the com-
ments you had in your statement where the African Union is re-
porting that corruption really is draining the region of something
like $140 billion a year, 25 percent of the continent’s official GDP.
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In general, how much money of multilateral bilateral aid is
reaching the citizens of a developing nation, realistically, at the
level that it should be targeted to. Or what percentage of those ex-
tractive revenues is reaching those citizens? I guess, in other
words, does much of the money pouring in from the G-7 or other
organizations, is it targeting and doing much good where it should
be getting to or is there another way to aid development if so much
money is getting picked off the top or being stolen?

Mr. RiBaADU. Thank you. Well, that is what the fundamental
issue is. Basically, whatever that goes in, hardly will see the ben-
efit of it. It’s literally probably 20 percent, average, of what I have
seen in terms of credit, it’s international aid that goes in, for the
money coming internally, chances are if you are lucky in some con-
ditions, you could get fairly about 20 percent of the value. And that
is really the issue.

And the problem we are talking about here and what I have
heard so far, it seems as if we tend to look at from this point, we
don’t seem to understand what is going on, on the ground, where
the corruption is happening. I have heard one person after another
asking, what can the United States do? What could you do with
your own institutions? We have to start talking about what could
you do out there, where it is happening. You may take your own
measures, you may take your own fantastic beautiful, whatever, it
is not making any impact. But from where the corruption is taking
place. I think it is high time to start looking at what are the possi-
bilities of reducing whatever is making it possible for this corrup-
tion to continue.

Who are those responsible? What can be done about it? And I
have seen from the experience of what I did in Nigeria, with a little
effort of pushing, for example, the initiative of FATF, the Financial
Action Task Force, that costs nobody nothing it makes massive im-
pact in us having to change fast, set up a financial intelligence
unit, have a control over all financial system, ability to also im-
prove and raise our own standard and then it suddenly change the
whole dynamics of corruption between the developing countries and
the developed ones.

I think we need to have this type of thinking and direction, the
United States giving more attention, more time, and more re-
sources to this issue involving 400-something million people who
are desperately poor. I can imagine if 5 percent for example of the
initiative or the effort being given to some other parts of world,
issues to do, for example, I'm sorry to say, maybe with Israel and
the Arab countries. Israel and Palestine have 10 million people; Af-
rica has close to 500 million people.

Please give us 5 percent of the time you are giving to Israel and
the Palestinians, and you will see the difference it can make. Un-
less we start addressing the problem back home on the ground in
Africa, trying hard to confront those who are responsible for this
corruption, chances are you may continue to improve your own sys-
tems here, it is not likely going to be the solution. This is the direc-
tion I think we should start looking at.

Thank you.

Ms. LAwWSON. Could I briefly add something to that? We have an
interesting statistic here, which is that in 2007, the value of ex-
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ports of oil and minerals from Africa was roughly $260 billion,
which was nearly 6 times the value of international aid to Africa.
Now, the fact that we’re needing to give that aid shows that those
natural resource revenues are not going where they need to.

What we see happening time and time again in every one of
these natural resource rich but highly corrupt countries we inves-
tigate, is that aid is propping up the basic functions of government
and providing legitimacy to the regime while they get on with the
larger and more lucrative business of stripping the state of its as-
sets. Now, if that aid is going to be undermined until we stop the
incredibly damaging illicit flows that are coming back out into the
rich world.

Now, I'm interested that in Congressman Bachus’ testimony in
2002, that committee, he said, it’s a concerted international effort
involving close cooperation among regulators, law enforcement au-
thorities and financial institutions is absolutely essential for deal-
ing effectively with future Abachas. Now, here we are 7 years on.
Perhaps some of those future Abachas are being talked about in
this room today.

And as far as we can see, in addition to the international prob-
lem, it’s not completely clear from what we have looked at, that the
U.S. regulators have a handle on exactly what it is that U.S. banks
are doing to fulfill their requirement to identify the beneficial
owner of their customer. There’s a good framework in place there,
but the specifics of whether it is working properly do not seem to
be clear.

So, we would encourage this committee to inquire of the Treas-
ury what it is doing to ensure that it and the U.S.’s regulators fully
understand whether the U.S. banks are fulfilling this requirement
in a meaningful way and whether further explanation is needed in
the second deregulation to make it absolutely explicit and to make
these regulations meaningful so that they're used effectively.

The CHAIRMAN. Mr. Scott?

Mr. ScorT. Thank you, Mr. Chairman.

In trying to get our hands around this in terms of what can we
really do about this situation, and I think that if we focus on the
banks, we regulate the banks, the banks could be an area. Let me
just ask: Do any of you know any United States banks who are en-
gaged with accepting corrupt customers? All right. Perhaps you do
and do not want to mention. Let me ask you this then.

Because if we are not willing to face the truth and say that U.S.
bank are engaged in accepting corrupt customers, then we all need
to just dismiss this panel and go home. What are we doing here?
Our number one function is regulating our banks. Now, we know
one thing, Mr. Baker. You have mentioned that once a bank re-
ceives, so there are banks who are receiving what they comprise as
a suspicious customer, and then you said that that bank must re-
quire that a report be filed and submitted for the suspicious cus-
tomer, but they still take the money.

That appears to me like a get-out-of-jail-free card. If they suspect
it’s a suspicious, corrupt customer, then why do we have this loop-
hole here for them to say just file a report, but go ahead and take
the money. And they filed the report just in case it shows up that
they’re corrupt. Well, hey, we have a chair to sit in here when the
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music stops. I got the report I filed. It seems to me that we ought
to be able to do something about that. But now, let me ask you
this. When they get the report, they file the report. Where do they
send the report? And then secondly who is overseeing this? Who do
they report the report to? They just file a report and it sits there?

Yes, Mr. Blum?

Mr. BLUM. A problem is, yes, they file a report. The report then
goes to the judicial district where the most activity relating to that
report exists, and then there’s a committee of law enforcement
agencies that sit and decide whether anybody wants to pick up on
it and make the case.

Let me assure you that with thousands of reports and all sorts
of prosecutorial possibilities, no agency is going to step forward to
go after a foreign leader’s corrupt money case to figure out if
there’s a violation of U.S. law they can prosecute; and, as a result,
because it’s time consuming, sticky, difficult. They take the easy
stuff, and these cases don’t go anywhere.

Mr. ScoTT. So what can we do about this? We have on the books
two major laws: the Bank Secrecy Act; and the Foreign Corrupt
Practices Act. Is that sufficient? I mean what can you tell this com-
mittee that specifically the Financial Services Committee needs to
do to tighten this?

Mr. BLuM. Well, first and foremost, as I said earlier, it’s essential
that every bank know the beneficial owner of these offshore entities
they’re dealing with, and that doesn’t mean getting passport photo-
graphs of a board of directors sitting in Nevus. It means actually
finding out where the heart, the mind, and the brains of whatever
entity it is exists and who it is. And, that way, they can’t shrug
their shoulders.

The institutions can’t shrug their shoulders and say, “Well, we
really didn’t know that was money coming from Abacha, or it was
coming from somebody else who is robbing this country blind.”
They will then have the specific knowledge; and, the beauty of that
is that then the institution will confront reputational risk. But I
have to give you caution. I'll give you the case of a wonderful fellow
who was the Mexican ambassador to the United Nations, who sud-
denly found Citibank closing his account because of money trans-
fers from Mexico. And the money transfers, they were his salary.

There is a flip-side to all of this, and that is that the people who
have the accounts and the people who have legitimate business
have to be able to sort of respond and say, wait a minute, this is
legitimate.

Mr. Scortt. All right, Mr. Baker, really quick.

Mr. BAKER. One of the steps that needs to be taken is substan-
tially strengthening “know your customer” requirements. At the
present time, a U.S. bank receiving money from a foreign depositor
is expected to satisfy itself that the money is not derived from cor-
ruption, drug trafficking, or terrorist financing. That’s the extent of
the questions that need to be asked.

If that individual walks in and says, “I make my money by smug-
gling aliens from one part of the world to another part of the world,
but not into the United States,” a U.S. bank can take that money.
It would be expected to file a suspicious activity report. I think the
last that I recall, there were some 12 million to 14 million sus-
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picious activities reports filed a year, so you can imagine how few
of them get addressed.

The last time, and we’re talking what—1999—when “know your
customer” was put on the table in an attempt to strengthen regula-
tions. At that time, it was made equally applicable to American
and foreign account holders, and it was not legislated successfully,
because it broached privacy concerns of U.S. account holders.

There is no reason why we can’t strengthen “know-your-cus-
tomer” requirements as applied to foreign account holders and re-
quire, not on a judgmental or voluntary basis, the kinds of ques-
tions that bankers are expected to ask. Put “know your customer”
questions, requirements, into a much more regulatory framework.
The following questions have to be asked. Preceding all of that as
I stressed again must be the passage of legislation that says all
those kinds of criminal money are not acceptable in the U.S. finan-
cial system.

Mr. Scort. Thank you.

Mr. BLuM. I would like to, if I may, add one.

Mr. MEEKS. [presiding] Really quick; the gentleman’s time has
expired.

Mr. BLuM. The real thing you could do would be to change com-
mercial banking law so that the bank becomes a constructive trust-
ee for money that it knows is derived from a fraudulent source, so
that the bank then carries the civil law responsibility if it forwards
the money to somebody other than the genuine, beneficial owner.
So in the case of money stolen from Nigeria, that would be the Ni-
gerian people. But if it forwards the money on to buy a mansion
in Malibu, let’s say, they would be liable for passing the money on.
Make the banks commercially responsible under civil law and you
take a huge step forward.

Mr. ScotT. Thank you very much.

Mr. MEEKS. The gentleman from Florida.

Mr. Posey. Thank you, Mr. Chairman, and first I also want to
commend Chairman Frank for bringing forth this issue to the light
of day. Listening to the comments of course, the consequences are
heart-wrenching that are described in your testimonies; and, to put
things in a proper perspective, I mean we have to realize that there
are a lot of legal protections that we take for granted in this coun-
try that aren’t really relevant in another country, I mean, to own
and transfer property to go into business in a timely manner.

I mean, just a whole lot of things, not to mention the civil and
human rights protections we have that so many people around the
world right now are unable to enjoy. And while reading through
the remarks of course those of the first four speakers, they gave us
your testimonies in order and so we look at them in order. The
thought comes to mind that there might really be a legitimate ben-
eficial place for the UN to do something as an international crime-
fighter until I read about Mr. Blum’s experiences with the
Transnational Corporations Act of 1976 and how that was just
blown away and laughed off apparently.

And given the fact you have to realize this country was given the
heads-up 10 years ago about Bernard Madoff, and, nonetheless, the
people we have to enforce those laws turned a blind eye or a deaf
ear to that and allowed him to plunder $70 billion, which makes
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yourk thieves in your countries look like a bunch of small town
crooks.

And, so, you say, wow; you know, can there be any hope? Can
there be any hope? But I think fortunately right now there still is
some focus and everyone seems to agree that these activities that
are used to fund terrorism are not going to be tolerated anywhere,
except of course by the terrorists themselves. And I think that the
inhumane treatment, the human misery that’s caused by this cor-
ruption that can maybe, at least through mutual partners or mu-
tual banks, be tied to funding of terrorism might be the link, might
be the answer that it’s going to take to get some action.

You know, it’s not going to be a unilateral action by the United
States taking sanctions just against our banks or our wrongdoers.
It has to be more international and bilateral, and multilateral, and
like your comments on how you think that might work, because I
see that maybe as an open door for you.

Ms. LAWSON. And if I might respond to that comment, I think
you’re right that the key to this is in what is being done to focus
on terrorist finance in the system, and it’s very clear. And I think
there’s pretty much agreement on that, that all forms of dirty
money flow through the same system. So if we don’t close the sys-
tem to the types of dirty money, all of them are going to come
through.

The key to this, I think, the key to illustrating it is this extraor-
dinary document we have in our report and the stories I touched
on very briefly. I have more detail in the written testimony about
Denis Sassou Nguesso, the son of the President of Congo, and his
extraordinary designer credit card shopping. We have a map of his
shopping route through Paris and the report.

1 Mr. Posey. I read all that, but the focus still sounded drilled
own.

Ms. LAWSON. This document has been stamped, “Record of Ter-
rorists Checked.” This shows that there has been a focus from the
international community, pretty much led by the United States, to
make sure that a bank in Hong Kong—it’s called Bank of East
Asia—I'm not even sure if anyone here would have heard of it—
it’s stamping that document, a payment credit card instruction,
“Record of Terrorist Checked.”

Now, we need to use the same mechanisms that have made that
happen to say, so that that bank is stamping that document,
“Record of Politically-exposed persons checked,” to make sure that
they have done their due diligence into whether theyre dealing
with a politically exposed person. The same mechanism that is
being used to do that can be used to focus on corruption. This isn’t
a matter of technical difficulty or of the huge amount of new regu-
lation that’s required. It’s a matter of political will.

Mr. BLUM. One of the things that has been left out of the discus-
sion this morning is some obvious cases where the corruption is un-
dermining U.S. national security interests in a major way. So, Af-
ghanistan, there’s a huge flood of drug money back. That drug
money isn’t walking there. There’s a system that’s moving that
money. There’s a lot of money involved in that. We have yet to get
our arms around it and, likewise, in Iraq there’s massive corrup-
tion and we haven’t really gotten our arms around what’s hap-
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pening there; and, in both cases, it’s undermining our national se-
curity interests.

Now, this is for a lot of reasons. Most of the heroin in Afghani-
stan winds up in Western Europe. The Western European coun-
tries are not dealing with drug money laundering. They’re very
good at certain other things, but in this area, the failure of coopera-
tion among the European countries, has allowed that money to flow
back. Now, this is all part of the same problem we are talking
about. It’s part of the corruption because the drug money is going
back to pay corrupt government officials. It’s undermining our most
important strategic goal at the moment. So we really have to find
way to tackle these problems, and as I say, it’s not easy, and it’s
something we just have to put a lot more work into.

Mr. MEEKS. The gentleman from Texas, Mr. Hinojosa.

Mr. HINOJOSA. Thank you, Chairman Meeks. Thank you for giv-
ing me the opportunity to ask some questions.

I want to thank all the panelists, because I think that you all
have given us some very interesting information and I too want to
join Chairman Frank and Ranking Member Bachus in acknowl-
edging the neverending quest of Chairwoman Waters to combat
poverty in Haiti and corruption in foreign governments, particu-
larly in developing countries.

Congresswoman Waters has helped me considerably in my con-
gressional district on various issues and I am glad to participate
today. I agree with Chairman Frank’s assessment of what we have
heard this morning from the panelists. He describes the problem
of corruption as an unlevel playing field for have-nots who continue
to be disadvantaged on this playing field.

So my first question is directed to Mr. Ribadu. My question is in
two parts. First, it seems to me that you contend there is approxi-
mately $93 billion currently in the markets supporting corrupt gov-
ernments. If $93 billion is the accurate data, how did you arrive
at that number. Second, what substantive and credible evidence do
you have that American companies, government contractors and
our financial institutions are helping developing countries to loot
moneys and public assets by public officials?

Mr. RiBADU. Thank you. The first question on the $93 billion, it
comes from the Europe and United Kingdom Commission for Afri-
ca. They came up with that figure. They said that about $93 billion
stolen from Africa is divided to different financial institutions
across the world. So it came from the U.K. authorities.

On the issue about the American companies, let me share with
you the fact that American companies probably are the best in the
world today if you compare with the rest of the world. I have seen
it in Nigeria. Partly because of what you are doing, no other coun-
try in the world is doing what you are doing. For example, Con-
gress calling the whole world to come and share with you what the
experience, and you have most of the stringent legislations. It is
working. It has helped greatly. It’s just not America benefiting
from it. We are the first in terms of benefit, and I would want to
encourage you to go that direction, improve on it.

The challenge is what also can you do on ground where it is hap-
pening. For example, I wanted to suggest about the Foreign Cor-
rupt Practices Act. If there would be a possibility of extending the
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sanctions, not just to the American companies and individuals from
America who do give bribes to foreign countries and foreign busi-
ness entities, but what can you do about those who are the receiv-
ers. As long as you continue to get those who are beneficiaries of
this corruption and they continue to get away with it.

Mr. HINOJOSA. Excuse me for interrupting you, Mr. Ribadu.

I don’t want you to answer my question with a question.

Mr. RiBADU. Yes, sir.

Mr. HINOJOSA. Just give me credible evidence that our American
companies are doing what you said.

Mr. RiBaDU. Halliburton, Parnanpena, Zenith, in the last 2
years, the Justice Department cut it out, investigation into close to
about 20 companies doing business in Nigeria and they also put
sanctions to the tune of over a billion dollars. But nothing is hap-
pening to the other side, those who made this money, and they are
still very big, powerful individuals in Nigeria, and they will be con-
tinue to be there. And, as long as they are there—

Mr. HINOJOSA. Thank you. Time is running out and I want to
take advantage of this opportunity to ask another question directed
to Mr. Baker and Ms. Lawson.

I realize that drafting legislative language is not your specialty,
but what language would both of you recommend that we on this
committee, with the support of Chairman Frank, use to draft and
move through regular order?

Mr. BAKER. If I could give you what in my opinion is the first
and most important step, and that is to change the range of predi-
cate offenses under anti-money laundering legislation to include all
forms of criminal money coming from abroad. As I have explained,
we are currently very selective in what we bar coming from abroad.
That needs to be changed. We cannot alter the reality of corrupt
money flowing into the U.S. banking system, while at the same
time being open to so many other forms of illicit money.

Senator Grassley, who endorsed the back of my book along with
Senator Levin, has in fact in the last legislative session and in the
preceding legislative session, put a bill on the table that does ex-
actly that.

Mr. HINOJOSA. Thank you.

I want to hear from Ms. Lawson. What is your recommendation?

Ms. LAwsoN. I would encourage this committee to push for some
more explicit language around Section 3-112 of the Patriot Act,
which is the bit about requiring due diligence on the beneficial
owner of foreign accounts opening accounts here, to make it explicit
that not only should the bank be required to identify the beneficial
owner, but they should have evidence that the funds are not cor-
rupt, else they should not accept them.

Mr. HiNoJOSA. Thank you for those specific responses, and I
yield back, Mr. Chairman.

Mr. MEEKS. Mr. Miller.

Mr. MILLER OF CALIFORNIA. About time you recognized me, my
friend.

I have enjoyed the testimony today. We have talked about laws
that we have in the Federal Government and who is responsible for
implementing those laws.
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And we talked about United States banks and if a bank, you
know, accepts illicit money, knowing that that’s one thing; but
when a bank files a suspicious report, they're saying, “We're asking
if this is legitimate or not.”

And we talked about liability for such actions and such. But if
a bank does that, they’re sending a need to the Federal Govern-
ment or to a government agency that has jurisdiction. And then I
think responsibility falls on us at that point in time, the govern-
ment agency or the Federal Government, to respond to that bank.

I want to move very cautiously in the direction of saying that
bank is bad, because they did what they were supposed to do, and
if l‘)che money is not only suspicious, it is illicit, they have done their
job.

And I would want to move cautiously in areas where we are
going to say we are going to hold the bank liable for something
that they did that they were supposed to do.

But Mr.—is it “Ribadu?”

Mr. RiBaDU. Exactly.

Mr. MILLER OF CALIFORNIA. I was right, he was wrong. I thought
it was “Ribadu,” he said “Ribadu.”

Mr. MEEKS. No, I said “Ribadu,” and he said—

Mr. MILLER OF CALIFORNIA. No, you blew it, I'm not buying it.

You talked about Halliburton—

Mr. MEEKS. The gentleman’s time has expired.

Mr. MILLER OF CALIFORNIA. Well, don’t get personal.

[laughter]

Mr. MILLER OF CALIFORNIA. I tried to get in the Black Caucus
and you wouldn’t let me in. That’s why he’s trying to get even with
me.

[laughter]

Mr. MILLER OF CALIFORNIA. You talked about Halliburton doing
business in a country, and it sounded like the country was extort-
ing Halliburton if they wanted to do business in that country. Is
that what you were saying? And Halliburton paid money and went
to some illicit group or government agency that was wrong or im-
proper?

Was that what you were saying?

Mr. RiBaDU. Exactly.

Mr. MILLER OF CALIFORNIA. How was that Halliburton’s fault?

Mr. RiBADU. The fact that they gave money—

Mr. MILLER OF CALIFORNIA. Well, the fact is that a business
wanted to do business, and they're saying “Unless you pay us—
we're a corrupt government—we’re not going to let you do busi-
ness.”

Mr. RiBADU. Yes. That—

Mr. MILLER OF CALIFORNIA. So who are you pointing the finger
at, I guess—

Mr. RiBADU. That is the sad story of the whole thing. And that
is what is really going on. It’s not just Halliburton.

Mr. MILLER OF CALIFORNIA. Yes, but whose fault is that?

. Mr. RiBADU. Unfortunately, those who are in charge of foreign af-
airs—

Mr. MILLER OF CALIFORNIA. Is it not the person who is in charge
of extorting the business?
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Mr. RIBADU. But it is the responsibility of the company doing the
business. Also, what they could not do back home, they are also not
entitled to do outside.

If you behave very well in your own jurisdiction, chances are it
is expected that you should also extend the same thing to wherever
you go.

You cannot, for example, do a different—

Mr. MILLER OF CALIFORNIA. I understand. But what do we do,
let’s say, if an American business is trying to do what they’re in
business to do business in the country, and the country basically
their leadership is extorting that business.

The American business can—they have two choices. They can
say, “Fine, we’re not going to do business, and we’re going to let
somebody from France or Germany or Japan or wherever do busi-
ness over there, because theyre going to play by the illegal ques-
tionnaire rules.”

I mean, I think we need to be getting at what countries are doing
this, and how do we really deal with those? But how can we ensure
that the policies to prevent exploitation from financial institutions
and businesses by these corrupt figures are really implemented
comprehensively? And how do we do that globally?

I know, Ms. Lawson, you're looking at me with a question.

But the reason I ask you that question—and you get that look
on your face is: When I was a young man, I had a HUD official
do that to me as a business person, as a contractor. We were doing
business in Los Angeles County, my partner and I; I was in my
early 20s and he was in his late 40s.

And we had a HUD director in Los Angeles call my partner into
his office, close the door, and say, “Unless you give me a third of
your profits in advance, when you issue the contract, you're not
going to get the work any more.”

And my partner came back to me, and I said, “Well, he can’t do
that, because this is a government agency, and we have a right,
we're on a bid list to bid the job.” And I thought, you know, I was
being extorted, and I said “No.”

And I'm going to put myself into a position to Halliburton. Well,
every contract we bid on after that, that we were a low bidder on,
they found a problem with the RFP, and when they re-did the RFP,
we were not on the bid list for the second one.

So we were a company—and I was a young guy—who would have
said, “We're not going to do that, we're not going to fall to corrup-
tion,” even if it was a director of HUD back in those days.

Halliburton is in the same situation, and other American compa-
nies are in a situation, where they go and they say, “Well, we want
to bid on your job, and we bid appropriately. And you’re telling me
that if I don’t pay you off, I don’t get the job, and this is an Amer-
ican company doing business in a foreign country.”

And my opinion is, the contractor is the innocent guy. He just
had the stupidity or whatever you want to call it, integrity, to say,
“No, you can’t do that because youre a government agency and I
can bid on it.”

But I never got another job. So the American companies are
stuck in the same situation. And my question is: How do we make
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sure that we adopt policies that not only apply to the United
States, but apply globally?

Mr. RiBADU. Yes. Well, let me just explain this little thing: Cor-
ruption and bribery is a criminal act.

Mr. MILLER OF CALIFORNIA. Yes.

Mr. RiBADU. It’s not different from, for example, murder, rape, or
kidnapping. Do you think just because others are doing it, it is
okay for you to go into it? No.

I think the first step, the first position is to say, “No, I'm not a
criminal, I'm not going to do it—

Mr. MILLER OF CALIFORNIA. But what country was it you said
Halliburton was having to pay off?

Mr. RiBADU. Excuse me?

Mr. MILLER OF CALIFORNIA. You mentioned a country you said
Halliburton was having to pay off.

Mr. RiBADU. Well, in the case of Nigeria, about—

Mr. MILLER OF CALIFORNIA. What country was that?

Mr. RiBADU. Nigeria.

Mr. MILLER OF CALIFORNIA. Who were they paying off?

Mr. RiBADU. Nigerians.

Mr. MILLER OF CALIFORNIA. And who’s in charge of—

Mr. RiBADU. Unfortunately, that is the case, but—

Mr. MILLER OF CALIFORNIA. Prosecuted—

Mr. RiBADU. The desperate poor of Nigeria are the ones who are
at the receiving end, not the very few who are privileged to be in
charge of the affairs in Nigeria. That’s why the issues is: What can
you do as a country, as good people of the world? As leaders. What
do you do to help be on the side of the 140 million desperately poor
Nigerians?

Or do you think it is okay for profit to stand in conspiracy with
a small group of Nigerians who benefit from this, and then cheat,
short-change, and literally turn—

Mr. MILLER OF CALIFORNIA. I think it’s wrong—

Mr. MEEKS. Let me let Ms. Lawson—and then we’re going to be
out of time.

Ms. LAWSON. I hate to employ a cliche, but it’s the most relevant
way of doing this. The cliche is, “It takes two to tango.” And that
is the best one that we can apply to corruption.

Of course, there are a small minority of people in Nigeria and in
a number of other countries in the developing world and indeed
sometimes in the developed world, who wish to employ corrupt
means to do what they want do to.

But they cannot do it without the involvement of businesses to
pay bribes and of banks to take the money that either comes from
the bribes or comes from people having their hands in the till.

Corruption cannot take place on this scale, without the facili-
tating services provided by the rich world. And we are being incon-
sistent in our policies towards these countries, if we don’t make
sure that we and our businesses and those that we regulate are not
complicit in doing that.

The other thing to point out is that there is a set of international
norms and domestic laws in the United States, which make every-
thing that you’re talking about illegal.
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Mr. MILLER OF CALIFORNIA. And I agree with everything you
have said—

l\élr. MEEKS. I'm going to let Mr. Blum go, and then that’s going
to be it—

Mr. BLum. I want to just throw in this thought. If I were rep-
resenting the company, but had the demand made for payoff, I
would go to the U.S. Embassy, explain what was happening, and
insist that my government step forward to both make representa-
tions to the Nigerians. And then, because I know who else is bid-
ding, to make representations to the other governments about,
“Well, these guys are bidding, and we think they’re involved in
payoffs, and why don’t you ask about it?” and get at that level im-
mediate cooperation in shutting that game of payoff down.

Now in the case of Halliburton, what happened was the U.S.
company worked with a French company and they cooperated to-
gether in paying the bribes.

That was not the approach. The approach should have been: Talk
to your governments, use the international agreements, and then
put pressure on the Nigerians to say, “Cut it out.”

Mr. MEEKS. Mr. Baker?

Mr. BAKER. Congressman, I have done business all over the de-
veloping world for 35 years before I segue’d into the think tank
community. I lived 15 years in Nigeria, and spent another 20 years
doing business all over the rest of the developing world.

You can do business without indulging in corruption. You may
lose the occasional piece of business, which I have done, but I have
no regrets over the business that I have lost.

We're not going to revisit the question of whether or not it is ille-
gal to bribe foreign government officials. That is U.S. law. There
is no excuse for any U.S. company doing so.

Mr. MEEKS. The gentleman from Colorado, Mr. Perlmutter?

Mr. PERLMUTTER. Thanks, Mr. Chairman. And this really has
been a fascinating conversation.

Mr. Miller, your questions were good ones, because the way I see
your testimony, everybody, you have a couple things going on here.
One is: You want the banks to be the traffic cops, and it involves
illegal sales or illicit sales, so drugs. It involves bribery and extor-
tion, and it involves theft—somebody just stealing from the coun-
try’s treasury in some fashion or another.

So you have three things. You would like to expand kind of the
laundry list that banks look at. Ms. Lawson would like to have an-
other box to check, which would say, “Is this a political person?
And why does he own the house in Malibu, you know, when he
should only be getting $5,000 a month?”

And so, Mr. Miller’s question is, “Okay, does this only apply to
the United States, or do we have a global banking system? So, you
know, it’s Wells Fargo. Are they—Wells Fargo is the only one that
looks at this? Or does the Bank of East Asia?”

How do we, if we're going to do something, expand the list of
laundered funds, and expand the list of people that you look at;
how do we get this to other countries? That’s number one.

And then Mr. Blum, I have a second piece, which is I am actually
working on an amendment to the Foreign Corrupt Practices Act
that tries to bring in more of the civil side of things, so that if, you
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know, company X feels like it was hurt by a French company that
did, in fact, bribe somebody, that company X could go get a lawyer,
try to bring a civil lawsuit, and recover monies under the Foreign
Corrupt Practices Act, that it isn’t just the Federal Government’s.

So I want to start with you, Mr. Baker. How do we make all the
banks traffic cops? Or do you want to start with U.S. banks?

Mr. BAKER. The first step is for the United States to catch up
with where the European countries are.

Mr. PERLMUTTER. Okay.

Mr. BAKER. Most European countries have passed laws stating
that it is illegal to knowingly receive the proceeds of a major crime.
We are not in that position yet. We need to catch up with the Euro-
pean—

Mr. PERLMUTTER. A major crime would be drugs sales, bribery,
extortion, theft?

Mr. BAKER. No. It’s the same list in almost all European coun-
tries, the list that applies to domestic crimes. And that is usually
any crime that carries the punishment of a year or more in jail—

Mr. PERLMUTTER. Okay. A felony.

Mr. BAKER. A felony.

Mr. PERLMUTTER. All right.

Mr. BAKER. It’s against the law in almost all European countries
to knowingly handle the proceeds of a felony offense, whether that
offense was committed in country or out of country.

Mr. PERLMUTTER. All right. Ms. Lawson, do you agree with that?

Ms. LAWSON. Yes. I would agree with that. And I would reiterate
the point that the way that these mechanisms can be expanded to
the rest of the world is the way in which the United States has al-
ready required the rest of the world to come along with it in the
war against drug trafficking and the war against terrorist finance.

Both of those were led by the United States and it used the Fi-
nancial Action Task Force to ensure that other jurisdictions had
similar standards in place.

And while it’s a bit clunky at the moment, they’re not all quite
there, it’s definitely bringing them along. So that is the mechanism
that you use to ensure that the international community as a
whole turns against the proceeds of corruption.

We'’re dealing with global flows of money. It would be absolutely
pointless for the United States to do it on its own.

Mr. PERLMUTTER. Okay.

Mr. Blum, what do you think about private rights of action and
getting the civil community into this? If my company has been hurt
because somebody else bribed, I didn’t get the job. I want to sue
somebody.

Mr. BLuM. We already have unfair methods of competition rules
under the Federal Trade Commission Act, and this is certainly an
unfair method of competition.

The biggest problem is going to be getting the evidence and the
witnesses and the material, especially if this has happened outside
the United States, and then finally getting a U.S. court to decide,
“Yes, we have jurisdiction and that this is the right forum to hear
it.”

Because until now, a lot of international cases that have involved
questionable activities wind up being thrown out on the ground of



37

forum non conveniens. The judge just simply looks at it and says,
“I don’t need this horror show in my court room, this is the wrong
place. Go sue somebody in France or in England.”

Mr. PERLMUTTER. So then, what you’re saying is not only do we
have to change the law, to expand it, but we’re going to have to
have some treaties that allow for witnesses to be obtained—

Mr. BLUM. Yes, and this business of exchanging information and
evidence is critical, especially given the timelines.

I mean, my experience in trying to get the Justice Department
to respond now to turn over Halliburton-related evidence to the Ni-
gerians is an illustration of that. We are now 10 years out on the
case. And they haven’t begun to turn anything over.

Now who knows what will happen to it on the other end? That’s
not the issue. The issue is: Can they get started? And this is a very
complicated case involving multiple players, multiple countries.
And you have to produce evidence and you have to produce evi-
dence beyond a reasonable doubt.

Mr. PERLMUTTER. Okay. Thank you. My time has expired.

Mr. MEEKS. The gentleman from New Jersey, Mr. Lance?

Mr. LANCE. Thank you, Chairman Meeks. Good morning to you
all. T have found the testimony compelling. And I think it’s very
disturbing, and I hope that we can work together in a bipartisan
capacity on this issue.

Mr. Ribadu, you indicate in your testimony that you would rec-
ommend a proposal on an international proceeds of crime treaty.
Could you flesh that out to a greater extent for me as to how that
would work? And would that require a statutory change here in
Washington? And among others across the world?

Mr. RiBADU. Thank you, sir. First, I wanted to also say some-
thing with respect to what the U.S. authorities have done so far to
bring this international cooperation.

Nigeria is a very good example today. We do have a financial in-
telligence unit, that has helped greatly to improve our own finan-
cial system. And it came as a—support from FINCEN. FINCEN is
an American outfit with responsibility of regulation.

We have Edmund Group. Edmund Group is a group that is in-
volving financial intelligence units in the world, where we share in-
formation and through that we are able to advance the work we
are doing.

It has all been promoted and supported by the United States and
the U.S. Government.

I also wanted—I may not be, but just understand where I'm com-
ing from—I'm coming from Nigeria, Africa—maybe not part of your
own system here—but I wanted to see the possibility of not just
America going after those who are giving the bribes, in the case of
corruption; but what can you do also, the receivers who are out
there? Because nothing is happening to them.

Of all the 60-something cases that have so far been taken under
the Foreign Corrupt Practices Act, not a single case has been
where you have a punishment of the receiver. Unless something is
done, then nothing is going to happen to them.

In Nigeria, the Halliburton people who made money from it, are
still our rulers. If you go to Congo, the same thing. If you go to al-
most all the other countries, as long as—
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M;" LANCE. What would you recommend to change that situa-
tion?

Mr. RiBADU. Is it possible, for example, to have an amendment
or have a new law that says: If you receive money from an Amer-
ican company or an American entity, you have supported an Amer-
ican company in the commission of a criminal act involving corrup-
tion. You are also subject to the American control and judiciary,
and therefore you can be punished.

And America is powerful, I can tell you. America, the moment it
takes the step, the rest of the world comes along. I have seen it.
Almost all the work I have done as a physical investigator, I have
seen what American authorities have done.

The case of Halliburton, I followed it as far back as 2003. I went
and met the magistrate in France, who refused to support me, who
refused to help me, who refused to assist me on this case. I took
the case to UK, I did not get the support. I brought the matter to
the US, here. And the U.S. authorities took it. And since then, we
have seen the difference. In several other cases, it has always been
so. I am very, very passionate about the steps, the actions America
usually takes.

That is why we believe that if there is hope to address this prob-
lem of corruption, it is likely going to be coming from America.

Please take that and recognize the fact that the world is having
these high hopes and expectations. You can do it by making the
laws. You can do it by expanding your—you control MasterCard
today. You control VISA. All these transactions go through such
companies.

If you want to go after the son of the—he uses a Mastercard.
That alone gives you jurisdiction and control. The laws in America
ought to be expanded to cover these areas.

Thank you.

Mr. LANCE. Thank you. Would others on the panel like to com-
ment on what has just been said regarding the fact that we seem
to be doing something right, but there is this situation regarding
other countries—the countries that were mentioned, France and
Great Britain—because obviously we can’t fight this battle alone.

Mr. BLum. Well, I think that we have signed a variety of conven-
tions. There is now a Global Convention Against Corruption. There
is an EU Convention Against Corruption. There’s a Latin American
Convention Against Corruption.

So the problem isn’t that there aren’t international agreements.
The problem is that in our legal system, all criminal matters are
matters for the individual state. And one state can’t push another
state to prosecute people. We can’t step across borders to prosecute
crimes in other countries. And that issue of sovereignty becomes an
enormous barrier to being able to do what you really want to do.

I mean, in the United States we solved all of this by having a
Federal Bureau of Investigation, that could actually take on indi-
vidual corruption in individual States. We had a Federal system
that could step in to deal with cross-border crime.

In the rest of the world, that doesn’t exist.

And when these agreements are negotiated, every country, in-
cluding the United States, is terribly careful not to impinge on the
sovereignty of any other country.
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So every one of these agreements doesn’t say, “Here is what the
law should be.” It says, “You will pass your own laws in accordance
with this general framework.”

Mr. LANCE. Thank you. Thank you, Mr. Chairman. I yield back
the balance of my time.

Mr. MEEKS. Thank you. And just before we adjourn, I think I
heard in the beginning of this hearing, Ms. Waters make a state-
ment in regards to concerns, because we want to make sure that
those developing countries don’t lose out on funding. We want to
make sure.

And I, along with Mr. Miller, who is my ranking member—I
chair the Subcommittee on International Monetary Policy—we just
had a hearing last week in regards to or following up from the
meeting in London with the G-20, where now we know that there
is going to be a substantial amount of money, close-bordering on a
tree in Dallas, going through the IMF, who is going to play a sig-
nificant role in it.

My question to you is: Number one, do you see or have you seen
in the past any dollars as it pertains to IMF or the World Bank,
find its way through the corruption of others, so that it has not
reached the hand that it’s supposed to? Is there a complicity with
regards to some American as well as other banks, especially in Af-
rica and Asia, where some of the IMF money may flow through, to
get to the various countries?

So that’s a real concern to some. Let me just throw that question
out really quick.

Mr. BLuMm. I would say that you should remember what hap-
pened the last time the IMF had a lot of money to give to a country
in trouble, it was Russia. The money wound up in a bunch of bank
accounts offshore on the Island of Jersey. There was an audit re-
port that talked all about it. The audit report was posted on the
Web, but when the moment came to discuss it, it mysteriously dis-
appeared, because the Russian government protested.

The problem with both the IMF and the World Bank is the same
sovereignty problem I have been talking about, which is they will
do nothing to step on the shoes of a sovereign country that says,
“We won’t.”

And it makes following up on anything very, very difficult. It
makes following up on issues of corruption and disappeared IMF
money and disappeared World Bank money very difficult.

The World Bank is still struggling to figure out how to deal with
the obvious cases of corruption, where the money that it has lent
has simply disappeared and the project doesn’t exist.

Ms. LAWSON. There’s a small practical step that the IMF and the
World Bank can take when they’re dispersing funds for any kind
of, say bailout or development projects, which is that contracts are
signed with officials in the government of the recipient countries.
And if these are the people who are responsible for administering
the project, then these are the people who have the potential, if
they’re going to be corrupt, to be accessing these funds for the
Wwrong purposes.

Now, a very practical step that the IMF and the World Bank
could do, would be to make the names of those officials with whom
they sign development contracts available to the companies that
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run the politically exposed persons lists. So that when the banks
are doing due diligence on their customers, these people who are
potentially at very risk of diverting funds are known to the banks,
and they can feed that into their assessments of whether they
might be dealing with somebody corrupt.

Mr. BAKER. Overseas development assistance has for the past
several years been running about $100 billion a year from all
sources: World Bank; the United States; the EU countries; Japan;
and so forth. About $100 billion a year.

Contrast that generous distribution of foreign assistance going
into developing countries with our estimate of the amount of illicit
money that comes annually out of developing countries. As I said
to you, we have done a report utilizing standard economic models,
and estimated $1 trillion a year of illicit money coming out. In
other words, for every one dollar that we are handing out across
the top of the table, Western countries have been receiving back
some glO in illicit money under the table.

There is no way to make this process work for anyone, the devel-
oping countries or the Western economies themselves.

Mr. MEEKS. Mr. Ribadu?

Mr. RiBADU. Thank you. Well, there are changes that have taken
place at the World Bank and the IMF, which has changed consider-
ably in the last few years. They have been able to improve their
own internal systems and capacity.

What I want to see happen now is let the governance and integ-
rity packet that they have been able to develop now to be part of
every transaction in their relation with any country that they are
dealing with. Let it be central. Unless you are ready to do good
governance, unless you are ready to open up, unless you are ready
to make transparent every detail of the work you are doing, we are
not going to deal with you.

And I believe it is going to force these countries to change. The
United States could also help by freeing the money that you can
support the World Bank and IMF. Countries in Africa are in dire
need of this support.

America is the biggest of the supporters, and we need you to free
this money and help them. The World Bank has changed right
from Mr. Wolfowitz, the former president, up to Mr. Zoellick. We
have followed what is going on; I can assure you it has changed
considerably. It is already making massive impact in Africa. Al-
most all the new sort of relations that they are having, they put
it at the center the need for openness, transparency, accountability,
good governance, abuse of rights, and generally promotion of de-
mocracy. Hopefully maybe that may be the biggest change that will
come to the developing countries.

Mr. MEEKS. Thank you.

And I want to thank all of the witnesses for being here and for
testifying today. Be assured that Chairman Frank has indicated
that we will have a follow-up hearing where this committee will be
looking at possible laws and regulations that can be put in place
to try to stamp out the kind of fraud that has been taking place.

I also note that some members may have additional questions for
this panel, which they may wish to submit in writing. So without
objection, the hearing record will remain open for 30 days for mem-
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bers to submit written questions to these witnesses and to place
their responses in the record.

Again, we thank you.

And this hearing stands adjourned.

[Whereupon, at 12:25 p.m., the hearing was adjourned.]
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THE CONTEXT WITHIN WHICH CORRUPTION THRIVES AND HOW TO CURTAILTHE GLOBAL
PROBLEM

By Raymond W. Baker
Global Financial Integrity

Thank you Mr. Chairman, Ranking Member Bachus, and members of Congress and the Committee. |
appreciate the opportunity to appear before you today.

In 1977, following outrage at revelations of bribery by American businesspeople overseas, the United
States signed into the law the Foreign Carrupt Practices Act, barring Americans from bribing foreign
government officials. At the time there was widespread concemn that this might place U.S. businesses at a
competitive disadvantage. While we may have lost an occasional aircraft sale or oil field service contract,
there is no evidence that the U.S. economy was hurt by our nation taking this principled stance. And though
it took most European nations another 20 years to follow our lead, eventually anti-bribery laws became
widespread and now are accepted as an essential component of responsible global business practice.

Having said this, there is today no evidence that the dollar volume of corrupt money has declined. On the
contrary, it appears that corruption may be at the highest levels ever, particularly with very large sums of
money shifting out of China and Russia, while flows likewise continue out of Africa, Latin America, the
Middle East, Asia, and states in the former Soviet Union.

How can this be? With so many nations adopting anti-corruption statutes and so much attention given in
multinational organizations to fighting corruption, how is it possible that corruption may in fact be on the
rise? To answer this we must place the issue of corruption into its larger context, the global shadow
financial system and its attendant culture of opacity.

Since the 1960s, we in the Western world have created and expanded an entire, integrated global financial
structure to facilitate the movement of illicit money across borders. There were a few elements of this
structure available before the 1960s—four or five tax havens and the use of abusive transfer pricing
techniques. But the 1960s marked the takeoff point in building this structure for two reasons. First, it was
the decade of independence. Between the late 1850s and the end of the 1960s, 48 countries gained their
independence from colonial powers. Some of the economic and political elites in these newly independent
countries wanted to take their money out by any means possible, and we in the West serviced this desire
with a great deal of creativity. Second, the 1960s marked the decade when multinational corporations
began their aggressive expansion all over the globe. Yes, there were international businesses before the
1960s, but typically an international oil company or trading organization might have branch operations in
only some 12 or 15 foreign locales. Beginning in the 1960s corporations rushed to plant their flags alf over
the planet, a process that continues today. Many of these corporations utilize aggressive tax avoidance and
tax evasion strategies to shift their profits around the globe, a process again serviced by the shadow
financial system. So for these two reasons—decolonization and the spread of multinational corporations—
the 1960s marked the point when the development of this shadow financial system accelerated.
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This system now comprises a number of elements:

o Tax havens are a major part of this structure, now 91 in number around the globe.

e Many tax havens also function as secrecy jurisdictions, where entities can be set up behind
nominees and trustees such that no one knows who are the real owners and managers.

¢ Disguised corporations, now numbering in the millions around the world.

» Flee clauses, enabling nominees and trustees to have disguised entities flee from one secrecy

jurisdiction to another in the event that anyone comes seeking to find out who are the real owners

of such entities.

Anonymous trust accounts.

Fake foundations.

False documentation in trade and capital transactions.

Falsified pricing in import and export transactions, by far the most frequently used element in this

structure.

Money laundering techniques.

o Holes leftin laws of Western nations which serve to facilitate the movement of money through the
shadow financial system and info our own economies.

Regarding this last point, for example, in the United States it remains legal to bring into this country
proceeds generated abroad from handling stolen property, counterfeiting, contraband, slave trading, alien
smuggling, trafficking in women, environmental crimes, all forms of tax evading money, and more. Having
initiated the anti-corruption effort, we are now far behind our European counterparts in the range of ilficit
monies that we bar from entering our country.

This global shadow financial system moves cumulatively trillions of dollars of illicit money across borders. It
equally facititates the shift of the proceeds of corruption by foreign government officials, the proceeds of
criminal activity such as drug trading and racketeering, the proceeds of terrorist financing, and the proceeds
of commercial tax evasion. Some estimates suggest that as much as half of global trade and capital
transactions pass through this shadow financial system somewhere between origination and completion. All
forms of illicit money move on the same rails through this system, meaning that it is virtually impossible fo
interrupt one form while at the same time facilitating other forms.

Global Financial Integrity has recently completed an analysis of iflicit financial flows out of developing
countries, utilizing well accepted economic models including the World Bank Residual Method and IMF
Direction of Trade Statistics. Ours is the first study to take these models and apply them to the whole of the
developing world. In our analysis we show that somewhere between $850 biltion to more than $1 trillion a
year of illicit money flows out of developing countries, through the shadow financial system, and ultimately
into our Western economies.

This massive outflow of illicit money from developing countries is the most damaging economic condition
hurting the global poor. It drains hard currency reserves, heightens inflation, reduces tax collection,
worsens income gaps, cancels investment, hurts competition, and undermines trade. It sets back poverty
alleviation efforts and forestalls attempts to reach sustainable economic growth. Quite simply, it contributes
in a major way fo the environment in which corruption thrives.
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The essential purpose of the shadow financial system needs to be clearly understood. This business is
about moving money from poor to rich. It moves money out of poorer developing countries into our richer
Western economies. And within our Western economies it moves money out of the hands of poor and
miiddle income tax payers and into the hands of non tax payers with wealth ensconced in tax havens and
secrecy jurisdictions. This system is, at its core, about shifting money from poor to rich.

Now how can we address these problems, both the larger problem of globat illicit financial flows and the
specific problem of corrupt money flows? What can we do?

Two preliminary points need to be noted. First, the goal should be to curtail the flow of illicit and corrupt
money across borders, not fo try to stop it. Stopping it would require draconian measures. Substantially
curtailing it can be achieved with a few broadly adopted and widely implemented measures. Second,
achieving this goal is a matter of political will. Some may argue that the process is extremely complex and
technically difficult to accomplish. This is not correct; it is a matter of political will.

Three measures can substantially curtail the cross-border flow of all forms of illicit money.

First, financial institutions around the world should be required to know the beneficial owners of entities with
which they do business. It is inexcusable in this day and age of terrorism and crime for any financial
institution to conduct activities with a disguised entity, o fail to know for whom it is handling money. This is
a no-cost exercise. Account holders are simply required to identify the flesh and blood owners of the
accounts or the fisted company that owns the account, in the absence of which the account will be blocked
or closed. The U.S.A. Patriot Act provides an example of how effective such an approach can be in the way
it largely removed shell banks from the shadow financial system. The Patriot Act established that it is illegal
for any U.S. financial institution to receive money from a foreign shell bank, that it is illegal for any other
financial institution in the world to send money fo the United States that it has received from a foreign shell
bank, and that this includes wire transfers that might touch New York City correspondent bank accounts for
a moment before speeding off elsewhere. In other words, with a stroke of the legislative pen, shell banks
were almost completely removed from the shadow financial system. The same process can remove
remaining disguised entities from the shadow financial system.

Second, it is time to institute automatic exchange of key elements of information across borders, including
for non citizens their earnings on accounts. The European Union Savings Tax Directive is a model for this
process, requiring within the EU automatic exchange of information on non citizens of their earnings on
bank accounts and certain other assets. Under consideration within the EU is extension of this agreement
to include more forms of income and more entities, such as corporations, trust funds, and foundations.
Automatic exchange of information would be a major contribution toward curtaifing the worst excesses of
the global shadow financial system.

Third, country-by-country reporting of sales, profits, and taxes paid by multinational corporations would do
more to curfail the shadow financial system and the culture of opacity than any other step. Currently,
corporations compile country-by-country information for internal purposes but do not provide disaggregated
data in annual reports, Hence we see tens of billions reported in profits and little or nothing reported in
taxes. Country-by-country reporting will resolve this problem and introduce more transparency into the
global financial system than any other available measure. It is currently being studied by the International
Accounting Standards Board and by the UK Treasury Department. Country-by-country reporting has a
number of very significant advantages. it costs corporations essentially little or nothing, since they are
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already doing it, just not reporting it. It is self enforcing because no corporation can report losses in couniry
after country around the world, massive profits in tax haven entities, and yet little or no {axes payable. It
utilizes the power of transparency rather than requiring a large regulatory regime. It curtails regulatory and
geographical arbitrage. It contributes to making the accounting profession honest. It reverses the shift over
recent decades of tax burdens off of capital and onto labor. And in doing so it reverses the growing
inequality between rich and poor, a process that cannot continue without generating sirong voter
discontent. Finally, it can generate more revenues for strained governments than any other mechanism.
For curtailing the harmful effects stemming from the global shadow financial system, country-by-country
reporting is the most effective step available.

To address corruption per se, three additional steps are recommended.

First, we should harmonize predicate offenses under the anti-money laundering laws of all countries
cooperating with the Financial Action Task Force (FATF) in Paris. This means that the United States should
and indeed must adopt the European practice of barring knowingly handling the proceeds of criminal
activities. It is unacceptable that the United States lags so far behind the rest of the industrialized world on
this issue. U.S. facilitation of corruption cannot be ended while we at the same time are legally open to
receiving the proceeds of handling stolen property, alien smuggling, trafficking in women, and much more.
Closing these loopholes is long overdue. Furthermore, the FATF should add knowingly handling the
proceeds of tax evasion fo its list of predicate offenses. The U.S. Treasury Department has expressed its
support for this inclusion, and, given the current global financial crisis, there is no better time to take this
step than the present.

Second, strengthened Know Your Customer regulations as they apply to foreign account holders need to
be implemented. Presently, KYC policies vary widely across financial institutions and even among account
officers within financial institutions. KYC has been treated as recommendations rather than requirements.
This needs to change, Adding a specific point on Suspicious Activity Reports for corruption is required.
Again, the FATF in Paris should adopt comprehensive norms for KYC policies and survey and report on
their adherence in cooperating countries.

Third, lists of Politically Exposed Persons—PEPs—should be available for all countries receiving
development assistance, and use of PEP lists should be required by financial institutions. In the fight
against corruption there is no better expenditure of aid money than this. Where reporting bodies in
countries do not exist, they should be created and funded by bitateral aid agencies cooperating with each
other and with developing countries. It is unacceptable that, following the corruption of Mobuto, Marcos,
Suharto, Abacha, and others, we should today be confronted with the corruption of a new crop of leaders
and family members robbing their countries, leaving misery and deprivation in their wakes, yet transferring
their ill-gotten gains into willing Western accounts, properties, and assets.

The fight against global corruption is not being won. It cannot be won while at the same time maintaining a
shadow financial system that moves trillions of dollars of other forms of ill-gotten gains around the world.

In the fight against corruption specifically and illicit financial flows generally, it is time once again for strong
U.S. leadership.
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MONEY-GO-ROUND

Catching up
with Corruption

Raymond Baker, John Christensen ¢ Nicholas Shaxson

theorists and aid agencies finally began

to accept the reality that if they wanted
to know why some states fail, or why so many
countries are tormented by persistent poverty,
they needed to factor corruption into their
equations. The Berlin-based Transparency
International (TT), founded in 1993, deserves
much of the credit for this shift. TI launched
the first of its famous Corruption Perceptions
Index (CPI) series in 1995, and the Financial
Times ook the cue by nominating that year
as the International Year of Corruption. The
World Bank, which had previously all but ban-
ished the “c” word from its policy documents,
followed TI’s lead after its President, James
Wolfensohn, accepted in a landmark 1996
speech that the Bank needed to deal with “the
cancer of corruption.” Now the Bank considers
corruption to be the single greatest obstacle to
economic and social development in the world.
The ripple effect from this change of heart has
magnified the profile of the problem through-

In the 1990s, mainstream development

Raymond Baker /s 4 senior fellow at the Cen-

ter for International Policy, where he directs the
Global Financial Integrity program, and author
of Capitalism’s Achilles Heel: Dirty Money and
How to Renew the Free-Market System. John
Christensen is 4 former economic adviser to the
UK government and the States of Jersey. He is 2
Sfounder of the Tax Justice Network and co-author
of A Game as Old as Empire. Nicholas Shaxson
is an associate fellow at Chatham House in London
and the author of Poisoned Wells, a book about oil
and polities in West Africa.

out the diverse fields of international develop-
ment policy.

By any measure, this is good news. As many
iconoclastic critics of business-as-usual develop-
ment policy argued as long as half a century ago,
ignoring the broad social and palitical frame-
works within which economic policy exists is
like expecting a fish tank to hold water without
a bottom or sides.! Corruption is universal, but
its forms vary considerably across different soci-
eties. One would have thought, therefore, that
serious social scientists and practitioners of eco-
nomic development policy would have factored
it into their understanding ealy on.

They did not, however, thanks in large part to
the way that academic economics shifted theoret-
ical gears and methodologies after World War 11,
What had always been called political economy
solidified its separation into political science and
an economics profession, which wasdriven toward
macro approaches in an effort 0 “harden” itself
methodologically. The result was a sharp positiv-
ist, quantitative bias that by definition ruled out
serious consideration of factors that could not be
readily measured-—corruption being, almost by
definition, such a factor. To this bias was soon
added what can only be called a condescending
deference to newly independent countries: It was
considered impolite, as well as unhelpful w cer-
tain parochial institutional interests, to delve o
deeply into untoward behavior by the elites of
newly sovereign and proud countries.

1See, for example, Peter Thomas Bauer, Fronomic
Analysis and Policy in Underdeveloped Countries
(Cambridge University Press, 1957).
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This explains, at least to some degree, the
otherwise astonishing fact that it took half a
century to acknowledge the role corruption
plays in the dysfunctional economies of so many
poor countries. It explains why the OECD’s
Anti-Bribery Convention entered into force
only in 1999, and the UN Convention against
Corruption not unti] 2003. In many developed
countries, bribes were tax-deductible until just
a few years ago. Whether it was grasping klep-
tocrats stealing billions from the state or dishev-
eled policemen extorting bribes at roadblocks,
the problem should have been diagnosed and
dealt with decades carlier.

Notonly has the world been slow to wake up
to the problem of corruption in development,
the World Bank and others leading the global
fight against corruption have yet to accept the
full and very inconvenient implications of this
shift in thinking, The time is long overdue to
re-imagine what we mean by corruption and o
launch phase two in the battle against it. The
task is not just to recognize the importance of
a “supply side” o corruption, involving bribe-
givers as well as bribe-takers; it is also abour
dramatically expanding our understanding of
what the supply side has come t include in a
rapidly changing, globalizing world. Only after
our understanding has caught up with reality
will we be able to adequately answer a question
that has long puzzled economists: Why does so
much money flow from poor countries to rich
ones when, for both rational and ethical rea-
sons, it ought to flow the other way?

Several recent developments suggest that
a more mature understanding of the problem
and the early stages of a phase-two response are
already in train. A seismic shift came this past
November when Cobus de Swardt, the new
head of Transparency International, said that
his otganization would embark on a “second
wave” of corruption campaigning to direct more
attention to the responsibilities of Western gov-
ernments and companies, and highlight their
role in international corruption. The World
Bank has recently dipped its toes into these wa-
ters, too. Last September, the Bank and the UN
Office on Drugs and Crime launched the Sto-
len Asscts Recovery initiative, which focuses on
returning ill-gotten gaing deposited abroad to
their countries of origin. More generally, we sce
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signs of an awakening among a variety of rme-
dia, non-governmental and other groups about
the harm caused by massive illicit financial
flows and facilitating secrecy jurisdictions. We
scem to be at the start of a long process that, if
successfully pursued in the face of bitter oppo-
sition by vested interests, will ultimately accel-
crate global development and improve security
for poor and rich countries alike.

Something Is Missing

¢ have a ways to go to match our un-

derstanding of corruption to a world of
accelerating change. Corruption harms three
main sets of actors: businesses, governments
and citizens, especially the poor. The corrup-
tion concerns of these three sets of actors over-
lap significantly, but they are not identical. The
dominant mode of thinking about corruption is
shaped around the concerns of businesses. For
that reason it tends to focus heavily on bribery,
while ignoring much bigger problems.

For example, Transparency International’s
Corruption Perceptions Index has not caught
up to TT’s new resolve to surf the second wave.
It draws heavily on opinion within the busi-
ness community. While it does provide an in-
valuable ranking for investors trying to assess
country risk, it is of little use to the citizens of
oil-rich Nigeria, for example, to be informed by
the CPI that their country is among the world’s
most corrupt. Nigerians and others like them
want to know where their money has gone.

Consider the brutal Nigerian president Sani
Abacha, who died in 1998, allegedly in the
company of Indian prostitutes, but not before
he had raked off billions of dollars of oil money
from state coffers. Or to take a more recent ex-
ample, we now know more or less how relatives
and associates of the former Kenyan President
Daniel arap Moi diverted hundreds of mil-
lions of dollars into their pockets through a
web of shell companies, secret trusts and other
evasive structures. Two jurisdictions that hap-
pily soaked up the embezzled wealth of both
regimes are worth highlighting: Switzerland
and the United Kingdom. “The UK authorities
and banks”, the BBC reported after a bir of the

money was eventually returned, “were found o



have been even less cooperative than the Swiss,
despite the Jatter’s long and sullied repucation
for protecting allegedly stolen assets.” But de-
spite these scandals and many similar crimes
that have yet w surface, the latest CPI ranks
Switzerland and the United Kingdom as among
the world’s “cleanest.” Swiss and British rulers
may be personally clean, but what about Swiss
and British bankers, lawyers, accountants and,
yes, even some lesser officials, who handled
and harbored these stolen funds? In aiding and
abetting grand theft and national-scale looting,
they were knowingly complicit in, and there-
fore a necessary part of, the corruption process.
What Is Corruption?
I( is fine that the CPI helps clean businesses
assess the risk in doing business abroad, but
what about some help for everyone else? To fight
corruption that hurts governments and citizens
as well as businesses, we nced a comprehensive
practical definition of it. The “official” develop-
ment world is not there yet.

The World Bank defines corruption as “the
abuse of public office for private gain.” The re-
stricted focus and the obsession with the public
sector illustrated by this definition is both ar-
bitrary and insufficient. Transparency Interna-
tional says that corruption is “the abuse of en-
trusted power for private gain.” This definition
is better, as it could be used more broadly, bur
in practice it is usually interpreted in a narrow
way, notably by focusing on the public sector,
particularly on bribery. Four classes of examples
show why these definitions are inadequate.

First, during the dotcom euphoria of the
late 1990s, Wall Street investment banks offered
stocks in “hot” initial public offerings (IPOs) to
corporate executives, who in return would then
direct their own companies’ business to these
banks. Meanwhile, the bank analysts wrote
glowing reports about the IPOs, while privately
referring © them with terms like POS (piece
of shit). The aim was to induce an inflow of
corporate business and generate big fees. A sec-
ond example is the widespread practice of il-
legal market rigging: Private companies build
up secret monopolistic positions using shielded
offshore structures to hide the fact that several
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apparently unrelated parties are in fact related
and are colluding to fix prices. Neither class of
cases involves public office or entrusted power.
However, the first arguably involves a form of
bribery, while the second violates laws of most
Western countries.

Third, consider the byzantine EIf Affair, an
eightyear judicial investigation faunched by
the French investigating magistrate Eva Joly
that has been described as Europe's biggest cor-
ruption investigation since the Second Word
War. The “Elf Affair” involved, among many
other things, oil money from the African sub-
sidiaries of the then-French state oil company
Elf Aquitaine being routed via tax havens and
used to covertly finance French political parties
and offshore slush funds in support of French
diplomatic objectives around the world. The
Elf Affair was echoed by the BAE Systems
scandal, involving alleged corruption in British
arms sales o Saudi Arabia. This was another
thoroughly transnational underraking linking
oil-producing and oil-consuming countries,
in which British Prime Minister Tony Blair
invoked the “national interest” as a reason for
allowing alleged corruption to go uninvestigat-
ed and unpunished. These affairs, too, which

Eva Joly
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have provoked widespread disaffection among
French and British voters, do not fit the stan-
dard corruption definitions because they are
not primarily motivated by private gain, but by
national security and policy considerations.

Fourth, many think corruption is always il-
legal. Not so. In the 1990s, Angola operated
a system of multiple exchange rates through
which well-connected officials could change
local currency into dollars at a highly prefer-
ential exchange rate, effectively getting dollars
on the cheap. Then they changed the dollars
back into local currency on the black market,
pocketing the difference. This amounted to
free money for oil-rich elites, limited only by
the number of hours in the day and the en-
ergy individuals had to indulge their greed. Al-
though entirely “legal”, the scheme was clearly
corrupt, and it hurt citizens unable to queue
up in that particular line. The point is that the
system itself was corrupt, not just the actors,
and it was not illegal because the same actors
who created the scheme and benefited from it
were also the ones who determined what was
and was not legal.

fstandard definitions fail to tell us what cor-

ruption really is, then what new definition
do we need, and how should we create it? We
should, above all, trust our intuidon. Just as
Potter Stewart was sure he knew pornography
when he saw it, even if he could not define it
precisely, so corruption should be defined as
whatever corrupts: We know it when we see it.

We can do better than that, however. As
a first step, we need to expand cthe geography
of corruption. This is because corruption has
not only a demand and a supply side, but also a
host of intermediaries who facilitate the murky
deeds. The sensible general strategy for fight-
ing the international drug trade by tackling
users, suppliers and middlemen is applicable to
the global struggle against corruption. Thus, it
makes no sense to see corruption through the
prism of discrete, country-level problems. For
example, the CPI ranks the countries of Africa
as the primary locus of corruption, but it ig-
nores the global infrastructure of international
financial secrecy that has helped bleed trillions
of dollars in illicitly generated money not only
out of Africa bur also out of the Middle East,
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Latin America and Russia into the financial
centers of the richest countries in the world.

This reflects one of the most important fault
lines in the ongoing process of financial liberal-
ization, and it shows vividly why we need to see
the big picture to deal even with the small snap-
shots. While capital has become almost totally
mobile, the ability to police cross-border flows
of illicit money remains severely constrained.
International borders act like semi-permeable
membranes, letting the crooks and the dirty
money through while stopping the forces of law
and order seeking to foil them. “The magistrares
are like sheriffs in the ‘spaghetti westerns’ who
watch the bandits celebrate on the other side
of the Rio Grande”, said Eva Joly after the Elf
Affair. “They taunt us and there is nothing we
can do.” She was furious about the blocking role
played by numerous tax havens, most especially
“the City of London, that state within a state that
has never transmitted even the smallest piece of
usable evidence to a foreign magistrate.™

Beyond scaling up our perspective to the
global level, we also need to pay attention w0
systems and processes, not just individuals.
And we need to include consequences, not just
methods. Corruption always involves narrow
interests abusing the common good. It always
includes insiders using guarded information
opetating with irnpunity. And it always cor-
rodes institutions, worsens absolute poverty
and inequality, and ultimately undermines
faith in the rules and systems that are supposed
to promote the public interest. Thus, a beteer
basic definition of corruption would go some-
thing like this: Corruption is the abuse of public
interest and the undermining of public confidence
in the integrity of rules, systems and institutions
that promote the public interest.

This definition is not limited to develop-
ing country kleptocrats and rogue officials, but
makes room for a much broader array of actors
and their facilitating activities. It also suggests a
rubric for rich and poor to find common cause
in fighting this global scourge.

That said, it helps to use the noun “corrup-
tion” sparingly and instead to emphasize the
verb “to corrupt.” Using the verb shifts our
focus away from situations, people, isolated

Yoly, Notre affaire & tous (Les Arénes, 2000).
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acts and finger-wagging, and toward examin-
ing underlying systems, relationships and pro-
cesses. Markets and governments are built on
trust, and the undermining of trust is argu-
ably the greatest danger that confronts global
markets today. Globalization can be a force for
good, but it is tainted by a widespread percep-
tion that the system is rigged against ordinary
folks. If countries retreat into protectionism, as
some fear will happen, the sense of unfairness
that stems from corrupting influences in the
international financial system will have been a
major contributing factor.

There are many consequences of refining
our perceptions of corruption. One is that tax
evasion is identified as a form of corruption,
even if it does not involve the abuse of public
office or entrusted power. While those people
and institutions dedicated to tackling corrup-
tion today tend to focus on the theft of certain
types of public assets, tax evasion is generally
overdooked even though evaded taxes are stolen
public assets, too. Tax evasion also looks very
much like more traditionally defined forms of
corruption because it involves abusive activity
at the intersection berween the public and the
private sectors. [t allows sections of society to
bypass accepted norms, and provides one set
of rules for the rich and well-connected, and
another set for the poor and weak. It involves
insiders operating in secret, without restraint. It
corrodes governments.

Furthermore, the proceeds of tax evasion,
along with the proceeds of bribery and criminal
activities, use exactly the same mechanisms and
subterfuges as they shift across borders: dummy
corporations, shielded trusts, anonymous foun-
dations, falsified pricing, fake documentation
and more, all abetted by a supporting array of
mainstream bankers, Jawyers and accountants.
Dirty money in many forms welcomed by the
United States and Europe allows the proceeds
of drug rtrafficking, racketeering, corruption
and terrorism to tag alongside. These are paral-
lel rails on the same tracks coursing through the
global financial system.

Tax cvasion is also the tail of a2 much larger
creature: the cross-border capital flows that un-
derlie it. The secrecy that facilitates tax evasion
and other crimes is one of the most important
reasons why capital flows out of capital-starved
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economies, a fact that orthodox economic theo-
ries cannot explain.

Expanding our definition of corruption will
also change priorities in the field of foreign aid.
"Taxes, not aid allowances, are the most impor-
tant and the most sustainable sources of finance
for developing countries, whose long-term goal
must be to replace foreign aid dependency with
tax selfreliance. Aid makes governments ac-
countable to donors; taxes make governments
accountable to their citizens, and tax evasion
undermines this basic pillar of civil accountabil-
ity. As South African Finance Minister Trevor
Manuel recently noted: “It is a contradiction to
support increased development assistance, yet
turn a blind eye to actions by multinationals
and others that undermine the tax base of a de-
veloping country.”

And it is not just developing countries that
suffer from tax evasion. Take the case of Glaxo-
SmithKline, which paid $3.1 billion after it
settled a dispute with the U.S. Internal Revenue
Service in Septermber 2006 over transfer mis-
pricing, the practice by which related subsidiar-
ies of companies deliberately misprice internal
transactions so as to cheat tax authorities. If tax
evasion in all its forms is brought into the cor-
ruption debate, that means tackling the inter-
national infrastructure that allows developing
and developed countries alike to be cheated of
not just their taxes but of investment capital
that exits to the secrecy jurisdictions.

Magnitudes and Measurements

here may be a clear theoretical case for

launching a phase two battle against cor-
ruption, properly defined, bur is it really worth
pursuing? How big is the problem?

Precise measurement of corruption in all its
forms is difficult: Transnational illicic financial
flows and abusive tax practices are fragmented,
hard to define and cocooned in a pervasive cul-
ture of secrecy. But if we start with a few things
we know or can make educated guesses about,
it will become apparent that the scale of this
phenomenon is staggering,

3Address to the forum on tax administration,
Cape Town, South Africa, January 10, 2008.



According to the OECD, mote than half
of all cross-border trade is routed through tax
havens.* The World Bank's Stolen Asset Recov-
ery initiative estimates the cross-border flow of
proceeds from criminal activities, corruption
and tax evasion at berween $1 trillion and $1.6
trillion per year, about half of which comes from
developing and transitional economies. This
dwarfs foreign aid, which totaled about $50 bil-
lion a year through the 1990s and is about $100
billion today. So we have $50-100 billion of aid
flowing into poor countries, and $500-800 bil-
lion of dirty money flowing out. In other words,
for every dollar Western governments have been
handing out across the top of the table, crooked
Western banks, businesses and middlemen of
various descriptions have been taking back up
to ten dollars of illicit proceeds under the table.

On a different tack, the Tax Justice Network,
using data from Boston Consulting, McKin-
sey, Merrill Lynch/Cap Gemini and the Bank
for International Settlements, estimates that the
world’s high nerworth individuals hold around
$1L5 trillion offshore, generating potential tax
losses of $250 billion annually. This conserva-
tive estimate includes both legal and illegal tax
dodges but excludes many other kinds of abusive
financial flows. Even if one believes that the tax
rates of some countries are extortionary, there is
no excuse for, in effect, stealing public money that
poorer citizens will end up having to replace. Tax
evasion on such a scale is not only stealing from
governments, it is stealing from ordinary people’s
futures in an act of reverse-Robin Hoodism.

What To Do
N ow that we better understand the problem
and grasp its magnitude, the questions
turn to policy. What should we do as individual
nations and as a global community? A look at
the past will pethaps provide some guidance.
Policy has tended to trail behind galvaniz-
ing events. The U.S. Foreign Corrupt Practices
Act (FCPA) of 1977 followed both the Wa-
tergate scandal, which helped create the right
political climate, and a series of investigations
revealing that more than 400 corporations had
admitted paying $300 million to foreign gov-
ernment officials to win projects. Yet the FCPA
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did not trigger a decisive shift in global policy
debates, since other countries did not follow
America’s lead. After 1977, companies from
Germany, France, Britain and other countries
still did business as before, gleefully corrupring
foreign and domestic officials to steal contracts
from under the noses of their more squeamish
American competitors. It seemed inconceivable
that genuine global cooperation on corruption
was possible. What is more, the presence of se-
crecy jurisdictions allowed American compa-
nies to drive a coach and hotses through the
FCPA by enabling foreign corruption to con-
tinue to take place under the veil of offshore
operations.

The Cold War played a powerful role, too.
During that era, many on the Left, as well as
others racked by post-colenial guilt, sought o
blame rich countries and rich corporations for
poverty and conflict in places like Nigeria, In-
donesia and Nicaragua. Many on the Rightar-
gued that corruption was acceptable because it
“greased the wheels” of international trade and
capitalism and was therefore, at least within
certain limits, 2 good ching. The World Bank
and IMF, for example, and Western govern-
ments rmore generally, put institutional interests
above all else, concluding that slinging mud
at senior politicians in poor countries was no
way to make friends and keep the Soviets at
bay. Today, happily, the corruption portfolio
transcends the old ideological divide. After be-
ing embraced at the World Bank by Wolfen-
sohn and his lefr-liberal chief economist Joseph
Stiglitz, it was also championed with gusto by
Paul Wolfowitz from the opposite end of the
policy spectrum, although not without serious
institutional resistance.

Nonctheless, some echoes of past obstacles
are still with us. Many non-governmental or-
ganizations see a focus on international finan-
cial flows and secrecy jurisdictions as a distrac-
tion from what they want: aid instead of better

“4French Finance Minister Dominique Strauss-
Kahn, in a speech 1o the Paris Group of Experts
in March 1999, quoted in John Christensen
and Mark Hampton, “All Good Things Come
1o an End”, The World Today (August/Septem-
ber 1999). Use of tax havens has increased as a
share of global trade since then.

AUTUMN (SEPTEMBER/OCTOBER) 2008 71



MONEY-GO-ROUND

56

INSIDE THE SOVIET ALTERNATE UNIVERSE

THE COLD WAR'S END AND THE SOVIET UNION'S FALL
BEAPPRAISED

Dick Combs

With a foreword by Jack F Matlock Jr.

“lgreatly benefited from Dick Combs’ deep understanding of Soviet
cutture and thinking during his service as my U.S. Senate foreign policy
advisor. His depth of knowledge and balanced judgment are clearly
reflected in this book, which offers fresh, persuasive analysis of the end
of the Coid War and the fall of the Soviet Union Policymakers, academ-

insightful account.” ~~Former U S. Senater Sam Nunny

“Synthesizing memoir, histary, and policy analysis, Dick Combs’s book com-
bines an instructive inside account of 2 high-ranking American diplomat’s
years in the Soviet Union with a critical anatysis of the evolution of Soviet
thinking about world atairs. 1 also analyzes American thinking about
the USSR and applies the fessons of all this to understand post-Soviet
Russian politics and foreign policy, and American misperceptions thersof.”

—Wiitiam Taubmen, Amherst Collage

“Throughout the post-Soviet period, the Nunn-Lugat program has been 3
primary vehicle through which the new Russian-American relationship
has evolved. Dick Combs was one of the originat conceptualizers of that
program, born of s understanding of the deep-seated social and psychic
strains unieashed by the Soviet collapse, but also a major faciitator of the
palicy's application thraugh his mastery of the Russien language and his
appreciation of the sensibilities of the Russian people and their leaders.”

—Senator Richard Lugar
384 pages | $2235 cleth

06nn SLae press

B20 N. University Drive, USE 1, Suite C | University Park, PA 16202
WWW.PSUPRESS.ORG | 1-800-326-5180

ics and the public can draw important foreign pelicy fessons from Combs™

72 THE AMERICAN INTEREST

mobilization of domestic resources. At the same
time, the old “corruption greases the wheels of
business” argument lives on, as illustrated by a
February 2007 Economist article that reported
favorably on tax havens and the secrecy juris-
dictions that host thern. That being the case,
it is not surprising that a modern equivalent of
the FCPA such as the Financial Action Task
Force, which ostensibly seeks to crack down on
tax haven abuse, has failed to seriously dent the
problem and, indeed, has helped legitimize the
illegitimare.

Nonetheless, change is afoot. Just as Wa-
tergate helped usher in a propitious climate
for an anticorruption thrust in America in the
1970s, big changes now underway are likely
10 sustain and accelerate the shift toward a
phase-two attack on corruption. Senator Ba-
rack Obama’s backing for the Stop Tax Ha-
ven Abuse Act and an aggressive approach by
the Internal Revenue Service against the Swiss
banking giant UBS, which is suspected of fa-
cilitating tax evasion by wealthy Americans,
are symptomatic of a changing political cli-
mate in the United States. Revelations in Feb-
ruary that wealthy Europeans have been using
accounts in Liechtenstein to evade taxes have
contributed 1o a powerful mood shift against
tax havens in Europe. In the past few months,
OECD governments have also started discuss-
ing how they can cooperate on regulation and
financial affairs. If the current subprime mess
and evolving credit crunch are believed to be
the leading edge of a deep, destabilizing global
economic crisis, then we may expect greater
resolve and cooperation in rectifying the huge
imbalances in the global economy. That re-
solve will sooner or later transform the corrup-
tion debate, for there is no way to rectify the
problem without addressing the corruption is-
sue root and branch.

Of course, it won't be easy. Powerful vested
interests have a lot to lose from cleaning up the
curtrent state of global capitalism. Bur the rest of
us have even more to lose if we don’t. If global
capitalism cannot be rendered essentially fair,
then it is unlikely to be sustainable in a world
where formerly marginalized people are rapidly
emerging from eons of political ignorance and
passivity. We ecither join together to fix this
problem, or it will surely “fix” us. §
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I. Introduction

1.

Iticit financial flows generally involve the transfer of money earned through illegal activities such as corruption,
transactions involving contraband goods, criminal activities, and efforts to shelter wealth from a country’s tax
authorities. However, such flows may also comprise funds that were earned through legitimate means. Thus
defined, ilficit flows involve funds that are iflegally earned, transferred, or utilized and cover ali unrecorded private
financial outflows that drive the accumulation of foreign assets by residents in contravention of appiicable laws
and regulatory frameworks. In other words, if capital flows are unrecorded or if they skirt capital controls in place,
such outflows are considered to be illicit for the purposes of this study. A uniform measure of illicit financial flows
was adopted given that we are primarily interested in estimating the overall volume of such flows from
developing countries and comparing them across various regions and countries. No attempt is made fo
differentiate the underlying activifies that generate illicit financial flows.

This report is one of very few recent studies on the tofal volume and pattern of illicit financial flows out of all
developing countries. Notably, the study by Raymond Baker used a survey-based approach to estimate ilficit
financial flows. His findings were later published in Capitalism’s Achilles Heel{see Appendix It for full citation).
Another comprehensive study, which is now somewhat dated, was carried out at the World Bank in 1994.

This study utilizes multiple economic models and filters to weed out spurious data in order fo yield the most
reliable estimates possible. However, it is important to note that all currently existing economic models have a
limited capacity to reflect the actual volume of illicit financial flows, as these flows are primarily generated
through transactions that completely bypass statistical recording. Because of this inability of official statistics to
capture all of the monetary parficulars of illegal commerce, which is the driving force behind these illicit outflows,
the economic models used in this paper are likely to understate the true measure of ilficit financial outflows from
developing countries.

. The list of 160 developing countries is based on the IMF's International Financial Statistics system of country

classification, except for minor deviations that are noted. (See Appendix | for list and classification.)

1. Estimation Methods and Limitations

5. According to the models used in this paper, illicit financial outflows occur through two channels—the

clandestine use of the international banking system to send money out of a country, captured by the Hot
Money (Narrow) and World Bank Residual models, and trade misinvoicing, which generates illicit funds
that are shifted abroad. Each of the three models used in this study—the Hot Money {Narrow), World Bank
Residual, and Trade Misinvoicing—are widely used by economists. The data sources for this analysis are the
large-scale macroeconomic databases maintained by the IMF and the World Bank. This study uses a
“normalization” technique to weed out countries with low or spurious cases of illicit financial flows. The three
models of illicit flows are briefly described below to iliustrate how such flows are captured through the use of
official data. in this paper, estimates of illicit financial flows from all developing countries are broken down into
five regions of the world: Africa, Asia, Europe, Middle East and North Africa (MENA), and the Western
Hemisphere.
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6. The Hot Money (Narrow) Model: Estimates ilficit financial flows by focusing strictly on the net errors and
omissions line-item in a country’s external accounts. The net errors and omissions figure balances credits and
debits in a country’s external accounts and reflects unrecorded capital flows and statistical errors in
measurement. A persistently large and negative net errors and omissions figure is interpreted as an
indication of ilficit financial outflows.

7. While the Hot Money (Narrow) methed provides a measure of unrecorded capital flows in the balance of
payments, the broadest version of the model, Hot Money 3, incorporates various recorded flows of
short-term capital transactions carried out by the private sector. Specifically, these include short-ferm
private sector flows related to portfolio investments, equity securities, debt securities, money market instruments,
trade credits, loans, currency and other deposits and investments. Consequently, if one were to focus
exclusively on these recorded flows, such an exercise can yield estimates of licit financial flows from developing
countries. However, estimates of licit financial flows are likely to be significantly understated because many
developing countries do not report private short-term capital flows to the IMF. Keeping in mind these data
limitations, we estimate that licit financial flows from developing countries (defined as those short-term private
sector outflows recorded in the balance of payments) have more than doubled from $92.4 billion in 2002 to
$207.6 billion in 2006 (see table below). Licit financial outflows from individual developing countries tend to be
small, averaging less than 3 percent of GDP annually, although in a few cases they can average between 3-10
percent of GDP. Only in two cases, and mostly in response to significant political and macroeconomic instability,
do such outflows rise to 10-12 percent of GOP in a particular year.

Licit Outflows _ 2002 | 2003 | 2004 | 2005 | 2008
(smithons) $92,354 | $67.141 | $117466 | $175856 | $207,607

8. The World Bank Residual Mode!l: Measures a country's source of funds (inflows of capital} against its recorded
use (outflows and/or expenditures of capital). Source of funds includes increases in net external indebtedness of
the public sector and the net inflow of foreign direct investment. Use of funds includes the current account deficit
that is financed by the capital account flows and addifions to cenfral bank reserves. An excess source of funds
over the recorded use {or expenditures) points fo a loss of unaccounted-for capital and, as such, indicates illicit
financial outflow.

9. This paper utilizes two alternative measures of net external indebtedness of the public sector: one based on
annual changes in the stock of external debt (CED) and the other on the net debt flows (NDF). The inclusion
of both the CED and NDF versions of the World Bank Residual mode! in this paper has to do with the impact of
exchange rate valuation changes on the stock of debt. Valuation changes may overstate debt when the dollar is
depreciating or understate debt when the dollar is appreciating vis-a-vis currencies in which the couniry had
originally contracted the debt. Compared to the CED, the NDF version is generally preferred because exchange
rate changes have a lower impact on the flows than on much higher stock figures. Since CED and NDF data
should be consistent (except for differences in exchange valuation) we would not expect to see large differences
in estimates of illicit financial flows estimates based on the CED and NDF data series which are independently
compiled. This paper found that while illicit flows based on CED were higher than estimates based on NDF, the
difference between them was only about 5 percent, on average, for the period 2002—20086.
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10. The Trade Misinvoicing Model: Trade misinvoicing has long been recognized as a major conduit for illicit
financial flows, the underlying motivation being that residents can illicitly acquire foreign assets by over-invoicing
imports and under-invoicing exports. To estimate this kind of misinvoicing, a developing country’s exports fo the
world are compared to what the world reports as having imported from that country, after adjusting for the cost of
transportation and insurance. Additionally, a country's imports from the world are compared to what the world
reports as having exported to that country. Discrepancies in partner-country frade data, after adjusting for the
cost of freight and insurance, which imply over-invoicing of imports and/or under-invoicing of exports, indicates
ificit flows. It should be noted however that the trade misinvoicing model can also yield a negative sign result,
implying inward illicit flows (i.e. unrecorded capital flowing info a country) through export over-invoicing and
import under-invoicing.

11. This paper presents estimates of illicit financial flows based on two interpretations of the Trade
Misinvoicing Model involving a netting method (Net) and a gross excluding reversals (GER) method. In
the Net method, gross capital outflows are reduced by gross capital inflows to derive a net position and only net
positions with the correct (positive) sign are taken to represent iflicit flows. In contrast, under the GER method,
only estimates of export under-invoicing and import over-invoicing are included in the illicit flows analysis, while
inward ilficit flows (i.e., export over-invoicing and import under-invoicing) are ignored as they are deemed to
result from spurious data. According to the GER method, the reduction of illicit financial outflows by inward illicit
flows in the Net method is not realistic in countries with a history of poor governance and lack of prudent
economic policies. As structural characteristics that drive illicit financial flows are unlikely to swing back and forth
{particularly during a relatively short five-year period), the GER method limits inward illicit flows to clear cases
where flight capital returns following genuine and sustained economic reform. Since it is hard {o imagine
legitimate fraders using the trade misinvoicing mechanism fo bring money into the country, the GER method is
preferred in this paper.

12. Itis worth bearing in mind that there are significant limitations to all three models for estimating illicit financial
flows, not only because they cannot capture the many illegal channels for transferring money out of a country
but also because the official data these models use are subject to errors in measurement. The following
paragraphs (13-21) discuss some of these limitations.

1

w

The primary drawback of the Hot Money (Narrow) model is that the NEO not only reflects unrecorded capital
flows but also statistical errors in recording a country’s external transactions. In fact, in the case of many
developing countries with weak balance of payments statistics, a significant part of the NEO may be due to
statistical issues in recording the external accounts rather than a reflection of illicit financial flows. The other
limitation of the Hot Money (Narrow) method arises from the fact that data on the NEQ are missing for 31
countries (see Table 3) driving down the already low estimates of iflicit flows. Of these countries, there are strong
prima facie reasons to believe that illicit flows from Afghanistan, Algeria, Congo (DRC), Iran, Iraq, Somalia, and
Uzbekistan could be significant due to economic and/or political instability. For these reasons, the Hot Money
{Narrow) method provides significantly lower estimates of overall illicit flows from developing countries and is
therefore not used to compare such flows between countries or analyze regional patterns and distributions.

14. Even if statistical problems in recording official data were nonexistent and we had full data coverage for all
counitries, none of the models economists use to estimate iliicit financial flows can capture the effects of
smuggling, as these types of transactions entirely bypass the customs authorities and their recording systems.
Smuggling tends to be rampant when there are significant differences in cross-border prices in certain goods
between countries that share a long and porous frontier. The profits from smuggling often end up as part of
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outgoing illicit flows as smugglers seek to shield their ill-gotten gains from the scrutiny of officials, even as
smuggfing distorts the quality of bitateral trade. As a result, trade data distortions due to smuggling may
indicate that there are inward illicit flows into a country when in fact the reverse is true.

15. The World Bank Residual model is subject to technical errors in accurately recording a country’s external
indebtedness, net foreign direct investments, and frade transactions (mainly related to goods and services).
Also, the Bank seems to have more comprehensive data on the stock of external debt than on the net flows of
new debt. In any case, the most reliable data series in the model would be the change in reserves, which is a
figure typically compiled by the central bank and closely monitored in most developing countries.

16. Regarding limitations in the trade misinvoicing models, some economists have argued that misinvoicing should
be excluded from estimates of illicit financial flows on the grounds that export under-invoicing and import over-
invoicing behave quite differently from other conduits of illicit financial flows. For instance, misinvoicing often
takes place in response to high trade taxes and thus may be unrelated to llicit financial flows captured by other
models. However, other economists have advanced equally cogent arguments for including trade misinvoicing
on the grounds that international trade often provides an excellent condutt for illicit financial flows. In their view,
the exclusion of trade misinvoicing will seriously understate overall illicit flows. It is therefore not surprising that a
number of recent studies sponsored by international organizations, such as the United Nations Conference on
Trade and Development (UNCTAD), have explicitly included fake invoicing as a factor driving illicit financial
flows. The UNCTAD study suggested that ifficit financial outflows from Sub-Saharan Africa are fast approaching
half a trillion dollars, more than twice the size of its aggregate external liabilities. Other country case studies on
illicit financial flows such as Frank Gunter's (2003) on China or Prakash Loungani and Paolo Mauro’s (IMF, April
2000) research on Russia expficitly include trade misinvoicing as a conduit for illicit flows. Schneider (2003)
considered it startling to see the increase in capital lost through this channel in East Asia since the mid-1980s.

17. A further shortcoming in the comparison of partner-country trade statistics is that not all mispriced trade results
in a difference between export and import values. When the misinvoicing occurs within the same invoice as a
matter of agreement between buyer and seller there is no recorded difference between export and import
values. This is the case in much of the abusive transfer pricing by multinational corporations, who vary invoices
as needed to shift profits and capital across borders. In fact, transactions that are completely faked, without any
underlying reality, have become common and are especially difficult to estimate. Asset swaps, yet another
conduit for illicit flows, which are also difficult to estimate with confidence, have become common with Russian
entrepreneurs, Latin American businesspeople, and Chinese state-owned enterprises. In fact, such swaps are
increasingly used to shift assets out of developing countries and into Western economies.

18. As discussed above, there may be a complicated relationship between trade misinvoicing and illicit financial
flows because misinvoicing may be driven by other motives to circumvent trade restrictions or o fake advantage
of government subsidies. For instance, if there are trade restrictions such as high import duties, imports may be
under-invoiced to lower the burden of customs duties. A further complication may arise if one were to consider
the rate of income taxation in relation to customs duties. If income taxes are higher than duties, an importer may
still come out ahead by paying high customs duties {by over-invoicing imports) so long as the loss in income or
profit results in lower income taxes that more than offset the higher customs duties.

19. The relationship between trade misinvoicing and illicit financial flows can also become very complicated if there
are active black markets in foreign exchange operating within a country. For instance, if black market exchange
rales are attractive, an importer may over-invoice imports to reduce taxable income and then reap the additional
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profit from exchanging it in the black market. These illicit profits can then be transferred abroad through one or
more of the conduits of illicit flows with which the importer is familiar, On the export side, iflicit financial flows are
common when the black market premium is higher than the export subsidy. It will then be atiractive to raise the
necessary foreign exchange on the black market.

Compounding the issues in tracking iflicit financial flows listed above, there are statistical issues as well that
detract from the accuracy of reported trade data. Differences in recording systems and the proper identification
of the origin and destination of goods—particularly in an increasingly globalized world where component parts to
a final product might originate from a number of countries—can complicate the identification and recording of an
accurate country of origin for goods. Moreover, floating exchange rates can infroduce exchange conversion-
related discrepancies (because such conversion procedures are not uniform across all countries), given the long
transit times involved in the exports and imports of certain heavy machinery or bulk container goods across the
globe. It would be nearly impossible to distinguish discrepancies due to statistical issues in recording from those
that arise as a result of delfiberate misinvoicing. For this reason—in what represents a new and unique
methodology and a departure from existing literature and studies— this study employs a normalization (see
Charts 1 and 2) technique to filter out smaller discrepancies in partner-country trade data (amounting to less
than 10 percent of exports) which could arise due to statistical issues and may not indicate illicit financial flows.

. It must be noted that the World Bank Residual model considers the totality of financial, not value, flows. For

example, if a country exports a good invoiced below the world market price, that fransaction will reflect a
financial, not a value, flow. The value flow will correspond to the difference in between the actual and the market
value at local market prices. Hlicit flows in terms of value will be streaming out of that country even if monetary
funds are not. Hence, the World Bank Residual estimates, or those obtained through the Hot Money (Narrow)
model, should be added to Trade Misinvoicing estimates in order to more accurately capture illicit flows.

Iit. Selection of Methods

22. Six combinations of economic models were tested in this study fo select one that provides the most

comprehensive and unbiased estimate. The six model combinations tested were:

Hot Money (Narrow) + Trade Misinvoicing (Net)

Hot Money (Narrow) +  Trade Misinvoicing (GER )
World Bank Residual Model (CED) +  Trade Misinvoicing {Net)
World Bank Residual Model (CED) + Trade Misinvoicing {GER)
World Bank Residual Model (NDF) + Trade Misinvoicing (Net)
World Bank Residual Model (NDF} + Trade Misinvoicing (GER)

23. Areview of the methods used to estimate ilficit financial flows shows that data limitations can seriously

understate the volume of illicit financial flows from developing countries. In view of data limitations affecting the
Hot Money (Narrow) model, this paper focuses on alternative versions of the World Bank Residual and the
Trade Misinvoicing models to estimate the overall volume of ilficit financial flows from developing countries.

24. As noted before, the World Bank Residual Modet can be estimated using either the change in external debt

(CED) or net flow of debt (NDF) as a source of financial resources for a country. However, while NDF data tend
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to be less affected by valuation changes than the change in debt stocks, they are more likely to have gaps and
be less-up-to-date compared to the CED data. These data issues may explain in general the somewhat lower
ilicit financial flows estimates based on NDF compared to those based on CED. The main limitation of the Net
version of the Trade Misinvoicing model was that it gave undue credit o many developing countries for return of
flight capital {that is an inflow of illicit capital) when in fact these countries did not implement a program of
sustained economic reform that would be necessary to bring back such ocutflows. Hence, while all of the
models have been utilized in our analysis of illicit financial flows, the CED-GER combination of models
was selected as the most reliable for studying the pattern of illicit flows from developing countries.

V. Process of Normalization

25.

26.

W

~3

2

28.

The previous discussion of the models used in this paper to estimate illicit financial flows has shown that some
may significantly understate these flows. However, in arriving at a reliable estimate of illicit capital outflows, we
must exercise care that such outflows are not overestimated either. The normalization process subjects the
entire list of developing countries, for which data are available, to two filters: (i) estimates must have the right
sign (indicating outflow, rather than inflow) in at least three out of the five years, and (ii) exceed the threshold (10
percent) with respect to exports valued at free-on-board (or f.0.b.) basis. Countries that pass through both filters
are included in our estimates of illicit financial flows from the various regions of the developing world. The
average and cumulative illicit flows for countries and regions exclude years when no such outflows are indicated.
In contrast, the non-normalized method of deriving average and cumulative illicit flows for a country over the five-
year period includes all cases where estimates had the right sign even for one year. in setling up this filter, the
ilficit financial flows-to-exports f.0.b. threshold ratio is set at 10 percent.

Under this normalization method, if mode! estimates indicate illicit financial flows out of a country in just two out
of the five years (2002-2006), that country’s estimates are rejected and we consider that there was no illicit
financial flows from that country for the entire five-year period. Of the group of countries that have passed this
filter, those with levels of illicit financial flows below the threshold stated above are rejected as reflecting data
discrepancies due to stafistical issues. This two-stage process of reducing the risk of including spurious cases of
ilicit financial flows is known as Normalization (see Charts 1 and 2).

. Non-normalized and normalized estimates of illicit financial flows represent the upper and lower bounds

respectively of the possible range of illicit financial flows from developing countries generated by the
combination of models presented in this paper. Charts 1 and 2 show the filtration process for the GER and
CED models.

Chart 1 (see next page) depicts the filtering process of GER data as a schematic diagram which illustrates how
43 countries were eliminated (117 remained) after the first filter and overall illicit financial flows dropped to an
average of $399.1 billion per year. This group was then passed through the second fiter, eliminating another 60
countries (i.e., only 57 countries made it through both filters) indicating that an average of $371.4 billion per year
was shifted out of developing countries through trade misinvoicing during 2002--20086. Note that although the
number of countries fell precipitously as they passed through the filters, the overall volume of illicit financial flows
fell at a much lower rate. This is because the top 20 countries that account for the major share of illicit financial
flows were caught by our ilficit financial flows net, while the smaller exporters of capital fell through.
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Chart 1. The Two-Stage Filtration Process for GER at 10 percent of Exports f.0.b.: A Schematic Diagram
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29. Chart 2 depicts a similar two-stage filtration process on average CED estimates of illicit financial flows. The two-

stage filtration on CED indicates that on average $240.7 billion flowed out of developing countries per year over
the same period. Normalized estimates provided by the combined GER-CED models indicate that, on
average, between $612.1 billion per year (normalized) and $716 {non-normalized} were shifted out of

developing countries from 2002 to 2006.

Chart 2. The Two-Stage Filtration Process for CED at 10 percent of Exports f.o.b.: A Schematic Diagram

(Average 2002-2006)
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V. Main Findings
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Chart3 Volume of lilicit Financial Flows From
All Developing Countries 2002 - 2006
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In 2006, the last year for which official data are available, the range of illicit financial flows increased to between
$858.6 billion {normalized}—$1.06 trillion dolfars {non-normalized),

In 2002, the first year for which data were analyzed for this study, the volume of fllicit financial flows from alf
developing countries ranged from $372.5 billion (normalized)—$435.4 billion (non-normalized).

The volume of illicit financial flows (normalized) from developing countries increased rapidly at an average rate
of 18.2 percent per year over the period 2002 to 2006.

On average, illicit financial flows from all the developing countries ranged between $612 billion (normalized)-—
$716 billion (non-normalized) per year over the period 2002 o 2006.

The normalized and non-normalized estimates of iflicit financial flows represent the lower and upper end of
possible ranges presented in this study that can be compared to estimates obtained by previous researchers.
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35. Charts 4 and 5 show estimated illicit financial flows during 2002—2006. The following ohservations can be
made:

« While normalized and non-normalized numbers vary somewhat, illicit financial flows are increasing
significantly regardless of the process of estimation.

« Iicit financial flows in the last year (2006) were more than double the volume of illicit financial flows at
the beginning of the study (2002), regardless of whether estimates are normalized or not.

Chart 4

Volume of Normalized Hlicit Financial Flows From
All Developing Countries: 2002 - 2006
{$billions)

® World Bank Residual {CED) {three correct signs and IFF/export FOB > or =10 %}
= Trade mispricing {GER) (three correct signs and IFF/export FOB > or =10 %)

$646 $675

2002 2003 2004 2005 2006

Chart5  Volume of Non-Normalized Wlicit Financial Flows From
All Developing Countries: 2002 - 2006
{$billions)

8 World Bank Residual (CED) % Trade Mispricing {GER})

$74 $806

2002 2003 2004 2005 2006
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36. Asia accounts for approximately 50 percent of overall

ilicit financial flows (Charts 6 and 7) from developing Average (2002-2006) Normalized Iiicit
countries and normalization of the estimates does not Financial Flows from Developing Country
significantly alter this picture. The large volume of illicit Regions Based on CED-GER Models

outflows from China {mainland) is behind Asia’s
dominance in overall illicit financial flows from
developing countries. Chart §

37. About US$56 billion of nontrade ilicit capital flowed
about of China on average between 2002 and 2006. As
this figure represents less than 10 percent of China's
exports, this portion involving nontrade illicit flows was
set to zero so that the entire illicit outflow from China
estimated at US$233.5 billion results from trade
mispricing. How does this estimate of ilficit flows from
China compare to recent estimates of capital flight by
other researchers? Andong Zhu, Chunxiang Li, and
Gerald Epstein {2005) present estimates of capital fight
from China for the period 1982-2001 based on the World
Bank residual method {using change in exteral debt)
and adjusting these estimates for trade misinvoicing.
According to their study, capital flight from China
{excluding Hong-Kong) amounted to US$246.61 billion in
2000, which is slightly higher than the US$233.5
billion annual average for 2002-2006 estimated in this Average (2002-2006) Non-Normalized Hilicit
study. Financial Flows from Developing Country

Regions Based on CED-GER Models

Af

3

o

. A handful of countries in Europe, particularly Russia,
are driving Europe’s second place {around 16-17
percent) in the share of overall ilficit flows from
developing countries.

3

©w

. By far, the share of ifficit flows from Africa is the lowest
among all developing regions (approximately 3
percent of the total). However, there are strong
reasons to believe that the share would probably
have been higher if more complete and reliable
trade and external debt data were available {see
chart 8 on next page).
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Chart 8 GDP for Countries with Missing Data,
as a Percentage of Regional GDP
2002-2006

A.9%

36.8%

0.4% 2.5%

7%

Africa Asia MENA Europe Western Hemisphere

Chart 8 shows that countries in Africa with missing data have a cumulative GDP accounting for nearly 37
percent of total African GDP. Missing data, representing MENA countries accounting for nearly 35 percent of
regional GDP, also understates illicit flows from that region. The chart shows that data gaps do not seriously
understate ifficit flows from Asia, Europe, or the Western Hemisphere. This measure assumes that the
understatement of illicit flows varies directly with the size of the economy relative to the region. For example,
missing data on Congo, Democratic Republic is likely to understate illicit flows from Africa to a much farger
extent than missing data on Lesotho (i.e., the larger the economy the larger the potential ilficit flows, other
things being equal).

. Given significant changes in the world economy such as the collapse of the Soviet Union, new states in Europe,

and the rise of China, India and other emerging economies, the estimates obtained in this study can only be
compared to the range obtained by Baker (2005) rather than those obtained in the dated World Bank (1994)
study. This is the main reason why the normalized {low) and non-normalized (high) estimates obtained in this
study are compared to range obtained by Baker in Chart 8.

. Based on the survey method, Baker estimated that illicit financial flows from developing countries ranged from

$539 to $778 biltion in 2005 (referred to as the “Baker Range”). Al models used in the present study were
subjected to a process of Normalization; the CED-GER models yield a slightly higher range ($675 to $806
billion) of illicit financial flows in 2005. In the following year, model estimates indicate that illicit financial flows
from developing countries increased to at least $858 biltion and up to $1 tritlion.

Chart 10 depicts the estimates of ilficit financial flows obtained by this study for 2006, the most recent year for
which data are available.
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The regional dispersion of illicit financial flows discussed above is depicted in two full-page world maps that are
color-coded to show the non-normalized and normalized global distribution of illicit financial flows as measured
by the CED-GER models.

In these maps illicit financial flows from China stand out prominently as a hot spot (bright red), followed by
countries in the greater than $10 billion but fess than $100 billion category (dark red) which inciude Russia and
India, white large swaths of the Western Hemisphere and parts of Africa fall in the greater than $1 billion but
less than $10 billion category (orange). A large part of Africa shows illicit flows of less than $1 billion dollars
annually (yellow). This global distribution of illicit flows remains basically intact upon normalization (World Map
2), except that countries with less than $10 billion in illicit flows involving large paris of the Western Hemisphere
and Aftica now fall below the threshold imposed by normalization (light biue).

Over the five-year period of the study, illicit financial flows grew at the fastest pace in the MENA region,
followed by Europe, Asia, Africa, and the Western Hemisphere in that order. This pattern of growth in ilficit flows
remains invariant with respect to the normalization process. The nearly 50 percent compound rate of growth in
iflicit fiows from the MENA region simply reflects the phenomenal growth of CED components such as the
current account surplus and external debt of many oil producing countries in that region. This study’s finding of
a sharp increase in iflicit flows from the MENA region is consistent with a study by Abdullah Almounsor (2005),
who found that illicit financial flows from Saudi Arabia increased by approximately 900 percent in 1974 following
the first oil shock and noted the significance of natural resource rents, especially crude oil rents, in contributing
to capital flight from resource-rich states.

In the normalized and non-normalized top-ten fists of countries with the highest volumes of illicit financial flows,
eight out of the ten countries—China, Saudi Arabia, Mexico, Russia, Malaysia, India, Kuwait, and
Venezuela—are not affected by the normalization process and are therefore in both lists. Indonesia and the
Philippines are in the non-normalized fist while Hungary and Poland are on the normalized side.

Six of the top ten countries with the highest average illicit financial flows during 2002—2006 (Indonesia, Kuwait,
Mexico, Russia, Saudi Arabia, and Venezuela) are oil exporters {see Charts 11 and 12); Indonesia does not
make the cut if estimates are normalized.

Global Financial Integrity ltiicit Financial Flows from Developing Countries: 2002-2006
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than 3 Top Ten Countries with Highest Average
Normalized lllicit Financial Flows, 2002 - 2006
China,P.R.: Mainlend SRR

Saudi Arabia
Mexico

33.5

Russia §

India
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Chati4 Top Ten Countries with Highest Average Non-
Normalized HHicit Financial Flows, 2002 - 2006
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V1. Summary of Findings and Conclusions

43,

50.

5
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52.

53.

54.

Out of the models for estimating illicit financial flows reviewed in this study, the World Bank Residual model
combined with the Trade Mispricing model provided the most unbiased and robust estimates of illicit financial
flows (as data limitations were minimal).

Iiicit financial flows driven by ilficit activities are growing at a rapid and steady pace, draining poor countries of
billions of dollars every year.

. In a regional breakdown, this study found that developing Asia accounts for around half of the overall illicit flows

from developing countries. The disproportionate volume of llicit flows from mainland China led Asia to dominate
in overall illicit flows from developing countries and makes a strong case for future research to carry out an in-
depth analysis of the factors driving such outflow from mainland China.

A handful of countries in Europe, including Russia, put Europe in second place {around 16-17 percent) in the
share of overall illicit flows from developing countries. Again, a separate study is warranted given the paucity of
in-depth research on illicit flows from Russia following the recent dramatic surge in crude oil prices. Average
normalized illicit flows from Western Hemisphere (at 15.2 percent of the average for all developing countries)
are slightly more than the average illicit capital outflows from the MENA region (at 14.8 percent). By far, the
share of illicit flows from Africa is the lowest among all developing regions (approximately 3 percent of the fotal).
However, there are strong reasons to believe that the share of Africa in total illicit flows would probably be
higher if more complete and reliable external debt data were available.

Over the period 2002-2008, illicit financial flows grew at the fastest pace in the MENA region, followed by
Europe, Asia, Africa, and the Western Hemisphere, in that order. This pattern of growth in illicit flows remains
invariant with respect to the normalization process. The nearly 50 percent compound rate of growth in fficit
flows from the MENA region reflects the exponential growth of CED components such as the current account
surplus and external debt of many oil producing countries in that region. At the same time, GER registers a low
figure because as noted earlier, oil trade presents somewhat constrained opportunities for frade mispricing.
Europe registers a compound annual rate of growth in illicit flows of nearly 25 percent (whether estimates are
normalized or not) mainly reflecting the huge and growing outflows from Russia.

Due to the fact that official statistics cannot fully capture the volume of illicit financial flows from developing
countries, estimates of these flows based on existing economic models are likely to understate the actual
problem. Hence, normalized estimates of illicit flows from developing countries and regions are ikkely to be
extremely conservative.
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A longer version of this report, also authored by Lead Economist Dev Kar and Research Associate Devon Cartwright-
Sith, includes technical subject matter, additional details about the models utilized and a full statistical appendix. This
version is likely to be of interest to economists.

The Statistical Appendix in the longer version of the report includes 20 tables. The first three show the nature and extent
of capital controls in developing countries, the system of classifying developing countries, and the extent of data
deficiencies affecting the Hot Money (Narrow) model. The remaining tables provide alternative estimates of illicit financial
flows through trade misinvoicing and the summary estimates of non-normalized and normalized illicit financial flows
provided by the various models and the regional breakdown of these estimates. Two tables show the non-normalized
and normalized estimates of illicit outflows for individual countries obtained by applying the CED-GER models. The final
table lists the 28 countries and the volume of ilficit flows which were eliminated through the normalization procedures.

Both versions of this report are available for download at www.gfip.org.

Global Financial Integrity (GFI) promotes national and multilateral policies, safequards, and agreements aimed at
curtailing the cross-border flow of illegal money. In putting forward solutions, facilitating strategic partnerships, and
conducting groundbreaking research, GFl is leading the way in efforts to curtail ilicit financial flows and enhance global
development and security.
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Appendices
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Botswana

Burkina Faso
Burundi
Cameroon

Cape Verde
Central African Rep.
Chad

Comoros

Congo, Dem. Rep. of
Congo, Republic of
Cote Dlvoire
Diibouti
Equatorial Guinea
Eritrea

Ethiopia

Gabon

Gambia, The
Ghana

Guinea
Guinea-Bissau
Kerya

{esotho

Liberia
Madagascar
Malawi

Mali

Mauritania
Mauritius
Mozambigue
Namibia

Niger

Nigeria

Rwanda

530 Tomé & Principe
Senagal
Seychelles

Siemra Leone
Somalia

South Africa
Sudan

Swaziland
Tanzania

Togo

Uganda

Zambia
Zimbabwe

Appendix I: List of 160 Developing Countries

Afghanistan, 1. R. of
Bangladesh

Bhutan

Brunei Darussalam
Cambadia

China. R. : Mainland
Fi

india

indonesia

Kiribati

Lao Peeple’s Dem. Rep
Malaysia

Maldives

Marshalt Islands
Micronesia
Mongalia

Myanmar

Nepal

Pakistan

Palay

Papua New Guinea
Phifippines

Samoa

Solomon Istands
Sri Lanka

Thailand
Timor-Leste

Tonga

Vanuaty

Vietnam

79

Armenia
Azerbaijan, Rep. of
Belarus

Bosnia & Herzegovina
Bulgaria

Croatia

Cyprus

Czech Republic
Estonia

Georgia
Hungary
Kazakhstan
Kyrgyz Republic
Latvia

Lithuania
Macedonia, FYR
Malta

Moidova
Montenegro
Poland
Romania

Russia

Serbia

Slovak Republic
Slovenia
Tajikistan
Turkey
Torkmenistan
Ukraine
Uzbeidstan

Algeria
Bahrain, Kingdom of
Egypt

Iran, L. R, of

frag

Israel

Jordan

Kuwait

Lebanon

Libya

Morocco

Oman

Qatar

Saudi Arabia

Syrian Arab Republic
Tunisia

United Arab Emirates
Yemen, Republic of

Antigua & Barbuda
Argentina

Asuba

Bahamas, The
Barbados

Belize

Bolivia

Brazil

Chile

Colombia

Costa Rica
Dominica
Dominican Republic
Ecuador

El Salvador
Grenada
Guatemala
Guyana

Haiti

Honduras
Jamaica

Mexico

Nicaragua
Panama

Paraguay

Pent

St. Kitts

St Lucia

St. Vincent & Grenadines.
Suriname

Trinidad & Tobago
Uruguay
Venezuela, Rep. Bol.

The country classification used in this study differs from the IMF’s International Financial
Statistics (IFS) as follows: (i} Korea and Singapore are excluded, as they are considered to
be industrial countries and (ij) North Afiica (Algeria, Morocco, Tunisia) are classified under
the group Middle East and North Africa (MENA), rather than Africa, as in IFS.
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Appendix ll. Normalized and Non-Normalized Country Rankings

Yearly Average Wllicit Financial Qutflows
Normalized and Non-Normalized 2002-2006, values in US$ millions

: Non-
Country Normalized | Rank Normalized Rank
China,P.R.; Mainland 233,520 1 289,562 1
Saudi Arabia 54,258 2 65,147 2
Mexico 41,680 3 46,156 3
Russia 32,025 4 38,688 4
Malaysia 18,027 7 31,271 5
India 22,728 5 27,304 6
Kuwait 21,040 8 21,208 7
Venezuela, Rep. Bol. 15,896 8 16,802 8
indonesia 10,361 14 15,345 9
Philippines 12,154 11 15,048 10
Poland 13,762 9 14,066 11
Hungary 13,460 10 13,460 12
Argentina 12,099 12 13,040 13
Nigeria 8,112 16 12,513 14
| Kazakhstan 11,734 13 12,098 15
Turkey 9,548 15 11,075 16
Ukraine 8519 17 8,547 17
Brazil 0 8407 18
Chile 6961 19 8,173 19
Czech Republic 0 7.834 20
Belarus 7,217 18 7.686 21
Qatar 0 6,863 22
| Egypt 6,838 20 6,836 23
South Africa 0 8,445 24
Thailand 0 6,302 25
Croatia 5,149 21 5,354 26
Syrian Arab Republic 2,956 27 4,226 27
Panama 4,070 22 4,070 28
Colombia 2,559 30 3.855 29
Romania 3,836 23 3,836 30
Slovak Republic 2,994 26 3,520 31
Costa Rica 3,229 25 3,323 32
Brunei Darussalam 3,289 24 3,305 33
Libya 0 3,199 34
Morocco 2,109 34 3,093 35
Pakistan 2,358 33 3.067 36
israel 4] 3,023 37
Azerbaijan, Rep. Of 640 58 2,834 38
Latvia 2,822 28 2,822 39
|_Angola 2,730 29 2,764 40
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Yearly Average IHlicit Financial Outflows
Normalized and Non-Normalized 2002-2006, values in US$ millions

. Non-
Country Normalized | Rank Normalized Rank

| Uruguay 2407 32 2,620 41
Bulgaria 1974 36 2492 42
Aruba 2469 31 2,469 43
Bangladesh 1,689 40 2,344 44
Peru 0 2,227 45
Lebanon 1.953 37 2,11 46
Congo, Republic Of 2,060 35 2,080 47
b 1674 41 1,858 48
Oman 1,802 42 1,826 49
Dominican Republic 1.816 38 1,821 50
Tunisia 1,727 39 1,727 51
Bahrain, Kingdom Of 1,512 43 1512 52
Lithuania 1,457 44 1457 53
Ecuador g 1,368 54
Ethiopia 423 87 1.333 55
El Saivador 1,292 45 1,292 56
Guatemala 1,187 46 1,187 57
Gabon 996 48 1,031 58
Malta 1014 47 1,014 59
Zambia 678 57 986 80
Cyprus 766 52 880 81
Bolivia 787 51 898 62
Vietnam 1] 876 83
Paraguay 857 49 857 64
Cameroon 0 842 65
Jamaica 840 50 840 66
Sudan 740 54 830 87
Jordan 577 63 751 68
Zimbabwe 750 53 750 69
Yemen, Republic Of 0 740 70
Nicaragua 723 55 723 71
Namibia 688 56 688 72
Kenya (4] 686 73
Tanzania 0 e 660 74
Mati 573 64 629 %
Myanmar 624 59 628 78
Estonia 0 610 7
Mozambigue 207 77 504 78
Nepal 600 60 800 79
Botswana 597 61 597 80
Maldives 593 62 593 81
Georgia 472 65 527 82
Ghana 0 482 83
ia, Fyr 457 66 457 84
Cambodi 382 69 457 85
Guinea 363 70 430 86
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Yearly Average llicit Financial Outflows
Normalized and Non-Normalized 2002-2006, values in US$ millions

. Non-
Country Normalized | Rank Normalized Rank
Turkmenistan 0 429 87
Mauritius 4] 414 88
Mongolia 224 75 398 89
Armenia 397 68 397 90
Sri Lanka 1] 358 91
Stovenia 0 . 356 92
Moldova 345 71 345 93
226 74 326 94
Barbados 307 72 307 95
Tajikistan 277 73 277 96
Papua New Guinea 0 270 97
Trinidad & Tobago 1] 225 98
Uganda 178 80 217 99
Samoa 216 76 218 100
| Algeria 0 203 101
Seychelles 192 78 192 102
St Vincent & Grens, 180 79 190 103
| Togo 118 82 187 104
Rwanda 105 85 167 105
Benin 0 163 106
Swaziland 0 156 107
iran, LR, Of 0 145 108
Djibouti 18 81 119 109
Bahamas, The 17 83 17 110
Burundi 110 84 110 111
Lesotho 105 86 105 112
Mayritania 0 102 113
|_Kyrgyz Republic 86 88 101 114
| Niger 0 101 115
Haiti 1] 98 116
Fiji 4] 94 117
Sierra Leone 92 87 92 118
Senegal 0 88 118
Albania 0 76 120
Bosnia & Herzegovina 0 71 121
Cape Verde 18 96 70 122
Somalia 0 83 123
Liberia 0 83 124
Burkina Faso 57 89 57 125
Gambia, The 56 80 56 128
Central African Rep, 51 9 51 127
Solomon Istands 21 95 48 128
Grenada 26 94 47 129
Domini g 36 130
Belize 34 92 35 131
| Guyana 0 35 132
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Yearly Average illicit Financial Outflows
Normalized and Non-Normalized 2002-2006, values in US$ millions

. Non-
Country Normalized | Rank Normalized Rank
| Guinea-Bissau 27 93 27 133
Vanuaty 12 97 12 134
St. Lucia [¢] 7 138
Suriname 0 5 138
Malawi 0 5 137
Congo, Dem, Rep, Of 0 5 138
Equatorial Guinea 0 4 138
St. Kitts 4 98 4 140
Afghanistan, LR. Of 0 3 141
Comoros 3 92 3 142
frag 0 2 143
Tonga 0 1 144

Country estimates that are zero or have data issues are not listed in this table.

Source: Direction of Trade Statistics, Bafance of Payments, international Finance Statistics

databases of the IMF, as well as Global Development Finance database of the World Bank
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Testimony of Jack A. Blum, Esq.
Before the Committee on Financial Services, U.S. House of Representatives

May, 19, 2009

The problem of Curbing Grand Scale Global Corruption

My name is Jack Blum. | am a Washington lawyer who works on issues related to international
corruption, tax evasion and financial crime. My practice focuses includes money laundering compliance
work for banks and brokerage firms, representation of the victims of complex financial fraud, and
assistance to various governments and government agencies regarding offshore financial structures and
tax evasion. | currently represent the Government of Nigeria in its efforts to obtain mutual legal
assistance from the United States in the KBR bribery case - a case that illustrates the problems of dealing
with cross border corruption and about which | will say more about in my testimony.

Thirty years of experience with foreign corruption issues has led me to the following conclusions:

e Amendments to the Foreign Corrupt Practices Act {(FCPA) may facilitate domestic prosecutions,
but will not address the major underlying issue - grand scale corruption which impoverishes a
nation to enrich the people who run the government.

* Years of work on mutual legal assistance treaties and anti-corruption conventions designed to
facilitate cooperation have still not made the prospect of bringing all of the perpetrators of
grand scale corruption to justice more likely. Nothing addresses corruption in plain sight -- the
agreements are all designed to respond after the fact.

e The best prospect for real results lie in the area of civil recovery undertaken by itself or in
conjunction with criminal prosecution.

s To help the effort Congress should pass laws facilitating civil recovery, taws that expand the
jurisdiction of US courts on these matters and that hold financial institutions civilly liable for
failure to protect the interests of the beneficial owners of stolen money - the country that was
looted.

The grand scale corruption issue is more important than ever. Obvious cases of grand scale corruption
abound. Examples include the Obiangs of Equatorial Guinea, the family of the president of Kazakhstan,
the now retired Daniel Arap Moi of Kenya, and the former presidents of Nigeria who retired to London
with a substantial portion of the national patrimony. The amounts flowing out of the developing worid
as a result of corruption in all probability exceed the amount of direct foreign assistance flowing in.
Finding a way of curbing the flow of this corruption money must be a priority.

The existing network of treaties and conventions, while far better than the one in place thirty years ago,
is still not effective in stopping the flow of illicit funds. The problems are deep and systemic and require
careful thought. At the core is the same central problem at the heart of every truly global issue in urgent
need of solution -- the prerogatives of national sovereignty. In no area are those prerogatives more
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vigorously asserted than in the area of criminal law -- and anti-corruption efforts have mostly focused on

criminal law responses,

The need for global coordination on the issue of corruption was obvious when the FCPA was being
considered. in the 1970's the Senate Foreign Relations Committee, which | then served as Associate
Counsel, exposed the bribes Lockheed Aircraft paid to a clutch of foreign heads of state including the
Prime Minister of Japan. At the time, there was no mechanism for the Senate to share its evidence with
the Japanese prosecutors or for that matter with the prosecutors of other interested countries. The
State Department then began urgent negotiations with Japan which put in place the first mutual legal
assistance agreement. Others quickly followed.

What the countries did with the evidence was up to them. Japan eventually prosecuted, convicted and
imprisoned Prime Minister Tanaka. In contrast, Mexico never even requested the Lockheed evidence
the Foreign Relations Committee had obtained.

Working for the UN Centre on Transnational Corporations in 1976 1 attempted to draft an international
anti-corruption agreement. That first UN effort was, and still is, referred to in some quarters as the
"disaster of 1976." Ideological differences, commercial rivalries, and national interests overrode what
little momentum the anti-corruption initiative had. | learned that nothing could be drafted that would in
any way interfere with national sovereignty. in plain English if the crook is a sitting head of state there is
nothing the international community can do short of an embargo or invasion.

| revisited the corruption issue in the late 1980's as Special Counsel to the Senate Foreign Relations
Committee - this time as the Committee began to look into the issue of money laundering. | vividly
remember a drug dealer who had roots in the Cayman Islands testifying, almost as an aside, that the
then Prime Minister of Jamaica, Edward Seaga, had hidden bank accounts in Cayman. When the hearing
ended, and | returned to my office my phone rang with a call from a very angry Prime Minister Seaga.
He wanted to know how he was to handle a situation in which he could not defend himself.

"What business was it of the United States to undermine this government?," he asked. "How can!
possibly defend myself? Was this not an attack on Jamaican sovereignty?”

Indeed the questions had merit and were part of the same challenge the Committee faced in the
Lockheed japanese bribery case. How could the United States open an investigation that would lead to
corruption charges against a foreign head of state who could not be prosecuted here? What were the
foreign policy implications?

In 1989  was the co-author of a UN Report on Offshore Havens and Money Laundering and in 1990
became the Chair of a UN Experts group on asset recovery. Our objective was to find a way for counties
which had been victimized by grand scale corruption to go after the funds using civil actions and
repatriate them.

The experts group included lawyers and persecutors from around the world. In the course of our wide
ranging discussions the limits of criminal prosecution became apparent. Criminal law by its very nature is
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territorial. Countries can prosecute crimes within their jurisdiction. In some cases countries expand their
jurisdictional claims to cover crimes against their citizens, crimes by their citizens wherever committed,
and crimes that have an impact on their territory. To deal with the issue of crimes that cross borders,
countries have developed a system of extradition treaties and mutual legal assistance agreements. Thus
far, with the exception of the International Criminal Court which the United States does not participate
in, there is no international criminal law. indeed, the newly negotiated anti-corruption conventions still
call signatory state to pass their own implementing criminal legisiation.

There are many good reasons 1o be cautious when it comes to the creation of an international criminal
law. For the United States the most serious is the preservation of the Constitutional rights of American
citizens. While our system of justice has its flaws most of us would find it unacceptable to be charged in
a system that lacked the Fifth Amendment right to remain silent, did not guarantee a jury trial or did not
presume innocence until proven guilty.

As a result of the territorial limitations, criminal law is largely dysfunctional in the area of complex white
collar crime. Despite the plethora of bi-lateral mutual fegal assistance agreements it is still virtually
impossible to compel testimony in a US court from a foreign witness who chooses not to cooperate.
Although there are procedures for the movement of evidence across international borders, the process
is slow and cumbersome. National interests and political forces sometime trump real cooperation. A
screaming example of this is the BAE (British Aircraft Industries) Saudi bribery case which was closed
down by the UK government. The UK was shameless in saying the investigation was closed to protect
the thousands of jobs tied to the global defense equipment contracts the company had obtained. My
understanding is that the Justice Department is pursuing the case, but without the active help of the UK
I do not expect much.

Then there is the issue of corruption in Kazakhstan. The country is notoriously corrupt. It is cbvious that
much of it mineral wealth has been diverted for the benefit of the President and his associates. There is
a pending case against an alleged bag man who handled payoffs for US companies. However, the
defendant, James Giffen, who entered a plea of not guilty in June 2004, has yet to come to trial. One has
to wonder whether the size of the country’s oil reserves is the real issue behind the delay.

As part of my work with the United Nations | became involved in the Abacha asset recovery case. What
| discovered was that the criminal cooperation agreements were not terribly helpful to the recovery
effort. The UK government stalled in providing information in what | believe was an effort to protect its
financial institutions. In accordance with an agreement regarding the freezing of stolen assets, the
government of Liechtenstein froze the Abacha money, but then refused to repatriate it because there
have been no conviction on the "predicate” offense. The problem was that Abacha was the criminal. He
died, and under common law the crime dies with the defendant. The international agreements
regarding asset seizure require that there be a foreign prosecution underway and that the government
asking for the seizure show that the funds are in fact tired to the crime.

Finally there is the issue of time. Each government wants to complete its investigation of the crimes
associated with a bribe payment before it turns evidence over to other governments. Take the current
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KBR/Nigerian bribe case as an example. The key defendant pled guilty in September of 2008. in the plea,
reference is made to payments to three high Nigerian government officials between 1895 and 2002.
Because of a paralle! investigation in France in 2004, relating to a French partner of KBR, we know that
the payments involved a company run by KBR, that was set up on the Portuguese island of Madeira. The
reports indicate that in addition a Gibraltar Company and a British lawyer are involved. The Nigerian
officials said to have received the money remain unidentified.

The Nigerian request is now on temporary hoid because of the “ongoing" investigation. Assuming that
the Department of Justice delivers the information to Nigeria in short order the Nigerian investigation
will then cut across France, the UK , Gibraltar, and Portugal. And that just covers what we now know.
Most likely the money trail will move through a few more secrecy havens. With luck the criminal case in
Nigeria may take form sometime in 2011 or 2012, assuming all the governments involved deliver, and
the trail of the money does not involve too many more jurisdictions.

Will there be any money left to recover by the time the case is concluded? How effective will the
punishment be if the case in concluded 15 years after the event?

The issue is a pressing one for Nigeria because it has cast a cloud over at least three governments. Quite
properly, the US has not named the alleged recipients of the bribes. Imagine the problems that naming
the alleged recipients would create if it was later learned the money in fact siphoned off by as yet
unidentified middiemen.

And although many Americans will question the effectiveness of the Nigerian criminat justice process,
the Nigerians on the receiving end of the charges deserve the right to defend themselves and their
reputations. Nigerian citizens deserve knowing how their national patrimony came to be misused.

The Patriot Act

The financial provisions of the Patriot Act were a huge step forward in controlling the flow of funds
derived from criminal sources. Every financial institution now monitors its customers' transactions and
reports suspicious transactions to FINCEN. Based on my own experience, most institutions are diligent in
their compliance efforts. The ones that have not been as diligent have been the target of tough
enforcement actions that sent a message across the banking industry.

The transaction screening requires enhanced due diligence regarding the accounts of politically exposed
persons -- so called PEPs. Suspicious Activity Reparts that result from this screening go to FINCEN for law
enforcement review. From personal experience | can tell you that the US law enforcement agencies are
not eager to take on the case of a foreign official living outside the United States who has suspicious
bank transactions.

If an institution files a suspicious activity report they have complied with the law. The decision of what
to do about the account and the customer is up to the institution. The smarter financial institutions will
avoid reputational risk by closing the account and forcing the customer to go elsewhere. The money will
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move and that will be the end of the story. There is nothing in the law that requires the institution to
close the account.

The solution would be to hold an institution responsible for taking on a questionable account, or worse
yet assisting in arranging an offshore structure for a PEP. 1 believe that any institution that takes on an
account knowing of the likely tainted source of funds should be held responsible as the "constructive
trustee” for the true owner of the meney. Thus if a bank handled bribe money, the bank could be liable
to repay any amount that has been moved through its facilities. The English courts have adopted this
position and it does not seem to have inhibited the ability of the UK's financial institutions to operate. |
also believe that after the first large recovery against a financial institution the level of care the banks
will exercise will increase substantially,

Finally the Committee should be aware that most US courts dismiss cases involving foreign corruption
on grounds that the case would be best tried in another jurisdiction. Congress could grant the US courts
wider jurisdiction in civil recovery cases against financial institutions to make it easier on civil plaintiffs.

The most promising anti-corruption effort now under way is taking shape under the leadership of Lord
Daniel Brennan, Q.C. Working with a group of non-profits he has formed a steering committee of which |
am a member to create a non-profit institution to receive the assignment of the right to sue for recovery
from a victimized country, It would then provide the requisite expertise, fund the recovery effort and
repatriate the funds. The proposal should be ready for wider public discussion in the next several
months,
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Written testimony by Anthea Lawson of Global Witness for the hearing by the U.S. House of Representatives

Committee on Financial Services, on ‘Capital Loss, Corruption, and the Role of Western Financial Institutions’

May 19, 2009

Mr Chairman,

My name is Anthea Lawson. I work for Global Witness, a non-governmental organisation with offices in London and
Washington DC that investigates the links between natural resources, corruption and conflict. I lead our investigations on

how banks facilitate corruption.

For a decade and a half, our investigations into conflict diamonds, illegal logging and corruption in oil, gas and mining
have been the catalyst for international initiatives and policies to promote transparency and ensure that natural resources
do not fuel conflict. Our work has been a key driving factor behind the Kimberley Process, to control the trade in conflict
diamonds, and the Extractive Industries Transparency Initiative, to encourage disclosure of payments made by extractive

companies and received by governments.

But with all of these investigations info various patural resource trades, there was a missing fink: the route for the money
behind these corrupt or conflict-fuelling transactions. So we started to look into it. And in each of these cases of

corruption, there was inevitably a bank involved.

Banks are pot permitted to accept corrupt funds under existing international standards, but too often they do not take this

obligation seriously.

By accepting these customers, banks are fuelling corruption and therefore poverty. Countries such as Equatorial Guinea,
Republic of Congo, Angola, Turkmenistan and Liberia are stark demonstrations of how banks are facilitating the looting
of state assets. They are rich in natural resources, but these resources have been captured by a small minority for their
own benefit, robbing these countries of crucial resources needed for development and poverty alleviation. Ultimately this
creates autocracy, conflict, instability and sometimes state failure, that may require international intervention in order to
protect regional security, such as occurred in Liberia. Misappropriation of natural resource revenues also affects U.S.

energy and national security interests.
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Six of the U.S. top ten oil importing countries rank at the bottom third of the world’s most corrupt countries, according to
Transparency International. An increasing amount of U.S. oil imports ~now 23% of the total — come from Africa,

according to Energy Information Administration statistics.

The world’s poorest countries would be far less poor if revenue from natural resources that should be spent on
development had not been looted by their senior government officials. In 2007, the vatue of exports of oil and minerals
from Africa was roughly $260 billion, nearly eight times the value of exported farm products ($34 billion) and nearly six

times the value of international aid ($43 billion).

Without efforts to cnsure that countries can hamess their own natural resource revenues rather than secing them lost to
corruption, U.S. taxpayers’ money provided in aid is effectively subsidising and legitimising corruption, propping up
basic state functions while leaving the rulers get on with the more lucrative business of stripping the state of its assets.
Global Witness’s rescarch in Cambodia demonstrates this effect in action. Our recent report Country for Sale: How
Cambodia’s elite has captured the country’s extractive industries shows how Cambodia’s donors, which include the U.S.,
have repeatedly failed to make their aid dependent on measurable improvements in governance. Meanwhile, NGOs,
including Global Witness, have continued 1o document that Cambodia is being run by a kleptocratic elite that generates
much of its wealth via the seizure and sale of public assets, whose proceeds are then illicitly diverted into the pockets of

sentor officials.

1 will present three examples from the latest Global Witness report, Undue Diligence: How banks do business with
corrupt regimes. They show that heads of state and their family members from some of the world’s most disturbingly
corrupt regimes have becn able to do business with some of the world’s major banks. By doing business with these
customers, these banks are facilitating corruption and therefore poverty in some of the worst-governed countries in the

world.

Why is this happening? Because, quite simply, these banks are accepting these customers. There is a raft of anti-money
laws in place, but somehow, banks are still able to do business with these customers. The regulations require banks to do
due diligence to identify their customer and his or her source of funds, and to file a suspicious activity report if they
suspect the funds are tainted. The questions we are asking, and which we would urge this committee to consider, are:
» s fulfilment by banks of these regulatory requirements, as they currently stand, enough, in reality, to prevent
banks doing business with corrupt customers?

* Is enough being done by regulators to ensure that banks do not do business with corrupt customers?

Another issue that our report explores is the way that even though the U.S, has taken steps to tighten its anti-money
laundering framework, this may be undermined if other jurisdictions, including those in Europe with whom the U.S.
works most closely, do not take them too. This applies not just to having appropriate regulations in place, but also to
making sure that they are implemented and enforced. One of the banks that T will talk about in the following examples is a

U.S. bank. But others are European, and have taken, or kept, business that has been demonstrated by U.S. enforcement
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actions to be highly risky. The U.S. must therefore use its influence in the international community to make tackling the

proceeds of corruption a global priority.

Overall, our research has shown that the key factors that are allowing banks to do business with corrupt regimes, and thus
to help perpetuate poverty, are also precisely those which have allowed banks to destabilize the U.S. and other major
economies. These are, on the part of the banks, a failure of the culture of due diligence, and on the part of the regulators, a

failure of inconsistent national-level regulations to get to grips with global flows of money.

It is now universally acknowledged that there must be action to reassess the way that we regulate banks, both at the
national level, and at the leve! of international cooperation. There is also, however, a huge ‘development dividend’ to be
gained by tackling banks’ facilitation of corruption at the same time. Mr Chairman, we welcome the fact that by holding
this hearing on the proceeds of corruption at this time, this committee effectively recognizes this. While dealing, as it
must, with the problems that banks have created for the U.S. economy, the U.S. government now has an opportunity to

help lift miltions of people out of poverty in the developing world, in a way that aid flows will never achieve.

In our first example, we show that the international financial regulatory regime governing banks has not put into place
effective procedures to prevent them from handling the proceeds of corruption as have been used to stop the handling of
terrorist funds. Of course the threat of terrorist finance requires ongoing attention, but corruption, at the levels we are
tatking about, has a devastating effect on the economic wellbeing of these countries. This has knock-on effects on the

stability of these countries, on several of which the U.S. is dependent for its energy security.

Denis Christef Sassou Nguesso is the son of the President of Republic of Congo, a west African state that carns at least $3
billion a year from its oil but where a third of the population do not live past the age of forty. He 1s responsible for

marketing the state’s oil.

Between 2004 and 2006, Mr Sassou Nguesso spent hundreds of thousands of dollars in luxury clothes and shoe shops in
Paris, Monaco, Hong Kong and Marbella, including tens of thousands of dollars at a time in Louis Vuitton, and repeated

trips to luxuty Parisian bootmakers where the shoes cost about 765 euros, or a thousand dollars, a pair.

Corresponding documents show that Mr Sassou Nguesso’s credit card bills were paid off out of a bank account in Hong
Kong that received the proceeds of Congo’s oil revenues. These revenues should have been used to lift the people of
Congo out of poverty. Instead, they were spent on shoes, clothes and other luxuries. His credit card bill for just one
month, July 2005, came to $32,000. This would have paid for 80,000 Congolese babies to be vaccinated against measles,

a major cause of child death in Congo.

How did he do #t? The documents show that he set up a shell company in Anguilla, a Caribbean tax haven, using a trust
and company services provider there that was willing to hold the shares in trust for him, which disguised his identity of

the company. He then opened a bank account in the company’s name at Bank of East Asia, Hong Kong's third largest
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bank. Money deriving from Congo’s oil sales was paid into this account. We have asked the bank if it identified the
unltimate beneficial owner of this account as the son of the president of Congo, but it said it could not tell us. However,

bank documents show that the bank knew that the money being paid into the account came from trading in Congolese oil.

When the credit card bills came in each month, the trust and company services provider, to whom they were addressed,
wrote on the shell company letterhead to the bank, instructing payment of the bills from the account. These letters are
fascinating. Firstly, they name Denis Christel Sassou Nguesso - so even if the bank had failed in its duty to identify the
beneficial owner of the account, which we do not know, it did definitely know whose credit card bill it was being asked to
pay. Secondly, and most importantly for the purpose of this hearing, these letters were

stamped, presumably by the bank, ‘record of terrorists checked’.

The U.S.-led campaign to create international controls against the financing of terrorism has had results: banks are now
checking their customers are not terrorists. But there has been no similar campaign to ensure that banks worldwide do not
accept the proceeds of corruption. If the U.S. was to lead such a focus on the proceeds of corruption, the effects could be
very powerful. There is no stamp on this document that says ‘records of politically exposed persons checked.” A
politically exposed person — or PEP ~ is a politician, senior official or their family member or close associate. PEPs are
recognised in the anti-money laundering regulations as higher risk because they could, potentially, have their hand in the
till. Banks are required to identify whether their customers arc PEPs and, if so, to conduct enhanced due diligence on

them.

Based on our investigations, Global Witness has concluded that one of the reasons this bank did not do this is because it
is not subject to meaningful regulatory standards that require it to conduct sufficient due diligence to avoid its processing
the proceeds of corruption. The existing standards are not meaningful, because in practice, a bank faces little threat of
sanctions should it take the proceeds of corruption ~ a very different outcome than if it took terrorist funds. So Bank of
East Asia ran Mr Sassou Nguesso’s name through the terrorist lists to check that he was not a terrorist, but did not,
apparently, even check Google, let alone one of the specific PEP databases, to sce if its customer was a family member of
the head of state as well as being a senior official of a corrupt oil-producing country. lnstead, the bank went on to arrange
for payment, out of an account of a company that it knew to trade in Congolese oil products, of the personal credit card

bills of the president’s son.

In our second example, the U.S. took action against a bank for doing business with a corrupt regime, and then a bank in
Europe continued to do business with this regime and handle its funds. In 2004-5 Riggs Bank was hit with civil and
criminal penalties and forced to sell itself to another bank after a devastating inquiry by the Senate Permanent
Subcommittee on Investigations exposed how Riggs held accounts for President Obiang of Equatorial Guinea and his
corrupt government, and the Equatorial Guinea accounts were ordered closed. This inquiry uncovered numerous mulii-
million dollar suspicious transactions made out of Equatorial Guinea’s oil accounts, which were under the personal
control of the president, including payments to his family members. It made it clear that the Obiang family treated the

country’s oil revenues as if they were their own personal property. Over the last decade, Equatorial Guinea has become
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Africa’s third largest oil producer, with annual oil revenues of around $3.7 billion. Yet, life expectancy was only 50 in

2005 and the IMF reported in 2008 that there has been slow progress in meeting the Millennium Development Goals.

More than three years later, the British bank Barclays was still holding an account for Teodorin Obiang, the president’s
son, at one of its branches in Paris. So a U.S, bank failed as a result of holding accounts for the Obiang family, (and it has
become a basic case study in anti-money laundering procedures) and a European bank continued to bank for one of its

most controversial members.

Teodorin Obiang reportedly earns a salary of $4,000 a month as a minister in his father’s government, yet has been able to
purchase a $35 million mansion in Malibu, California, and a fleet of fast cars, including a Ferrari which he paid for partly
with a cheque from his Barclays account in Paris, and three Bugatti Veyrons, one of the fastest cars in the world, for
which he paid 1.2 million euros (1.6 miltion dollars) each. Just one of Teodorin’s Bugatti Veyrons would have paid for an

insecticide treated mosquito net for every child in Equatorial Guinea.

The remainder of the payment for Teodorin’s Ferrari mentioned above came from an account he held in France at BNP
Paribas, and another Ferrari was paid for with a cheque from his account in France at CCF Banque Privée Internationale,

which has been owned since 2000 by HSBC.

Teodorin has also admitted on the record to a South African court that it is normal in Equatorial Guinea for a government

minister to keep part of each government contract in his own pocket.

Global Witness has asked Barclays what due diligence it could possibly have done to reassure itself that the source of
funds in this account is not corrupt, but Barclays said that it cannot tell us. We have posed the same questions to BNP
Paribas and HSBC, and they cannot tell us either. To this day, Mr. Obiang still has ready access to funds, and property in
the United States, as well as elsewhere. He clearly still has no problem getting banks to take deposits and transactions

from him, despite all of the evidence on the record that he and his family live off funds diverted from the government.

This case illustrates the need for the U.S. to take further action internationally to ensure that all the major banking centres
are operating at the same level. Without further steps, not only will the fight against corruption be ineffective, but U.S.

banks will not be operating on a level playing field.

When the U.S. enacted the Foreign Corrupt Practices Act, in order to ensure that U.S. companies did not find themselves
at a competitive disadvantage, the U.S. pushed for an equivalent international standard. The result was the OECD Anti-
Bribery Convention. In the case of the anti-money laundering laws, there is an additional incentive to making sure that the
standards are enforced at a similar level elsewhere, Doing so will not just ensure that U.S. banks do not suffer competitive
disadvantage, but will also help to ensure that the U.S.’s efforts to tackle the corrupt money flows that cause such damage
to developing countries are not undermined. And in the case of the anti-money laundering Jaws, the appropriate vehicle

for ensuring international implementation and enforcement is already in existence, in the form of the Financial Action
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Task Force (FATF), the inter-governmental body that sets the standards for anti-money laundering laws and performs
mutual evaluations of its members’ legal frameworks to ensure they meet this standard. The problem is that FATE’s

powers are not being effectively used.

At the end of this testimony 1 will make some suggestions for actions that FATF could take to ensure greater cooperation

between nations to tackle the proceeds of corruption.

Our final example reviews Citibank’s facilitation of banking activitics that allowed Charles Taylor, the ex-Liberian
president now on trial for war crimes, corruptly to divert timber revenues to his personal use during the conflict in Sierra
Leone and Liberia. Liberian timber revenues were fuelling the conflict there, which was documented from 2000 onwards

by Global Witness and a UN Panetl of Experts mandated by the Security Council.

Taylor was arranging for his Ministry of Finance to instruct the Oriental Timber Company (OTC), one of Liberia’s main
timber exporters, to make its payments in lieu of tax directly into a number of other non-government bank accounts,
including a two million dollar payment into Taylor’s own private account at a bank in Monrovia, the Libedan Bank for

Development and Investment (LBDI).

This dollar payment could not take place without LBDI’s correspondent bank — Citibank in New York — through which

the payment were routed, which gave Taylor the means to receive corrupt timber revenues into his own account.

In addition, payments received by OTC from its timber-purchasing clients around the world were paid into OTC’s account
at Ecobank, another bank in Liberia that had a commespondent relationship with Citibank in New York. It was on the public
record at the time that OTC was one of the key timber companies whose activities and timber sales were fueling the
fighting. Therefore, via this correspondent relationship, Citibank was also helping to facilitate Liberia’s timber-fuelfed

conflict.

Global Witness asked Citibank what due diligence it had done on its correspondent clients LBDI and Ecobank, to reassure
itself that they were able to do proper due diligence themselves on their clients. Citibank said that it was not able to tell us.
But when we wrote to Ecobank to ask about these payments, it replied that it did not have any records of the payments as
this had been a difficult time in Monrovia, and the office was looted a number of times and filing cabinets stolen. If filing
cabinets were being stolen, it seems unclear how Citibank — or any other Western financial institution — could have

reassured itself that its correspondent client was doing its due diligence properly.

When doing correspondent business, the only way that a U.S. bank can ensure that the proceeds of corruption or conflict
do not enter the U.S. banking system is to do due diligence on its correspondent bank’s own customer monitoring
systems. This could not possibly have been done here by Citibank, yet the transactions took place regardless. So Citibank

handled the proceeds of the timber sales that were fueling the civil war in Liberia and the deaths of many innocent persons
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in the process. No correspendent relationship should be permitied with banks in other countries that do not have in place

regulatory standards and controls equivalent to the U.S. and meeting international standards.

Tackling the problem
Global Witness has identified three key actions as necessary to curtail banks' handling corrupt funds:

* Banks must change their due diligence practices, and not treat customer due diligence solely as a box-ticking
exercise. They must adopt policies so that if they cannot identify an ultimate beneficial owner of the funds, and do
not have strong evidence that the source of funds is not corrupt, they must not accept the customer or the
transaction.

o Bank regulations must explicitly force them to do this due diligence properly. Anti-moncey laundering laws must
provide not just standards, but sufficiently specific procedures to ensure that banks identify the natural person
behind the funds, and have strong evidence that the source of funds is not corrupt, or they must not accept the
customer or transaction. Such standards need to be in place internationally, and applied consistently across all
relevant jurisdictions, as a condition of access to the international payments system.

» International cooperation must improve, to close the loopholes in the global anti-money laundering net that are

created by jurisdictions with insufficient laws or enforcement of them, and by banking secrecy and tax havens.

Global Witness wrote last year to the world’s top 50 banks (as measured in July 2008) to ask them if they had a policy of
prohibiting accounts for heads of state or senior officials or their familics from countries with a reputation for large-scale
corruption. Of the sixteen that responded, (only one of which was a U.S. bank — JP Morgan Chase), all but one did not

explicitly answer the question. Rabobank, a Dutch bank, admitted that it did not have such a policy in place.

Banks are not going to tackle this issue on their own. Therefore the responsibility lies with governments to ensure that
there is an appropriate standard that explicitly requires banks to avoid the proceeds of corruption, and with their banking

regulators to casure that banks are implementing this standard.

What the U.S. needs to do
There are two arenas in which the U.S. can take action to help curtail the flows of corrupt funds that are so devastating to

some of the poorest countries in the world and which leave the financial system open to other types of destabilising risk.

Domestic action:

The U.S. has relatively strong anti-money laundering laws in place, in the form of the Bank Secrecy Act as updated by the
Patriot Act and the subsequent rulemaking. It has also taken the lead, compared to other countries, on enforcement
actions. However, at its last FATF cvaluation in June 2006, the U.S. was still found to be only partially compliant with
FATF Recommendation 5, which requires countries to require their banks to do customer due diligence. The U.S. should
clarify its AML regulations, particularly relating to Section 312 of the Patriot Act, to make it absolutely explicit that banks

must not only identify an ultimate beneficial owner, but also have strong evidence that the source of funds is not corrupt,
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before accepting any deposit. The U.S. must also ensure that its banking regulators do effective monitoring and

enforcement to ensure that banks are complying with these requirements.

International action:

The U.S. is the largest single contributor and driving force behind the Financial Action Task Force (FATF), the
intergovernmental body that sets the international standard for anti-money laundering laws and measures member states’
compliance with them, It should use this influence to ensure that FATF undertakes further steps to make anti-corruption
rules on money laundering more stringent, including by:

»  Setting up a task force specifically to address the proceeds of corruption,

*  More effectively using its power to name and shame member countries that are not compliant with FATF’s
standards or that are not enforcing them. The majority of FATE’s members, including the U.S., are not fully
compliant with key FATF recommendations relating to the prevention of corrupt flows, including
Recommendations 5 (customer due diligence), 6 (identification of and enhanced due diligence on Politically
Exposed Persons) and 33/34 (prevention of misuse of corporate vehicles and legal arrangements such as trusts).

»  Ensuring that FATF evaluations measure implementation and enforcement of anti-money laundering laws and not

Jjust their presence on a country’s statute books.

The U.S. should also use its position within FATF to push for new standards within the intemational framework:

e Banks should be required to respond to requests for information from foreign banks or their own overseas
branches without falling foul of banking secrecy laws, whether the request is about money laundering, terrorist
financing or tax fraud (this would effectively internationalize provision 314 of the U.S. Patriot Act).

» The FATF should adopt the recommendation that every country produce full public online registers of the
ultimate beneficial ownership and control of all companies and trusts under its jurisdiction. Currently, in the U.S.
there is no such requirement, and the ultimate beneficial ownership of these vehicles is very often not subject to
any form of public disclosure. One result is that U.S. trusts and limited liability companies are frequently abused
by criminals, drug traffickers, corrupt officials, and tax cheats to launder mopey through banks in other
Jjurisdictions, including many of those most criticized by the U.S. as bank secrecy havens. The U.S. currently is
not compliant with the existing relevant FATF standard (Recommendation 33/34), and has taken minimal steps to
achieve compliance in this area, facilitating billions of dollars of money laundering a year through trusts and
companies established in the U.S. The proposed S.569 Incorporation Transparency and Law Enforcement
Assistance Act Bill would go some way towards remedying this, but it would not have such registries held
publicly, which would be the most effective standard.

+  Banks should be required to be aware of which countries have laws prohibiting their PEPs from holding bank

accounts abroad, and to avoid accepting these PEPs as clients.

Current efforts to modernize regulatory practices in the financial sector offer the U.S. and the international community a

significant opportunity to address the problems that are allowing the financial system to be a conduit for corrupt funds. If
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this opportunity is not taken, the global financial system will be left open not just to the proceeds of corruption but to the

opaque financial flows that have contributed to the immediate crisis, as well as to terrorist and proliferation finance.

Global Witness would also like to point out that taking action to combat corrupt money flows must go in parallel with
efforts to ensure transparency of oil, gas and mining revenues. Promoting greater accountability of how oil, gas and
mining revenues are managed is also crucial to promoting poverty alleviation in poor, resource-rich countries and helping
ensure U.S, energy security. Mr Chairman, we commend you for the leadership you have shown on this issue through the
introduction of H.R. 6066 — the Extractive Industries Transparency Disclosure Act - in the 110™ Congress. This legisltation
would require oil, gas and mining companies registered with the Securities and Exchange Commission to publicty
disclose their payments to countrics where they operate, on a country-by-country basis. We hope that H.R. 6066 will be

re-introduced this year and urge Congress to pass this important piece of legislation.

We would be pleased to see this committee take up these issues, and T would be pleased to answer any questions.

Detailed references for the case studies i ] in this testi y are available in Global Witness, Undue Diligence: How

banks do business with corrupt regimes, March 2009 (London)
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global witness

Annex to the written testimony by Anthea Lawson of Global Witness for the hearing by the U.S. House of
Representatives Committee on Financial Services, on ‘Capital Loss, Corruption, and the Role of Western Financial

Institutions’

May 19, 2009

«  An example of Denis Christel Sassou Nguesso’s credit card statements: month of August 2006.

e Company information sheet for Denis Christel Sassou Nguesso’s Anguillan shell company, Long Beach.

»  Trust document showing Denis Christel Sassou Nguesso’s beneficial ownership of the shell company, Long
Beach.

* Bank of East Asia ‘Data Archive and Retrieval System: Daily Transaction Journal’ showing payment referencing
a specific oil cargo into the Long Beach account.

*  Payment instruction from Long Beach to Bank of East Asia instructing payment of Denis Christel Sassou
Nguesso's credit card bills from the Long Beach account, stamped ‘record of terrorists checked’.

» French police document listing Teodorin Obiang’s bank account at Barclays.

e Letter from the Liberian Ministry of Finance to the Oriental Timber Company instructing payment of $2 million
in lieu of taxes into an account at Liberia Bank for Development and Investment, routed through Citibank.

e Debit ticket and bank statement showing the $2 million payment from the Oriental Timber Company into the

account at Liberian Bank for Development and Investment, which is named as Charles Taylor's personal account.
P Y p



104

Page i1

CreditCard Limlted @M , TS #% PPS Merchant Code : 78 .
BmHFRFHRA hitp: /www.olcreditcard.com

nline

DENIS CHRISTEL SASSOU NGUESSO TN ? a2 g
ICS TRUST (ASIA) LTD $35313 36 $35313 36
8/F HENLEY BLDC .

5 QUEEN'S RD
CENTRAL HONG KONG

3 Tiok the hax for changs of scdress 6r ofer requels. Ses revirse side.
ARWEAREAXBER » WREAR v, » WARBENN »

MWMNMWNW“WE"MUMMM tumed with this payenent 0 P.0, Hax 54379 :

Mmmmmm thras worldng deys bufore mm"oﬁl‘ AKX chequa “oﬂmbm ‘ §

MRATRRLNLHNBRRRR uﬁ; =-Iﬂi”§mmm « BN ..ﬂlmﬂls RN RRON |

43b 4600 6810 1330  $50000 02/09/2006 inusn!d?é $35313. 35, 1]

IS0 GOLD ‘

: OPENING BALANCE 1021.44 |

53/08/2006 LOUIS VOITTON ESPANA  RIO VERDE BUR  10600.00  13081.52 |

3970872006 DAYHENT - TRANK YOU 4020, 14-]

10/08/2006 R.CAVALLI-PRINCESSE BO MARBBLLA EUR  7264.00 9438.63 |
2770872006 LODIS VUITTON ESPANA  RIO VERDE EUR 187000 2430.98
2770872006 LOUIS VUITTON ESPANA  RIO0 VERDE EUR  3310.00 1302.97
28/08/2006 BRIONI ESPANA HARBELLA EUR  4660.00 6057.96

TOTAL CHGS : DENIS CHRISTEL SASSOU NGUESSO 35312, 06

CLOSING BALANCE v : 35313.36 |

~ !

'J ;

3LL AMOUNTS ARE INDICATED IN US DOLLARS, UNLESS OTHERWISE STATED.

o raper— ¥ o roported wibin outeen daye, i atsemont wil b oo,
o hn-hhu 1o error daye, 1 you have &y questions, Pepe cxll the Oriew
FRBARER - R RRES L 1S AP TIARR 4 FOAAINT Y + AR L




105

Page 12

COMPANY INFORMATION SHEET —
As of 1111212006 (17:14:09) Pags t

Company: LONG BEACH LIMITED

-Address: 8th Floor Henley Building 5 Queen's Road Central, Hong Kong

Jurisdiction of incorporation; Anguliia incorporation Date; 03/03/2003
“BRC#; . - - Certificats #: i 2028859
- Employer’s Flle #: . .
ProfitsTax File #:

Authorized Share Capitat
. USD 1,000,000.00
. Issued Share Capita! .
usnzoo = 2 Ondinary shares at usb 1.00

1,000,000 Ordinary shares at USD 1.00

~Secrataries A
iCS Ssecretaries Limited

Shareholders

" Orlent Investments Limited 1 Ordinary share
“Pacific investments Limited . 1 Ordinary share

Directors
Orient investments Limited
Pacific Investments Limited

Banking information ) .
Account No. Banker/ Branch Account Type/ Date Opened :

- Currency .

"15-514-25-10518-8  The Bank of East Asia, Limited /  Statement Savings 17/11/2003
: Main Account/ MYC

Signatory: Orient investments Limited ta sign singly

EW/mgy {Curstn2. Rt
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DECLARATION OF TRUST

WB.ORMTNVRS’I‘I\EN’I‘SIMTED f The Hallmark Building, Suite 227 Old
‘'Road, The Valley Anguilla, British West Indies DO HEREBY SO Y AND SIN
DECLARE as follows:
L THAT the 1 share(s) denominated as No, 001

now held by us

in: G BEACH LIMITED

does not helong to us, but -
to:  Denis el Sasson-Nj

guesso
of: 20 Bis Rue Jean Girandoux 75016 Paris France.

who is hereinafier referred to a5 the BENEFICIAL OWNER which expression- shall
mcludchtspemomlmpmmﬁves, mccosso:smudcandassig)s

2. THAT we hold the said share(s) UPON TRUST for the said BENEFICIAL OWNER |
- AND we undertaks to transfer pay and deal with the said share(s), dividends and interest
in such manner as the B (CIAL OWNER zhall frors time to time direct AND WE
FURTHER UNDERTAKE THAT we will at the request of the BENEFICIAL OWNER -
-attend all meetings of shiareholders which we are entitled to attend by virtne of being the
tegmcmdholderofthesaidshmv(s)andwﬂlvommmsuchmannaasdzrectedbythe,

BENEFICIAL O'
In witness whereof we have cansed our Common Seal to be hersunto affixed on .
this 24 September 2003.

Sealed with the Comuton Seal of , ) For and on behaf of

Orlent Investments Limited. ‘ . ) Orient Investments Limited

signed by

)
Eliza S. Y. Wu _— 3
for and on behalf of the company 5 /&_\_‘
in the presence of: ) Q
L0 ¥- 2% WY
Witness: Miia Q.-

Address: mnwnmhysudd:ngSQuaensRoadCemalHongKong

~
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The Committee on Financial Services

Hearing “Capital Loss, Corruption, and the Role of Western Finaneial Institutions”
May 19, 2009, 10 AM

- Monica Macovei

Measuring corruption.

Surveys on individuals’, groups’ and companies’ experience and perception have been
regularly used to measure corruption. Corruption Perception Index, Global Corruption
Barometer, World Bank Doing Business Reports, Freedom House - Nations in Transition are
among the best known instruments.

In addition to measuring the perception of the public or the business communities, corruption
can be identified and its dimension measured by scrutinizing those areas with high potential
or risk of corruption, such as: (i) privatizations and public procurement (some of the
indicators could be: the avoidance of public tenders and the direct attribution of contracts, a
price much higher than the market price or the highly inbalanced parties’ contractual duties
and rights); (1i) the transfer/sale of real estate property from the public property to the private
property or the public/private property partnerships (one indicator of possible corruption/fraud
in this area being a grossly sub-evaluated price or value for the public property to be
transferred and/or the existence of conflict of interest); (iii) the level of transparency and the
control over the public spending (a poor transparency and a superficial and late control are
possible signals raising questions); (iv) the funding of political parties and electoral
campaigns (where the control is not sound and the sanctions are not deterring); (v) the control
of the public officials’ declarations of assets and statements of interests (where such control
fails to be sound and/or impartial), or; (vi) the existence of the so called ,laws with
destination”.

Sources of corruption

The sources of corruption I have indentified are strongly linked with the areas identified as
having a high risk of corruption: illegal behavior in privatizations, public procurement and
where transferring the state/public property by the central or local administration or other
public bodies; incomplete transparency of the public spending and lack of control and
accountability; a poor legal and institutional framework for the financing of political parties
and electoral campaign; the failure to institute and exercise a sound control over the
declarations of assets of the public officials and civil servants and the lack of deterring
sanctions where unjustified assets are proved; the existence and the failure to sanction the
conflict of interest and the incompatibilities; poor, not-unified and unequal enforcement of
legal provisions; instable legal and institutional framework, etc. Under this item, I would like
to refer to the finding of the UNODC 2008 report (focusing on the organized crime in
Balkans), on the “wide-spread and enduring collusion between politics, business and
organized crime. To break this nexus, fighting corruption should be priority number one”.

As regards the circumstances which, taken together, favored corruption, in particular the
political corruption (corruption influencing the decision-making process and actors), in some
of the post communist countries, I would refer to: the dimension of the state property to be
transferred from the state to private hands during the transition to the market economy; the
need of building or re-building the infrastructure, involving large amounts of funds (first two
seen as “unique” opportunities; the poor and changing legal framework on public
procurement; the weak and in-transition law enforcement and judiciary at the beginning of
1990s; the low level of accountability in fragile democracies.
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Problems encountered in discovering, disclosing and deterring corruption in Romania
Corruption has been investigated and prosecuted by the Romanian law enforcement in
particular since 2005/2006, by the Anti-Corruption National Directorate, a law enforcement
unit with jurisdiction over medium and high level corruption and fraud, formed of specialized
and trained prosecutors and police, who also benefited of technical support from the US State
Department. Approximately 20 ministers and parliamentarians (“sitting” and “former” at the
time of the prosecution) were indicted for corruption or fraud in the last three years, along
with many other high officials in the central and local administration, police or members of
the judiciary, as well as heads and administrators of companies. These prosecutions have
been a premiere in Romania.

However, deterring sanctions did not come. Once before the courts, the high political
corruption cases in particular have not received solutions on the merits. Instead, they have
been postponed for months and even years, for a variety of reasons: (i) the reluctance of some
judges to take decisions on the merits in such cases (although their independence is fully
guaranteed, for instance they all enjoy life tenure, and can only be disciplined by a judicial
council formed of their peers); (ii) the 2007 intervention of the Constitutional Court which
decided, for instance, that the rules of procedural immunity apply to former ministers as well
as ministers in office’, and stated the retroactive application of this ruling; as a result, some of
the court cases returned to the law enforcement for missing the decision on the immunity
lifting; (1ii) while in those cases where these approvals fall into the jurisdiction of the
President of the country, they were issued quite rapidly, in the cases where the Parliament had
to decide (for former ministers but current MPs), it took long periods of time, sometimes over
a year, for a decision to be taken; in addition, many MPs claimed they had to analyze all the
“evidence”, acting like courts; (iv) in the corruption cases where the courts convicted the
defendants, 80% of the sentences have been suspended prison sentences, indicating that
corruption is not seen by the judiciary as a serious offence.

In parallel to the law enforcement investigations in high level political corruption cases, the
legal stability and efficiency of the anti-corruption (and anti-crime in general) framework was
endangered by a Chamber of Deputies” 2007 decision which amended, at its own initiative,
the criminal procedure code, introducing, for instance, the rule that interceptions could only
be possible after the person under investigation had been informed that an investigation takes
place. This and other provisions constituting strong obstacles against criminal investigations
(and international police and judicial cooperation in cross border organized crime) did not
enter into force following the President’s decision to return the law to the Parliament and
request its re-examination. Among others, the then US Ambassador and the European
Commission also sent public signals on the danger of adopting such provisions which would
at least hamper the efficiency of international cooperation in criminal cases. Those provisions
are not in force, but the attempt to take away important instruments in the fight against
corruption and organized crime was clear.

At present, new drafts of the criminal and criminal procedural codes are under debate.

! As found by a 2007 Peer Review Report issued by an independent expert in the context of the Cooperation
and Verification Mechanism established jointly with the European Commission for the post EU accession period
for Romania, “this decision does not seem very logical. The procedural immunity for ministers derives from the
need to protect ministers in office against criminal investigation based upon politically motivated complaints and
to avoid that political decision-making at the highest level would be influenced in this way. Once a minister is
no longer in office, political decision-making can no longer be influenced in this manner, so there is no longer
any need for procedural immunity.”
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Pressures/dangers faced “on the ground” by the anti-corruption advocates and
watchdogs

While there have not been examples of people being in “danger”, I could point out to the
pressure exercised, through public statements or attempts to change the legal and institutional
anti-corruption framework by the politicians under investigation and their party colleagues.
However, I have to say that I find this predictable, as well as being a proof of the seriousness
and partially successful attempt to fight corruption starting from the top.

If I look at myself as an “anti-corruption advocate” (and 1 do), I would say that I was fired -
through a reshuffle of the Government, eliminating the party which supported me in the
position of justice minister- following the anti-corruption measures I have adopted and
promoted. This took place shortly after January 1%, 2007, when Romania joined the European
Union due, among others, to the results (prosecutions and legislation) in the fight against high
level corruption.

The Slovenian Commission for Prevention of Corruption, entrusted with control of conflicts
of interests of elected politicians, was saved by the Constitutional Court, as MPs after
accession promptly voted for its closing down. In Latvia, a success story for anticorruption in
the EU accession years, the public had to rally to defend the anticorruption agency head from
being fired by the Prime Minister. However, the second attempt, in 2008, was successful.

To what extent did the change of regime in Romania represent a true change from a
corrupt regime to a regime with higher ethical standards?

If one refers to the change of regime in 1989, the changes are tremendous, even if obtained
through a long transition process and even if we are still struggling for real and profound
reforms in areas such as health, education or judicial systems. Among others, the independent
Jjudiciary {even if still lacking efficiency, predictability and sometimes integrity), investigative
media, civil society, have all contributed in time to disseminating higher ethical standards.
However, the transition favored and produced corruption, in the circumstance I explained
previously. I believe that the main challenge ahead is the reform of the political class and the
establishment of a solid good governance.

Does growing corruption in the political elite transfer to changes in the ethical climate in
society as a whole?

The brief answer would be yes, in particular under the circumstances where the society
does not see a quick process and deterring sanctions for corruption. In addition, the
feeling shared by many that, for instance, quality and timely services need more than a
correct request is not helping to reach a general ethical climate. Once again, I believe
that the challenge we have for building a sustainable ethical climate is the reform of a
large part of the political class.
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Capital Loss and Corruption: The Example of Nigeria

Testimony before the House Financial Services Committee
May 19, 2009
by
NUHU RIBADU

Visiting Fellow at St. Anthony’s College, University of Oxford; Visiting Fellow at the
Center for Global Development; and former Executive Chairman, Economic and
Financial Crimes Commission (EFCC) of Nigeria

Good morning, Chairman Frank, distinguished US Representatives of the
Committee, and thank you for this very kind invitation to offer testimony as part

of this panel.

The global financial crisis has made nothing so clear as the fact that the global
economy is now highly integrated and interconnected. What effects one corner of
the globe will reach to all other corners, and the lack of proper regulation and

oversight in one place can undermine stability far away.

Corruption has the same effect on global markets, although it is not often thought
of in those terms. So just as it is the purpose of this hearing to explore lines of
responsibility in the global financial crisis, so too should it be to better understand

the global responsibility to end corrupt practices.

Understanding corruption as a transnational problem is the only way to fight it.
Corruption in one place is connected to others, enabled by systems of weak
regulation and poor oversight. When you think of “corruption,” there will always

be specific personalities and places that jump to mind, and inevitably Nigeria is
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near the top of that list. But 1 think you will all agree with me that corruption is
not a native of any land; it just finds easier homes in some. Societies that have
been able to move ahead are those that put the statutes in place to criminalize
corruption and ensure that the enforcement mechanisms are proper and ready

for action.

Let it be clear from the onset that my intention is not to speak ill of my country or

continent, but rather to state the facts as they are.

Next year, Nigeria will be half a century old. in 1960, the year | was born, my
country attained Independence from Britain. The promise of independence was
boundless and the famous Nigerian energy was all too evident. We were sure we
would make it. Home to about 140 million of the West African region’s 220

million inhabitants, Nigeria’s demography alone elects it as a regional power.

Today, after one civil war, seven military regimes, and three botched attempts at
building real democracy, there is one connecting factor in the failure of all

attempts to govern Nigeria: corruption.

*k sk ok ok ok

Mr. Chairman, your chosen theme for today’s hearing is right on target.
Corruption and capital drain have been the major factors in the {ack growth and
development in the region. The corruption endemic to our region is not just about
bribery, but about mismanagement, incompetence, abuse of office, and the
inability to establish justice and the rule of law. As resources are stolen,
confidence not just in democratic governance but in the idea of just leadership

ebbs away. As the lines of authority with the government erode, so too do
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traditional authority structures. In the worst cases, eventually all that is left to
hold society together is the idea that someday it may be your day to get yours.
This does little to build credible, accountable institutions of governance or put the

right policies in place.

The African Union has reported that corruption drains the region of some $140
billion a year, which is about 25% of the continent's official GDP. In Nigeria alone,
we had a leader, General Sani Abacha, it was believed that he took for himself

between $5-6 billion and invested most of it in the western world.

With this history, the EFCC undertook the investigation and auditing of the assets
of serving state governors and public officials suspected of stealing public funds.
We were assisted by the London Metropolitan Police, including in two cases
involving governors. Mr. Joshua Dariye, Governor of Plateau state, was found by
the London Metropolitan Police to operate 25 bank accounts in London alone to
juggle money and evade the law. Like many of the governors, he used front
agents to penetrate western real estate markets where he purchased choice and
expensive properties. The London Metropolitan Police determined Dariye had
acquired £10 million in benefits through criminal conduct in London, while
domestically we were able to restrain proceeds of his crimes worth $34 million.
The other was the case of Mr. D.S.P. Alamieyeseigha, governor of oil rich Bayelsa
State. He had four properties in London valued at about £10 million, plus another
property in Cape Town valued at $1.2 million. £1 million cash was found in his
bedroom at his apartment in London. £2 million was restrained at the Royal Bank
of Scotland in London and over $240 million in Nigeria. This is in addition to bank

accounts traced to Cyprus, Denmark, USA and the Bahamas.
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These are just two examples. In 80% of the grand corruption that takes place in
Africa, the money is kept somewhere else, enabled by systems of poor regulation
that allow abuse by those looking for ways to profit.

Between 1960 and 1999, Nigerian officials had stolen or wasted more than $440
billion. That is six times the Marshall Plan, the total sum needed to rebuild a
devastated Europe in the aftermath of the Second World War. When you look
across a nation and a continent riddled with poverty and weak institutions, and
you think of what this money could have done — only then can you truly
understand the crime of corruption, and the almost inhuman indifference that is
required by those who wield it for personal gain.

For the West to finally understand why those like myself and my colleagues here
today, John Githongo and Monica Macovei, are willing to risk so much, risk our
lives, to fight corruption in our home nations, the West must then be willing to
see corruption as not just a system of bribes and patronage, but the systematic
undermining of responsible governance, of visionary leadership, of a society’s
ability to meet and overcome challenges. The West must understand that
corruption is part of the reason that African nations cahnot fight diseases
properly, cannot feed their populations, cannot educate their children and use
their creativity and energy to open the doorway to the future they deserve. The
crime is not just theft. It is negligence. Wanton negligence, the full impact of

which is likely impossible to know.

| have said this before, and while | know it is a controversial statement, | stand by
the idea that corruption is responsible for as many deaths as the combined results

of conflicts and HIV/AIDS on the African continent.
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I always see myself as a policeman first, and as a law enforcement officer at the
frontlines, | have seen corruption provide fertile ground for injustice, for violence,
for the failure of government and the failure to use revenues and donor support
for the benefit of the people. | see how those who are confronted with these
systems — diplomats, foreign businesses, NGOs and others with the best of
intentions for the continent ~ make the choice to work within those corrupt
practices to get the job done faster, or try to work ethically and morally while
knowing this choice will cost them time, profit, and impact. | see people suffer,
and while they may not know why or how exactly, they understand that it is
unjust, they know right from wrong, and they know that as long as these systems
are allowed to thrive, their lives will never be better. But so long as bowing to
corruption is the primary way of succeeding in certain societies, it trains
generation after generation to accept its yolk, get their due, and ignore those

around them.

On a regional dimension, it is estimated that some $20 billion leaves Africa
annually through the illicit export of money extorted from development loan
contracts. This money is deposited in overseas banks by a network of politicians,
civil servants and businessmen. This figure is now roughly equal to the entire

amount of aid from the US to Sub-Saharan Africa every year.

This outflow is not just abstract numbers: it translates to the concrete reality of
kids who cannot be put in schools, who will never learn to read, because there are
no classrooms; mothers who die in childbirth because the money for maternity
care never made it to the hospitals; tens of thousands who die because there are

no drugs or vaccines in hospitals; no roads to move produce from farms to
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markets or enable a thriving economy; no jobs for young school graduates or
even ordinary workers; and no security for anyone because the money has been

stolen and shipped out.

* % ok % ¥

The picture | paint here is that of my country. The picture of a potentially great
land, slowly poisoned by the idea that the importunity of lawlessness is success.
The picture of a land held hostage for decades by a kieptocratic bunch of
fraudsters who built a career in politics to protect their lines of revenue. | am
saddened when | hear America’s new president, his First Lady, and his cabinet
officials all speaking at graduation ceremonies and calling for service to your
country and your community, because | know that in Nigeria that this is not

happening at the moment.

While there is much blame to be directed at Nigeria for this state, we should not
stand accused for these crimes alone. The unholy alliance between local political
elites and western financial institutions has been the foundation of this narrative
of shame. The best illustration yet is the now famous Halliburton/KBR scandal
where, as a Nigerian Newspaper recently reported, our leaders received “stacks
of US dollar bills in briefcases and sometimes in bullion vans” until some $185

million had been exchanged for a contract to build a liquefied natural gas plant.

The other famous case is the Siemens scandal. According to the US Securities and
Exchange Commission [SEC], Siemens made approximately $12.7 million in
“suspicious payments” for Nigerian projects, including to government customers

for four telecommunications projects. The total value of the four contracts was
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approximately $130 million. There are many other instances. The total amount in

bribes is staggering.

In both of these cases, the United States and Germany, the parent nations of
these two companies, have initiated stern investigations and issued out hefty
fines on the companies — but those who received the bribes in Nigeria continue to
enjoy the fruits of their labors, which only means the cycle will continue. It is clear
that KBR did their own calculus: $185 million in bribes, plus eventually almost
$600 million in fines for violation of the Foreign Corrupt Practices Act, but they
won $6 billion in business for their efforts. These projects continue on. And this
kind of math will continue on for as long as companies realize there are those on
the ground willing and eager for this type of facilitation. In Nigeria, the alleged
culprits are going about their daily lives and even running the government by
default. And yet they are still engaged from outside as equal partners in

governance and development.

* ® k X %

| have always held the belief that the laws needed to check these problems often
already exist; what is lacking is the culture of enforcement. Enforcement blossoms
only where there is the necessary political will, and this political will must be
strong at the very top. There is no place in the world where anti-corruption
efforts will succeed without this political will, without leadership to promote the
effort openly as a moral and political force. Without this will, the pressure on
enforcement agents smothers their efforts and is destined to destroy the very

agencies defined to lead the war against graft.



122

I learnt this myself by firsthand example. Having spent five years building Nigeria’s
EFCC into a world-class crime-fighting agency with trusted partnerships with US
and UK agencies, all of it has now changed, like many of the other reform efforts

in the country.

When the EFCC was formed in 2003, our country had never secured a single
criminal conviction for corruption charges. We were fortunate to have the
political support of President Obasanjo; of other several powerful ministers in the
government including Nasir El-Rufai, from whose budget the original money to
support the EFCC came; from key Senators; and from the judiciary whose

responsibility it was to decide the cases presented to them.

By 2007 we had secured convictions in over 275 of the near 1000 cases in the
courts. It was modest but revolutionary, especially since the convictions were
from cases against high-ranking officials such as the leadership of the Nigeria
Police, a number of state governors, ministers, legislators and top bureaucrats.
The symbol of these convictions to ordinary Nigerians had more impact than |
could have believed. But for the first time, they saw those living unlawfully and
with impunity being called to task, and they allowed themselves to hope that a
new Nigeria, where the fruits of their labors would finally be enough to prosper,

may be coming.

And things changed, at least for a while. This was homage to the extraordinary
will and belief of young Nigerians who saw corruption as the barrier to the
progress of our country and wanted to contribute. The effort we made at the
EFCC was a marriage of two forces: pressure from outside and the force from

within. The international community deployed the instruments of the Financial
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Action Task Force [FATF] to trigger necessary reforms, which provided us the
platform to build a strong local program to clean up our financial institutions and
prosecute those who sought to undermine them. This ultimately paved the way
for a far-reaching banking reform in the country, famously described as the
consolidation of about a hundred mushroom banks into 25 strong institutions.
Some of these banks are now seen as credible financial institutions with
continental reach; indeed, some of them are stepping in to fill the gaps left by

decreased activity of Western banks during the financial crisis.

The EFCC also helped to address the problems in the Niger Delta, which, in my
opinion, is driven entirely by corruption. indeed, one of the governors of the Delta
that we investigated offered me $15 million in cash to stop the investigation
against him. We charged him both for the theft of state revenues and for the
bribery attempt. Sadly today he is still one of the most powerful political figures in
both the ruling party and the country. This clearly highlights the problem of the
Delta — money meant to have gone for development has gone to very few hands
and is used for negative ends. In 2003-4, almost 100,000 barrels of oil was stolen
daily; by 2005-6, we had managed to reduce this to 10,000 barrels per day. We
also secured convictions for kidnappers in the Delta, who were driving the cycle of

violence and bribery with the private oil companies.

The entire team responsible for these successes, which was trained by a variety of
agencies in the US, has been moved out of the EFCC. | personally have been
dismissed from the service, though I continue to challenge this dismissal in court.
After surviving an assassination attempt, | decided to relocate temporarily out of

Nigeria. But much work remains to be done.
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But the policy today in Nigeria is to use all the right rhetoric — speaking of the
need for rule of law and the fight against corruption — to cover-up their real
campaign to completely undo the reform efforts of the previous government and
so thoroughly confuse corruption and anti-corruption that no one can sort out
which is which any longer. This is why today, many of the law e_nforcement
agencies that used to work hand-in-hand with the EFCC are no longer willing to
partner with the EFCC or the Nigerian Justice Department. The issue of integrity is

paramount in such relationships.

* ok ok ok ok

| offer these examples to illustrate the challenge in fighting corruption. When you
fight corruption, it fights back. It will likely have greater resources than you, and it
is lead by those who operate outside the law and view the fight as life-and-death
for their survival. In a globalized and networked world, we all need to believe that
the fight against corruption must assume a transborder dimension. Our own
modest success at the EFCC was supported by efforts of institutions of the United
Nations, regional bodies, and many bilateral bodies like the US Secret Service, the
FBI, the US Postal Service, and the Department of Justice. | would particularly
mention the support we got from the United States in setting up and nurturing
the Nigeria Financial Intelligence Unit. We were also aided by the emergence of
statutes that offered universal applicability. But without a doubt, the fight against
corruption in countries like Nigeria will require strengthening international

regulations and standards to enable enforcement on the ground.

For example, the work of the EFCC would not have been possible without the

Financial Action Task Force, which de facto forced Nigeria to develop new anti-
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money laundering laws and spurred the creation of the EFCC. However, the FATF
lost its original might and importance and there is a need to strengthen it,
empower it, and provide the necessary framework for international financial
regulations. Stronger global standards against money laundering can force Nigeria
and other countries to accept that the old way of business will come with too high

3 cost.

Similarly, the US could help promote a Proceeds of Crime law that has treaty
status, and push the boundaries of the Foreign Corrupt Practices Act (FCPA) to be
expanded power to bite both givers and takers of bribes. Until those receiving the
bribes are punished for their actions, the marketplace for high-stakes elite bribery
will continue to thrive. | would also propose that Congress support civil society
monitoring programmes and direct support for programmes building investigative

journalism, which can support transparency and anti-corruption efforts.

Other challenges will include expanding cooperation in intelligence gathering and
sharing and reigning in the vicarious liability of tax havens and offshore banks.
This comes back to the theme of today’s hearing, about the role of financial
institutions. Safe havens are undermining the effort of poor nations to make
progress and we must all work in concert to ensure that secrecy does not
undermine greater transparency and accountability. The UK’s Commission for
Africa estimates that the assets stolen from the continent and held in foreign
bank accounts amount to $93 billion. If Africa can succeed in tracing and
repatriating such stolen wealth, the next chapter in the story may truly turn a new

page, and the days of aid dependency can start to wane.

* & F* X %
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From a distance, systemic corruption seems like too big a hurdle to overcome.
Nigeria’s problems may seem insurmountable, but the rest of the world can make
a difference by doing what they can to promote transparency. In five short years,
the EFCC was able to make a difference in one of the most challenging
environments on the planet; the lesson is that small measures with limited

support can bring about meaningful change.

But to do this, Western partners and others must truly understand how
corruption works and that in some instances they have been unwilling partners to
it, even when the intentions have been nothing but good. Corruption is often
viewed as a political challenge, and many donor nations would rather support
more humanitarian-based causes, like health and education. But it is time for
everyone to understand that by pumping money into development efforts
without a clear accountability mechanism as a part of such programs, these
efforts are often as good as putting money down the drain. The US has many new
health and development initiatives in Africa — in Nigeria alone the total is over a
half billion dollars a year. You owe it to yourselves and to your taxpayers to ask
how this money is spent, ask for results, and insist that any such funds are spent
to the good of the people. | believe if you looked more closely at some of the
organizations in Africa tasked with utilizing these funds, you would not like what
you see. The same is true of any nation offering development aid on the

continent; the need for greater oversight standards are needed by all partners.

The examples | give today are not to point fingers, but to illustrate that corruption
is killing Nigeria, and it is killing across the African continent. | urge you to view

the fight against corruption as the ultimate humanitarian effort, for surely there is
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no stronger chain to shackle the poor to their lot. Corruption may have taken
some shots at us, but what it is doing to ordinary Nigerians every day is far worse

and far more fatal.

When corruption is king, there is no accountability of leadership and no trust in
authority. Society devolves to the basic units of family and self, to the baser
instincts of getting what you can when you can, because you don’t believe
anything better will ever come along. And when the only horizon is tomorrow,
how can you care about the kind of nation you are building for your children and
your grandchildren? How can you call on your government to address what ails

society and build stronger institutions?

Corruption makes democracy impossible because it subverts the will of the
people. A select few, with so much money and authority, continue to steal
elections and make a mockery of the notion of government by the people or for
the people. Nigeria today is the worst example of electoral theft in the world. So
it is also important that the United States and other partners in Nigeria stand by

the Nigerian people first and foremost, and say that enough is enough.

Corruption is one of the greatest crimes the world has ever known. But those who
are suffering the most from its poison are the least able to fight it; their
resources, their health and wellbeing, and their futures have been stolen away.
There is no surer salt in the earth of democratic and representative governance. it
is for this reason that | call on you to help fight this global injustice, both for the
sake of Nigeria, and for every other country that will never know its potential

without your support. But at the end of the day it will be we, the Nigerians and

13



128

the Africans, that will have to solve our own problems and catch up to the rest of

the world in freedom and development. | assure you that can be done.

Thank you once again for this kind invitation and [ now welcome your questions.
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